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Floki Bot, described recently by Dr. Peter Stephenson from SC Magazine, is yet another bot based on the leaked

Zeus code. However, the author came up with various custom modifications that makes it more interesting.

According to the advertisements announced on the black market, this bot is capable of making very stealthy
injections, evading many mechanisms of detection. We decided to take a look at what are the tricks behind it. It
turned out, that although the injection method that the dropper uses is not novel by itself, but it comes with few

interesting twists, that are not so commonly used in malware.

Analyzed sample

e 5649e7a200df2fb85ad1fb5a723bef22 — dropper <- main focus of this analysis
o e54d28a24c976348c438f45281d68c54 — core module — bot 32bit
o d4c5384da41fd391d16eff60abc21405 — core module — bot 64bit

NOTE: The core modules depend on a data prepared by the dropper and they crash while run independently.
The Floki Dropper

The Floki dropper looks simple and it has been found in wild without any outer protection layer. It has 3 resources

with descriptive names — bot32, bot64, and key:

Resource Hacker - 561967 db286d886b87 d1 ec655550b3af694fc6e002feadabcTfd3cEb0bddeabe [ ==
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When we try to observe its activity, we can see it making an injection into explorer.

s g o s
= explorer exe 2266 2756 K h484 I{ 2120 Windows Explorer Microsoft Corparation

Indeed, when we attach the debugger to the newly created explorer process, we can see some alien

code implanted — it is written on three additional memory areas with full permissions (RWE):
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[D]

However, when we trace the API calls, we cannot find any reference to a function that will write the code into the

explorer process. Fragment of the trace:

[...] 28a8;called module: C:Windowssystem32kernel32.d11:CreateProcessW 210f;called module: C:Windows

We can see that a new process is created, and it’s context is being changed — that suggests manipulation — but

where is the write? In order to find an answer to this question, we will take a deep dive inside the code.

Inside

At the beginning, the dropper dynamically loads some of the required imports:

; CRC{"ndll.d11") ™ Ox58ES

80482679 push ebp

d048267A movw ebp, esp

A848267C and esp, BFFFFFFF8h
A8468267F sub esp, 634h

88482685 push ebx

88482586 push esi

88482587 push edi

A8LA2688 call load_imports_ by hashes
80482680 xXor ebx, ebx

A848268F push B4COB6ASH

20482694 mov syscalls_array, ebx
20482694 movw syscalls _num, ebx
g84826A08 call search_and_open_ntdll
88482645 mou [esp+i4Bh+var 62C], eax
A84826A7 cmp eax, BFFFFFFFFh

The used approach depicts, that the author was trying not to leave any artifacts that could allow for easy detection

of what modules and functions are going to be used. Instead of loading DLLs by their names, it picks them

enumerating all the DLLs in the system32 directory:
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BE4E132CE || . | CHP _ERAX,ESI

2e4e1zC0 | o | JE SHORT dropper.B8848130C

AE4E13CF || « | PUSH dropper. BE48 1865 UMICODE ""~~#.dLlL™
AE4E1304 || . | LER ERX,CLOCAL. 2]

BE4E1207 || . | CALL dropper. BE481995

@E4E1z0c | » | LER ERX, CLOCAL.1513

BE4E12E2 |1 . | PUSH ERR Wwininet. 7EE0EEEE
AE4E12E2 || . | PUSH [[LOCAL. 21

AE4E12EE || . | CALL DWORD PTR DS:[E:4B7FEE] kernel32.FindFirstFilell
BE4E1ZEC || . | MOY EDI,ERA Wininet.7eE00068
BE4E13EE || « | CHMP_EDI,-8x1

AE4E13F1 || .~ | JE_SHORT dropper.@8481445

AE4E12F2 | » |fLERA EEX,[[LOCAL. 1441

BE4E12F3 (] . CALL dropper.d@4@12BE

BE4E12FE (] - MOU EST,EHX Wwininet. 7EE0EEEE
aE4E1468 (] . TEST EZI,ESI

aa4a1462 |1 . || JE SHORT dropper.8@84681421

aa4a14a4 (1 . MO ECH,ESI

aE4E1486 (] . CALL dropper.@@4819E4

BE4E148E (] - FUSH ERE Wininet. 7EE0BEEE
aEd4E14ac (| . FUSH ESI

aE4E1460 (| . CALL dropper.AA461C30C cro32

AE4E1412 (] . HOR ERK, BE2ES

BE4E1417 || . CHP ERX, [ARG.11

aE4@a141A || .~ || JE SHORT dropper.8@4@1435

ae4a1410c (] . CALL dropper.@@d4@lsll

aa4a1421 |1 » LEA ERX, [LOCAL. 1511

aa4Ea1427 (] . FUSH ERE Wininet. 7EE0BEEE
aEd4E14ze (] . FUSH EDOI

BE4E1429 () . CALL DOWORD PTR DS:[8x4@7F1@] kernel32.FinddeutFilel
BE4E142F (] . TEST _ERR,ERAX Wwininet. 7EE0EEEE
aa4a1421 | o~ |kdHE SHORT dropper.B84613F32

AE4E1433 |1 .~ | JMP SHORT dropper.@@84@81445

@E4e1425 | > | LER ERH, CLOCAL. 14837

AE4E143E ||« | PUSH ERR Wininet. 7EE0EEEE
AAd4E143C ) . | CALL DWORD PTR _DOS5: [Ax4AS836] kernel32. Loadl ibrarull
CEECFEEYN | . | MOV [LOCAL.=1,EAX Wininet. 7EE0EREE
AE4E1445 | > | PUSH EDI

BE4Ei44e || . | CALL _DWORD PTR DS:[E:4B7F4E]1 kernel22.FindClose
aE4aid44c || . | MOV ESI,CLOCAL. 21

For the sake of obfuscation, it doesn’t use string comparison. Instead, it calculates a checksum of each found
name. The checksum is created by CRC32 from the name XORed with some hardcoded value, that is constant for

a particular sample (in the described sample it is 0x58E5):

88481484 mov ecx, esi
0481486 call str_1len
80481488 push eax
88481408C push esi
aaue148D call crc3?
aoue1412 =or eax, SBEGh

The resulting checksums are compared with the expected value, till the appropriate module is found and loaded. In

similar way the export table of a particular module is enumerated and the required functions are being resolved.
After the initial imports load, exactly the same method is used to search NTDLL.DLL.

As we know, NTDLL.DLL provides an interface to execute native system calls. Every version of Windows may
use a different number of a syscall in order to do the same thing. That’s why it is recommended to use them via
wrappers, that we can find among functions exported by NTDLL. For example, this is how the implementation of

the NtAllocateVirtualMemory may look on Windows 7:

Hex Disasm

452
45200

45

Another variant, from Windows 8 looks a bit different:

Page 3 of 8



https://blog.malwarebytes.com /threat-analysis /2016 /11 /floki-bot-and-the-stealthy-dropper /

eC1D0
aClDs
aC1DR

eC1DD
&C1DF

6C1E1

Hex Disasm

The common part is, that the number of the syscall to be executed is moved into the EAX register. The dropper

loads NTDLL into the memory and extracts syscalls from selected functions:

0 : NtCreateSection 1

: NtMapViewOfSection 2 : ZwAllocateVirtualMemory 3 : ZwWriteVirtualMemory 4 :

It checks a beginning of each function’s code by comparing it with 0xB8, that is a bytecode for moving a value

into EAX:
I
a04820883 movz: edx, word ptr [ebx]
884828856 mov esi, [edi+1Ch]
884020089 lea edx, [esi+edx=l]
8848288C mov esi, [edxz+eax]
B8408200F add esi, eax
88482811 cmp byte ptr [esi], BB8h ; MOU EAX,imm32
064082614 jnz cshort loc_ LB206E

If the check passed, the syscall value, that was moved into EAX, is extracted and stored in a buffer:

AAL A2 A45
AaL A2 849
AaL a2 048
B84 8204
Ba4 a2 84F
Aa4 a2 @52
Ba4 820853
084620658
B84 820658

and
push
lea
push
lea
push
call
mou
inc

[ebp+syscall buf], B8

L ; 4 bytes - syscall value length
ecx, [esi+1] ;: move pointer by 1 byte

ecx

ecx, [ebp+syscall buf]

eCx

copy_bytes

ecx, [ebp+syscall buf]

[ebp+counter]

Then, when the dropper wants to call some of the functions, it uses those extracted values. The number of the

syscall is fetched from the array where it was saved, and copied to EAX. Parameters of the function are pushed on

the stack. The pointer to the parameters is loaded into EDX — and the syscall is triggered by with the help of an
interrupt — INT 0x2E:

0846212E

8848212E make_syscall proc near

0840212E

A840212E arg_ 4= byte ptr 8

a8408212E

B848212E lea
884082131 lea
884082134 lea
88402138 int

00402138

08462130 retn

884082130 make_syscall endp

esp, [esp] |
esp, [esp]
edx, [esp+arg 4]
2Eh ; DOS 2+ internal - EXECUTE COMHAND
; DS:SI -> counted CR-terminated command string
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That’s how the functions NtCreateSection, NtMapViewOfSection and NtResumeThread are being called. Those
were the missing elements of the API calls’ trace, so it explains a lot!

Example 1 — dropper makes a call that is the equivalent of calling the function NtCreateSection:

IE‘ *G.P.U* - main thread, module dyrmasa

Registers [FPU]

Bo4az271E (] . LEA ESF,OWORD FTR S5:CESF1 A
FERdE2713 ] . LEA ED:, OWORD PTR SS5: CESP+ERE] ER BR0E0EGS
INT ExZ2E HtCreateSect ion ECY [BEZSEEFS
BE4E2719 |k, EETH [| EC:: marzFora
B048271A |r%¥ |PUSH @ua ~— | EEX popoasEs
HER4E27IC |] . CALL duwmasa.d84826FD ESE BE12Fo6C
BE4A2721 CALL dumasa.B884827E0 EEF B51=FSE4
BE4E2T2E RETH @=iC 3 ES] ERARGDEE
4 | 2 EOI BER1ZF914

EIF B8402717 dymasa.d@48=717

BE12FE7d BE1=2F914
HEH12FE7E BEEEERRE
BE12F2FC BEEHEEEE
BEl2F2ea BE12FSEE
BE12FEEd BEEEEE4E
HE12F238 BEEEERRE
(150 e == BEEHEEEE
Bl 2F39E BEEEEEEE
BE12FE94 BEBEEREE
BE12F39s BEBHEEHE

Example 2 — the dropper mapped a section by using a syscall — it is an equivalent of calling the function

NtMapViewOfSection:

@ *G.P.U* - main thread, module dymasa

FEEEERE L RETH H:d Real [FPL

E'ELS'JE'I‘S
@E4E27E0 |8 | LER ESF, DWORDTFTR S5z [ESF] i Er DoRpoRRD
@E4E2716 || .« |LERA ESF,DWORD PTR S5z [ESF] ECH [BBERDREL
GE4E271% || . |LER EDX, DWORD: FTR S5 [ESP+ERE] EOH FFFFFFFF
o INT ExZE MHtHMaplliewlf Secton EEY BE1ZF910

ea4a2712 L. | RETH ESF GE1oFSdd
BE4EEYIA (8 [PUSH Bm0 EEE AAlSESER
@ Memuory map

HAddress |Size Owner Section |Containg Tupe Access Initial access|Ma
HE1CH0EE | BN 7RG Map  @0@4166:2 R [ ~0
HEZ23E0EE | BARE0aEG Map B08416862 R R

HEZFE0EE | BR0ESaEE Map @0841862 R R

HEZEEEEE | BEEDDaEE Friv BEE21HE84 Rl Rl

BHE4EEEEN | BEEE 18606 duymasa FE header Imag B1EE1EEZ R RWE

AR4A1080| BEEER4A8E | durasa “TEedt SFH,code, imports Imag A1GER1AG2 R EWE

HA4AE080 | BARE4886 | dymasa .data data Imag AlE81862 R RIWE

BE4E0088| DEE34800| dunasa SIErC CESOUroEs Imag BleGlaE2 R RWE

Ba4306080 | Ga081 86| dumasa .rE oo Imag QlE81862 R RWE

HE446060 | BE161886 Map B08416862 R R

HEEEHEEE | BEEE 1 BEGE Priv BEEZ1664 Rl Rl

BESGEDEE | BEEE 1 BEE Map B@E416848 RUE RWE

HESFEEEEN | BEEE30EE Friv BEEZ21HE4 Rl Rl

HASSA0AE | 6@l 10886 Map @@0841662 R R

H12F0680 | BADEZA86 Priv 80621164 Rl  Guarded |RW

Once the memory is prepared, the shellcode is copied there:
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L L by -3 N N | B " roomn EHo
BE4a15C5 || o |PUSH CWORDVFTRVSSHLESF+EREE]
BE461EC7 || o |PUSH DWORD PTR S5: [ESP+E:22] ntdll. PF7CEETE
BE481ECE || - |PUSH -8 1
BE4a15C0 || o |CALL DWORD FTR OS: 084871641 kernel32. Dupl icateHandle
BE481E02 || - [PUSH g2
BE4E1E05 || o |PUSH EBM
BE4E1E06 || o |FUSH _EEM
BE481E07 || - |LEA EAH, DNORONETRISSHIESF+ERCS]
BE4E1E0E || o |POSH EAR
BE481E0F || - |PUSH CWORODVPTRNSSHIESF+EHES]
BE4815E3 || o |PUSH DWARD FTR SS5: [ESF+E:7E
BE481EE7 || - |PUSH -8 1
BE4E1EE2 || o |CALL DWORD PTR DS:[8w4871E4] kernelZ2.DuplicateHandle
Ba4a15EF || . |PUSH @xd
BE4E1EF1 || o |POP EAY
BE4a1EF2 || o |PUSH EAM
BE4815F5 || o |PUSH dymasa. BE467176
BE481EFE || - |LEA ECH, DWNORD. PTR SSHIESF+EHET]
BE4B1EFC || o | POSH ECk kerne 22, 77 LEEEFT
BE4a15F0 || - |HOU DWORD TR S5: [ESF+EMEd], 6451ECSESS the hook content
BE481565 || . |MOD DWORD PTR S5: [ESP+8w2S1, GuFC4cCy
83481560 || . |MOU DWORD PTR SS: [ESP+EwZC], GucSHREHEM
BE4a1615 || . |HOU DWORD FIR S5: [ESF+Eu381, EEX
BE451615 || . |MOU DWORD PTR S55: [ESP+Bu341,Gnl FLESFF
BE481521 || . |MOU DWORD PTR SS: [ESP+8w32], GuFC4t
83481523 || . |HOU DWORD PTR SS: [ESP+E4SC], GucomReE
BE481551 || . |HOV DWORD FIR S5: [ESP+EwaE], G FFoEE65e
83481523 || . |MOU DWORD PTR SS: [ESP+Ew4e], GuC455FCES
BE481541 || . |HOU DWORD PTR SS: [ESP+Ew4£]1, G COESSEGL
BE4a1643 || o |HOV BYTE FTR SS:[ESF+@md4C], 0005

- |CALL dymaza.BE4B1E1G

. |PUSH _ERu
BEaaiess || o |LEA ECH, DWORONPTRISSIIESF+ERaE]
Ba4piccs || o | POSH_ECH kernel22. P7LEEEFT
BE4B16E5 || - |LEA ECH, DWORONETRISSHIESF+ERSE]

After the preparations, those sections are mapped into the context of the explorer process, that has been created as
suspended. Using SetThreadContext, it’s Entry Point is being redirected to the injected memory page. When the

explorer process is being resumed, the new code executes and proceeds with unpacking the malicious core.

At this point of the injection, it’s malicious core is not yet revealed — it’s decryption process takes place inside the
shellcode implanted in the explorer. This is also additional countermeasure that this dropper takes against

detection tools.

Another trick that this bot uses, is a defense against inline hooking — a method utilized by various monitoring
tools. All the mapped DLLs are compared with their raw versions, read from the disk by the dropper. If any
anomaly is detected, the dropper overwrites the mapped DLL by the code copied from it’s raw version. As a
results, the functions are getting “unhooked” and the monitoring programs are loosing the trace on the executed
calls. Example from Cuckoo — the unhooking procedure was executed after calling NtGetThreadContext — as a

result the sandbox lost control over executed calls:

Page 6 of 8



https://blog.malwarebytes.com /threat-analysis /2016 /11 /floki-bot-and-the-stealthy-dropper /

2016-11-07 04:39:06,453 CreateProcessinternalW  ApplicationMame: success
C:\WINDOWS
\explorer.exe
Processld: 1924
CommandLine:
ThreadHandle:
Oxeeepeecsd
ProcessHandle:
0x000000ch
ThreadId: 588
CreationFlags:

Ox08000004

2016-11-07 04:39:06,453 NtGetContextThread ThreadHandle: success
Ox0oo00acd

2016-11-07 04:39:06,674 __anomaly Threadldentifier: 584 success

Subcategory: unhook
Message: Function was
unhooked/restored!
FunctionName:
LdrLoadD1l

2016-11-07 04:39:06.,674 __anomaly Threadldentifier: 584 success

Conclusion

The illustrated concept is not novel, however it was utilized in an interesting way. Many programs
detect malicious activity by monitoring API calls, that are most often misused by malware. Also,
applications used for automated analysis hooks API functions, in order to monitor where and how
they are being used. The presented method allows to bypass them — at the same time being

relatively easy to implement.

In this case, the author didn’t use the full potential of the technique, because he could have implement all the
injection-related functions via direct syscalls — instead, he chose to use only some subset, related to writing into
remote memory area. Some other syscalls has been loaded but not used — it may suggest that the product is still
under development. Creation of the new process and changing it’s context still could be detected via API

monitoring — and it was enough to rise alerts and make the dropper less stealthy than it was intended.
Appendix

https://www.evilsocket.net/2014/02/11/on-windows-syscall-mechanism-and-syscall-numbers-extraction-methods/

— On Windows Syscall Mechanism and Syscall Numbers Extraction Methods

This was a guest post written by Hasherezade, an independent researcher and programmer with a strong interest
in InfoSec. She loves going in details about malware and sharing threat information with the community. Check

her out on Twitter @hasherezade and her personal blog: https://hshrzd.wordpress.com.
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