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Analytic Description

Adversary modifies website or application-hosted
content via unauthorized file changes or script
injections, often by exploiting web servers or CMS

daccess.

Adversary gains shell access or uploads a
malicious script to deface hosted web content in

Nginx, Apache, or other services.

Adversary modifies internal or external site content
through manipulated application bundles, hosted

content, or web server configs.

Adversary defaces internal VM-hosted portals or
web Uls by modifying static content on datastore-

mounted paths.

Adversary uses compromised instance credentials
or web application access to deface content hosted
in S3 buckets, Azure Blob Storage, or GCP
Buckets.
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