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Mespinoza Ransomware
Pysa Ransomware
Mespinoza (Pysa) Doxware

Mespinoza (Pysa) Hand-Ransomware

(mmm¢poBaTbIUK-BBIMOraTe/b, MyO/IHKaTop) (MepBOMCTOUYHHK)

Translation into English

DTOT KpUITTO-BBIMOTaTe b b pyeT gaHHble Ha [TK 6u3Hec-mob30Baresel 1 KoMmaHuii ¢ momoiisio AES, a
3areM TpelyeT HamMcarh Ha email BeiMoraTesel, uToObl y3HaTh Kak 3arylaTUTh BBIKYI U BEPHYThH (haii/Ibl.

OpI/IFI/IHaHbHOG HA3BdHHE: B 3dlTUCKE HE YKd3dHO. Ha d)al‘/'me HaliMCaHo: 1.EXE, 51.exe WM UTO-TO erie.

Brimorarenu, pactipocTpansitoie Mespinoza-Pysa, cTanu yrpoarh ony0O/IMKoBaTh YKPa/[eHHbIE JaHHbBIE C
L|eJIbI0 YCUJIeHUs [IABIEHUs Ha JKepPTBY (OTCofIa IOTIOTHUTE/IbHOE Ha3BaHue — my6/mkarop). Kak n3sectHo u3
npyrux Ransomware, 77s1 3TOr0 orepaTophl-BbIMOTaTe/IM HAUMHAIOT KPaKy JaHHbIX elljé repef mrppoBaHueM
¢aiinoB. O6 3THX aKIUAX BeIMOraresiel coobimanocs B CMU. Ha MoMeHT MmyOivKaLiM CTaTbH, He ObIJI0 N3BECTHO
0 TyO/TMKALUAX YKPaJJeHHBIX JaHHBIX, BEIMOTATe/N TOJBKO YTPOXKalIH.

O0OHapyXeHHA:

DrWeb -> Trojan.Encoder.30075, Trojan.Encoder.30386, Trojan.Encoder.30815

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1, Gen:Variant.Ransom.Dee.1

Kaspersky -> UDS:DangerousObject.Multi.Generic, HEUR:Trojan-Ransom.Win32.Encoder.gen

TrendMicro -> Ransom.Win32.LOCKERGOGA.AF, Ransom.Win32.MESPINOZA.A

© I'eneanorus: Vurten > Mespinoza, Pysa
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W306pa>keHrie — JIOTOTHIT CTaThH

K 3ammbpoBaHHbIM (atinam g00aB/sieTcs: paciipeHye: .lockedOBHnmaHue! Hoseble paciivpenusi, email u
TEKCThI 0 BBIKYTIe MO)KHO HAalTH B KOHLIE CTaThU, B 0OHOB/IeHUsX. TaM MOTYT OBITb Pa3Nyuus C epBOHAYATbHBIM

BAPHUAHTOM.

AXTHBHOCTb 3TOTO KPUMTO-BBIMOTATe IS PUILLIACh Ha OKT0ph 2019 . OpHeHTHPOBaH Ha aHIVIOS3bIUHBIX

HOHLBOB&TEHEﬁ, UTO He MelllaeT paCripoCTPaHATh €ero rno BCeMy MUPY.

3amuicka c TpeboBaHreM BeIKyTa Ha3biBaeTcsi: Readme.README

R one BLACAT - Loagapsoe T ——

¥ How can I make «
B Vo can senad

Copiep)kaHue 3aMHCKH 0 BBIKYIIe:

Hi Company,

Every byte on any types of your devices was encrypted.
Don't try to use backups because it were encrypted too.
To get all your data back contact us:

mespinoza980@protonmail.com
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Q: How can I make sure you don't fooling me?

A: You can send us 2 files(max 2mb).
2.

Q: What to do to get all data back?

A: Don't restart the computer, don't move files and write us.
3.

Q: What to tell my boss?

A: Shit happens.

ITepeBop 3anycKy Ha PYCCKMIt SI3BIK:
[TpuBeT KomMaHus,
Kakapiii 6aiiT Ha JTF0OBIX TUTAX BAIIMX YCTPOUCTB OBUT 3aIlugpoBaH.
He mpITaiiTech UCTIONMb30BaTh pe3epBHBIE KOITHH, TIOTOMY UTO OHU TOXKe 3alIi(pOBaHbL.
YTOoOBI MO/TyYHTh BCE CBOM JIaHHBIE, CBSDKUTECH C HAMU:
mespinoza980@protonmail.com
BOITPOCBI-OTBETHI:
1.
Q: Kak s1 Mory ybeuThCsi, UTo Thl He 0OMaHel b MeHsI?

A: Bbl MOXKeTe OTIpaBUThL HaM 2 (aiina (He 6oee 2 MB).

B: YTo HY’>KHO C/e/1aTh, UTOOLI BEPHYTH BCE JaHHBIE?

A: He mepe3arpyskaiiTe KOMIIbIOTED, He TIepeMeliaiiTe Gaiiyibl ¥ TUIINTEe HaM.

Q: Yro cka3zath MoeMy 6occy?

A: leppMO CJIyydaeTcs.

Texauueckue geTaauv

MoskeT pacrpoCTpaHsATLCS MyTEM B3/I0Ma Uepe3 HesalljulljeHHyto KoHpurypauuto RDP, ¢ nomorpto email-criama
Y BPeJIOHOCHBIX B/IOYKeHHH, 0OMaHHBIX 3arpy30K, O0THETOB, FKCIIIONTOB, BPeIOHOCHOH pPeK/IaMbl, BeO-UH)KEKTOB,
(hapIIMBBIX 0OHOBJIEHHH, ITeperTakoBaHHbIX 1 3apayKEHHBIX NHCTAIIATOPOB. CM. Takke "OCHOBHBIE CITOCOOBI

pacrpocTpaHeHHsT KpUITTOBBIMOraTesiel" Ha BBOJJHOM CTpaHMIle bJora.

OHy)KHO BCer/ia UCIO0Mb30BaTh AKTYaJbHYIO0 aHTUBUPYCHYIO 3amuTy!!!

Ecu BbI ipeHebperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aluToi Kinacca Internet Security i Total Security, To

X0Ts1 OBl ZienaiiTe pe3epBHOe KOIMPOBaHKWe BaXKHBIX (aiiyioB 1o MeToxy 3-2-1.

Page 3 of 9


https://id-ransomware.blogspot.ru/2016/05/blog-post.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png
https://anti-ransomware.blogspot.com/2019/02/topical-protection.html
https://id-ransomware.blogspot.ru/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html
https://id-ransomware.blogspot.ru/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html

https://id-ransomware.blogspot.com /2019 /10/mespinoza-ransomware.htm|

» MosKeT OCTaHaB/IMBATh MPOL{eCChI aHTUBHUPYCHBIX rporpaMM B Windows Defender, uro6s! moTom

OecrnpenITCTBeHHO MHGPOBATH (HalIBL

Cnucok (aiinoBbIX pacliMpeHuii, nojsepramomuxca mugpoBaHUIo:
910 mokymenTsl MS Office, OpenOffice, PDF, TekcToBbIe datiibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(aiisiel 06pa3oB, ApXUBHI U TIP.

daiinbl, cBA3aHHbBIe ¢ 5TUM Ransomware:
Readme.README

<random>.exe - c/iyyaiiHoe Ha3BaHHe BPeJOHOCHOTO (aiisa

Pacnonoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, CBA3aHHbIE C 3TUM Ransomware:

CM. HIDKe pe3y/ibTaTbl aHA/IU30B.

CeTeBble MOAK/TIOUEHNS U CBA3U:

Email: mespinoza980@protonmail.com

BTC:

Cwm. HiKe B OOHOBJIEHUSIX JPyTHe afipeca U KOHTaKThL

CM. HuKe pesy/bTaThl aHA/IM30B.

Pe3ynbsrarel aHa1M30B:

@ Hybrid analysis >>

Z VirusTotal analysis >>

#® Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

*# AlienVault analysis >>

%] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrerneHb pacripoCTPaHEHHOCTH: HU3Kasl.
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IMopobHbIe cBesleHMs1 COOMparOTCs perysisipHo. ITpuckinaiTe ob6pasLibl.

=== ICTOPUS CEMEVICTBA === HISTORY OF FAMILY ===

Vurten Ransomware - arpesns 2018
Mespinoza Ransomware - okTsi6ps 2019

Pysa Ransomware - gekabpb 2019 - suBapb 2020 u mo3xe

=== BJIOK OBHOB/IEHUH === BLOCK OF UPDATES ===

BapuanT ot 10 Hos0psi 2019:
DrWeb -> Trojan.Encoder.30075

Iloct B TBUTTEpE >>

Tonwuk Ha dhopyme >>

Pacumpenue: locked

3ammicka: Readme.README

Email: alanson_street8@protonmail.com, lambchristoffer@protonmail.com
@aitsnel: 51.exe %supdater.bat

Pesynbratel ananmmsos: VT + HA + IA + AR

» CopiepKaHue 3armcKu:

Hi Company,

Every byte on any types of your devices was encrypted.
Don't try to use backups because it were encrypted too.
To get all your data back contact us:
alanson_street8@protonmail.com

lambchristoffer@protonmail.com

Page 5 of 9


https://twitter.com/Amigo_A_/status/1193978104244518912
https://support.emsisoft.com/topic/32158-mespinoza-ransomware-help/
https://www.virustotal.com/gui/file/5510ae74b7e2a10fdafa577dc278612f7796b0252b7d1438615e26c49e1fc560/detection
https://www.hybrid-analysis.com/sample/5510ae74b7e2a10fdafa577dc278612f7796b0252b7d1438615e26c49e1fc560/5dc9acd9038838b085779532
https://analyze.intezer.com/#/analyses/a2bebf37-2517-4a17-aa56-e51e5b27bc0b
https://app.any.run/tasks/4e14b61f-f269-466f-a423-bb60ba61f06c
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg7G2nckcTaiVm2l9-7D2R8-GRmhLIrGnLjn8Y3Zm2NnP_KrT__JdT4yl91fuN2WnyDnHmcGXB7935HijsuB6a8O-YxdCRbcr3nRuZ3PCdxL9qezQ9PtQLsTLAr3ZbtC8-ABS4G5Q3TJA0/s1600/note-10-11-19.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg7G2nckcTaiVm2l9-7D2R8-GRmhLIrGnLjn8Y3Zm2NnP_KrT__JdT4yl91fuN2WnyDnHmcGXB7935HijsuB6a8O-YxdCRbcr3nRuZ3PCdxL9qezQ9PtQLsTLAr3ZbtC8-ABS4G5Q3TJA0/s1600/note-10-11-19.png

https://id-ransomware.blogspot.com /2019 /10/mespinoza-ransomware.htm|

Q: How can I make sure you don't fooling me?

A: You can send us 2 files(max 2mb).
2.

Q: What to do to get all data back?

A: Don't restart the computer, don't move files and write us.
3.

Q: What to tell my boss?

A: Shit happens.

Bapuasr ot 14 gekabps 2019:
DrWeb -> Trojan.Encoder.30386

IToct B TBUTTEpE >>

Pacmmmpenue: .pysa

Ortumortorus gy PYSA: "Protect Your System Amigo".

3anucka: Readme. README
Email: aireyeric@protonmail.com, ellershaw.kiley@protonmail.com

Pesynbrartel ananmmsos: VT + AR

e T

» CopiepKaHue 3ar1cKu:

Hi Company,

Every byte on any types of your devices was encrypted.
Don't try to use backups because it were encrypted too.
To get all your data back contact us:
aireyeric@protonmail.com

ellershaw.kiley@protonmail.com
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Q: How can I make sure you don't fooling me?

A: You can send us 2 files(max 2mb).
2.

Q: What to do to get all data back?

A: Don't restart the computer, don't move files and write us.
3.

Q: What to tell my boss?

A: Protect Your System Amigo.

BapuaHnr ot 22 siuBaps 2020:
DrWeb -> Trojan.Encoder.30815

Iloct B TBUTTEpPE >>

Pacumipenue: .pysa

3anmcka: Readme.README

Email: raingemaximo@protonmail.com

gareth.mckie31@protonmail.com

Mrtotekc: Pysa

Pesynerarel aHamu3os: VI + VMR

OTOT BapUaHT PacIIpOCTPaHSIeTCs C TIOMOILbIO TPYObIX aTrak Ha KOHCOJIM YIIpaB/ieHus ¥ akkayHThI Active Directory
u PowerShell-ckpunTos.

koZ, Pysa Ransomware Ransom.Win32.LOCKERGOGA.AF, 10B0/IbHO crielii(UUHbINA ¥ KOPOTKUI 110 CPABHEHUIO

C IPyTMMH BbIMOT'aTe/IsIMU.

Hi Coempany,

Ewery byte on any types of your devices was encrypted.
Don't try to wuse backups because it were encrypted too.

Ta get all wour data back contact us:
raingemaximc@protonmail. con
gareth.mckicilgprotonmail . com

0: How can I make sure you den’'t fooling me?
A You can send us 2 Files(max 2mb).

Q: What to do te get all data back?
A; Don't restart the computer, don't move files and write us,

==

: What to tell my boss?

s Protect Your Systen Amigo.

Bapmuant ot 18 mapra 2020 roga:
Pacumpenue: .newversion

dakTrueCcKH 0OHOB/IEHHBIN BapuaHT Pysa Ransomware, KOTOpBIY OB MPe/CTaB/IeH paHee - B KOHIe AieKabpst
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2019 u B siuBape 2020.

HekoTopelie oipo6HOCTY CM. B CTaTbe >>

=== 2021 ===

Bapmuanr ot 5 siHBaps 2021:
DrWeb -> Trojan.Encoder.32290
Pacmmmpenue: .pysa

3armmcka: Readme.README.txt
Hara kommuisiuu: 1 mexabpst 2020.
Pesynwrartel aHanu3os: VT + HA

C mapra 2020 yyacTuIMch aTaku BbIMOraresiel ¢ ucrosnb3oBanueM Pysa Ransomware Ha ameprKaHCKUeE U
KaHa/[CKUe TTPaBUTeTbCTBEHHbIE YUpPeXKeHus1, 00pa3oBaTesibHbIe YUPeXKIeHHsT, YaCTHbIEe KOMITAHUY U CEKTOP
3apaBooxpaHeHusi. [1o Moc/eHUM JIaHHBIM, BLIMOTATe/d CIeL[Ua/IbHO HalleJieHbl Ha Bhiciiee 06pa3oBaHue U

obuieobpasoBarenbHbIe HIKOJbI K-12 (Ha3BaHMe BK/FOUaeT 12 jieT HayabHOTO U CpejHero oopa3oBaHusi).

@OFEP pekoMeH/yeT He BbIITJIAUMBATh BBIKYTI BEIMOTaTesIsIM, TIOCKOJIBKY YCTYTIKA X TpeOoBaHMsIM, CKOpee BCeTo,

TpoprHAHCHUPYeT UX OyAyInye aTakul B 9TOW U APYTHX 00MIacTsX.

@BP noHumaert yijep6, KOTopblii 06pa3oBare/bHble YUPEXKeHNsI MOTYT IIOHECTH MoC/le TAKUX aTak, U NPU3bIBaeT
MX KaK MO’)KHO CKopee coo01iath 06 aTakax B MecTHoe otziesieHre ®BP wmn B LleHTp kanob Ha npecTyriieHus B

WutepHete (IC3), He3aBUCHUMO OT pelleHus TUVIaTUTh BBIKYIT UK HeT.

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http:
k Read to links:

Tweet on Twitter: myTweet

ID Ransomware (ID as Mespinoza)

Write-up, Topic of Support
*
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https://twitter.com/Amigo_A_/status/1187668024863739904
https://www.bleepingcomputer.com/forums/t/706530/
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Thanks:

Michael Gillespie, quietman?
Andrew Ivanov (author)

GrujaRS

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles.

Source: https://id-ransomware.blogspot.com/2019/10/mespinoza-ransomware.html
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