https://www.bleepingcomputer.com /news/security/azorult-trojan-serving-aurora-ransomware-by-malactor-oktropys/

AZORult Trojan Serving Aurora Ransomware by MalActor Oktropys

By Vishal Thakur

Published: 2018-08-18 - Archived: 2026-04-05 15:16:07 UTC

AZORult

This is a guest post from Vishal Thakur, a Security Incident Handler, APAC CSIRT for Salesforce. In this article Thakur
takes a deep drive into the technical aspects of a new AZORult variant that was found globally targeting computers. Those

infected would have the Aurora Ransomware installed as well as a information stealing Trojan.

For those who are interested in step-by-step look at the reverse engineering of a malware sample, you will find this post very

interesting.

Towards the end of July 2018, we saw a new version of the AZORult trojan being used in malware campaigns targeting

computers globally. In this article, we will dive into the malware and analyze its execution flow and payloads.

The initial infection vector is a phishing email that comes with a downloader malware attached. On execution, it downloads

and executes the main malware.

This version of the malware comes with two payloads. These are embedded in the main binary and are simply dropped on to
the disk and executed. The first payload to be executed is an information stealer that targets local accounts, browsers, saved

credentials etc (this is the AZORult part). The second payload is the Aurora ransomware.
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We also identified the MalActor “Oktropys” running the Aurora ransomware campaign in this case.

The main goal of this article is to analyze the malware from an incident response/threat neutralization point of view. We will

try to understand the code structure and see if we are able to extract some useful IOCs from the binaries.

Analyzing the dropper

Let’s start the analysis by looking at the main binary. As stated earlier, this binary comes with the payloads embedded. You

can simply extract these payloads by un-archiving the PE.

To unarchive the binary, we use the 7-Zip program as shown below.

[31/2018 6:22 PM
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Troubleshoot compatibility
1-Zip

CRC SHA
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(O,

s

010 Editor

Share with
Add to archive...
Add to "azo.rar"

Compress and email...

Compress to "azo.rar” and email
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454 KB
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Open archive
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Extract files...

\ Extract Here
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Test archive

Add to archive...

Compress and email...

Add to "azo.7z"

Compress to "azo.Jz" and email
Add to "azo.zip”

Compress to "azo.zip” and email

As you can see, we were able to dump the archived data into a folder. Step into the folder two levels and you’ll find the

extracted folders:

Marne Date modified Type Size
| Ju 81 7/31/2018 10:14 PM  File folder
. SPLUGINSDIR 7/31/2018 10:14 PM  File folder
Step into the folder $1
Mame : Date modified Type Size
1337 7/31/2018 10:14 PM  File folder
Now we step into the folder 1337 and find the embedded payloads:
Marne : Date modified Type Size
AlU3_EXE_2018-07-18_23-01.exe 7/18/2018 11:01 PM  Application 234 KB
Ransom_2018-07-18_23-06.exe 7/18/201811:06 PM  Application 430 KB
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Now, instead of getting to the payloads directly, we’ll follow the malware execution and see how it is using these embedded

payloads.

Let’s start by taking a look at the main dropper. On execution, it loads a number of modules that you can see in the image

below.

Mame Base address Size
aro.exe 0400000 196 kB
advapi32.dl 0x75a60000 644 kB
api-ms-win-dow. .. 0x74F 10000 20 kB
api-ms-win-dow. .. Ox6bat0000 16 kB
api-ms-win-dow. .. 0x750a0000 12 kB
api-ms-win-dow. .. 0x74ed0000 16 kB
api-ms-win-dow. .. 0x 74740000 16 kB
api-ms-win-dow. .. 0x74ec0000 16 kB
api-ms-win-dow. .. 0x74dd0000 16 kB
apisetschema. dll 0x 77100000 4 kB
apphelp.dil Ox7F4c50000 304 kB
cfgmar32.dll 0x750b0000 156 kB
dbcatg.dll 0x 75620000 524 kB
comct32.dll 0x 72160000 528 kB
comct32.dll 0x 73390000 1.62MB
cryptbase.dll 0x74cannog 43 kB
cversions. 2.db 0x340000 16 kB
cversions, 2.db 0x330000 16 kB
cversions. 2.db 0x390000 16 kB
devobj.dll 0x74f20000 T2 kB
dwmapi.dll 0x 73070000 76 kB
gdi32.dll Ox 77000000 312 kB
iertutl.dll OxFoacono 2,21 MB
imm32.dll 0x 75920000 124 kB
kernel32.dl 0x 75340000 352 kB
KernelBase. dl 0x74de0000 300 kB
locale.nls 0x 160000 412 kB
Ipk.dll Ox 76000 40 kB
msctf.dll 0x75cf0000 8320 kB
masvert.dil 0x76a 10000 633 kB
normaliz.dll 0x 75680000 12kB
ntdll.dll 0x76ea0000 1.26 MB
nimarta.dil 0x 74050000 132 kB
ole32.dll 0x 75270000 1.36 MB
oleacc.dll 0x65430000 2490 kB
oleaccre.dll 0x200000 4kB
oleaut32.dll Ox 77050000 580 kB
profapi.dil 0x74db000g 44 kB
propsys.dil 0x 73960000 930 kB
rpcrt4.dil 0x 75020000 643 kB
sechost.dll 0x75920000 100 kB
secur32.dil 0x74af0000 32kB
setupapi.dil 0x76d00000 1.61ME
shdocyw.dll Ox6a270000 138 kB
shell32.4ll 0x75dc0000 12.3MB
shfolder.dll 0x6cd00000 20kB
shiwapi.dll 0x75b:40000 346 kB
SortDefault.nls 0x17b0000 2.81MB
sspichi.dll Ox 7430000 10& kB
System.dll 0 10000000 24kB
urlmaon.dil 0x75ba0000 1.2 MB
user32.dil 0x 75190000 2804 kB
usereny.dil O0x74f50000 92 kB
usp10.di 0x759c0000 628 kB
uxtheme.dll 0x 7350000 256 kB
wersion.dll 0x74390000 36 kB
wininet.dll 0x753d0000 2.67MB
Widap32.dll 0x757f0000 276 kB
{BAFD63BE-DS... 0x3b0000 192 kB
{AFBF9F1A-BE... 0350000 100 kB
{DDF571F2-BE... Ox 550000 4035 kB
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A complete list of all modules loaded on execution
Now we’ll have a look at the interesting modules and their functions that are called on by the malware.

As pointed out earlier, the malware drops two payloads. The first one to be dropped on execution is AU3_EXE_2018-07—
18_23-01.exe.

As you can see in the image below, function CreateFileA is used to create the file before the process is launched.

mments
RETURN from kernel
FileName

FILE_ATTRI L:ITE . ATTRIBUTE_| _CONTENT_INDEXED
MNULL

NULL
ALSE
\TE_DEFALLT_ERROR_M

op=NULL, Title=NULL, X i Width Height

NULL, hThread=NULL ThreadID

UNICODE

As you can see in the image below, the process has now been launched.

4™ aro.exe 4844 9.71 MB
ALU3_EXE 2018-07-18_23-01.exe 7724 380 kB

The next step for the malware is to move on to the next payload. It follows a similar flow to create and launch the second

payload.

It calls on the function CreateProcess:

to SHEL

pData\Roaming Ransom_

ONMENT| CREATE_DEFALULT_E

red1=MNULL, Desktop=NULL, Title=NULL o Width Heig

NULL, hS

INFORMATION £ hi NULL, hThread=NULL, Pr ) ThreadlD

Next, it calls CreateProcessInternal, which will launch the process:
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mments
RETURN from kerne

UNICODE

And in the image below you can see the second payload has now been launched.

4™ azo.exe 4844
AU3_EXE_2018-07-18_23-01.exe 7724
Ransom_2018-07-18_23-06.exe 2972

Both malicious process launched

Now that we know how the main binary loads and executes these payloads, it’s time to get into the payloads and analyze
them separately.

Payload #1: AZORult Stealer

In this section, we’ll take a look at the first payload, which is the AZORult Stealer. Let’s start by listing the modules that are
loaded by the malware and then picking the ones that are of interest to us.
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Mame Base address Size
AU3Z_EXE_201... 0400000 260 kB
advapi32.dl 0x75a60000 644 kB
api-ms-win-dow. .. 0x74F 10000 20 kB
api-ms-win-dow. .. Ox6bat0000 16 kB
api-ms-win-dow. .. 0x750a0000 12 kB
api-ms-win-dow. .. 0x74ed0000 16 kB
api-ms-win-dow. .. 0x 74740000 16 kB
api-ms-win-dow. .. 0x74ec0000 16 kB
api-ms-win-dow. .. 0x74dd00oo 16 kB
apisetschema. dll 0x 77100000 4kB
counters.dat 0x 10000 4kB
cridil.dl Ox6c240000 156 kB
crypt32.dil Ox 7470000 1.13MB
gdi32.dil Ox 77000000 312kB
GdiPlus.dll 0x73170000 1.57MB
iertutl.dl OxFoac0ono Z21MB
imm32.dll 0x 75920000 124 kB
kernel32.dl 0x 75340000 352 kB
KernelBase. dl 0x74de0000 300 kB
locale.nls 0x 150000 412 kB
Ipk.dll Ox 76000 40 kB
msasn 1.dll 0x74dc0000 43 kB
msctf.dll Ox75cf0000 320 kB
msimg32.dll Ox6c070000 20 kB
msver 100.dl 0x6a310000 764 kB
msvert.dil 0x76a10000 638 kB
narmaliz. dll 0x 75630000 12 kB
nsi.dll Ox 75260000 24kB
ntdll.dll 0x76ea0000 1.26 MB
ole32.di Ox 75270000 1.36 MB
oleaut32.dl Ox 77050000 580 kB
profapi.di 0x74db0000 44 kB
rpcrt4.dil 0x 75020000 643 kB
sechost.dll 0x75920000 100 kB
secur32.dil 0x74af0000 32kB
shell32.dll Ox75dc0000 12,3 MB
shiwapi.dll 0x75b:40000 346 kB
SortDefault.nls 0x1b70000 2.81MB
sspichi.dll Ox 7430000 10& kB
user32.dil 0x 75190000 2804 kB
usereny.dil O0x74f50000 92 kB
usp10.di 0x759c0000 628 kB
wersion.dl 0x 74330000 36 kB
webio.dl 0x 72330000 320 kB
winhttp.dll 0x 72380000 352 kB
wininet.dll 0x753d0000 267 MB
winsta.dll 0x74d 10000 164 kB
ws2_32.dl O0x756a0000 212 kB

A complete list of modules loaded by the malware on successful execution

Note that the above list of modules is the complete list and is only available after the process has loaded completely. As we

start the analysis, this list should be considerably shorter.

The malware extracts some important information about the victim's computer. This information is then sent to the

malware's C2.

Here’s an example of the function GetUserName:

piCli.GetUserMameExh to wininet. 75403151

C to wininet.75
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Among other things, the malware also tries to steal browser login data. The images below show you the function call and
stack values. We’ll look at some other information that is targeted later in the article.

BO12FE2C ) GO304F 04| UNICODE “C:izlUsersyAdministrator\AppDataiLocaliGoogleiChromeylUser DataiDefaultilLogin Data™
BU12F330 BO309BFS | UNICODE “C:\Users\ADMINI™1\AppDatai\Local\Temp\-17521679265312186441325254  tmp*

moaarann | Feeeeeee

Comments
RETURN from kern
istingFileName
NewFileName

In order to connect to the C2, the process will now call on function InternetConnectURL and we should be able to see the

URL value being passed on to the stack. We can capture this IOC at this point:

CPU Sta

Al A
RETURN from wininet.InternetCreateUrlA to wininet. 754§
Argl

Next step is to call the proxy functions before the connection call is made. InternetInitialize AutoProxyDII refreshes the

internal state of proxy configuration information from the registry.

RETURN from wininet.InternetInitializeAuto DIl to urlmon.75BF01FC
Argl

UNICODE

Now let’s take a quick look into the crypto functions that are called to encrypt the data before it is sent back to C2.

The malware uses a couple of Crypto functions, but the code seems to be incomplete as some major functions are not
called/executed. No hash is generated/duplicated, the actual cryptEncrypt function is not called, key is not destroyed in the
end and the context is not released. Crypto functions can still be executed the way they have been implemented in the code
but cannot be re-used without problems. It’ll be interesting to see if the authors are trying to move towards full AES

encryption for future releases as we saw in the case of Emotet.

CryptAcquireContext
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rS 8BFF HOU EDI,EDI CRYPTSP .74847343(quessed Arg1,Arg2,Argd)
Th8H7345 |- 55 PUSH EBP
7uEL7ING |+ BBEC HOU EBP,ESP
fugurgag || - 837D @C 81 | CHP DMORD PTR SS:[ARG.2],1
7ugn7anc|| .. 75 05 JNE SHORT 74847353
74847346 || - ES OCOOBAOE | CALL 7484735F
7ThBLFIS3 || > 33C8 XOR EAX,EAX
7uEL7IS5 | - B INC EAX
Fugnrasa || - 5D POP EBP
7ugn73s7 L. c2 ecoee RETH oC
[PFLXTT] (74853598 RETURN from CRYPTSP.7h847343 to CRYPTSP.<HoduleEntryPoint>+1D
0224E99C | 74840000 {m-m = CRYPTSP.<STRUCT IMAGE_DOS_HEADER>
022LE9nB|| BPAERAG1 || Arg2 = 1
B224E9A 4 {uuaunuun Argd = 8

The provider is returned and passed on to the stack as a variable:

value Comments
RETURN from CRYPTSP.CryptAcquireContextW to ol

unicopeficrosoft Strong Crvptographic Provider]

The returned value is dumped into the memory space:

Address |Hex dump ASCII
@p2cc259 | 80 80 B0 AP B AP B AP B A AP A A A A0 6@
Bp2CC26% | @@ OO OO OO OO OO0 OO0 OO0 OO0 OO0 OO0 00 00 00 60 60
@p2cc274| 80 60 68 B8 B B8 B8 B8 AB AB AB AB AB AB AB AB ceceeaaaaaaaaeee
B02CC288 |EE FE EE FE EE FE EE FE 60 00 60 606 66 00 60 68| I ipipip
@e2cc294 | AB 5B F8 6B 83 23 60 1C 60 B0 B0 B0 B0 B0 B0 80|« Bkl

Bp2CC2A% | B OO OO OO OO OO0 OO0 OO0 OO0 OO0 OO0 00 OO0 00 60 60
Bp2CcCc26% | B0 B0 AG B B AP B B B0 A AP A A 6O A0 6@

Ap2CC2C8 | 00 OO OO0 OO AB AB AB AB AB AB AB AB EE FE EE FE weeeeeeceeceeeeipip
BP2CC2DE | A BB BB B BB BB BB BB A7 5B F8 67 B3 23 60 18 §[egl# 1
Address |Hex dump 3![:11

BA2CC258 | 4D 69 63 72 |6F 73 6F 66|74 28 53 74|72 6F 6E 67 |Hicrosoft Strong
BO2CC268 |20 43 72 79|78 74 6F 67|72 61 78 68|69 63 28 58| Cryptographic P
BA2CC278|72 6F 76 69|64 65 72 68|AB AB ABE AB | AB AB AB AB|rovider ccccccosccsccc
@82CC288 |EE FE EE FE|EE FE EE FE| G0 60 60 08| 088 60 88 08| ipipipip
802CC298(AB 5B FB8 6B|( 63 23 060 1C 00 00 00 00 00 60 00 00| «<[ekLi#

BB2CC2A8 | 00 B0 66 A6/ A B0 60 B0/ 9O 8O BA BB GO BO B8 68
BB2CC358 | AB AB AB AB AB AB AB AB | B0 B8 08 B8 08 08 08 00| oo

Boe2cca368|A1 SB FB 62 OF 23 00 60 80 93 2D 66 20 9D 2¢ 66| :[iby# NE- .

CryptGenRandom

Now, the next function, CryptGenRandom is called so that a random key can be generated.

The networking information is now passed on to the stack and then dumped into the memory space. Please note that the data
is in the little endian format.

ments
RETURN from mswcrt.memcpy to wininet.7S3EDFFC

dest

src

count

Address |F@x dump
8023B3EB(fB 6F 74 2E |61 72 75 61|61 6C 75 6C| 808 AB AB AB|pot.aruaalul ceeee
8623B3FB(AB AB AB AB | AB FE EE FE| 0G0 00 00 00| 00 00 00 60 «g«««pip

A023B40A| 7B DD 73 32| OE 3D 6@ 28|28 B3 23 68 BO B1 23 88| {¥s2i= (*# "4
AAR22RLMAAI NS 20 40 A6l A% A6 66 Golor ar AR anlar ar ar aRlUY e

Page 9 of 17



https://www.bleepingcomputer.com /news/security/azorult-trojan-serving-aurora-ransomware-by-malactor-oktropys/

Little Endian

The malware also reads through the cookies that are available on the disk:

Address

Hex dump

=
(%)
o
bt
bt

88229BF8B
aez229cas
88229Cc18
a8229c28
88229C38
88229C4B
88229C58
88229C68
a8229C78
88229C88
a8229Cc98

88229CAB

Location where the cookies are stored

Example of the bing.com cookie being accessed:

ASCII “Cookie:administrator@bing.com/*

UNICODE "C:\UsersyAdministratoryAppDatayzRoaming\Hicrosoft\WindowsiCookies\CKRRKTTO.txt"

|| BROWNUZV.ixt

SEZ0| T Do
=B e - T = R
CoQ M~ 3 =
g =T I =D L
[oCl =T =1 = I - T N, -]

Pl o =R~ R g
|

1

1

IIOIQIO

= - - -
=] Ilﬂ -3 -}
Ckl:lﬂckl:ﬂ

|- (- (- (-}

=~
1

6/4/2018 11:08 PM Text Document 2KB

| COHOQVEKQD bt 5/31/2018 11:52 PM Text Document 1KB
| | CKRRETTO. bt 6/4/2018 11:08 PM  Text Document 1KB
| IS4BPPXD.txt 6/4/2018 11:08 PM Text Document 1KB

T E f -
W3 DNW

|- (- [- (-}

== -
I

The malware now tries to send data back to the C2 using a POST request. This is how that request is constructed:

Comments

The values are passed into memory, step by step using the ‘memcpy’ function:

Address

Hex dump

ASCII

882F 86D 0
BO2F B6EB
BO2F B6F 0
B82F 87 B8

8D F@ aD BA BD FB AD BA
@0 FA AD BA BD FB AD BA
AB FE EE FE EE FE EE FE
A5 SB FB 66 AD 23 @@ 88
Address |Hex dump

a2 5-
a-2 5-
pipipi

3-2 3-2

o
OF ceccccenceonst

rif #
CII

Tc@ 1uB

B02F B6D B
B02F BGED

Address

58 4F 53 5420 B0 AD BA
8D FB AD BA|BD FO AD BA

Hex dump

FosT
§-o
ASCI

d-o §-o

)
e
e BT

B02F B6D O
B02F B6ED
802F B6F @
802F 67 68
802F 8718
B02F 8728
B02F 8730
802F 8748

50
i1}
AB
AS
EE
EE
EE
ae

And here’s the final request:

53 5420 2F 69 6E
AD BA| G0 FO AD BA
EE FE|EE FE EE FE
FB 66| 8D 23 86 68
EE FE|EE FE EE FE
EE FE|EE FE EE FE
EE FE|EE FE EE FE
60 00 68 B0 B0 B8

BOST /index.php
ﬁ_ @ ﬁ_ 9i({({({({({({({

«pIpipip

¥[iif #

ipipipipl[eJ # 1
al a4

Host: lulaaura.taop
Cantent-Length: 1@3
Cacha-Contral:

na-cache

3 0 M (9N T BHH L 30,005 22,0200 24 (9, (9,09, (9, (9, (9,08, (9,H7,5L

L

nd..n

30w @o ol T 0 00 @ o 00T 0l o 0o TR LI o B 05, Tl G w oo ||
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The C2 responds with a base64 encoded string that outlines the information that the malware tries to steal (Browsers,
filePaths, fileNames etc).

starti igS length: €175

Input end: A
? length: 1 lines: 1

T Clear /O || Reset layout

ImlyZWZveC51eGUNCINPRIRXQVIFXFdvdzYBMzI0b2R1IXELvemlsbGFcTWOGalxsYSBGaXT 1Zmo4 X ABKUBSGVFABUKYC TG
BalixsYVxNb3ppbGxhIEZpcmymb3gNCINPRIRXQVIFXENSaWVUdHNCU3RhcnRNZWS1SWEBZXIUZXRcRk1SRUZPWCSFHEVCC2
h1lbGxcb3B1lblxjb21tYWSkDQpTTAZUVBFSRYxMaWHyb3NvZNRCV2IUZG3c1xDdXIyZWsaVmVyc21vblxBcHAgUGF@aHNCcZ
mlyZWZveC5leGUNCIVhcHBKYXRhIVxHb3ppbaxhXEZpemVmb3hcUHIvZmlsZXNcDQphb3ppbGxhRmlyZUZ ve ABKQIVYy cmvu
dFZlcnNpb24hCkluc3RhbGxfRGLYZWNGBb3I50Qpuc3MzLmR sbA@KdGhibmR1cmIpemQuZXh1DQpTT@ZUVBFSRYXXb3 c2NDM
yTmekZvxNb3IppbaxhXElvemlsbGEgVGhibmR1lcmI pemRcDQpTT@ZUVEFSRVxNb 3ppbGxhXELlvemlsbhGEgVGh1bmR1cmIpem
QNCINPRIRXQVIFXENSYXNZZXNcVGh1bmRLcmIpemRFTUxcRGVMYXVSAE]L jb24NCiVhcHBKYXRhIVxUaHVUZGVyYmlyZFxQc
mamakix LeIwNC1RodWSkZXICaXIkDQpTRUXFQLQgaGzdCwgcGF@alwgaXNTZWN1cmUsIGVAcGlyeSwugbmFtZSwgdmF sdilg
R1JPTSBtb3pf¥29va2llcwdKUBVMRUNUIGZ pZlWxkbmFtZSwgdmFsdWUgR1IIPTSELbIpfZmayblhpc3RvenkNCkSTUL19Ibml
2DQpQSzExXRdldEludGVybmFsS2V5U2xvd ABKUE s xMVIBdXRoZWS8akWNhdGUNCIBLMTFTRFITRGY jonlwd ABKTINTX1NodX
Rkb3duDQpQSzExX@ZyZWVTbGoBDQpsb2dpbnMuanivbe8KbGenakszDQpob3NBbmFtZQ8KdGltZXNVc 2VkDOplbmNyeXBaz
WRVC2VybmFtZOeKZW5jonlwdGVkUGF z¢ 3dvemQNCmNvb 2t pZXMuc 3F saXR1DQpmb3 1t aGl zdGoye S5z clixpd GUNCiVMTBNE
TEFQUERBVEE1XEdwb2dsZVxDaHIvbuVcWXN1ciBEYXRhXASK IUxPQRFMQVBOREFUQSYCR29vZ2X IXENOCMOtZSBTeFNC VXN
1ciBEYXRhXABKIUxPQBFMQVEBQREFUQSVcWHBYEY XV 2VyIERhdAGF cDQolTESDQUXBUFBEQVRBIVXZYWSZXhcWWFUZGW4AQn
Jwd3N1lclxWe2WyIERhdGFcDQolTESDQUXBUFBEQVREIVXDb21vZIGRcRHINZ29uXFVZZXIgRGFEYVWNCIVMTENBTEFQUERBY
EEIXEFtakdvXFVzZXIgRGFOYVWNCIVMTONETEFQUERBVEE LXESyYmladWlcvXN1ciBEYXRhXASKIUxPQEFMQVBQREFUQSYC
QnIvbl11bVxVc2VyIERhdGFcDQolTESDQUXBUFBEQVREIVX:DaHI vbW11bVxVc2WyIERhdGFcDQolTESDQUXBUFBEQVRE IV
OaliNocmItZVxVc 2WyIERhdGFcDQolTESDQUXBUFBEQVREIVXSbZNrTWV sdFxVc 2Vy IERhdGFcDQo1 TESDQUXBUFBEQVRBIV
WZNFBCemO3C2WyXEIyb3dzZXI1cVXN1ciBEYXRhXABK JUxPQBFMQVBQREFUQSVo VML 2YhixkaVxVe 2VyIERhdGFcDQo1QVBAR
EFUQSVcT3BlemEgU29mdHdhemycDQolTESDQUXBUFBEQWRE IVxHbyFCVXN1ciBEYXRhXARK IUXPQEFMQVBOREFUQSYCU3EL
daSpalxTcHvebmlrXFVzZXIgRGFEYVWNCIVMTENBTEFQUERBVEELXEtvhIWVEY WV 2Vy IERhdGF cDQolTESDQUXBUFBEQVR
BIVx10296 TWWkaWF cWXJThblxVc2WyIERhdGFcDQolTEADQUxBUFBEQVRBIVXRSVAEUIVYZ 1xV e 2Vy IERhdGFcDQolTESDOU

Output ond: 328 lensth: 2o =) save tofi C tout | fg M tto input I =M
utpu end: 229 en ] ave e : Q| OUTpL ove QUIpUL 1o Inpu Ungo ax
P length: @ liﬁes 1 168 B oy eute ip ° -

firefox.exe

SOFTWAREWWowe432Node\Mozilla\Mozilla Firefox)
SOFTWAREWMozillaWMozilla Firefox
SOFTWARENClients\StartMenuInternet\FIREFOX.EXE\shell\open'command
SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\firefox.exe
%appdata®\Mozilla\Firefox\Profiles\

MozillaFireFox

CurrentVersion

Install _Directory

nss3.dll

thunderbird.exe

SOFTWARE\Wows432Node\Mozilla\Mozilla Thunderbirdy
SOFTWARE\Mozilla\Mozilla Thunderbird
SOFTWAREN\Classesh\ThunderbirdeML\DefaultIcon
%appdata¥\Thunderbird\Profiles\

ThunderBird

SELECT host, path, isSecure, expiry, name, value FROM moz_cookies
SELECT fieldname, value FROM moz_formhistory

NS5_Init

PK11 GetInternalKeySlot

Remarks

The malware comes with loads of DLLs that are dumped in the directory:
C:\Users\Administrator\AppData\Local\Temp\2fda

After successful execution, the process spawns a cmd.exe, which in turns spawns a timeout.exe. Both these process are

benign.

Process flow after initial execution
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Payload #2: Aurora Ransomware

The second payload dropped by the malware dropper is the the Aurora ransomware. Upon successful execution, it encrypts

data on the victim’s computer and directs the victim to pay $150 using bitcoins.

The malware is a very basic ransomware and for that reason, we’ll only analyze the networking functions and try to the get
the IOC from them.

When executed, here is a list of modules loaded by this malware:

|| Ransom_2018-07-18_23-06.exe (2972) Properties

| General ISmﬁsh’cs Performance IThreads I Token | Modules | Memory

MName Base address Size
Ransom_2018-07-18_ 23-06.exe 0400000 456 kB
advapi32.di 0x75a60000 644 kB
api-ms-win-core-synch- 1-2-0.dll 0x6bc20000 12 kB
apisetschema. dll 0x77100000 4kB
dnsapi.dl Ox7F4720000 272kB
gdi32.dll 0x 77000000 312 kB
imm32.dl 0x75%a0000 124 kB
IPHLPAPL.DLL 0x73370000 112 kB
kernel32.dll 0x75840000 852 kB
KernelBase. dll 0x74de0000 300 kB
locale.nls 0x150000 412 kB
Ipk.dll 0x75ffo000 40 kB
msctf.dll 0x75cf0000 820 kB
msimg32.dll Ox6c070000 20 kB
msycr 100.dl 0x6a310000 764 kB
mewert.dll 0x76a10000 688 kB
mswsock.dll 0x 74770000 240 kB
nsi.dll 0x75260000 24 kB
ntdll.dl 0x7eeal00o 1.26 MB
rasadhip.dll Ox5ebB0000 24 kB
rportdil Ox750e0000 648 kB
sechost.dll Ox75320000 100 kB
SortDefault.nls 0x13a0000 2.81MB
user32.dl 0x75190000 804 kB
usp10.dil 0x759c0000 628 kB
winnsi.dll 0x73360000 28kB
ws2_32.dl 0x756a0000 212kB

This ransomware is geo-targeted or at least it has that functionality built into it. To perform geolocation it attempts to

connect to a geo-location site and get the location of the victim computer. Here’s the call that is made for this purpose:
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This script reaches out to MaxMind in the background and gets the geo-location of the victim computer. Here’s how that

actually works:

&« C | @ www.geoplugin.net/php.gp

a:24:{s:17:"geoplugin_regquest";s:14:"1 ;5:16:"geoplugin_status™;i:2808;5:15: "geoplugin_d
MaxMind, available from <a href=\'http://www.maxmind.com\ >http:/ www[maxmind]com</a>.";5:14: "geoplu
Wales™ ;5:28: "geoplugin_regionCode™;s:3: "isi2@Vgeoplugin_regionName” ;515"

Wales™;5:18: "geoplugin_areaCode" ;5:8:"";5:17:"geoplugin_dmaCode" ;5:8:"";5:21:"geoplugin_countryCode”
1@;5:23: "geoplugin_continentCode";5:2:"0C";5:23;: "geoplugin_continentName”;s:7:"0Oceania”;s:18: "geoplu
Yi5:4:71008" ;5:18: "geoplugin_timezone™;s:16:" "i5:22:"geoplugin_currencyCode” ;s5:3:"AL
urrencyConverter”;5:5:"1.354" ;7%

At this time it looks like the MalActor is avoiding infections in Russia based on the geo-result from the above functionality.

And here’s the C2 information for the Aurora Ransomware:

()

1
12EE10
a

<]

o m og

name+BE7F

BO12EFAC

tack

C2 Connection
Now let’s take a quick look at the connections that are made to the C2 and how the information is passed in both directions.

The server uses a php script to generate a one-time public key, which is then used to encrypt the files on the disk. This key is

created based on a computer ID that is generated based on the local information extracted from the computer.

This malware uses ws2_32.dll for all networking operations. Look at the image below to see how the connection is

constructed:

First the event is created:

D PTR D5:[

The next step is to load it in memory:
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IP passed on to the stack

Address
==
H1EDE933
G1leDE942
H1BDE952
B1EDE9:E
Address
==
H1EDE933
G1leDE942
H1BDE952
G1EDE9:E
H1BDE97E
GlEDE922
H1EDE933
G1EDE9AS
H1EDE9ES
FUENRRLE £E
(=1 0=

@1 BAGAA

Hex dump
6B 08 08
B8 B8 @8
EE FE EE
C¥ F3 39
EE FE EE

Hex dump
ES

ASCIT |

ghlekglelsEemeEnm
EmcEmEnm

: — U ug
EmEmEmEmEmEmEN
CII
gals . 8. 282,
FE|& ghlekglelsEemeEnm
A EmEmEmER
IF=s 4
EmEmEmEmEmEmMERER
EmEmcmEncEncnEnEn
EmEmEmEmEmEmERER
EmEmcmEncmcnEnEn
EmcmEmEmEmEmERER
EmEmcmEncEncnEnEn
SRERERSRERERERET

CmCmCmCmCmcmcmem

— U upg

C2 IP loaded into the memory, ready to be passed into the registers

Now, the request is ready to be sent to the C2:

And here’s the result with the generated key:

[ 5.8.88.25/gen.php?gene

< C | (D 5.8.88.25/gen.php?generate

x

xzs5cxc2S2EDQEGB QS bilAe252c T4ThIrLASADwwXendrf3 N mf3dgS=5vxxd

Next, let’s take a look at the actual encryption process. As you can see in the image below, the data is loaded into memory,

then written to the files (over-written) to encrypt them:

Address | Hex

0olzDeD0
001z2D&EQ
0o0lzDeF0
oo0lzD0700
oolzDrFlo
o0lzD0720
oolzDrFz0
00120740
oolzDrFs0
00120760
golzDrF7o
001z207E0
oolzDrFo0
001z07A0
0olzDFED
001z207C0
oolzDrFD0
001207EQ
00lzDFFO
00lzDE00
oolzDs1l0

&2 og 2E 7o

20 07 12 00
20 01 00 00
o0 00 00 0o

B2 oS 22 00
20 01 00 00
00 00 00 00

22 D7 12 00
0% 00 00 00
o0 00 00 0o

22 07 12 00
D5 DA OO0 3A
03 00 00 00
00 00 00 00
2008 12 00

EC_&F 41 00
00 00 00 00
10 00 00 00
B4 D08 12 00

L8028 1o 00
o0 0o o0 0o

20 01 00 0o
00 oo oo oo

B2 oo 22 00
00 00 00 00

S92 20 20 00
00 00 00 00
00 00 00 00

36 07 41 00
o0 7 81 3A
D3 00 00 00
03 00 00 00
00 00 00 00
E2 oS 22 00

Bo D7 1o 00
o0 0o o0 0o

20 75 21 00
BE & G61 A
FF FF FF FF
g0 25 41 00

DD 71 41 00
o0 0o o0 0o

K2 22 22 00

40 D7 12 00
08 00 o0 00
FF FF FF FF

20
os
oz

0o
oo
no
0% 00 00 00
S0 00 00 00
EopF 12 00

At D7 1o 00
08 00 o0 0o

oo
on
oo

oo
ao
oo

2A 71 41 00
10 00 00 00
00 00 00 00
2008 12 00

Da D7 12 00
D5 D& DO 2A
20 DS 12 00

08 00 o0 0o
2o D3 41 00

2007 12 00
D3 00 00 00

24 Fe 41 00
00 00 00 00
C5 7 81 3A
E2 oS 22 00

S 7o 21 00
FF FF FF FF

1B 47 41 00
o0 0o o0 0o
20 75 21 00

opg 12 00
00 00 00 00
o0 0o

oo oo
08 _&F

on
oo

julal
oo
[u]u]

41
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Below is an example of a file in process of being encrypted. This was achieved by inserting interrupts on the function

“memcpy” and then executing the process:

mj js_api.tt - Notepad
File Edit Format View Help
L KEHITT?#7G)
GetC lipboard()
Tt

mj js_api.tt - Notepad

File Edit Format View Help
niN,x§+07t7# ' 60L=40x=f 1ipboard()

t(x)

eval(x)

unocranalcter™

-
mj Js_apitet - Notepad

File Edit Format View Help

NIN, X§+7TT7# " O0L=4lazfv-T | 5Z=1 ()
t{x)

eval (x)
unescape(str)
Jcot et ™

[= =] =]

Mj js_api.te - Motepad

File Edit Format View Help

NIN,X§+71T7#" 60L=dlzmfyv—F | 52=1;U—<y€ENDd-) "dedi_L«yD \)O[Q(:0T f40L
(str, Oﬁnt'iona'l hexonly = 0)

writeFile{path, data)

ReadFile(path)

(== ]e=]

i, f cAliHexdump -

ijs_api.txt— Motepad

File Edit Format View Help

NIN, X§+717# " 00L=«lmsfv—F | 5Z=t- U—<y€EhB.) "040F_1=yD "\ )O[Q(0T NaIL
— IVYRY!; EBSLPLYAH " hU, VEAS2 i MB<HREG=X#0] |0, /@a08fFile(path)
HexString2Bytes(str)
Disasm{bytes)

[= =] =]

1,f cAlldme ' pe] -

pad(Byval str, cnt, Optional char = 0, Optional padleft As Boolean = True)

EscapeHexstring(hexstr)

Getstream(index)

CRC(x)

GetPageNumwords (Optional page = 0) As Lon

GetPageNthword{optional page = 0, opt'ionasll word = 0, optional strip = 0)

And finally, this is the ransom note being written to the disk as a txt file:

GEl=Dcd4
BE1Z0E48
GElzDe4C
BE1Z0EE6
GEl=0e54

GEEEEESC hFile = BEEEEESC

BE1Z0E7E| pr$ Buffer = BEI1Z0EVE -> 20
CEEEE425| e Size = 1861,

BE1Z0O6E2| hr$ pEutesliritten = BA1Z0668 -» @
[sfsls]ulsls]s ]} nggkf?r_l.'aDDEd = MULL

CHE410433| b BF RETURMH from kernel22.WriteFile to Ransom ZE18-6H7-18_Z23-HE. 88410439
~

BE1Z0E52| BEICIFOE| LT YOUR PC BLOCK

BE120650
BE1206668

AR ARe s a

[sfsls]ulnls ]
[S[s]5]5]5]5]50x}

ARARRAEA

The ransom being asked by this MalActor is $150. Here’s the ransom note:

# YOUR PC BLOCK #:

SORRY! your files are encrypted.

File contents are encrypted with random key.

We STRONGLY RECOMMEND you NOT to use any "decryption tools".
These tools can damage your data, making recover IMPOSSIBLE.
Also we recommend you not to contact data recovery companies.

They will just contact us, buy the key and sell it to you at a higher price.

If you want to decrypt your files, Eou have to get RSA private key.

In order to get private key, write here:
oktropys@protonmail. com

and send me your id, your id:

238775733

And pay 1503 on 1DVWrBzw6hblD217NNgbjaForF3eG3HXc7a wallet

If someone else offers %rou files r'estor"in?, ask him for test decryption.
es;

only we can successfully decrypt your fi
You will receive instructions of what to do next.
# YOUR PC BLOCK #

knowing this can protect you from fraud.

Aurora Ransom Note

We were able to get to the admin panel of the campaign, which is the back-end for the Aurora ransomware. In this campaign,

we can see that the MalActor running the campaign is someone called "Oktropys", who has been seen running ransomware

campaigns in the past and has been quoted as ‘Oktropys ransomware’ in some publications, which is not completely

accurate.
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¥ Login | Aurora Panel b4

“ C | (D Mot secure | 5.8.88.25 hi i

Login page

Password

At this time there have been two transactions on the associated wallet.
Conclusion

AZORult trojan has been around for quite some time and has been successfully used by criminals to steal critical personal
information from their victims. The stolen passwords have been used widely to gain unauthorized access to bank accounts,

email accounts and other online applications.

This new version is another example of malware authors bundling in different payloads to maximize the returns. In this case,
they have included a ransomware and are asking for $150 for the decryption key, which is being managed by MalActor

Oktropys.

The initial vector for this infection is an email campaign, that comes with a downloader (macro-based) that, on execution,

downloads the malicious binary, which in turns drops two malware payloads and infects the victim computers.

10C

Network Traffic:

hxxp://5.8.88.[]25/info.php?-?ransomware

hxp://lulaaural. ]top/index.php?-?stealer

HASHES

Main Dropper: @9ffaal523fbdceb7c@e6fa2be7221c161b5499dd45fc5dd4c210425fb333427
Stealer: 5151d9245858f3e28fa45f696421a49307436808d3ec18ff9e367876b0696d3
Ransomware: 41d35a960b3f28b1a729cdae920573de3ccefef7fdd3bbdb9d3ce729bbaa5b277
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P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.

Source: https://www.bleepingcomputer.com/news/security/azorult-trojan-serving-aurora-ransomware-by-malactor-oktropys
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