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(mm¢poBanbIUK-BBIMOrare/ib, RaaS, my6/mmkarop) (mepBoUCTOYHUK)

Translation into English

DTOT KpPUIITO-BBIMOTaTe b MU pPyeT JaHHbIe 6U3HeC-110/b30BaTeseli ¢ momoisio AES+RSA, a 3atem Tpebyer
CBSI3aThCs B TeueHue 3 qHeH /71 yIiaThl BeKyTa B # BTC, uToObl BepHYTh (hatiiel. OpUriHaabHOe Ha3BaHUE: B
3amnMcKe He yKasaHo. Xakepbl-BbIMoratenu: Twisted Spider Extortion Group. Cpeau BeIMoraresieil eCTb rpak/iaHe

YKpauHbl, 10 APYTUM [JaHHBIM 3TO MeX/yHapoZHasl Xakepckasi rpyTira.

Brimorarenu, pacrnipoctpansitonpe Egregor, yrpoxaroT onyO/IMKoBaTh YKpa/ieHHbIe IaHHBIE C e/bI0 YCUTeHUs
JlaBIeHUs] Ha >KepTBY (OTCHOZla IOTIO/THUTE/TbHOE Ha3BaHWe — IyO/Kkarop). It 3TOro orepaTopbl-BEIMOTaTe !
HaYMHAIOT KPaXKy JAHHBIX ellé repey nmdposanreM daiisioB. Ha MoMeHT myO/iMKaLy CTaThH ellje He ObII0
M3BeCTHO O MyO/MKaLKsAX YKPa/leHHBIX JaHHBIX, BEIMOTATEe/IN TOJBKO YTPOXKaIIH, UTO JaHHBIE OyayT

orny6sinkoBansl B CMU. TTo3ske rosiBU/Iach HHGOPMaIys, uTo oriepatopbl Maze meperiuti Ha Egregor.

OGHapyxeHHs:

DrWeb -> Trojan.Siggen10.31058

BitDefender -> Gen:Variant.Zusy.313821
ESET-NOD32 -> A Variant Of Win32/Kryptik. HEDE
Malwarebytes -> ***

Rising -> Trojan.Generic@ML.88 (RDML:5pA***

Symantec -> Trojan.Gen.2

Tencent -> Win32.Trojan.Johnnie.Pdmk
TrendMicro -> TROJ_GEN.R002H091020, TROJ_FRS.0NA1031Q20

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!

AV Benyiopam! XoTtuTe ObITH B 3TOM CIIMCKe PeTy/sIpHO WK ToBbIie? Coobuyre MHe!

© I'eneanorusi: Maze > Sekhmet > Egregor
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W306pa>keHrie — JIOTOTHIT CTaThH

K zammcpoBanHbiM (aiinam 106aB/sIe€TCs paciivpeHue: .<random>°BHnMaHHe! HosBrble pacivpenus,
email ¥ TeKCTBI 0 BBIKyIle MO)KHO HAalTH B KOHLIE CTaThU, B 0OHOB/IeHUsIX. TaM MOTYT ObITb Pa3Inuuus C

IlepBOHavya/JbHbIM BapUaHTOM.
AXTHBHOCTD 3TOr0 KPUIITO-BBIMOTaTesIsl IIPULIUIACH Ha cepeauHy ceHTsi0pst 2020 r. OpueHTHpPOBaH Ha
aHIVIOA3BIYHBIX 10/1b30BaTe/el, UTO He MelllaeT paclpoCTPaHATh ero 1o BceMy MUpY.

3armcka c TpeboBanreM BeIKyTia Ha3biBaeTcsi: RECOVER-FILES.txt

CopepixaHue 3allUCKH 0 BBIKyIIe:
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Your network was ATTACKED, your computers and servers were LOCKED,

Your private data was DOWNLOADED.

| What does it mean?

It means that soon mass media, your partners and clients WILL KNOW about your PROBLEM.

| How it can be avoided? |

In order to avoid this,

To avoid this issue you are to COME IN TOUCH WITH US no later than within 3 DAY'S and conclude the data
recovery and breach fixing AGREEMENT.

| What if I do not contact you in 3 days? |

If you do not contact us in the next 3 DAYS we will begin DATA publication.

| T can handle it by myself |

It is your RIGHT, but in this case all your data will be published for public USAGE.

| T do not fear your threats! |

That is not the threat, but the algorithm of our actions.
If you have hundreds of millions of UNWANTED dollars, there is nothing to FEAR for you.

That is the EXACT AMOUNT of money you will spend for recovery and payouts because of PUBLICATION.
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| You have convinced me! |

Then you need to CONTACT US, there is few ways to DO that.
I. Recommended (the most secure method)
a) Download a special TOR browser: https://www.torproject.org/
b) Install the TOR browser
¢) Open our website with LIVE CHAT in the TOR browser: http://egregor[redacted].onion/[redacted]
d) Follow the instructions on this page.
I1. If the first method is not suitable for you
a) Open our website with LIVE CHAT: https://[redacted].top/[redacted]
b) Follow the instructions on this page.

Our LIVE SUPPORT is ready to ASSIST YOU on this website.

| What will T get in case of agreement |

You WILL GET full DECRYPTION of your machines in the network, FULL FILE LISTING of downloaded data,

confirmation of downloaded data DELETION from our servers, RECOMMENDATIONS for securing your

network perimeter.

And the FULL CONFIDENTIALITY ABOUT INCIDENT.

Do not redact this special technical block, we need this to authorize you.
---EGREGOR---
[redacted base64]

---EGREGOR---

ITepeBop 3anucKM Ha PyCCKUH A3BIK:

244
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Bama cete ATAKOBAHA, Bamu komnbroTteps! U cepsepsl B/IOKMPOBAHBEI,

Baiu nunbie nanHbsie 3AI'PYKEHBI.

| UTo 3TO 3HAUUT?

JT0 3HauuT, yTo cKOopo CMMU, Baiuu naptHepsl U KaueHTsl Y3HAROT o Baweii [IPOBJIEME.

| Kak aToro n3bexarb?

YT00OBI 3TOr0 U30€XKaTh,

Uro6bI M36e3KaTh 3T0i pobemsl, Bbl AomkHel CBA3ATHCSA C HAMU He nosanee 3 JHEN 1 3akmounth

COIVIAIIEHME o BocCTaHOB/IEHUM [JAHHBIX U YCTPaHEeHUN HapyILleHUH.

| Yto menath, ecu s He CBSKYCh C BaMU B TeueHHe 3 THei? |

EC/M BBI He CBSDKeTeCh ¢ HaMu B criezytomye 3 JTHEM, Mbl Haunem ny6mikarpio JAHHBIX.

| 51 cripaB/toCh cam

9to Baiie ITPABO, HO B 3TOM C/yuae BCe BalllK JIaHHbIe OyAyT OnmyO/IMKOBaHbI [/isi TyO/IMYHOTO UCIIOIb30BaHMUSI.

| {1 He Goroch BalUx yrpo3! |

ITO He yrpo3a, a aJiITOPUTM HalllKX [IeHCTBUM.
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Ecmu y Bac ecth cotir muwinonoB HEHYKHBIX moninapoB, Bam Heuero 60sThCs.

Oto TOYHAS CYMMA feHer, KOTOPYIO BBl TIOTpaTUTe Ha BOCCTAHOB/IeHHe U BhIIIaThl u3-3a [IYBJIVKATIVN.

| Ber menst yoequm! |

Torzma Bam Hy>)xHO CBA3ATBCS C HAMU, ecTb HeCKOBKO CII0COO0B ciesaTh 3T0.
I. PekoMeH1yeMbIii (Camblit 6e30MacHbIN MeTO.)
a) 3arpy3uTe crielianbHbIN 6pay3ep TOR: https://www.torproject.org/
6) Ycranosurte 6paysep TOR
¢) OTkpotite Hai Be6-caiiT ¢ momoipio LIVE CHAT B 6pay3epe TOR: http://egregor[ckpsito].onion/[cKpbITO]
r) CrieflyiiTe MHCTPYKLMSIM Ha 3TOM CTpaHULIe.
I1. Eciv mepBbIii criocob BaM He TOJXOAUT
a) Otkpoiite Ham Beb-caiiT B JKUBOM UATE: https://[ckpbITO].top/[CKpBITO]
6) CrnepyiiTe MHCTPYKLIUSIM Ha 3TOM CTpaHMIIE.

Hama Kusas ITOJJEP)KKA roroBa nomous BAM Ha 3TOM caiite.

| Yo s mosyuy B cilydae CoOryamieHust

BBI ITOJIYUUTE TTO/THYHO PACIHIN®POBKY Baimx MaillH B CETH, [TOJIHBIV CIIMCOK ®AMNIIOB

3arpy’KeHHbIX JJAHHBIX,

noaTtBepxaenne YIAJIEHWS 3arpykeHHbIX JaHHbIX ¢ Haux cepeepoB, PEKOMEHIAIIMU no oxpaHe

TiepyMeTpa Balllel ceTu.

N TIOJIHASAA KOHOUJEHIIMAJIBHOCTD Ob MHIIMJIEHTE.

He pepakTupy#iTe 3TOT CrienjanbHBIA TeXHIUUECKWH O/I0K, OH Hy)KeH HaM JIJIsI aBTOPH3ariim.
---EGREGOR---

[ckpriTO base64]
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---EGREGOR---

Caiit BbIMOTaTe el HaXoJuT B ceTu Tor.

Egregor

Grestings

Cojep)xaHHe TeKCTa Ha caiiTe:

Egregor

Greetings

We have hacked your network, downloaded and encrypted your data.

You can recover your data and prevent data leakage to public.

Please upload your note RECOVER-FILES.txt using the form below and start recovering your data.

After you upload note, you will be provided with further instructions.

ITepeBop Ha pyccKuil A3BIK:

Egregor

[TpuBeTcTBYytO

MB&I B3/10MasTH Ballly CeTb, CKauaau U 3aIirdpoBaiy Balll JaHHEIe.

BbI MOXXeTe BepHYTb CBOU JlaHHbIE U OCTAHOBUTB YTEUKY JIaHHBIX B OTKPBITBIN JOCTYIL.

3arpysute 3ancky RECOVER-FILES.txt, ucrnosnb3yst (opMy HIKe, 1 HAUHUTEe BO3BpaT CBOMX JJaHHBIX.

[Tocne 3arpy3Ku 3aMyCKy BaM OyayT MpefoCTaB/ieHbl AaTbHeN e WHCTPYKIUH.

TexHuueckue geTaau

MosKeT pacrpoCTpaHsThCSl MyTEM B3/I0Ma uepe3 HesallUileHHY0 KoHpurypauuto RDP, ¢ nomorsto email-ciama
Y BPeIOHOCHBIX B/IOYKEHUM, 0OMaHHBIX 3arpy30K, O0THETOB, SKCIUIOUTOB, BPEJOHOCHOU PeK/IaMbl, BeO-UHXEKTOB,
(habIIMBLIX 0OHOB/IEHUH, TIeperakoBaHHbIX U 3apPaKEHHBIX MHCTA/IIATOPOB. CM. TakKe "OCHOBHbBIE CITOCOOBI

pacrnpoCcTpaHeHs: KPUITTOBBIMOTarte el Ha BBOIHOM CTpaHuIle biiora.
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OHy)KHO BCer/ia UCIo/b30BaTh AKTYaAbHYI0 aHTUBUPYCHYIO 3a1uTy!!!
Ecru Bl ipeHeOperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aIuToi Kinacca Internet Security nim Total Security, To

X0Ts1 OBl ZienaliTe pe3epBHOe KOMMPOBaHKWe BaXKHBIX (aiiioB 1o MeToxy 3-2-1.

» Egregor Ransomware UCIOb3yeT TPy pa3Hble GyHKIMKU Windows API, uTo6bl MpOBEPUTH KOMIIBIOTED Ha
TIPUHA/IIEXKHOCTD K Poccyu i 1 HeKoTopbiM cTpaaM CHI' u mpekpatut paborty, eciivi 00HAPY>KUT CIeAYIOIIHe

JIOKaJTH:

0423 Benopycckuii (benapych)

0428 Tamxukckuit (KupwinnLa, TayKUKACTaH)
042B ApwmsiHcKkul (ApMeHust)

042C AszepbatimKanckuii (maTuHuLa, A3epbaiimpKan)
0437 I'py3unckuii (I'py3us)

043F Kazaxckwuii (Ka3zaxcraH)

0440 Kuprusckuii (Kuprusus)

0442 TypkmeHckuii - TypkMeHust

0443 Y3bekckuii (laTHMIIA, Y30eKUCTaH)

0444 Tatapckuii (Poccust)

0818 Pymbriackuii (MosizoBa)

0819 Pycckuii (MonzoBa)

082C AszepbatimKkanckuii (Kupuvia, A3epbaiikan)
0843 Y36ekcKuit (Kupuinia, ¥Y36eKucTaH)

» Jlns kaxxgoro mwudpyemoro (aiina ucnosnb3yeTcss HOBoe ciyualiHoe paciuvpenue. Mcrnonb3yercs daiinoBbiii
mapkep u3 1Byx DWORD B EOF XOR'd B7mMecTe [10 onipesie/ieHHOrO 3HaueHus [/ ueHTUhuKauu

3aIM(PPOBAHHBIX (aiyioB. >>
» TlogpobHocTH mKdPOBaHUS:

[ITudposanbiuk ucronb3yet dyHkiyA API GetLogicalDriveStrings u GetDiskFreeSpace ayis1 oripe/ieieHHsi UMEH
Y TUTIOB JIOTUUECKUX JVCKOB, TIOJK/TFOUEHHBIX K YCTPOWUCTRY, B JIOMO/IHEHNE K KOJIMUECTBY [JOCTYITHOTO Ha HUX

CBOGO,I[HOI‘O MecCTa.
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OTKpbITEI RSA-K/TFOY BCTPOEH B KOHGUTYparyio. st Kaxkaoro mmpyemoro gaiina reHepupyeTcs rapa
3aKPBITOTO ¥ OTKPBITOTO K/Foueld. OTKPBITINA K/TH0U UCIIOTB3YEeTCs A/ I(POBaHUST CUMMETPUYHBIX K/TIOUeH,
KOTOPEIe TI03Ke OyIyT UCIIOh30BaThCs ISt ITU(pPOBaHUs KaXI0ro daiiia. [I1s Kaxkaoro mudpyemoro ¢aiiia

C037jaeTCsl YHUKA/IbHbIA CUMMeTPUUHBIN K/IHOU.

CxeMa reHepalyy Kitoueit:

- C momoreto CryptGenKey co3maetcst 2048-6urtHast mapa RSA-kmtoueii (T.H. CeaHCOBBIN KITIOY).
- 3arem Kmtou s3kcnioptupyetcs ¢ nomoiisio API CryptExportKey.

- DKCIOPTUPOBAaHHBIN KJItou Mppyercst ¢ momouipto ChaCha ¢ vcnonb3oBaHueM c1ydaiiHO CreHepupOBaHHOIO

Kimoua u I'V.

- Kimtoun ChaCha 3aumdpoansl ¢ momoribio GyHkipy CryptEncrypt v oTKpbiToro RSA-K/t04, BCTPOEHHOTO B

KOH(Uryparto.

- 3ammdpoanHbii Koy ChaCha u 3ammmmdpoBaHHbINM CeaHCOBBIM K/TFOU COXPaHSFOTCS Ha JIUCK TI0 XKeCTKO

3aJjaHHOMY TTyTH %ProgramData%\dtb.dat
Cnucok (aiinoBbIX paclIMpeHHUi, noABeprawomuxca mugpoBaHUIo:

910 mokymenTbl MS Office, OpenOffice, PDF, TekcToBble datifbl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(haityibl 06pa30B, APXUBHI U TIP.

®daiinkbl, cBA3aHHBIE ¢ 9TUM Ransomware:
RECOVER-FILES.txt - Ha3BaHue (aiina c TpebOBaHKEM BBIKyTIa

<random>.exe - c/iyuaiiHoe Ha3BaHHe BPeJOHOCHOTO (haiiia
b.dll - mpeacTaBneHHbIN 715 aHaMu3a daiin

testbuild.pdb - Ha3BaHue daiina nmpoekra

Hawvms

P Dapoumabds brds

[

Pacnionoxxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->
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M:\sc\p\testbuild.pdb

3anucu peecTpa, cBA3aHHbIe ¢ 3TUM Ransomware:

CM. HUKe pe3y/bTaThl aHaIn30B.

MpbI0TeKChbI:

CM. HuKe pesy/bTaThl aHA/IHM30B.

CeTeBble NOAK/TIOUEHUA U CBA3HU:

Tor-URL: http://egregor***.onion

Email: -
BTC: -
CM. HIKe B OOHOB/IEHUSIX ZIPYTHE aJjpeca U KOHTAKTHI.

CM. HIKe pe3y/ibTaTbl aHA/IN30B.

PesynbTarnl aHa/IM30B:

» Triage analysis >>

® Hybrid analysis >>

Z VirusTotal analysis >>

#® Intezer analysis >>
2 ANY.RUN analysis >> AR>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

«# AlienVault analysis >>

%] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrereHb pacIpoCTPaHEHHOCTH: HU3Kasl.

[ToppobHbIe cBefeHus: cCOOMPArOTCs pery/sipHo. [Ipuckinaiite 00pasLibL.

=== ICTOPUS CEMEVICTBA === HISTORY OF FAMILY ===

Maze Ransomware - Maii 2019 - Host6ps 2020

Sekhmet Ransomware - mapt 2020 - okTsi6ps 2020
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Egregor Ransomware - ceHtsi6pb 2020 - deBpanb 2021

=== BJIOK OBHOBJ/IEHUMH === BLOCK OF UPDATES ===

Oo6HoBenue ot 12 okTs10ps 2020:

Pacmmpenne: .CRYTEK

[TocTpagasime kommanuu Ubisoft u Crytek

O6Hoeenue oT 12 okTaOpsa 2020:

Coobririenue >>

e

OonoBienue ot 29 okTsa0ps 2020:

Cratbsl 0 3aKPBITUM BbIMOTaTe/1bCKOro npoekra "Maze Ransomware" 1 nepexof, orepatopoB BbIMOraTesieil Ha

"Egregor Ransomware".

BriMoratenu Takxke MOoATBEPXKAN/IN, UTO Maze, Sekhrnet, Egregor ABJIAIOTCA X BbIMOI'aT€/IbCKMMU TIPOrpaMaMi.

Sekhmet Decryptor ===

' After pressing O, decryptor will scan all your attached local drives as
well as neteeork sharss available for current wser. Please consider 1o
close all programs such 2= dstabases so nothing blocks decryption

For successfull restoration, DO NOT:

* do not close decryptor before you see message showt successfull
completion

* do not execute at the same time multiple decryptors to decrypt WAS
storages from different machinas

* do not detach extemal storage while decryptor works

* do not restart cormputer

.

Bosee Toro, moctpazasiive ot Egregor mocsie yriaThl BeIKyTa mosyyarot. Sekhmet Decryptor.

OonoBienue ot 18 HoaOpsa 2020:
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https://twitter.com/malwrhunterteam/status/1316819065202257921
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjJUxy6o9cULavHI7JTkx6htN50-9vIBYTkAvbG9IDVzq_XpH4OefpwDEOHmeJ4kvnU8PQqNZzHT93hdjX-j1x1WEhQHJfv4Vz-jTgvaK9Q_zfII2mF_jjZO7SlZeJQvnLuTIAbW6nMo_w/s1275/Ek2WUMVXgAAGDR1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjJUxy6o9cULavHI7JTkx6htN50-9vIBYTkAvbG9IDVzq_XpH4OefpwDEOHmeJ4kvnU8PQqNZzHT93hdjX-j1x1WEhQHJfv4Vz-jTgvaK9Q_zfII2mF_jjZO7SlZeJQvnLuTIAbW6nMo_w/s1275/Ek2WUMVXgAAGDR1.png
https://www.bleepingcomputer.com/news/security/maze-ransomware-is-shutting-down-its-cybercrime-operation/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjx-W72ScmgUfvbD89emZxjDFPyNq6ChsmLVb2ukQ2SG5pluv5V8g8Yefm1WBkTLNeVIroXCV3IQhHUCURgplZyoIscXmCgI4L0Gqmmk4xqZshqxfIId0Nmz04jC9isuo4uJvlazeFkexE/s480/egregor-decryptor.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjx-W72ScmgUfvbD89emZxjDFPyNq6ChsmLVb2ukQ2SG5pluv5V8g8Yefm1WBkTLNeVIroXCV3IQhHUCURgplZyoIscXmCgI4L0Gqmmk4xqZshqxfIId0Nmz04jC9isuo4uJvlazeFkexE/s480/egregor-decryptor.jpg

https://id-ransomware.blogspot.com /2020/09 /egregor-ransomware.html

Hesitenu crosigue 3a Egregor Ransomware perivig 3asBUTh 0 cebe OpUrMHaIBHBIM CI1oco60M. UToObI pUB/IeYb
BHUMaHYe YKePTBBI 110C/Ie aTaKW OHM CTaly C TIOMOLIIBIO ClieHapHsi 00aB/isTh B IeyaTh Ha TIPUHTEP CBOE
coob1rieHre. DTO He OTZebHO B3STHIN CTydail. Egregor MHOTOKpaTHO IeuaraeT 3aricKy O BBIKYTIe Ha BCEX

AOCTYIIHBIX CETEeBBIX U MECTHBIX IMTPUHTEePaXx.

Your network was ATTACKED, your computers and servers were LOCKED,

Your private data was DOWNLOADED.

| What does it mean?

It means that soon mass media, your partners and clients WILL KNOW about your PROBLEM.

ket

3T0 coob1IeHHe TIOTHOCTBIO eCTh B Hauasle CTaTbH, HeT CMBIC/Ia TIOBTOPTE €ro 37ieCh. Ba)KHO OTMETHTB, UTO
BLIMOTATeJI! JIeTaloT 3TO [l TOTO, UTOObI MOBLICUTH OCBEJOMJIEHHOCTD 0011[eCTBEHHOCTH 00 aTake U YCUTUTh
JlaB/ieHre Ha OpraHM3aLMI0->)KePTBY, BbIHYK/ast e 3aryiaTUTh BeIKyT. MHOrMe opraHv3alyy, roCcylapCTBeHHbIe U

(bI/IHaHCOBLIe yupexxzaeHue 1rmpeariounTaroT CKPbIBATh MHIUAEHTBI C BEIMOI'aTe/IbCTBOM.

Oo6Hoenenue ot 30 HosAOps 2020:

BhIniata BEIKYTIa Terepb Ha3blBaeTCs KOHTPAKTOM. "4
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjsByt3Esc2Xjdb0QWwXOkPBfZegqgKOwbf03e4pnC3fCFMhd64nzOIqXU7uSwvpFV_lVTqIEpKBh-IOwGN7ZF4JGXkW3AEJD9nmbbtMedL5Ifg18rzNLsT3hd9IN9rO-A5zsQktiYTIeY/s623/closeup.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjsByt3Esc2Xjdb0QWwXOkPBfZegqgKOwbf03e4pnC3fCFMhd64nzOIqXU7uSwvpFV_lVTqIEpKBh-IOwGN7ZF4JGXkW3AEJD9nmbbtMedL5Ifg18rzNLsT3hd9IN9rO-A5zsQktiYTIeY/s623/closeup.jpg

https://id-ransomware.blogspot.com /2020/09 /egregor-ransomware.html

Oonossienue ot 1 gekadps 2020:

Pacmipenue: .SEBsC

3ammmcka: RECOVER-FILES.txt

Tor-URL: xxxx://egregor4u5ipdzhv.onion/C4BA3647FD0D6918
URL: xxxxs://egregor-support.com/C4BA3647FD0D6918

@aiin npoekra: G:\Intel\Logs\qqqqq.pdb

®aitn: qq.dll

Pesynbrartel aHanu3os: VT + AR

Oo6Hoenenne ot 10 ¢peBpans 2021:

B xone COBMECTHOM ornepanuu rnojarngun (I)paHuI/II/I n praI/IHI)I YAAJI0Ch apeCTOBATb HEKOTOPLIX YUdCTHHUKOB

BbIMOraresbcTBa Egregor Ransomware.
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi_n_lQnleaY8YqiTkg2gRGqMRVzUKxTOfa1kV1Zd7XNF2TgGQETGxB8Qs0kPvpbxD9mZPEgIP9DZiWZ3iDu20AftuHioa7-Uers6ug6ORX62YUBckbIBrWyJ7f2BfA56P-bvCmcxZlODc/s821/message1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi_n_lQnleaY8YqiTkg2gRGqMRVzUKxTOfa1kV1Zd7XNF2TgGQETGxB8Qs0kPvpbxD9mZPEgIP9DZiWZ3iDu20AftuHioa7-Uers6ug6ORX62YUBckbIBrWyJ7f2BfA56P-bvCmcxZlODc/s821/message1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhF9LZR5kgbCmMKUUMh8Ds243VLZ0M1k-8UI8KOBVXtGtejE30_0JWLgPFpmciZhn35-IvMtS7FzgI7rtlPmPFy_eQoSfsU2q2AfZWpG1r8WmI604DhvIa4jyuxA7MkuJvKrwYA20Z9rVQ/s1277/message2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhF9LZR5kgbCmMKUUMh8Ds243VLZ0M1k-8UI8KOBVXtGtejE30_0JWLgPFpmciZhn35-IvMtS7FzgI7rtlPmPFy_eQoSfsU2q2AfZWpG1r8WmI604DhvIa4jyuxA7MkuJvKrwYA20Z9rVQ/s1277/message2.png
https://www.virustotal.com/gui/file/38b155b6546db882189cc79bcac0b0284d3f858e0feb1e5dbc24b22f78cdfb68/detection
https://app.any.run/tasks/1c7260bb-b68c-4e19-9677-a905ec52d1d5/#
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgMHVeC8XGRcVpDYMSLUYG14CE8zkWFOS_ZSaJgJ1oVcw0WMo4szcWaJgV8zkjwjSZVVfL63WCDANW5f6iVajcKmwnuN9amc8KZZXHuAZneA-tk-zGku9kGdl1kH305CE0eFpyodBWqULM/s1346/note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgMHVeC8XGRcVpDYMSLUYG14CE8zkWFOS_ZSaJgJ1oVcw0WMo4szcWaJgV8zkjwjSZVVfL63WCDANW5f6iVajcKmwnuN9amc8KZZXHuAZneA-tk-zGku9kGdl1kH305CE0eFpyodBWqULM/s1346/note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhfi2iScglXkC2JMFJGPd8N5k2doMJULZbxjtvIF4-NuHF2fBbqYHhmdIVL_pwKX_4Nu57jXLVyedbA6-RLCNmu0OzFBhlE9GxBUS3VIoSTWUGgSmgQ6nOkD6AxoLZKAMMwk5NhyEMk53M/s1257/site.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhfi2iScglXkC2JMFJGPd8N5k2doMJULZbxjtvIF4-NuHF2fBbqYHhmdIVL_pwKX_4Nu57jXLVyedbA6-RLCNmu0OzFBhlE9GxBUS3VIoSTWUGgSmgQ6nOkD6AxoLZKAMMwk5NhyEMk53M/s1257/site.png

https://id-ransomware.blogspot.com /2020/09 /egregor-ransomware.html

=== 2022 ===
Hogoctb ot 9 eBpans 2022

nemmdpoBaHus 751 nocTpagasiirx or Maze, Sekhmet, Egregor Ransomware.

CchblKa Ha CKPUHILIOTE CKPLITA, YyTOOBI He AaTb BO3MOXXHOCTB MCI1I0/Ib30BATh Bpe/IOHOCHbIE Cbaﬁf[l:l I/IH(beKTopa

mOyvV, KoTopble OBl B apXHBe.

TPty [0 o o 418050 P B R R B

[LEAK] Mazs + Egrager + Sakfmal kays along wilh myy [@eping] Souee
codo

Buumanue!

Tenepb ecTh AeMIU(POBIIUK >>

=== BJIOK CCBIJIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http: 9
k Read to links:

Message + Message + myTweet
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh0EGtJF0HrwKRNEywx_y30-AHbxHiOj7tH0p1XJZforraKpd_JJ7YLHsSL22FSzp7KD0wgrOpRn0NqwYOLF9ohclRrg8casYxwrFhCo66SNvWNhFmHgs8U9IyYBxYHKzZW7ss6bh4lQCk/s500/arrest+of+extortionists.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh0EGtJF0HrwKRNEywx_y30-AHbxHiOj7tH0p1XJZforraKpd_JJ7YLHsSL22FSzp7KD0wgrOpRn0NqwYOLF9ohclRrg8casYxwrFhCo66SNvWNhFmHgs8U9IyYBxYHKzZW7ss6bh4lQCk/s500/arrest+of+extortionists.jpg
https://www.bleepingcomputer.com/forums/t/768330/
https://blogger.googleusercontent.com/img/a/AVvXsEi9dKrZq_ampAHqz1V3x-3GJz56uJxy9bAuItamIw9zuz7rAb7WRTX-l4_WpFuuawK7edMkn3uyAzUtzo2PzIMvjuQlYVS2stx09f2YPoLtSHcBhN0kCiTAAFT8srbXJ98OnoaKS_09oQRUOj6TqSRwYw2XSNMkV7rxCBMkYrGyQI4iPD2UEj1g7wqE=s800
https://blogger.googleusercontent.com/img/a/AVvXsEi9dKrZq_ampAHqz1V3x-3GJz56uJxy9bAuItamIw9zuz7rAb7WRTX-l4_WpFuuawK7edMkn3uyAzUtzo2PzIMvjuQlYVS2stx09f2YPoLtSHcBhN0kCiTAAFT8srbXJ98OnoaKS_09oQRUOj6TqSRwYw2XSNMkV7rxCBMkYrGyQI4iPD2UEj1g7wqE=s800
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://twitter.com/demonslay335/status/1307056098596335628
https://twitter.com/N_0_1_/status/1309900255773614080
https://twitter.com/Amigo_A_/status/1308659440485363717

https://id-ransomware.blogspot.com /2020/09 /egregor-ransomware.html

ID Ransomware (ID as Egregor)
Write-up, Topic of Support
Added later: Write-up (on December 7, 2020)

Thanks:

Michael Gillespie, MalwareHunterTeam
Andrew Ivanov (author)

Tom Roter (Minerva Labs)

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/09/egregor-ransomware.html
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https://blog.minerva-labs.com/egregor-ransomware-an-in-depth-analysis
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

