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&2 Tool: ReflectiveGnome

Names ReflectiveGnome
Category Malware
Type Loader, Downloader

Description =~ No description available yet.

<https://www.proofpoint.com/us/blog/threat-insight/whatta-ta-ta505-ramps-activity-delivers-

Information .
new-flawedgrace-variant>

Last change to this tool card: 03 November 2021

Download this tool card in JSON format

All groups using tool ReflectiveGnome

Changed Name Country Observed
APT groups
TA505, Graceful Spider, Gold Evergreen [ 2006-Nov 2022 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=d085f254-cb08-42ee-bed8-29b91607dfda

Page 1 of 1


https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=d085f254-cb08-42ee-bed8-29b91607dfda
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=d085f254-cb08-42ee-bed8-29b91607dfda
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Loader
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Downloader
https://www.proofpoint.com/us/blog/threat-insight/whatta-ta-ta505-ramps-activity-delivers-new-flawedgrace-variant
https://www.proofpoint.com/us/blog/threat-insight/whatta-ta-ta505-ramps-activity-delivers-new-flawedgrace-variant
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=ReflectiveGnome&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=TA505%2C%20Graceful%20Spider%2C%20Gold%20Evergreen
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=Russia
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=Russia

