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The Squirrel Strikes Back: Analysis of the newly emerged cobalt-
strike loader “SquirrelWaffle”

By Eli Salem

Published: 2021-09-21 - Archived: 2026-04-05 16:52:42 UTC

Just Squirrel with waffle

Since early-mid of September 2021, a new malware loader dubbed “Squirrelwaffle” has been discovered and
observed delivering the attack framework Cobalt-Strike.

In the recent cybercrime landscape, several prolific malware has either gone or been less observed. This newly
created gap gives opportunities for the birth of a new malware such as Squirrelwaffle to fill the hole that others
left.
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In this article, I will present an analysis of this new threat. Similar to most of my malware analysis articles, the
article will be a mix between a presentation and a step by step dynamic or static analysis, with an emphasis on

SquirrelWaffle download capabilities.

The dropper

In terms of the initial attack vector, the malware is being delivered by classic phishing documents and continues

with dropping .vbs files and launching Powershell.

The initial access phase ends with an executable dropper being downloaded to the infected machine.
The dropper is a 32-bit DLL file, which also packed with a custom crypter.

Press enter or click to view image in full size

pestuio 9.4 - Malware Initial Assessment - warw.winitorcam | el = o W

file settings  about

X m T
=/ property value
& indicators (41) md5 AST F3 715 121
p3 virsholal (2UET) shat FECS4D4D1 FCRATST2C AAFSDER2TIDRID1ZSD0AY
* doseheader (64 bytes) ka5 h " ) 2 4G4

B dos-stub (200 bytes)
+ rich-header (11)
- file-header [5ep.2017)

md-without-overay AEIERATEG MOG340 22 2CE TD 1R 1207
shal-without-overlay BOTETORRS)1E4TERSFRABRAIAST| GCBO3S1 20980

© eptional-header (GUI) shad3E-without-overlay 0GCE1R11G4FFS 7 7COE61EAFSOIELEREE
¥ directories (5} first- brytes- hex 4D 5490 00 03 00 00100 (4 00 00 00 FF FF 00 00 B3 00 00 00 00 00 00 00 40 00 00 00 0 00100 00 00
- sections (97.46%) first-brytes-text MZuinssununnnssunasomunsl@ononenens
£ libraries foount file-size 260053 (bytes)
3 size=without-gwerdey 234254 (bytes)
% exparts (8) entropy 6571
-0 k imphath
] Signature
azc strings (2376) entry-point S3EBECEITDOCOY 730SEE OO 0000 FF 75 1DFF TR0 FF TS 08 ESBEFEFFFFE3ICADC 3D C2
1fx debug (path) fle-version
k description
I‘ file-type dynamic- fink-library
"ﬂ cpu 32-bit
L3 everlay [unknown) subsystem Gul
compiler-stamp Dx55BEAT54 (Mon Sep 11 074546 2017)
debugger-stamp OxE5E8415A (Mon Sep 11 07:45:46 2017)
HDUNZH'HIIHP
imgart-stamp
e ponts-stamp OxS9BEATEA (Mon Sep 11 074546 2017)

WEISIOR-Stamp
certificate-stamp

Dropper PEStudio

Furthermore, the dropper has 8 export functions in addition to the DIIEntryPoint one. This tactic was also
observed in Ursnif’s dropper, which has been observed having a large number of export functions.

Usually, the reason for that is to slow down analysis.
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IDA View-A [ [G] Hex View-1 [ Structures || BE
Mame Address Ordinal
1] Actcause 1000E7AQ 1
{£] Breakbox 1000E670 2
f] CauseSeat 1000EE30 3
E Duringweight 1000ECFO 4
f] Equalcry 1000EBFD 5
£] Oldkind 1000ECBO 6
1] Song 1000EAS0 7
£] Teachhear 1000E940 8
DIEntryPoint 100028DB [main entry]

Dropper export functions

Unpacking mechanism

To manually unpack this sample, and also observe the interesting parts of the unpacking mechanism we’ll do the

following:

First, we’ll set a breakpoint on VirtualAlloc and hit Run, once we reach the first breakpoint, click “Return to user
code” or “execute till return + step over”.

Now we can observe the following:

1. Call to ebx+2113E4 - which is the call to VirtualAlloc
2. rep movsb -which will write shellcode to the newly allocated memory

3. jmp eax - execute the shellcode instructions

Because the shellcode is stored in the EAX register, we can observe it if we’ll click “follow in dump” on the EAX

register. we can see the bytes E8 00 00 00 00 which is a classic trick shellcode uses to obtain the next instructions.

From this behavior, we can also assume that the entire unpacking mechanism will occur within the context of a
shellcode.

Press enter or click to view image in full size
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& cru | |itog | [notes | ® ereakponts | BB memoryMap | [ cCall Stack

smsen | lulseipt | @[ S Threads | ol Handes

71G50587 | 51
71 -
-24Call to VirtualAlloc I;
71
Il 71850591 | SE
71650 n et )
ZitziWriting to the
7165
-1ezqallocated memory
| riEsd— e
71650548 | 39F7
ump to the shellcode }—
71650564 52
T18505B5 &4 40
71E505E7 &8 00300000
7165056C FE72 14
T1E505BF B4 00
FF93 E4132100
5A
a7
8982 CO0122100
71650500 S8E4A 14
71650503 RETZ 10

(imp

L]

gl

push ecx

push o

E@M dword prr ds:[ebx+2113E4]
pop ecx

pop
moy
mov
rep
monw
Tea
sub
add

&5

dword ptr ds:[ebx+2113B8],eax
edi,eax

movsh

esi dword ptr
edi  dword ptr
edi,esi

eax, edi

ds: [ebx+2113C4
ds: Lebx+2113E8

eax
mov edx,dword ptr
push edx
push 40
push 3000
push dwor
ush o

s [edx+14]
ord per ds:[ebx+2113E4]

ov edi,eax

mov dword ptr ds:[ebx+2113C0] ,eax
mov acx,dword ptr ds:i[edx+14]
mov_esi.dword nrr ds: Pedw+1n

-

4

A 0Q2205A8
B IIFOL0

00000000
DX DOOS0F2E
EBP DOZTF74E
ESP 0037FF2C
ESI T164FF20
EDI 000005 ASE
EIP F16505AC
EFLAGS QOQo00zZ0
ZF 0O PF O AF O
1 | ——
Default (stdcall)

1: [esp+4] 00003
2: [esp+8] 95753
Eespﬂ'.] 00000
esp+10] 0000

3:
41
5: [esp+14] 0000

@oumpt | Gpump2 | MM’MMN | 4hpumps

G watch 1 | beelioeals | 7 struet |

716324
Q00034

Address

o

0022054

Q0ZZ0EE

002205CE
00220508
002205ER
Q0Z205FB
00220608
00220618
00220628
00220638
AN?2nR4nR

95
13
oD
oo
00
00
a0
49

za

Eg 00 00 00| 00Y5E 81 EB

i::-uu-s!-s!-enlis

21
00
80
08
00
EB
0A
83
TR

00
21 00
a0| 8B 48 3C B9
56|80 B3 DF OF
EB|EZ Q€ 21 00
88|83
FO|FF
F2|89
5489

EF
FF
83
oD
13
e

83
o7
15
0z
Ca
1221

BE | A%
azl2a

Dropper shellcode execution

80 &3 40 O£
21 00 B9 B3| .
00 8 B3 DO| ..
06 68 88 4E
EE OF 21 00

aguaatas 1

S5TE2E
000002
C | 0000393
000001
ASTEIC
0037F7
[ 71611
Q0004
23448
[elalalis]
QO37F:
ThAET A

Next, click Run twice until we’ll reach the third instance of VirtualAlloc. After reaching it do the following:

1. Click “execute til return” + “step over”

2. Go to the EAX register and click “follow in dump”

3. Set a write hardware breakpoint on the first bytes of the newly allocated memory buffer.

Press enter or click to view image in full size
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B cru | [og | [Unotes | o preakpoints | == memoryMap | () calistack | smsen | o) serpt | @) symbois | <

®| ODZDOGFE] 51 = 'pusE'eci ] i T:
o 002D0GE - ush 0
o onzpo-acall to VirtualAlloc Ea.‘l'.:‘l dword ptr ds:[ebx+7113E4] s
E————s BC1321 moy dword ptr ds:[ebx+2113eC], eax o S |
®| G02D070D pushad = =
c0132100 push dword ptr ds:[ebx+2113c0] ECX 06130000
i Binary r push eax EDX  O009DCAS
i A4132100 push dword ptr ds:[ebx+2113a4] EBP  0028FB98
L Copy v |EFOF2100 push dword ptr ds:[ebx+210FEF] ! ESP  O028F87C
& = FEFFFF €all 2p025c ESI  0020005F
Follow in Disassembler 10 ad 55"'10 EDI  O02E0000
popa
¥ Follow in Memory Map 800000 push 8000 EIP 00200707
- push 0
| LabsRCUmIE Aake s 0132100 push dword ptr ds: [ebx+2113c0]  riacs 000002
& Watch DWORD 00132100 call dword ptr ds:EebanlljDO] ~|zF 1 PF1 AF(
Al : sgiggigg mov sax,gword g:r[ E:[beazt%BBC] =l oro s£0 DbF
Modify Value Space |C may  dwor r ds:[ebx+2113C0], eax L= =
I‘ - B = E 'I LE Lt “:,dwopgd ptr ds:[ebx+2113C8] CFO TFO IF:
reakpoi o4
o 2 BedlPrONSe: oce : L oo Lasterrar Q0000
.=l Find Pattarn... arl+8 | & Hardware, Write pl.. Byte LastStatus CO00¢
il Find References QbR | @, Hardware, Execute %, Word {esjﬂéc . | 65 0028 Fs 005
o~ i : esi+2A ES 0028 Ds 002
i Sync with expression %W, Memory, Access v | % Dword €S 0023 S5 002t
= Allocate Memory ; — '
"8 Memary, Read » ford prr ds.[es'w-] ST(0) 000000000
& Goto 3 = ) jord ptr ds:[ebx+2113 | =701 000000000
_ o (Memaly it & e Default (stdeall)
®=  Hex * |8, Memory, Execute O : [es
2: [espsB] 72025
A Text * les132100 mov eax,dword ptr ds:[ebusf113c8] 3: [esp+c] 00000
@ Integer y |02 and eax,2 ~ |4 [esmlo 0000
= TEST AAX,AAY 3: [esp+ld] 0000
(4 Float ¥ ] T
(e B address | wooumps | wvoumps | @ watchs | fiei vocals [ 2 st
[Ad| @ Disassembly ASCIT f

00 FUDOU T DT T O T T 00 00 MIUQ R O | e it e Patat
002F0010| 00 00 00 Q0|00 00 Q0 Q0|00 00 00 QD00 00 Q0 00f......cccvvacun.
002F0020(00 0O 00 00|00 00 00 G000 0O 00 00|00 00 00 00|....cucseuenes :
002FQ030 (00 00 Q0 Q0 (00 00 00 Q0 00 00 00 Q0|00 00 00 00|.............
002F0040|00 00 D0 00|00 00 D0 00|00 00 00 00|00 00 00 00|..uvenesuen..
002F0050 |00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00|............
002F0060| 00 00 00 Q0|00 00 00 00|00 00 00 G000 00 Q0 00).....uvuuu. .
002F0070|00 00 00 00|00 00 00 00|00 00 0D 0D |00 00 00 00|...........
002FQOB0 | 00 00 Q0 0000 00 00 00|00 00 00 00|00 00 00 Q0. ... ffn.
002E0090 (00 00 00 00|00 00 00 00|00 00 00 0000 00 00 00|.......... 0. ....
002F00AD |00 00 00 Q0|00 00 00 00|00 00 00 0000 00 00 00|.........feun...
002F00B0 |00 00 00 00|00 k h

Q0ZFO0CO | 00 00 00 00|00 O e Rl [| T | T LT L | i
002F00D0| 00 00 00 00|00 aThlrd EIIIOCEItEd memory .....

002F00E0| 00 Q0 00 00|00

Unpacking the dropper

After setting the breakpoint, click Run three times. We’ll notice that the buffer inside the allocated memory will be
filled with content.
When reaching the third Run, we’ll find ourselves in a small loop with some classic opcodes that we expect to see

in unpacking loops such as rotate right and exclusion or (ror and xor opcodes) .
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002A02FD

'mp 2A02E2

002A02E2 002A0300
mov esi,ecx leave

and esi,3 ret c
jne 2A02FB

002AD2E9

mov ebx,dword ptr ss:[lebp+10]
add gx.bx

neg dx

imul edx,edx,2

ror edx,7

mov dword ptr ss:[lebp+10,edx

D02A02FB
xor byte ptr ds:[eax],dl

Unpacking the dropper

In fact, this specific loop, and the majority of this crypter were observed during the last two years in other
malware droppers, such as: Ursnif, Zloader, and Hancitor.

Press enter or click to view image in full size
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002302E5 | 00230303
moy Teave
et C

I0ZEC
mov ebx,dword ptr ss:febp: 100
mov ebx,dword prr ss:febps10] add dx,bx

x
:dﬂ ax, bx ?31 wdx, ddx, 3
ror odx, 9
mov dword prr ss:febpr10], edx

002302FE
001602FE xor byte ptr ds:[eax],dl
xor byte ptr ds:[eax],dl

Hancitor Zloader

002A02FD

SquirrelWaffle

| 00240262
moy es1 ,ecx
and esi,3

mzwign dword Hebp+ 10§
mov ¢bx Ir 553 .
add dx,bx 2 s

002A02E9 neg. dx

mov ebx,dword ptr ss:febp+10] r:';g’:}m'z

add dx,bx mov dword ptr ss:febp-10], edx
neg dx

imul edx,edx,2 ; —

ror edsx,

Ursnif

Dropper unpacking

By setting a breakpoint on the leave opcode we can go to the place where the loop ends. Once we did it, we can
see the ASCII characters M8Z which indicates an APLIB compression.
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mov dword ptr ss:[lebp+100,edx
xor byte ptr ds:[eax],d]
inc eax

P Y S

e

mov esi,ecx mov esi,ecx

and esi,3 and esi,3

jne 2A02FB jne 2A02FB

mov ebx,dword ptr ss:[lebp+10J |mov ebx,dword ptr ss:|[ebp+10]
add dx,bx add dx,bx

neg dx neg_dx

imul edx,edx,?2 imul edx,edx,2

ror edx,7 ror edx,7?

mov dword ptr ss:[lebp+10],ed>
xor byte ptr ds:[eax],d]
inc eax

loop 2A02E2 loop 2A02E2

Teave leave

Fet C Eef C

sub esp,10 sub esE,lG

push eEx push ebx

push ebp push ebp

push esi push esi

mov esi,dword ptr ss:[lesp+24f |mov esi,dword ptr ss:|lesp+24]
xor cl,cl xor cl,cl

o ohn.obho. .. . .o Lo . .. .

I

I

4 § Dump 5 @ watch 1 [ B Dump 5 & watch 1 [«
ASCTT ASCTT A_‘_

i7 50 2A 79|Ma.Ma G#%E1..gP%y 1 B8 C2 91|M8z.8.T...qy. A.

'D 46 F3 4E|e..0.EAIE. . = JFON C 01 B4 09| .@R_A...... B

'0 14 7A 67|.DY.)dT°.1is p.zg 0D 1c 72 6F|I! 6L..This p.ro

I7 83 B9 7B|o ..1"E®*Z°QEG. "X 2 65 5F 9e(gIam.c.rn>.tIbe_.

I0 23 68 4B|.BRp.T!*6. I#KE#hK 4 ; [im, ode. .

D 2D 96 22|TOoAvY.y.c&. .0i-." D

JE. NG Ac A ;R-VR.FT'Dﬁn L ULA A fter |DDFI' ends Cl<@!

;Di§ P.Q= 5 y.04x

opefore loop endsf™. %1 |APLIB header }lisra

i5 B> AU FY|%eel. ,&-T%. .ep U 0 _ _ 4 PE.

7 RA 1 Acli/acefi_ "—n¥ rmdnw o Ll i e

APLIB indication

Now that we know that this content is compressed with APLIB, the most logical thing to expect is a
decompressing mechanism.

To observe this mechanism do the following:

1. Remove the write hardware breakpoint from the buffer
2. Set a new Access hardware breakpoint on the first bytes of the APLIB header.
3. Click Run

Page 8 of 32



https://elis531989.medium.com /the-squirrel-strikes-back-analysis-of-the-newly-emerged-cobalt-strike-loader-squirrelwaffle-937b7 3dbd9fo

& cru |+ Log [l Motes #® Breakpoints = Memory Map [/ Call Stack =
e 002A02E2 89CE mov es57,ecx
o 002A02E4 836 03 and esi,3
r----@|| 002A02E7| ~ 75 12 jne 2A02FE
| 8| D02A02E9 885D 10 mov ehx,dword p
! | 002A02EC 66:01DA add dx,bx
N 66:F7DA neg dx
|54 Binary » 6BDZ2 02 imul edx,edx,?
N clca 07 ror edx,7
L1 Copy > 8955 10 mov dword ptr s
B8 rFollow in Disassembler 43810 _I}{ﬁz EE:E PEERRE
(=] ; ~ E2 E2 loop 2A02EZ
Bg— ¢ Follows in Memory Map = ;o
. Label C t Add C2 0C00 ret C
ol e b 83EC 10 sub esp, 10
& Watch DWORD 53 push ebx
. 55 push ebp
4 Modify Value Space 56 push esi
i e : F
I' Breakpoint } ®, Hardware, Access ®  Byte
&':'; Flrld Pattern... Ctr|+E ?/ Hardwarer Write .\q Word
n Find References Ctrl+R t? Hardware' Execute .n Dword
= Sync with expression
. i ", Memory, Access » [mov byte ptr ss
™  Allocate Memory be 2A03BE
" Memory, Read » |Jmp 240329
& Goto 3 Imov esi,dword g
™ Memory, Write P jtest cl,c]
= je 2a035C
=  Hex ¥ | "8, Memory, Execute b | e S
A: Text »
B Integer r
00240300 (, Float r
wi pump [ Address Dump 4 | 4l Dump s | &) Watch 1 | el Le
Address | B Disassembly ASCII
002C0000 FF |81 BB C2 O1|MBZ.8.T...qy. A.
002C0010|01 40 Cc2 15(c3 08 01 OE|08 OE 1F BA|7C 01 B4 09|.@A_A...... =5
002C0020|CD 21 BB F5(4C B0 OA 54 (68 69 73 20|70 1C 72 6F|1! 6L..This p.ro
002C0030|67 CF 61 6D|0E 63 8E 6E|3E 9F 74 CF |62 65 5F 9E|glam.c.n=.tIbe_.
002C0040|75 BF 30 69|06 44 4F 53 |FC 6D O7 6F (64 65 2E 0D|uz07.DOS0m. ode. .
002C0050|12 0A 24 98|44 9C F8 021C3 58 D8 99(aD 0B BO 04/|..5%.D.0. AxG. .. "°.
Unpacking the dropper

After clicking Run, we found ourselves in a loop that consists of several functions, this loop will be the one that

decompresses the APLIB content.

In terms of decompression location, this mechanism works in the following way:

1. Tt will get bytes from the beginning of the APLIB content, manipulate them, and will store them in the ESI

register.

2. It will copy the decoded content at offset 7040, the offset where the content will be written will be stored in
the EDI register.

Press enter or click to view image in full size
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® 002D01E4 BE7424 24

8| D02D01E8 8B7C24 28

8| D02D01EC FC

8| 002D01ED B2 80

8| D02D01EF 3108

& 002D01CL a4

™ B3 02

& 002D01C4 ES 6D000000
®| 002001c9| ~ 73 F6

8| 002D01CE 319

| 002D01CD ES 64000000
-8 002001D2| ~ 73 1C

| 002D01D4 310

8| D02D01D6 ES 5E000000
-8 002D01DE| ~ 73 23

| 002D01DD B3 02

| D02D01DF 41

®| DO2DOLED B0 10

®| D02DO1E2 EE 4F000000
®| D02DO1ET 10C0

®| 002D01ES| ~ 73 F7

‘8| 002DOLEE| « 75 3F

®| 002D01ED AA

®| D02DO1EE| ~ EB D4

‘8| 002DO1FO EE 4D000000
®| D02DOLF5 2909

-8 002D01F7| ~ 75 10

®| D02DOLFY EE 42000000
-8 002D01FE| ~ EB 28

-8| 00200200 AC

8| 00200201 D1ES

-8 002D0203| ~ 74 4D

8| 00200205 11c9

-8 00200207 | ~ EB 1C

-8| 00200209 91

al n0znnzoa 4R
Unpacking the dropper

mowv es1,dword ptr ss:Ee5p+i4' = [
mov edi,dword ptr ss:[esp+28
cld
EAX 00000002

e LA EBX 00000000

i [l ECX 06130000
e Source of content L{l cox  002r7080
call 200236 [ || esp  0028F898
jae 2D01c1 ESP DO28FE850
XOr ecx,ecx mESI 00ZF0O001
€all 2p0236 #EDI  002F7042
jae 2D01FO0
XOr eax,eax EIP  002D01C2
€all 2p0236
%gs g[l)D%DD BFLAGS 00000344
inc E%;{ |De5t unpacked content|f - PF T 4F 0
mov al,l0
adc al,a
jae 2D01E2 Lasterror 000000¢
jne Enozzc Laststatus COO00LC
stos
jmq 2D01cC4 G5 00286 F5 0033
call 2p0242 E5 00Z2B D5 00ZB
sub chéggx Cs 0023 55 0028
jne 2D
call_2p0240 ST(0) 00000000000¢
yRB_pomEn | ST(1)_00000000000¢
shr eax,1 Default (stdcall)
je 2D0252 1: [esp+4] 002D005
adc ecx,ecx 2: [esp+8] 0D028F89
jmﬁ 2D0225 3: [esp+C] 0028F87
Xxchg ecx,eax - | 4: [esp+10] 000BFL
dec eax 5: Tesp+141 OO2F70

To skip the entire unpacking and decompressing process, in the loop, we can scroll down, and we’ll see three ret

opcodes, set a breakpoint on the third one, and hit Run.

Press enter or click to view image in full size

B cru | | o Log | | I Motes ® Breakpoints FE# Memory Map [)V Call Stack 7§ SEH leo] 5
T r===-==-= o 002A021E| ~ 73 06 jae 2a0226
| ®| 00240220 BIF8 7F cmp eax,’F
1 or----@)| 00240223 ~ 77 02 ja 2A0227
i & 00240225 41 inc ecx
L-----»@| 00240226 41 inc ecx
L---»m| 00240227 a5 xchg ebp,eax
@ 002A0228 BOES mov eax,ebp
o 002A022A B3 01 mov b1,1
®| 002A022C 56 push esi
e 002A022D B9FE mov esi,edi
@ 002A022F 29C6 sub esi,eax
e 00240231 F3:a4 rep movsh
@ 00240233 5E pop esi
8| 00240234| -~ EB 8E jmp 2A01c4
e 00240236 00D2 add di,d1
r----@| 00240238 ~ 75 05 jne 2AD23F
| e 0024023A BAl6G mov dl,byte ptr ds:[esi]
! & 002A023C 46 inc esi
! @ 002A023D 10D2 adc d1,dl1
L---»@ 002A023F c3 ret
@ 00240240 31C9 XOr ecx,ecx
| 00240242 41 inc ecx
-»@| 00240243 E8 EEFFFFFF call 2a0236
e 002A0248 11c9 adc ecx,ecx
& 00240244 ES EFFFFFFF €all 2a0236
--@|| 002A024F| ~ 72 F2 jb 2A0243
w| 00240251 3 ret
®| 00240252 2B7C24 28 sub edi,dword ptr ss:|lesp+28
®( 00240256 897c24 1cC mov dword ptr ss:[lesp+1c],edi
@ 002A025A 61 popad
E—). 3 ret _I 1 I
o 002A025C 83EC 08 sub esp,8 Breakpolnt hEI'E
®| 002A025F 53 push ebx
e 002A0260 8B5C24 1C mov ebx,dword ptr ss:|fesp+1c]
®| 002A0264 55 push ebp
8| 00240265 56 . nush esi
Unpacking the dropper
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Now, follow in dump in the EDI register where we know the unpacked content should be stored. We can see now

the MZ header and the unpacked SquirrelWaffle malware.

L-—-»@ 00248023F c3 ret
@ 00240240 31C9 XOr ecx,ecx
@ 00240242 41 inc ecx
-8 00240243 EE EEFFFFFF £all zao023e
8| 002A0248 11c9 adc ecx,ecx
@ 00240244 EE E7FFFFFF call 2a0236
-@| 002A024F ~ 72 F2 jb 2A0243
e 00240251 c3 ret
e 002A0252 2B7C24 28 sub edi,dword ptr ss:|[lesp+28]
8| 00240256 Bo7c24 1cC mov dword ptr ss:|esp+lc],edi
e 00240254 61 popad
—_—n c3 ret | I
@ 0024025C &3EC 08 sub ESE,E Breakpolnt hEI’E
@| 002A025F 53 push ebx
| 00240260 BB5C24 1cC mov ebx,dword ptr ss:[lesp+1cC]]
@ 00240264 55 push ebp
e 002A0265 56h nush esi
4| i |
1 B4 Dump 2 U Dump 3 &y Dump 4 g4 Dump 5 & watch 1 [x=] Locals
Hex ASCTIT
9F F4 9F FB|BB 26 32 5C |49 07 5A 2C|84 40 CE 44|.0.0 &2\I.Z,.@ED
FO 96 AF 4B(02 68 30 68 (6A 44 41 32 |ES EO 04 31|%. K.hOhjDaZéa
66 20 91 94|65 1C OC 32|28 AD 3D F2 (7B 00 00 4D C
54 90 00 03|00 00 00 04|00 00 00 FF|FF 00 00 BB
00 00 00 X 00 00
00 00 00 [Unpacked Squirrelwaffle | 0o oo
00 00 00 00 0E
1F BA OE 00|B4 09 CD 21 (BB 01 4C CD|21 54 68 69).°.. .1 .LI'Thi
73 20 70 72|(6F 67 72 61 (6D 20 63 61 |6E 6E 6F 74|s program cannot
20 82 65 20|72 75 6E 20|69 BE 20 44 |4F 53 20 6D] be run in DOS m
6F 64 65 2E(OD OD OA 24 (00 00 00 00|00 OO0 00 SClode....5%........
FE €3 58 DB |99 AD OB DB |99 AD OB D8 |99 AD OB Dl|eAX®...08...8...8
El 3E OB CB|99 AD OB CB|FF AE 0OA DA |99 AD OB CB|a>.E...Ey®.0...E
FF A9 0OA D2|99 AD OB CB|FF A8 0A C9|99 AD 0B CEB|y©.0...Ey .E...E
FF AC OA DC|99 AD OB BY [FD AC OA D3 |99 AD OB DB|y—.U....y—=.0...0
99 aC OB 4A|99 AD OB 99 |FE A4 0A DB (99 AD OB 99).-.1 ..E;.U....
FE AD OA D9|99 AD 0B 99 |FE 52 OB D9 |99 AD OB 99|p..0....pR.U...

To dump it, we can mark the entire content from the MZ header until the end and save it as binary using the xdbg,

or just use the pe-sieve tool.

Third Allocated Memory Third Allocated Memory Third Allocated Memaory

ESI —»
Obfuscated Obfuscated
Obfuscated Contet Maz MaZ
EDI —»
Data Dists Copied
Manipulaton And Decrypied
— —

Unpacked Payload

Dropper crypter unpacking

SquirrelWaffle
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Similar to the dropper, SquirrelWaffle is also a 32-bit DLL file.

Press enter or click to view image in full size

pestudio $.14 - Malware Initial Assessment - www.winitor.com [of unpacied.bin] - ] k4

fle settings about

whe X ng
= T—E W prepery value =
Emm-ﬂ?r“m- 3 ADEDEAFDDDIEMOGEEFIAEATOATIEIR
shal
« dos-header (B4 bytes) i . = RSB A
B doz-stub (200 bytes) : B B 565591E98 Dgcs
. fich-hesder (11) midS-without-verlay B1606aEIEAE S 13F 465 TAIRFF4ETIEDES
shal-without-overlay ERIDCASCIASI ABSNCACORFISIITORGEREABORC

<

shad3é: BCIAFFI5E125F0065581E98650858131 AZDEBRECITBC 1 1 TATTASEGIADEEIDGBDG

* file-header (Sep.2021)
* optional-header (GUI)

Y directories (time-stamp)

© sections (47.33%)
£ Il e

= | imports {cownt)
3 exports (Idr)
=t

T rezources (manifest) *
ake strings (500)

A5 debug (path)

ﬂ manifest (asimoker)

E

et )

overlay {unknawn)

shad S6-without-overliy
first: bytes-hex
first-bytes-test
file-gize
saze-without-overlay
entrapy

imphash

sagnatisre
entry-point
file-versian
deseription

file-type

cpu

subsystern
compiler-stamg
debugger-stamp
respuroes-stamp
import-stamp
exparts-stamp
version-stamp

> | <

SquirrelWaffle in PEStudio

COERCHAACEC SFRAGT] NAADEI3AF SE1916ARZFEO 14 3EFRF TREODADIBCACAGAID

4D 54 90 00 03 00 00 00 04100 00 00 FF FF 10 00 B3 00 00 00 00'00 00 €0 40,0000 00 03.00 00 00-00
IR e i e i i o e i O i W

121152 (oytes)
58368 (bytes)
3769

S5EBECE3TDOCOI 7505 EBAD 04 DODOFF TS IDFF TS OCFF 7508 EBAEFEFFFFBICA0C 5D C2

dynamic-link-library

32-bit

Gul

OxB144GBE3 (Frn Sep 17 021843 2027)
OG5 144 6083 (Fri Sep 17 03:18:43 2021)
(00000000 (ermpty)

OxFFFFFFFF (Sat Feb 06 22:28:1

52108)

cpu 32-bit  file-type: dynamic-link-library  subsystemc GUI

In contrast to the dropper, this DLL file has only one export function called “Idr”. Also, it seems that the file itself
is has a DLL name in it called “DII1.dll”. This fixed name of a DLL file was also observed in Qbot (stager_1.dll),
Trickbot(templ.dll), and IcedID (loader_64_dll.dll).

IDA View-A 2] (2] Exports [ (O] Hex View-1 [1]
MName Address Ordinal
[ £] Idr 10005610 1
@ DIIEntryPoint 10008AF2 [main entry]

IDA View-A [ @ Exports || [s] strings [ (O] Hex View-1 B
Address Length Type  String
@ Jdata:;1000C93C 00000009 C rsres0l
E Jdata:;1000C950 00000009 C rsre$02
E rdata:1000D282 00000009 C Dil1.dil
@ Jdata:; 1000D5E6  0000000A C HeapAlloc
@ Jdata:; 1000D5F2  0000000F C GetProcessHeap

SquirrelWaffle export and DLL name

When we investigate statically the malware from the “Idr” export function, we can see that the function invokes

only one very long and nested function. For this analysis, and to make tracking the article more easier, we’ll
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labeled it as “the core function™.
The function starts with the malware attempt to get the environment variables of the APPDATA and TEMP

directories.

DA View-& ] Pseudocode-a ) Strings |
229 vise[4] = e;
230 | wvigh = 15:
231| LOBYTE(v180[@]) = @;
232 | v@ = getenv("APPDATA");
233 | sub_10006A20(v180, v@, strlen{v@));

234 | w224 = 8;

235 vl = getenv("TEMP");
236 | v182[4] = ©;

237 w183 = 15;

Core function begins with getting environment variables

However, some of the malware functions are not easily understandable, and some deal with content decryption. To
verify it, we need to investigate dynamically.

To do so, we’ll need to start from the “ldr” export function, there are two ways to reach it.
First way

The first way will be to start the Xdbg with loading Rundll32 and assign the malware path with the Idr export

function as an argument. (In my analysis I called the unpacked file “time.dll”)

& Change Command Line —— ﬁ

\Desktop\rundll32.exe" "C: gdime. dil”, Idr

oK J | Cancel |

Executing the DLL using Rundll32

However, | sometimes found this method not reliable, and the DLL file often goes to the DIlEntryPoint function

instead.
Second way

The second route is a cool memory trick, that will work as the following:

1. we’ll first go to the DIIEntryPoint

2. We already know from the first glance of static investigation that the ldr function should start with getenv()
function that searched the APPDATA and TEMP environment variables.

3. Because the APPDATA and TEMP strings are hardcoded in the malware we’ll search for their location.
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4. we’ll direct our malware execution flow to go directly to the location of the function that the APPDATA

and TEMP are found.

Getting the location of the APPDATA & TEMP function

To do so, once we are in the DIIEntryPoint, do:

1. Right click
2. Search for
3. Current region

4. String references

Press enter or click to view image in full size

® Rreakpoints | B Memory Map | L} Call Stack | &5 SEH | it Script | ‘@) symbots. ¥ Spurce A~ References 'S Threads | s Handles | £t
E 55 Tpush ebp - [EnTruBnin:
8EEC mov ebp,esp § Binary 5
B37D 0C 01 cmp dword gtr bt
« 75 0% ne time.724pd - Copy ¥
FErato b o
pus PTr ®  Breskpaint ¢
EF7S 0OC push dword ptr ™
FF75 08 push dword pr & Follows in Durnp. ¥ yROint
EE AEFEFFFF call time. 7241 .
8304 OC add esp,c B Foliow in Dispssembler v
EE oco0 .;1“‘ L o = Follow in Momary Map
~ E9 DFOS0000 mp <IMP.&freq
= . [ ‘
mov ebp, esp
3 push et J 8 Helpon S lic Hame ¥
FFT5 08 push dword ptr Bl  Help on mnemonic Ctri+El yPoint
B8F1 mov esi,ecx |
EE 3B85FFFF Eall time.724f € Shaw mnemanic brief Ctrl+Shift+F1
CT06 TaA24D72 moy dword ptr H
BECE MOV £ax,es1 £ Highlighting mode: H
SE pop esi
5? e op gbp #  Label E
C f .
g:&l o4 00 and dword ptr| e« Comment ;
BC1 moV eax,ecx
HE B, s (2 S . .
mov dword prr| g% allocation
c;ul TaARADT m:"v dword ptr Lt [ = '
C [
53 push ebp #  Analysis r
ggEC mwhebp._esp
push esi 1
:F?s 08 push dword pr.l $it Assemble Space wroinT
BFL mov @851, ecx 7 Patch Ctrl+e
EE OSB5FEFE €l time.724r & i
CT06 30a24072 mov dword prr =
BBCE mov eax,esi Set New Orgin Here Cri+
E:E Eé; |# Create New Thread Hera
oS T = Goto v
.ol Search for ‘r;  Current Region L3 i.,-, Command Ctrl+F
72 #TERZ <EMTryPoints i Find references 1o * | J Current Module 44 Constant
T ] ~ Al Modul %]
ioump3 | whoumpa | e9oumps | @ wetch1 | imltocls | # st | S = Eing telerences
ASCIT | & Intermodular calts
00[CC 90 €3 90|CC €3 90 90|.pf. 1A, ILAIA. -
3 06|74 05 E8 AL|1D 01 00 88| LS. 04, 5. 25, = [FEECT e
0 90| ED E4 24 nc|02 00 00 64 ). ... A ... 8.4 @ cum
34 10|00 B2 77 6908 59 50 O0d...... oML P, =

Getting the string references

Now, we found ourselves with the entire list of the hardcoded strings of the malware, there we can also see our

APPDATA & TEMP strings. let's click on one of them.

Press enter or click to view image in full size
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% | strings (Region time.dll) B | Strings (Region tme.dll) 1 |

Disassembly string
L push r‘ime 724DAZDE NOME
mav esi,dword gr_r ds: [<&Geradaprersinfos] telgrt
mov edx, ,time. 724DAZEQ 4. 2xh\n"
mOV eCX,Time, 724DA2EE "%, 2x="
4| mov edx,time. 724DAZEQ . 2x\n"
mov edx,Time, 7240DAZEQ "%, 2xX\n"
mov b1, hyl:e ptr ds: [edx+7240C00C] "01234 567 BIABCDEFGHIIKLMNOPORSTUVIWXYZ abedefghi jkImnopgrs tuvwyz”
20| push time. 7240a514 yJWbaNNGUTBRTuthaluwbgsKGSm'llhynPLRPmKYG}rFTMmpZUJTszfphE
29| push time. 72405800 TEANXL
push time.724D58D0 Ahx10™
push time, 72404558 L
push time. 72404560 "506"
push time. 724DA568 "KIKLO™
tmov edx, Time, 72404544 "pOsT "
2F | push time.724DA58C Y OHTTR/L.1\rYnHost:
push Time. 72404578 N \nconren-: -Length:
2| push time.724DA570 enhey
Of | push time. 724DA5T0 \r\n\r\n
52| push Time. 72408570 "yehnein®
push time. 72404558 500"
push Time. 72404538 r500"
push time.724DA558 '500"
push time. 724DA5AC ey e E R T
push time.72404583 LR AR AN &% ATAY A Y o
Doy 85 = ] L b
push Time. 72404/ CAPPDATA
push t me ?Nmscc "TEME"
Pus AETTamEx=xuDkDCACTMIOr enal FKCPCKMVE dvInaxox jut RyMVFWGmREU"™
push t‘ime T24D‘BFA3 TRONENTAT
push time.7240BFAS "NONENTH T

Hardcoded strings

Once we click, we can see the places where the APPDATA and getenv() function will be executed, this is also the
function that the 1dr export function calls aka the core function.
This is the place we want to start our dynamic investigation, and therefore, we would want to direct the malware

to start at the beginning of this function.

Press enter or click to view image in full size

15 | @ Breakpoints | ¥ Memory Map ‘ [} Call Stack =% SEH 1| Seript | & Symbaols i <2 Source P
@ 72403B4A cC int3

8| 724D3B4B cc int3

®| 724D3B4C cC ints

e 724D3B4D cC int3

®| 724D3B4E cc int3

®| 724D3R4F cc int3

®| 724D3B50 55 push ebp

®| 724D3B51 BBEC mov ebp,esp

®|| 724D3B53 64 FF push FEFFFFFF

®| 724D3B55 68 52964D72 push time.724D9652

e 724D3B5A 64 : A1 00000000 mov eax,dword prr [l:[0] [00000000] :&" " o*"
e 724p3860 50 push eax

@| 724D3B61 B8 DEO30100 mov eax,l103D8

®| 724D3B66 E8 AS5550000 gall time.72409110

®| 724D3E6B Al 04F04D72 mov eax,dword ptr ds:[724DF004]

®| 724D3B70 33¢cT Xor eax,eb)

8| 724D3B72 8945 FO mov dword ptr ss:[febp-10],eax

e 724D3B75 56 push esi

®|| 72403876 57 push edi

®| 724D32B77 50 ush eax

®| 724D3B78 8D45 F4 ea eax,dword ptr ss:[[ebp-cll

o 724D3B78 G4 :A3 00000000 mov dword ptr E:[O],eax [00000000] :&" " a*"
®|| 72403881 BB35 50A14D72 mov esi,dword ptr ds:[<&getenv:>] 724DA150:"dzop"
®| 724D3B87 33C0 XOr eax,eax

@ 724D3B89 68 C4A54D72 push time.724DA5C4 724DASCA : " APPDATA"
®| 724D3B8E 8985 4BFCFEFF mov dword ptr ss:[ebp-10388],eax

®| 724D3E94 FFD6 gall esi

Begining of core function
Changing the malware execution flow

To change the direction of the malware to start in this function, do the following:

1. Right click on the first function line of code
2. Copy
3. Address

Press enter or click to view image in full size
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/cavaman s s
72403B4C [ int3
«© int3
cc int3
cc int3
55 push ebp =
BBEC mov ebp, esp |4 minary » i
2.; E;Q&i 5 pusﬂ r:rr:rgc 5 | o =T
D7 push time.7240065 ) | &= Selection Ctrl+C
64121 00000000 mov eax,dword ptr Il :_ o nt o ;L',_ ) !
sg B push eax o eakpoin = Selection to File
BE D mon_eax, 10304 y - .
EE AS550000 E211 time.724po1i0 | BN Follow in Dump E l:; Selection (No Bytes)
ﬁ:mman;z po ::::ggg"" PTr ds @] roliow in Disassembler 2 selection to File (No Bytes)
*s‘g'” FO gg\;hd\;gf;d pre ss:ilek ™8 ooy, in Memary Map Alt+Ins
EE puslh1 edi @ Graph G |dz Rva
Ush eax =
33“'53"?}0%0:;00 ea g:x,ﬁwora Er[éi [ Help on mnemanic Ctri+FL 2 File Offsat
LA mov dword prr [l . - |
gg;g 50414072 mov esi,dword ptr ds CF Show mnemonic brief Ctrl+Shift=F1 Headar VA
i XOr eax,eax - -
6B C4A54072 push Time.724pascs | &= Highlighting mode H | iz Disassembly
AGR ErEERE maw rhemed mre oo ek S w

Getting the address of the core function

Now, at the right side of the debugger, you can see the EIP register which is responsible for holding the next
instruction to be executed, we’ll want to manipulate it.

To do so, do the following:

1. Right-click on the EIP register
2. Modify value

3. In the Expression box, paste the address you copied.

4. Click OK
EIP 724 = :
' B Modify value | Enter [ Etp  724p8arz <time. Er
EFLAGS - :
SapEee @y Follow in Dump rf_hl = . ﬁ
OF O _SF O g Follow in Dump ’ _ o
CF| 13 L
1 B Follow in Disassembler xpression: 724D3B50
L For | mm :
L Ltus ~@ rollow in Memory Map | hytes: 50384072
| Copy value Ctrl+C "
Gs ooz8 H = Y % | signed: 1917664080
ES 002B &  Copy Symbol Value Ctrl+5 ‘A
cs 0023 - ) Unsigned: 1917664080
1 Copy all registers i
ST{0) 000 ( ASCIL: rM; P
sT(1) ooog @ Undo « 1
sT(2) 0000 4 Push ( [ OK ] ’ Cancel i
sT(3) 00O ( ]
sT(4) ooog & Pop (
Changing the EIP

After clicking OK we can see that the instruction pointer was changed to the start of the core function, now our

dynamic analysis can be performed.

Press enter or click to view image in full size
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B cru | [} Log | [ Notes

@ Breakpoints

== Memory Map

[} call Stack =3 SEH L] Se

724D3BAA
724D3B4B

cC
CC
cC

||nstruction

P

set

4]
8 D8030100
8 A5550000

Execution flow now at the start of the core function

Core function

download mechanism.

Observable functions

consists of.

Al Q4F04D72
33c¢5
8945 FO

8045 F4

64 :A3 00000000
8635 50A14D72

v@ = getenv("APPDATA");

sub_10006A20(v188, vO, strlen(vi));

v224 = @;

vl = getenv("TEMP");

Getting environment variables

push eax ; nSize
lea |EEK, [ebp+Buffer]

push eax ; lpBuffer
call ds :GetComputerMamel

test eax

¥

jnz short loc_10063ESB

Getting the machine name

Page 17 of 32

68 52964072
&4 :AT 00000000

inc3

int3

int3

int3

int3

int3

push ebp

mov ebp,esp

push FFFFFFFF

push time.72409652

mov eax,dword ptr [l:[0]

push eax

mov eax,103D8

call time.724D9110

mov eax,dword ptr ds:[724DF004]
xor eax,ebp

mov dword ptr s55:[ebp-10],eax
push esi

push edi

ush eax

ea eax,dword ptr ss:[ebp-C]
mov dword ptr E:[D],eax

mov esi,dword ptr ds:[<&getenv=]

As mentioned, the ldr export function leads us to one specific big function which we call “the core function.

This function will have several objectives and will also call to other functions that will take part in this malware

Before digging into the more challenging functions, let's talk about the more visible API calls that this function

The majority of these functions are aimed to collect information about the infected machine.
As already mentioned, the malware attempt to collect information about the environment variables

c:\users\user\appdata\roaming and c:\users\user\appdata\local\temp using the getenv() function.

The malware also attempts to collect the name of the local computer using the GetComputerNameW() function.

The malware then attempts to get the machine’s user name using the GetUserNameW() function.
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] e

loc_10004009:

lea eax, [ebp+nSize]

push eax ; pcbBuffer
lea eax, [ebp+Buffer]

push eax ; 1lpBuffer
call ds :GetUserlameld

test eax, eax

jnz short loc_ 10004889

Getting the user name

The malware will extract information about the configuration of a workstation using the function

NetWkstaGetInfo().

FIZIE

loc_188842FC:

lea eax, [ebp+bufptr]

mov [ebp+bufptr], ©

push eax ; bufptr
push 64h ; 'd’ 5 level

push ) 5 servername
call ds :MetlWkstaGetInfo

test eax, eax

jnz loc_166844D8

Getting info on workstation’s configuration

Maintenance functions

As we enter the malware’s core function, we observe a function named “sub_10006A20” (name can change with
other instances) that will repeat itself multiple times during the malware’s execution.
This function receives three arguments, two pointers, and a length, the function will copy the data from one

pointer and assign it to another.

Get Eli Salem’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in
For example, in the first iteration, we can see sub_10006A20 do the following:

1. gets the pointer of environment variable stored in v0

2. gets the environment variable length
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3. copy the data into v180

v@ = getenv("APPDATA");
sub_10006A20(v186, va@, strlen(v@d));

sub_10006A20 Copy from v0 to v180
In addition, we also see the function being used four times at the beginning of the malware.

1. The first two iterations will copy the environment variables as mentioned.
2. The third iteration will copy a large chunk of code “unk_100A5D8” which be later discovered as the
malware’s config.

3. The fourth iteration will copy a hardcoded string which will take part in the config decryption part.

Press enter or click to view image in full size

LOBYTE(v180[8]) = @;
w0 = petenv("APPDATA");

[sub_10006A20(v150, v0, strlen(v@)); |

viZd = 8,

vl = getenv("TEMP");

vigz[4] = @;

v183 = 15;

LOBYTE(v182[8]) = @;

[sub_10006A20(v182, vi, strlen(v1)); |
LOBYTE(v224) = 1;

V189 = @;

v190 = 15;

LOBYTE(Src[@]) = @;

[sub_188@6A28(5rc, &unk_1B@BASDE, Ox198Eu);
LOBYTE(v224) = 3;

vl71l = &v162;

V166 = @;

v167 = 15;

LOBYTE(v1&2) = @;

[ sub_10006A26(&v162, "HSFTsmBxSXuDkDcAcmMIOrenalFKePCKRMVBdvInAxoxjwtRyMVFHGMRGU", 0x3Au); |
LOBYTE(vZ24) = 4;

sub_100858F8(&v156, Src);

LOBYTE{v224) = 3;

v2 = sub_16661988{v156, v157, v158, v159, v168, vi6l, v162, v163, vied, v165, (int)vl66, vi6T);
sub_100857D8(5rc, v2);

sub_10006A20 usages

unk_100A5D8 array of bytes:
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IDA... m Pseudo... E] Pseudu... |:| Pseudn... |:| Ps:

* |.rdata:1000A5D1 align 8

® l.rdata:1808A5D8 unk 1080A5D8 db 71h ; g
* |.rdata:1000A5D9 db 67h ; g
* |.rdata: 1000A5DA db 48h ; H
" |.rdata:1000A5DB db 66h ; -
* |.rdata:1008A5DC db 45h ; E
* |.rdata:1000A50D db 43h ; C
* |.rdata:1000A5DE db 73h ; s
* |.rdata:1000A5DF db 4Fh ; O
* |.rdata:1000A5E® db 6Ah ; j
* |.rdata:1000A5E1 db 76h ; v
* |.rdata:1000A5E2 db 4Dh ; M
* |.rdata:1000A5E3 db 74h ; t
* |.rdata:1000A5E4 db 66h ; f
* |.rdata:1000A5ES db 4Eh ; N
* |.rdata:100RA5EG db 51h ; Q
* |.rdata:1000A5E7 db 71h ; g
* |.rdata:1000A5ES db 55h ; U
* |.rdata:1000A5E9 db 43h ; C
* |.rdata:10@0A5EA db 7Ch ; |
* |.rdata:1000A5EB db 71h ; g
* |.rdata: 1000A5EC db 76h ; v
* |.rdata:1P@@ASED db 5Ch ; \
* |.rdata: 100BAS5EE db 57h ; W
* |.rdata: 1000A5EF db S5Eh ;
* |.rdata:1000A5F0 db 54h ; T
* |.rdata:1000A5F1 db 62h ; b
* |.rdata:1000A5F2 db 74h ; t
* |.rdata:1000A5F3 db 7Eh ; ~
* |.rdata:1000A5F4 db 52h ; R
* |.rdata:1000A5F5 db 5Dh ; ]

unk_100A5D8

Another function that is interesting is sub_100058F0. This function will copy the data from Src into the variable

156 (internally it will do it using memcpy, the memcpy function is very common in this sample).
We can see that the Src argument is the copied config that was stored in unk_1000A5D8.

Press enter or click to view image in full size
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LOBYTE(v1Z0[8]) = @;

vB = getenv("APPDATA"});

sub_10066A20(v120, vi, strlen{vd));

v224 = 8;

vl = getenv(“TEMP");

vi82[4] = 8;

v183 = 15;

LOBYTE(v122[0]) = @;

sub_10006420(v182, v1, strlen(vl});
LOBYTE(v224) = 1;

vi89 = 8;

v198 = 15;

LOBYTE(Src[8]) = 0;

sub_10086A20(5rc, &unk_1000ASDE, Ox198Eu);
LOBYTE(v224) = 3;

v171 = &v162;

vi66 = @;

v167 = 15;

LOBYTE(v1iG2) = 8;

sub_10086A20(8&v162, "HSTTsmBxSXuDkDcAcmMIOrenalFKcPCKhMVBdy InAxoxjwitRyMVFHGMRGU™, ©8x3Au);
LOBYTE(v224) = 4;

[ sub_108858FB(&v156, Src); |
LOBYTE(v224) = 3;

v2 = sub_l1€ee1980(v156, w157, v158, w159, v1e@, viel, vl62, vie3, viod, wvilesS, (int)vioo, vle7);
sub_100a5708(Src, v2);

sub_100058F0

oo

Then, the copied content (156) will be sent to the function sub_100019B0 which will deal with the config
decryption.

Press enter or click to view image in full size

sub_10806A20(5rc, &unk_1000A5D8, @x198Eu);

LOBYTE(v224) = 3;

v171 = &v162;

v16e = 8;

v167 = 15;

LOBYTE(v162) = @;

sub_10086A20(&v162, "HSfTsmBxSXuDkDcAcmMIOrenalFKePCKhMYBdvInAxoxjuwtRyMVFWGMRGU", @x3Au);
LOBYTE(v224) = 4;

sub_100858F0(&v156, Src);

LOBYTE(v224) = 3;

|U2 = sub_100819B@(v156, v157, w158, v159, v166, vlbl, v162, v163, wvlbd, vle5, (int)vleb, vie7);
sub_18e857D08(=rc, vZ),

sub_100019B0 deals with config decryption

There are two ways to get the config, one of them is very trivial and easy, but where is the fun in that? (we’ll

discuss this way at the end of this config section).

Observing the config decryption

If we want to observe some key features of the config decryption mechanism we’ll have to jump inside
sub_100019B0.

When we step into the function dynamically, we can see several xor and copying activities, which eventually lead

us to a memcpy function that will write the IP addresses.

To observe it, we can just follow in dump on the EDI register.
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LS LA

w

24D1AA3
F24D1AAG
f2401AA9
24 D1AAD
F2401AB0
f24D1AB2
F24D1AB3
f24D1AB4

iy
EE8 A6760000
8645 DC
83C4 0OC
C60407 00
887D FO

~ EB 14
51
52

Ce45 EC 00

ltﬁ]] <IMP . &memcpy =
: :flebp-24]3
add esp,C
mov byte r ds:[edi+eax],0
mov edi,dwprd ptr ss:[ebp-10]
jmp time.7R4D1ACE
push ecx
push edx
mov byte

piir ss:[febp-14§,0

i |

I

@y Dump 1

gy Dump 2 | iy Dump 3

@4 Dump 4

% Dump 3

Watch 1 | [x=] Locals

Address

Hex

ASCIT |

002EFO5C
002EFD6EC
002EFO7C
D02EFO8C
002EFD9C
00Z2EFOQAC
002EFOBC
002EFOCC
D02EFODC

00
01
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
e
00
00

00
OF
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00

memcpy writing the IP adress

00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00

00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00

00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00

Then, the malware will check the size of the written content, allocate new memory using Malloc and assign

pointer to it.

This small allocation and pointer assign activity will happen in the function 724D7840 (in the followed image).

Then, the first four bytes will be changed to the address that will contain the new buffer of the IP addresses.

H W[ S AY s pusri 2ux
: #[24D1A9D 57 push edi
i L] EE& AG760000 call <IMP.&memcpys
i e 2401 AA3 8B45 DC mov eax,dword ptr ss:|[lebp-24]
' e 2401 A06 83c4 0OC add esp,C
! ef24D01AA9 z mov byte ptr ds:[edi+eax],0
[ e 240250 (I\WTrite the co[ﬂig mov edi,dword ptr ss:|lebp-10[
| ——®f24D1AE0 jmp time.724D1ACE
Lt ef24D1AB2 51 niicsh ary
®f24D1AB3 i 1
o A lAllocate memory and assign pointer l:[ebp_u],o
ef24D1ABB FF75 EC push dword ptr ss:|[[ebp-14]
@ 24D1AEE 51 push ecx
e 2401 ABC 8BCB mov ecx,ebx
EIP >89 E8 7D5D0000 €all time.724D7840
ef24D1AC3 8B75 CC mov e51,dword ptr ss:[lebp-34]
L@ 24D1ACE C645 FC 02 mov byte ptr ss:febp-4],2
eff24plAacCa 8e45 EO mov eax,dword ptr ss:|[lebp-20]
8 24D1ACD 83FE 10 cmp eax,10
rmu-i'EleADO e F22F ib time.724D1AF9
i < | 1T
Gy Dump 1 @y Dump 2 | 4 Dump 3 @ Dump 4 @4 Dump 5 A watch 1 | lx=| Locals
Address | Hex ASCIT
002EFO5C |39 34 2E 34 (36 2E 31 37 (39 2E 3B 30|0D 0A 32 00(94.46.179. B0..2.
QO2EFOGC(OF OO0 00 0O |OF 00 OO0 00|00 00 00 00|00 00 D0 00 ... .o iver e enns
O02EFO7C|(00 OO0 00 00(00 00 00 00|00 00 OO Q0|00 00 00 D0|..cv v enrenrnn
002EFOBC(00 OO 00 00(00C 00 00 OO |00 00 00 QD00 00 00 OD|. ... v veivnannnn
002EFQ9C(00 OO0 00 00(00 00 00 00|00 00 00 QD00 00 00 00|. ... oo vevvrenran
OO2EFOAC|( 00 00 00 00|00 OO0 OO0 00|00 OO0 0D Q0|00 00 00 00w e e e vnernnnn
002EFOBC|(00 QOO0 00 Q0[O0 Q0 00 QO0/00 00 OO0 Q0100 00 00 00l..e.ivviinvnnnns

Before executing 724D7840

As expected, right after passing the function, we can see that the first four bytes have been changed to be a pointer.
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®| 24D1LABC HBCB mov ecx,enx
‘ L] EE 7D5D0000 €all time.724D7840
>@ 8BY5 CC mov esi,dword ptr ss:[ebp-34]
L e[f24D1ACE ce45 FC 02 mov byte ptr ss:|lebp-4],2
eff24D1ACA 8845 EO mov eax,dword ptr ss:|lebp-20]
®{f 24D1ACD B3IFE 10 cmp eax,10
. 2401 ADO ~ 72 27 jb time. 724D1AFO
) 4 | 1 |
@4 Dump 1 44 Dump 2 | @4 Dump 3 | @y Dump 4 @ Dump 5 &5 watch 1 lx=] Locals
Address | Hex ASCII
002eF05Q|Z0 6C 58 0036 2E 31 37|39 2E 38 30|0D 0A 32 00|pl[.6.179.80..2.
002 EFQGCH-a-fmmiimgi==a@=t | - (00 00 00|00 00 00 00 (00 00 00 00| ... v e unnnnnn.
002EFO7C| 00 00 MDO 00 @D 00 (00 OD 00 00|00 DO 00 00| .. ... i iiiiianan
O02EFOBC| 00 00 00 00 00 0D Q0000 00 00 0000 DO 00 00| ... v innnannn
002EFO9C |00 00 00 00|00 00 00|00 00 0D 00 (00 00 00 00| ... ... ..o
O02EFOAC| 00 00 00 00|00 00 0|00 00 0D 0D (0D 0D OO0 00| ... emvrennnnnn
O0Z2EFOBC |00 00 00 = 3T R R A
002eFocc| 00 00 00 [Pointer to the Config array| oo oo oo| 1271711ITIIITI
QO0Z2EFODC | 00 00 OO0 oo T o oo oo 00 00 00| . . o e i
002EFOEC| 00 00 00 00|00 00 00 00|00 00 00 00/00 00 00 00|. .. ... ... ...

After executing 724D7840

If we want to see the array of IP addresses that this pointer points to, do the following:

1. Right-click on the pointer
2. Follow DWORD in Dump
3. Select your preferable dump
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e N _ cx,dword ptr
e [i| Binary » Bsi,dword ptr
o - je edx, esi
of| L1 Copy ¥ bax,dword ptr
: &F Follow in Disassembler ﬁﬁ;ﬁc;tr i -
& - cx,dword ptr
- § Follow DWORD in Disassembler o B
f— : gl Follow DWORD in Current Dump me. 724D1AB2
i Mwnrd nte ds -
i o g JFollow DWORD in Dump ’ I Dump 1 |
i =
! of| [} § Follow in Stack Dump 2
i ]
b pesaseg "1 Follow in Memory Map Dump 3
1o ] ;
i - Label Current Address = Dump 4
' @
i P4 Watch DWORD Dump 5
: . I =¥ |
i - Modify Value Space <IMP. &memcpy
: i Breakpoint » gax,dword ptr
! L 5p,C
! @ =] Find Pattern... Ctri+B  pyte ptr ds:[
U @ di,dword ptr
' —off #§ Find References Ctrl+R  [ime.724D1AC6
L-efl] _ . 2cx
ol = Syncwith exprassion edx
e yte ptr ss:|f
= Allocate Memory dword ptr ss
- v jecx
& Goto cx,ebx
. Time. 724D7 84
EIF & Hex * isi,dword ptr
yte ptr ss:[f
A: Text ¥ tax,dword ptr
ax,10
- B Integer ' ime.724D1AF9
i (, Float .
W4 Dump 1 ud pum| [2 Address 3 ) watch
Address |Lhow Disassembly II
DDEEFDSC M = ol =4 g = e [l = pm - | p L L0 - E- 1?9- BD-

OO0ZEFQECTTIO OO oo oo |1F 00 00 00|00 O0 00 00|00 00 00 00f...vevennna..
OOZ2EFQYC| 00 0O O0 0O (00 00 00 00|00 O0 00 00|00 00 00 00|...c.vaea.a..
O02EFOBC (00 00 OO0 0O(O00 00 OO0 00|00 OO0 00 00|00 OO0 00 00(.v.vevenann..
OOZEFQ9C| 00 0O 00 0O (00 00 00 00|00 00 00 00|00 00 00 00|....ovaenna..

Following in the pointer dump

Once we click, we could see the array of IP addresses

% Dump 1 |¢|I.1Dumpz &% Dump 3 Iﬂmﬂuﬂp‘l l g Dump 5 | &5 watch 1 |

Address |Hex
00SBGC70 |39 34 2E 34|30 2E 31 37|39 2E 38 30|0D OA 32 3 .46.179. 80. .20
O05BGCEO |00 00 OO0 00|00 OO0 OO0 00|00 00 OO0 OO|00 OO0 00 00

00SB6C90|87 E2 €O 45|00 00 00 80|E3 00 00 00|00 00 00 OQwdRE. .. & ......
005B6CA0|00 00 00 00|00 00 00 00|00 00 00 00|00 0Q
005B6CB0|00 00 00 00|00 00 00 00|82 E2 €O 45 00 BB ;. osnsine aAe. ...
005B6CCO|E8 00 00 00|00 00 00 00|00 00 E&eﬂ' DO 00 00 B0  Becnensoninrnmn:
00566CD0| 00 00 00 00 |Q ! 00(00 00 00 00(...ccvuesnrnnnn.
005B6CEQ| 89 E2 €O 45 |( DO|00 00 00 00|.3AE....7.......
00se6cr0(00 00 00 00 (d]P addresses Jpe|oo 00 00 00|........... ...

00586000 (00 00 00 00 |4 45|00 00 00 BO(........ AAE....

P e e Am AR AR AARLAA AA AR ARlAasa An AR asl L

IP addresses array
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This activity of writing and assigning a new address for the config will happen several times inside a loop,

therefore, to skip it we would want to set a breakpoint right after the loop.

! 8 24D1A9E EB A6760000 call <IMP.&memcpy>
: eff 2401443 CA=R BN /‘mg!é eax,dword ptr ss:[flebp-24])
i e 24D1AAG i a esp,C
i 8l 2401 AAD Write the conﬂg mo byge ptr ds:[edi+eax],0
' o 2401 AAD 8E7D FO mov edi,dword ptr ss:|[ebp-10]
! ——eff24D1480( ~ EB 14 jmp time.724D1ACE
: ef24D1AB2 51 push ecx
i eff24D1AB3 52 push edx
i e 24D1AB4 €845 EC 00 mov byte ptr ss:|lebp-14],0
i e 24D1ABE FF75 EC push dword ptr s5:[lebp-14]
' 82401 ABB 51 push ecx
! e 24D1ABC = mov ecx,ebx
: e/ 22p128€ Allocating and €all time.724D7840
[ ef24p1AC3 - 5 f mov esi,dword ptr ss:[ebp-34]
: — e 24D1ACE |Q5SIZN pomter mov byte ptr ss:|febp-4],2
i e 24D1ACA — mov eax,dword ptr ss:|[ebp-20]
! o 24D1ACD 83F8 10 cmp eax,10
e e 2401AD0| ~ 72 27 :ib Time.724D1AF9
i i ef24D1AD2 8D48 01 ea ecx,dword ptr ds:[eax+1]
P o 24D1AD5S 8BCH mov eax,esi
s e 2401 AD7 §1F9 00100000 cmp ecx,1000
i | r----ef24p1ADD| -~ 72 10 jb time.724D1AEF
o | i e 2401 ADF 8B76 FC mov esi,dword ptr ds:[esi-4]
e ef24D1AE2 83c1 23 add ecx,23
e eff24p14E5 2BCE sub eax,esi
- LAl e 24D1AET §3C0 FC add eax,FFFFFFFC
6 8 24D1AEA 83F8 1F cmp eax,lF
| r-b-r--—-@ff 24D1AED « FF FF ja time.724D1B6E
Pl @ 24D1AEF 51 push ecx
e eff24D14F0 56 push esi
ot ef24D1AF1 ES FB650000 call time.724D80F1
e e[ 24D1AFG 83c4 08 add esp,&
LS »@ff 24D1AF9 47 inc edi
i eff24D1AFA 897D FO mov dword ptr ss:[lebp-10[,edi
i o 24D1AFD 387D 18 cmp edi,dword ptr ss:|[ebp+15]
Ios ---eff 2401800 ~ OF82 1AFFFFFF jb time.724D1A20
L i [Breakpnint Mot Set Eg?:g it{:} ﬁ; Eg::fgord I
ST LT e 24D1B0C v 72 28 jb time.724D1B36
P ef24D1B0E 84D 08 mov ecx,dword ptr ss:[lebp+E]
P e[ 2401B11 inc edx
P ®[24D1E12 IEI"ICI of the loop mov eax,ecx
1 e 24D1B14 GLrA UULUUOUL cmp edx,1000
') or--—-@ff24D1B1A| ~ 72 10 jb time.724D1B2C
] i i 8 24D1B1C 8B49 FC mov ecx,dword ptr ds:[ecx-4]
i < | 1 |
&4 Dump 1 | B4 Dump 2 | 84 Dump 3 | 8% Dump 4 &% Dump 5 & watch 1 | lx=| Locals
Address | Hex ASCIT
O02EFOS5C |40 02 5C 0036 2E 31 37(39 2E 28 20|0D 0A 32 00|@.\.6.179.80..2.
O0D2EFOGC | BE 19 QO(ZBE 23 00 QOO0 OO0 OO DD(OD OD DO 00| .. .. f . v vane
Q02EFO7C |00 00 00 00 00 0D QOO0 OO0 OO OD(00 OO0 OD 00| . .. . .cv v nann.
Q0ZEFOBC |00 00 00 00 00 00 00|00 00 00 OO0 (00 0D D0 00| ..o vcrvnennnne
002EFOSC |00 00 00 00|0 0 00 00|00 OO 0D QD00 0D DO OO . ... ..o cvinannn
Q0ZEFOAC |00 00 00 00|00 D 0D |00 0O 0D OD(DD OO OD OD| ..o vvicnnnnnwe
002EFOBC |00 00 = 00 QOO0 QO 00 00 ... v erenennnnn
oozerocc |00 ool Pointer to the config | oo ooloo 0o oo ool i il lllllll
00ZEFODC (00 QOO0 OOTOD U0 OO U000 00 00 0000 00 00 001, .. oevninnnnnns

Breaking after the config decryption loop ends

And just like before, we can click on the pointer and follow in dump to see the config.
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B Dump 1 by Dump 2 Wy Dump 3 Wy Dump 4 Wy Dump 5 ) watch 1

Address |Hex I
005C0240 (38 34 2E 3436 2E 31 37|30 2E 38 30|0D OA 32 30| 94.46.179. 80. . 20
005C0250(36 2 31 38|39 2E 32 30|35 2E 32 35|31 0D Oa 28|6.189.205.251..8
005C0260|38 2E 32 34|32 2E 36 36|2E 34 35 OD|0A 38 35 2E|8.242.66.45. . 85.
005c0270|327 35 2E 31|31 30 2E 32|31 34 0D 0A|38 37 2 75,110, 714, . BZ.1
005C0280|20 34 2E 33|2E 31 33 26|0D 0A 32 30|37 34| 04.3.136..207.24
005C0290 |34 2E 39 31|2E 31 3* 31 0D 0A 34 39 32 33 30|4.91.171..49.230
005C02A0|2E 38 38 2E|31 36 0a 39 21-rE131 34 39 2E .88.160..91.149.
005C0280 |32 35 352.75. . 91.149.2
005C02C0| 35 22 | -ffl f 52. 88, .92, 211.10
oo zEISqUIrre Watfle con 18| 357552 3775055
005C02EC | 2E 31 50——=s 2l 32 .168. . BB. 63.16. 2
005C02F0 |33 20 OD OA|39 35 2E 32|32 33 2E 37|37 2E 31 36| 30..95.223.77.16
005C0300|20 0D OA 39|29 2E 32 33|24 2E 36 32|2e 32 33 oo|o..o99.234.62.23.
005C0310|0A 22 2E 32|20 36 2E 3120 35 2€ 32|32 32 op oal.2.206.105. 223, .
005C0320|28 34 2E 32|32 32 2€ 38|2E 32 30 21|0D OA 38 29| 84.222.8.201..89
005C0330|2E 21 38 33|2E 32 33 39|2E 31 34 32|0D 0a 35 2e|.183.230.142..5.
005C0340(21 24 36 2|31 32 32 2e(21 30 31 Op|0A 37 37 2e|i4s.132.101..77.
005C0350(27 2E 36 30|2E 31 35 34 |0D 0A 34 35|2E 34 31 2e|7.60.154. .45, 41.

005C0360|31 20 26 2E(31 32 32 0D |0A 34 25 2E (37 34 2E 3I7]106.122..45.74.7
NOSCNI7O137 20 31 23100 OA 37 3419 235 38 231 35 39 el 423 24 cf 09

After getting the config, we can get out of the entire function.
Remember I said there is an easier way to get the config? well, when sub_100019B0 ends, it returns (in the EAX

register) the address of the pointer to the config.

Press enter or click to view image in full size

Boru | (slog | Clwotes | ® preakpoints | ™8 memorymap | (i calstack | =isen | lof sept | @) symbois || <> source | £ Reforenc
E G5 GHBF4DIZ push time. 240BF0S =
CEI; mov byte ptr ds:lecx],0 |
caiaznnnnl T e p—— EAX_. Q02EFOSC  &'94.46.179.80\r\n2
CB45 FC 04 mov byre (EAX holding the address of 00000001
anas 7CFDFEFF Tea eax,d 51968104
88C mov ecx,eqthe pointer to the config EDX 00000004 o
push eax EBF  OD2ZFFZAC Eart T
cmfg decrypt:on function | Ea1 time. 72405870 | ESP  DO2EEESC
i - Tea ;:S"t; sdword ptE lsJ_, [EhE-l()zSEI] ESI DOSETESS ":%\QUsers\QUser'\w
c FC _'-'\_hmuv e ptr ss:lffebp-40,3 EDI 005E3F80 “ogusersi\\user’,
Egcgﬁggnﬂ ca‘é‘l tTne 72401980
esp, 3 EIP  724D3CAA time, 72403CAA
808D 7CFDFEFF Tea -.cx dword ptr 55 :febp-10284] S
28 17160000 ESi tine. 72405700 Defoult (2deall)
E B gall vime, 724D sza It (sudcall
gggs E-;FDFEFF mov edx, dmara prr 55 :Bebp-1023ch L1t ) SADAIE
Fa p edx . :
.7 ) jl: ,_.“e ?2493:::5 2: esp:s gairreac &_"MSH; :
8880 BOFOFEFF mov ecx,dword ptr ss:febp-10250] 2 LEEpFC L #2I0IC00) Til. A2 DICER
42 ine edx - |4: [esp+lD] 00000000
S = |5: [esp+ld] OOOOO0OF
| L} J ¢ 14|
“oump 1l | &l Dump 2 Wl Dump 3 e Dump 4 W5 Dump 5 | &8 watch 1 Ir=| Locals 2 struct

Address 1Hex ASCIT
OO5AC0240 34 ZE 24736 2 31 37[39 ZE 28 30[00 0a 32 20|94.46.179.80..20
QD5CO250(36 2E 31 28|39 2 32 30|35 2€ 22 35|31 QD 0A 23|6.189.205.251,.8

005C0260 28 2E 32 34|32 26 36 26|26 34 35 OD|0a 38 35 2E(8.242.66.45. .85,
005¢0270|37 25 28 31|31 20 2 32 (31 34 0D Oa|38 37 2& 21|75.110.214_ . 87.1
005¢0280|30 24 2¢ 3312F 31 33 35/08 0a 22 30|37 2B 32 24|04.3.136..207.24
005023034 26 39 - B 24 39|2e 32 33 30|4.91.171..49.230
0050240 |28 38 38 he COnflg b 31 2E(31 34 39 2E|.B88.160..91.149.
005C0280| 32 35 32 2E 31|34 39 26 32|252.75..91.149.2
005C02c0|35 32 26 38|38 0D Oa 3932 2 32 31|31 26 31 30|52.88..92.211.10

After sub_100019B0 ends, the EAX register holds the config

To recap, the start of the core function and config extraction can be seen in this pseudo code.

Press enter or click to view image in full size
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vl = petenv(“APPDATA"); Ff oreturn oo \users\usernamedappdata’\roaming

sub_leeeeA2e(.120, w8, strlen{v2)); Hf copy vB to v1Ee

224 = @

vl 5utz>r".l("lEl-1P"}; /f return c:h\users\username\appdata’locall\temp

162[4] = &;

vi1B3 = 15;

LOBYTE(v122[0]) =

sub_18@86A28(v132, strlen{vi}); M/ copy vl to v182

LOBYTE(v224) = 1;

v1E9 = @

v10@ = 15;

LOBYTE(Src[0]) = @;

sub_100686020(5rc, Bunk_10808ASDS, Gx198Eu); S unk_188aa508 is the obfuscated config

/f It will be copied to Src

LO‘BWE( /224) = 3;

A71 = Bv162;

vle? = 15;

LDEY'[E( 62) =

sub_18e86A28 (& ll 2, "HSFTsmBxSXuDkDcAcmMIOrenal FKoPCKhMVBdYIndxox jut RyMVFRGMRGU™, 8x3Au);// The string will be copied to vi62
LOBYTE(v224) = 4;

sub_18@858Fa(8v156, Src); /f copy config to 156

LOBYTE(vZ24) = 3;

v2 = sub_10001988(v156, w157, w158, v158, v16@, v161l, v162, v163, w164, w165, (int)vl66, v167);// Config Decryption

ff w2 (EAX register) will store the address of the peinter to the config

Recap

Now that we are more familiar with the malware “maintenance functions”, we can speed things up.

Network function

One of the interesting functions is sub_10001DB0, which appears within the largest loop in the core function. To
easily locate this function in your code, search for a sleep() function with 0x5DCO0 as an argument.
sub_10001DBO0 will be the function that responsible for SquirrelWaffle’s network activity.

Press enter or click to view image in full size

while (1}

51 ee-c {@eSDCau);

2 = Bv162;

5ub _10pasara(&el
LOBYTE(w224) = 21,
V168 = @:
vi6l =-15;
LOBYTE(w15¢

sub_18BAEAZE (8156,

LOBYTE{v224) = 293

. w197);

SKunk_1088A205, @) ;

I wbl =

, w167);// Hetwork Function |

it [ viee

if { HIDWORD(v201) »= @x18 )
{

Network function

Right after entering the function, we encounter the familiar function sub_100019B0, which as we remember also

used to decrypt the config.

“ysub_ 18861086 (v156, w157, visd

It also seems to follow a similar pattern of the config extraction:

1. sub_10006A20 receive embedded hardcoded content and copy it to he memory.

2. Another sub_10006A20 function recieve long hardcoded string.

3. sub_100058F0 take the copied content and assign it

4. sub_100019B0 take the pointer of the obfuscated content, and the hardcoded string as an arguments.

Press enter or click to view image in full size
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Time = timedd(@);

buf = (char *}localtime64(&Time);

s = -1;

ppResult = @

vis2[4] =

v253 = 15;

LOBYTE(v252[8]) =

sub_10006A20(v252, &unk_100@A338, @x1DBu);

LOBYTE(v272) =

v239 = Bv205;

V209 = 9;

v2la = 15;

LOBYTE(v205) =

sub_10006A20(& 205, "yIvwbjNNGUTBRTutdGakAvbesKGSmlibyoP LRhmOKYGyF TDOWpzViTyBzfphE™, 8x3Du);

LOBYTE(v272) = 4;

sub_100058F@(&v199, vi52);

LOBYTE(v272) = 3;

[Sub_100@1088( 109, v200, v2dl, v2e2, vaas, vi2od, vids, vaoh, w207, vaeB, (int)v2od, v21@);/7 Config decryption
f/{ This time Domains instead of IP addresses

¥

sub_100019B0 in the Network Function

Because we have already seen this pattern, we remember that if we step over sub_100019B0 we would see some

content returned. Interestingly, now the content is a list of C2 domains.

Press enter or click to view image in full size

e | Cioog |'_,;Jum;1 * Breatpoims | =8 Memory Map .]i'_]-czlsmde |=jsau |l]-_|]§ﬂm | 2 symaais | <> Source HREGE(EMW"*THI’I
e[z EDBS 70 Tea eax,@word prr ss:[enp-Gou] -
s BECC BOV BCX, BEP

zg AE3A0000 puzh ﬁwe T2ADSEED Is_u O0ZCEAIER &"ce‘lu1asma.dreeme:1co.cm.u,ﬁﬂ

EDED OOFAFEFF ea ecx,dword prr ss:febp- G0 g 1= el

CB45 FC 03 mov byre pre ‘.E febp -.ﬁi 1 | | ecx  7iape7s1

EE FFFAFFFF time. 72401960 DX —

3C4 300 85p, P &TED-

6B BO5S7ADT2 push Time. ESF

EE DOSEADTS push Time. "2-1 ESI “en. com. mx we T
puzh 14 EDT

GA 1! nizh 14

BDES v P 724

&2iZ|Deobfuscate list of C2 domains | i i 7 aulEEL

€6 CO670000 Eall time. 72908692 Lk e

6B B0574D72 push Time, 72405730 s

6E DOS84Dr2 push Time. 72405800 SE

S5 push 1 TFO 1IF 1

8055 16EAREEE s 18 dword bp-SEE] = ACMMAATE LEARAS L Ecuual
ea eax, dword ptr ss:febp-

csas EC 06 nhyte prr A :liebp- {3 /““ﬂ(m
ush £a

EB AZGTO000 time. ?NDOGH d’Sp*S O0XCFO3S &"€8-"

CBAS FC OF mov byte ptr ss:eb €] 724DLESD time. F24DLESD

EDBS FEFBFEFF lea e5i,dword prr ;5 lelw-- ! 00000000

E9BD TEFTEFFF mov dword per 5s:febp-56E] en esp+14] 0000000F

BIED l4FAFFFF 10 emp dword per ss:febp-SEc

EDED DOFAEFEF Tea ecx,dword ptr ss:febp- t»on -

BB9S 1OFAFFEF mov edx.dword ptr ss:Mebn-5F

m ] b il

ra
T
Woempl | ¥ Dump2 | 4% pump3 | e9oumps | 65 oumps | 88 wotcha A seelocals | struct |
Address | Hex ASCIT 7|
1By OC F5|6C &1 73 BD(BL &4 /2 £3|B3 BE &0 &3] gelulasmadr eanme |
ODECE2AS| 76 60 63 GF (2E 63 GF GD|2E 6D 78 2F |57 74 37 39 xico. com, mx/WL79)
ODGCH2RS) 33 41 73 6L|7C 67 653 72|65 6E 63 60|61 6C 2 69 Java|gerencial.d
DOGC62CH 6 73 74 69|74 73 74 6F (6L 63 71 73|61l 2E 6F 72| nsuitutoacqua.or
D8|67 2E 62 72|2F 58 79 GE |46 66 68 LA 41 TE 6E 6D ? br /XyrFkhaAxnm
|72 64 [ dashboard, adl
DQOECE2FS) 69 63 2E 6L |69 2F &C BC |76 4C 6F 63 30 4F 33 7C)ic.ai/Llviocdol]|
OD6CE308| 62 75 73 73|69 GE 65 73|73 2D 7a 2€|6D 6C 2F 33| bussiness-z.ml/ 3|
DOGCAILE 70 64 45 69|71 73 6 69 |7C 69 66 60 65 6E 67 69 pdefgsni [ifie
DOGCH328 6E 65 63 72|73 28 63 GF 6D ZF 68 47 |56 63 35 35| neers. com/hgvcss
ODECH338| 67 32 65 7C (62 6F GE 75|73 76 75 &C 6B 6L 6E 76f g2e|bonusvulkany
ODBCH348| 65 67 61 73 |2E 73 72 64 |60 2E 69 6E|2F 35 37 &F| Bgas.srdm, in/ufo
O06C6358 4F 78 6D 49|31 60 7C 63|62 72 6F 73|74 63 69 Ge]oxmIla|ebroutein
ODGCE268| 64 69 G1 2E (63 6F 6D 2F [4A 45 71 47 |65 31 68 4| dia. com/IEqGe1hn |
ODECH37A| 52 7€ 74 6% (73 74 2E 64|69 72 69 &7 |75 2E 72 6F|R|test.dirigu.ro
D0GCG388| 2F 64 5B 66|34 63 53 34 47 50 4€ 7C |63 6l 62 &) SdxfacS4cPL]cabl
DDG6CE398| 69 6E 67 70 |6F 69 GE 74 (2E 63 6F 60)2F 4C 6a 44 1r>arﬁinl’..cWL]D
| aifikp|perfectdem
DOGCEZBS 6F 73 2E 63 (6F 60 2F 54 30 50 51 4759 43 4D 74) os. com/TEPQGYCHL
ODECHICH| 7C 61 66 72|69 7a 6l GO 2E 33 36 3063 79 62 65 |afrizam, 360cyhe
ODBCH30NE| 72 6C 69 6E |68 26 63 6F (50 2F 66 33|36 72 6a 53| rlink. com/f36rjs|
ODBCE3ER|4E 35 44 ¥17C 67 69 61/7% 75 70 6EI69 72 65 2e|m5nilofasuchire.

Returned list of C2 domains

After collecting the C2 domains and IP addresses the malware can finally communicate externally. The

communication is done using the classic WS_32 API calls.

The malware first create a socket, send the data using send() and receive information from the C2 using recv().
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send(s, buf, v192, ®) == -1 || shutdown(v193, 1) = -1 )

closesocket{v193);
WSACleanup();
sub_10005890(v240, "500"):
v243 = v157 | 1;

}

else

1
sub_10005890 (243, &unk_1000A2D5);

LOBYTE(v272) = 39;
while ( 1)
{
v194 = recv(vl93, v270, 512, @);
if ( v194 <=8 )
break;
for ( 1 =0; 1 < v194; ++1 )
{
LOBYTE(buf) = v270[i];
sub_ 18086860 (v248, (char)buf});

hl

SquirrelWaffle communication functions

Once the network function finishes its activity its returns to the core function, then we start to see signs and clues

about the content to be download.
Final payload

As mentioned by several security researchers, SquirrelWaffle aims to download the Cobalt-Strike framework.
Once downloaded, the SquirrelWaffle store the binary as a .txt file. A maybe possible indication of this activity

can be seen in the code with the hardcoded “.txt” strings.

if ( v117 - v118 < 4 )
{
LOBYTE(v169) = @;
v116 = sub_10007840(v116, 4, v169, (int)".txt", 4u);

if ( v117 >= 8x10 )
v119 = ( DWORD *)*v116;
v120 = (char *)v119 + v118;
memmove( (char *)v119 + v118, ".txt", 4u);
v128[4] = @;
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Indication of .txt extension

The malware has execution capabilities using the WinExec function. The function itself can be executed in three

different locations during the malware execution.

push 5 ; uCmdShow
push eax ; 1lpCmdLine
call ds :WinExec
WinExec

Recap

In this technical analysis, we discussed multiple topics

1. SquirrelWaffle dropper and how to unpack it
2. SquirrelWaffle core function
3. SquirrelWaffle network capabilities as a downloader

4. How to observe the SquirrelWaffle list of C2 domains and IP addresses

The entire analysis flow can also be seen in the following graph:
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Conclusion and thoughts

In this article, I presented the newly emerged malware downloader SquirrelWaffle. Although SquirrelWaffle is
“the new kid on the block” in the cybercrime ecosystem, its dropper already using a very known crypter that was
used by other famous malware.

These findings raise the question of whether the threat actor behind SquirrelWaffle is an already known group.
Also, many ransomware attacks have initially started after a successful deployment of the Cobalt-Strike

framework, it will be interesting to see how many ransomware attacks will happen because of infiltration by

SquirrelWaffle, and which ransomware group will operate with it.
Furthermore, because this malware is new, more features are most likely to be discovered in the near future. It will

be interesting to track this malware evolution as times goes on.
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