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Fileless ring 3 rootkit

r77 is a ring 3 rootkit that hides everything:

¢ TFiles, directories

¢ Processes & CPU/GPU usage
* Registry keys & values

¢ Services

¢ TCP & UDP connections

» Junctions, named pipes, scheduled tasks
Hiding by prefix

Everything that starts with "$77" is hidden.

& 577-Example.exe
|:||| §77hidden_folder 20/02/2021 18:59 File folder

|| $77hidden folder

§77hidden_file.txt 20/02/2021 18:59 Text Document
& $TTmyapp.exe 19/02/2021 13:48 Application

|| $77my-hidden-key
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Configuration System

The dynamic configuration system allows to hide processes by PID and by name, file system items by full path,

TCP & UDP connections of specific ports, etc.

B Registry Editor = O X
File Edit Yiew Favorites Help
Computer\HKEY_LOCAL_MACHIMNE\SOFTWARE\S77confighpid

W HEEY_LOCAL MACHIME Marme Type Data

BCDOO000000 ab] (Default) REG 57 (value not set)

COMPONENTS |88 myprocess REG_DWORD 0x000004d2 (1234)
HARDWARE

SAM
SCHEMA

L SECURITY

v 7 SOFTWARE
vl. §7T7config |
paths

pid
proceEss_names
registry_paths
SEMVICE_NAames
startup
tcp_local
tcp_remote

udp

The configuration is located in HKEY_LOCAL_MACHINE\SOFTWARE\$77config and is writable by any process without
elevated privileges. The DACL of this key is set to grant full access to any user.

In addition, the $77config key is hidden by the rootkit.

Installer

The deployment of r77 requires only one file: Install.exe . Execution persists 177 on the system and injects all

running processes.
Uninstall.exe removes r77 from the system completely, and gracefully.

Install.shellcode is the shellcode equivalent of the installer. This way, the installation can be integrated
without dropping Install.exe . The shellcode can simply be loaded into memory, casted to a function pointer,

and executed:

int main()
{
// 1. Load Install.shellcode from resources or from a BYTE[]

// Ideally, encrypt the file and decrypt it here to avoid scantime detection.
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LPBYTE shellCode = ...
// 2. Make the shellcode RWX.
DWORD oldProtect;

VirtualProtect(shellCode, shellCodeSize, PAGE_EXECUTE_READWRITE, &oldProtect);

// 3. Cast the buffer to a function pointer and execute it.
((void(*)())shellCode)();

// This is the fileless equivalent to executing Install.exe.

return 9;

Execution flow

The rootkit resides in the system memory and does not write any files to the disk. This is achieved in multiple

stages.

This graph shows each stage from the execution of the installer all the way down to the rootkit DLL running in

every process. The documentation has a chapter with extensive detail about the implementation of each stage.
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AV/EDR evasion

Several AV and EDR evasion techniques are in use:

* AMSI bypass: The PowerShell inline script disables AMSI by patching amsi.dll!AmsiScanBuffer to
always return AMSI_RESULT_CLEAN . Polymorphism is used to evade signature detection of the AMSI
bypass.

¢ DLL unhooking: Since EDR solutions monitor API calls by hooking ntd11.d1l1 , these hooks need to be
removed by loading a fresh copy of ntdll.d1l from disk and restoring the original section. Otherwise,

process injection would be detected.
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Test environment

The Test Console is a useful tool to inject r77 into individual processes and to test drive the configuration system.

' Y
. File Run Processes Help r77 Test Console - m} x
P
(Ul Contrel Pipe Config System
Process ~ PID Platform  Integrity User Flags Inject Hide by PID -
suchost.exe 8644 64 System SYSTEM Y Injected | | @ Visible 4 & Config System
svchost.exe 8916 64 System SYSTEM ) ‘;‘ Injected & Visible B startup
svchost.exe 8956 64 System SYSTEM EAECI [ Visible 4 B9 pid
svchost.exe 916 64 System SYSTEM EAECI [ Visible 11240
svchostexe 9676 64 System LOCAL SERVICE T | & Visible  6aae
svchost.exe 9808 64 System LOCAL SERVICE [ § Injected B Visible IEI 772
taskhostw.exe 10592 64 System SYSTEM J ‘F Injected o Visible 4 B3 process_names
taskhostw.exe 6000 64 Medium usrl i ‘F Injected " Visible l

sl myapp.exe

[ TestConsole.exe 10200 64 High usrl B3 Helper Y NotInjected = /8 Visible BT paths
UserQOBEBroker.exe 3956 54 Medium  usrl ENEEE (5 Visible BT rei

- - registry_paths
VGAuthService.exe 4300 64 System SYSTEM i t;' Injected G Visible ] -

- - service_names
vm3dservice.exe 3204 64 System SYSTEM ) ‘;‘ Injected ‘& Visible B tep_local
vm3dservice.exe 4044 64 System SYSTEM 0 Injected 7 Visible - tcp:remme
& vmtoolsd.exe 10040 64 Medium  usrl [ O Injected 7 Visible 1 udo
& vmtoolsd.exe 4297 64 System SYSTEM EES I (% Visible -

- -+ user_names
M WebViewHostexe 504 64 Medium usrl ) qj Injected /& Visible
WidgetBoard.exe 6652 64 Medium  usrl I (< vl Conhio]System
WidgetService.axe 8428 64 Medium  usri EAECI [ Visible 177 Service
[&] wininit. 636 64 Syst SYSTEM Not Injected | /@ Visibl
= W!I‘III"\I e yetem ¢ o nJ-e = = ISI £ When r77 is installed, the (77 service provides a
winlogon.exe 728 64 System SYSTEM Bl 177 service L ¢ Not Injected J & Visible named pipe that handles cammands fram any
ﬁ WmiPrvSE.exe 11708 64 System SYSTEM k ‘F Injected B Visible process regardless of privilege level,
& WmiPrSEexe 4564 64 System METWORK SERVICE [ § Injected B Visible

The r77 service is running.
The named pipe $77control is open to receive
commands,

Check out the Control Pipe examples to try out

. A .
Time Description h
its features.

@ 221011 File Install.exe was executed.

ri7 Service

Version 1.8.1 | < Elevated

Technical Documentation

Please read the technical documentation to get a comprehensive and full overview of r77 and its internals, and

how to deploy and integrate it.
Downloads

¢ 177 Rootkit 1.8.1.zip (ZIP Password: bytecode77)
Technical Documentation

Project Page

* bytecode77.com/r77-rootkit

Source: https://github.com/bytecode77/r77-rootkit
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