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Louis Vuitton says regional data breaches tied to same cyberattack
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Update 7/17/25: Updated story with links to breach notifications for Italy and Sweden as well.

Luxury fashion giant Louis Vuitton confirmed that breaches impacting customers in the UK, South Korea, and Turkey stem

from the same security incident, which is believed to be linked to the ShinyHunters extortion group.

Since last week, the retailer has been notifying customers that their info was exposed in a data breach, first in South Korea,
then in Turkey, and on Friday in the United Kingdom. After publishing, BleepingComputer learned that notifications also

went to customers in Italy and Sweden.
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"Despite all security measures in place, on July 2, 2025, we became aware of a personal data breach resulting from the
exfiltration of certain personal data of some of our clients following an unauthorized access to our system," reads Louis

Vuitton's data breach notifications sent to customers.

"We would like to assure you that our cybersecurity teams have taken care of the incident with the utmost diligence and
attention. Technical measures were immediately taken to contain the incident after its occurence, notably by blocking the

unauthorized access.

"Louis Vuitton teams are mobilized to cooperate with the competent authorities which have been notified, including the

Information Commissioner's Office (the ICO)."
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LOU |S VU ITTON We would like to assure you that our cybersecurity teams

have taken care of the incident with the utmost diligence
and attention. Technical measures were immediately taken

Important information regarding your personal to contain the incident after its occurrence, notably by
data from Louis Vuitton UK blocking the unauthorized access. Louis Vuitton teams are
mobilized to cooperate with the competent authorities which

have been notified, including the Information

Dear Client, Commissioner’s Office (the ICO).

We regret to inform you that an unauthorized third party Whaik: Personal Dista Was Involved?

tampararlly accassed aur system and obtainad somaaf According to our investigation, we have determined that this

Your infonmiation, incident may have concerned some of your personal data:
first name, last name, gender, country, phone number, email

We would like to reassure you that no password nor address, postal address, date of birth, purchases and

financial information—such as credit card information, preferences data.

bank details, or other fi was

in the database accessed.

Our recommendation

At Louis Vuitton, we highly value the trust and the Given the nature of the data involved, we warmly

confidential nature of our relationship with you. Hence, the recommend that you remain vigilant against any unsolicited

incident is now contained, we have further strengthened the communication or other suspicious correspondence,

protection of our systems, and we have engaged with including emails, phone calls or text messages. While we

leading experts in cybersecurity. have no evidence that your data has been misused to date,
phishing attempts, fraud attempts, or unauthorized use of
What Happened?

Despite all security measures in place, on July 2, 2025, we

your information may occur. You should never disclose your

Louis Vuitton password to anyone, and you can rest

became aware of a personal data breach resulting from the assured that Louis Vuitton will never ask you to disclose it.

exfiltration of certain personal data of some of our clients

following an unauthorized access to our system. Our Commitment to You

At Louis Vuitton, we highly value the trust and the
We would like to assure you that our cybersecurity teams
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confidential nature of our relationship with our clients. We
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Louis Vuitton data breach notification to UK customers

Source: Teytey2022 (Reddit)

In a statement to BleepingComputer, Louis Vuitton confirmed that no payment information was compromised from the

database accessed during the incident.

The company further stated that it is working with cybersecurity experts to investigate the incident and has begun notifying

relevant regulators.

When asked if the breach notifications in the different regions are linked to the same security incident, BleepingComputer

was told that their statement applies to all notifications sent to clients.

This incident follows similar breaches disclosed by Tiffany & Co. in April and House of Dior in May, affecting customers in

South Korea.
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When BleepingComputer asked if the Louis Vuitton and Dior breaches were part of the same cyberattack, a LVMH

spokesperson said there was no additional information they could share at this time.

However, sources have told BleepingComputer that the LVMH breaches are linked to an attack by the ShinyHunters

extortion group, which gained access and stole data from a third-party vendor's database.

This same attack is also believed to be tied to a data breach at Adidas disclosed in May that also impacted customers from

South Korea and Turkey.

ShinyHunters is a prolific threat actor tied to numerous data theft campaigns, including those against Salesforce and
PowerSchool, as well as the SnowFlake attacks, which impacted Santander, Ticketmaster, AT&T, Advance Auto Parts,

Neiman Marcus, and Cylance.

Last month, French police arrested five operators of the BreachForum cybercrime forum, which included ShinyHunters

members, who had helped re-launch the hacking forum.

However, it is believed that other members of the group are still at large, so other attacks may appear under that alias in the

future.

BleepingComputer contacted Louis Vuitton to ask if ShinyHunters was behind its breach but did not receive a response at

this time.

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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