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Overview:

Batloader is not a new malware in the series — it is an emerging one. In our previous blogs, we discussed how
Batloader can deploy different types of malware, including stealers and ransomware. We also delved into its role
as an initial access gainer, and highlighted its highly evasive nature, along with its ability to continuously upgrade

itself over time.

Various techniques are employed in delivering malware to the user’s system. Such methods include phishing
emails, masquerading documents, or downloading cracked software. Amongst these, downloading cracked
software may seem harmless to regular users since malware often utilizes genuine file names and conducts most

of the malicious activities in the background, or injects a clean file with malicious code.
In this blog, we will analyze how Batloader loads the payload, which in this case, is a stealer.

Technical Analysis:
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Figure 1: Infection Chain

The cabinet file contains a bat file, which is dropped at a temporary location, executed, and later deleted.
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PEHE4) Size: 474624

Import Resource
EntryPoint: 00007960 Ima 0000000 130000000
Purn ~ 0006 OfImage: 00072000

Microsoft Cabinet(11.0. 17763, 1)[-]
Microsoft Visual C/C++{2017 v. 15.6)[-]
Microsoft Cabinet File(1.03)[L2X,61.6%, 1 fie]
Micrasoft Linker( 14, 13)[EXEG]

Figure 2: Cabinet File

1500 » AppDasta » Local » Temp » IXPOOO.TMP v | +3 W Search [XPOOO THP
Share with = Print MNew folder = - [l
Name : Date modified Type Size
[5E] Infectedunam.bat 11/11/2023 4:57 AM  Windows Batch File 507 KB

Figure 3: Bat File Extracted

The starting comment for the obfuscated bat file is a base64 encoded, AES-encrypted gZip stream. This is later
decrypted to a dotnet file and then dropped at a temp location.
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Figure 4: Obfuscated Bat File
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Figure 5: Obfuscated Bat File

The deobfuscated bat file contains a PowerShell script that copies the genuine powershell.exe to the current folder

and executes it. The PowerShell script then takes the starting comment in the bat file to perform the below actions

1. Remove specific keywords.

2. Convert it from Base64 encoding.

3. AES decryption with CBC mode.

4. Decompressed the GZipStream received from 3d

5. Load the Assembly from EntryPoint.

fcopy C:\Windowa\Syateml2\WindowaFowerShell\vl.0\powershell.exe /y Y~0.exe"%
cla
bedi~dpos
~nxl.exe” -noprofile windowstyle hidden -ep bypass -command
§ _CASH KCTwb = [System.IO.File)::(*txeTllAdasR"[-1..-11) =join "*) (*%=£0%).Split([Environmant ] :Newline) ;
foreach (5_CASH_ruRvQ in $5_CASH_KCTwb)
{ 1f (5_CASH ruRw).StartaWith(':: @8%))
{ &_CASH_tSEDO = §_CASH_ruRw(.S5ubatring(4)s breaks
e

br

§_CASE_tSEDO = [System.Text.Regqularfapressions.Regex] ! iReplace (§_CASE_TSEDD. " _CASH_'. ""i:

F_CASE Qdeql = [System. Convert]::("grircRddesalmasf’ [=-1..-16] -jaim "") (§_CASK, _=SEDO):

§_CASE_FUVE = New-0bJectt System.Securlty.Cryptography . AesManaged:

§_CRSN_PeUvP.Mode & [System. Security.Cryprography.CipherMade ] s 1OBe:

§_CASE_PFilvi. PFadding = [System. Secuslty . Coyplography . PaddingMods] : : PRCEY:

§_CASN PeUvP.Fey = [Syztem,Convert {"grircSdécaalmarr’ (-1, .~16] - 35& B ') e N e SR L VSV C LEApA Vi isEnep LKp Ta T Lo ie=" | ;
$_CASH_PiUwP. IV = [System, Convert]::{"guircSdGesabmorF' [=1..=16] =joln’) (" EQOLVIQENKEL PROROPIRg=="] |

§_CREN_pXRil & §_CASN_PiUvP.Createbecrypror();

§_ChSE Qdeql = § CASE bhlL.TransforaFiealBlock (% _CASH Odugl, €, ¥ _CASE Odugl.length);

S_MI_hI'.h.iL. Dispose{) 7
L]
§
%
]
§
H]
]
]

_CASHE_FRUVE.Dispose():
_(CAER_borwmt = Rew-Object System.TO.MemoryStream{. §_CASH_Qdugll:

CAZE bawgm = RBew=Object Jysten. 10 MemooyItoeam:

_CASN_INrUz = Rew-Object Systesm.DO0.Compression.GRipScream(§_CASN _bxwnt, [I0.Compression.CompressionMods]::Decomprass);
ChSE IKsUz.CopyTolf CASH bawgm):§ CASE [EsUz.Dispose():

_CREN_boowmt. Dl spose ()

_CASE bawe. Disposel)r

CASH_gduql = §_CASH_bawgm, Tohrrayih:

§_CAIR_yayAU = [Systesm.Reflection.Assesbly]::("deol’[=l..=4] =join "") (§_CASH _Qdugl]::(CASE Nrend = §_CASH yXyAU.EntryPoint!
§_CylreREuiKPTNPmE ., Invoke ($null, (. [(scrimgi]] @"%=*)i0h

exit /b

Figure 6: PowerShell Script

The powershell script drops the Asyncrat malware dotnet exe under the temp folder and starts its execution.

Stage 3: AsyncRat
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The dropped file is unprotected and deobfuscated.

File name:

Scan | Scipts | Plugine | Log

Type: FE Size: Entropy H

Impaort Resource MET PE
EntryPoint: Q00 109ce ImageBase: 00400000
MumberOfSections: 0003 SizeOflmage: 00016000

library MET(v4.0.30319)[]
compiler VB.NET(-)[-]
linker Microsoft Linker(5.0) [EXE3Z]

Figure 7: Dropped Exe File

Execution of asyncrat starts with Initializing the configurations by decrypting the values, which are AES

encrypted in CBC mode with base64 encoding.

Figure 8: Configuration Initialization

Aes256 @O200000C x
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Figure 9: AES Decryption
Anti Analysis Module

It examines the environment to find out if the sample is under analysis by checking for the presence of a debugger,

sandbox, and other indicators. If any are detected, it terminates its execution.

Figure 10: Anti-Analysis Module

If any amongst the list of processes like Taskmgr, ProcessHacker, ProcExp, etc., are detected during execution,

results in the processes being terminated.

Figure 11: Terminating Process
AMSI and Event Tracing Bypass

To bypass AMSI/event tracing it identifies the system architecture based on which corresponding functions are
called.

Figure 12: ByPass
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AMSI is a windows Anti Malware Scan Interface that allows applications and services to integrate with anti-

malware product.
Components that are integrated with AMSI are:

e User Access Control

e Powershell

e Windows Script Host

e JavaScript and VBScript
e Office VBA Macro

To bypass it patches amsi.dll’s amsiscanbuffer() function.

{enumerator.MovelNext())

({{Proc dule enumerator. ).

(patch, xt, "AmsiScanBuffer™);

Figure 13: AMSI ByPass
To achieve this

« First it retrieves the address of the corresponding function — amsiscanbuffer
e Then, it changes the memory protection, using NtProtectVirtualMemory(), for the page to write the new
instructions.
 Further, it patches the memory with corresponding new bytes:
o x86_am_si_patch = 0xB8, 0x57, 0x00, 0x07, 0x80, 0xc2, 0x18, 0x00;
o x64_am_si_patch = 0xB8, 0x57, 0x00, 0x07, 0x80, 0xc3;
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Figure 14: Patching Memory

Event tracing is a mechanism used to trace user and kernel level applications/drivers and is a part of the windows
operating system. It is an important feature that helps security vendors to identify anomalous behavior in the

running applications.

To bypass, it patches the EtwEventWrite() function of ntdll. To achieve this, the process is the same as mentioned

above for amsi bypass. Newly written bytes are:

e x64_etw_patch = 0x48, 0x33, 0xc0, 0xc3;
e x86_etw_patch = 0x33, 0xc0, 0xc2, 0x14, 0x00;

(Patch, "ntdll.dll",

Figure 15: Event Tracing ByPass
Persistence

It creates a run entry if it has admin rights. Otherwise it creates a scheduled task for timely execution.

File Edit View Favontes Help

Paolicies a (I Mamme Type Diats
:-‘5'5'-':'“ a8{[Defautt) REG 57 [walue not set)

g A ohost REG_5Z “ChUsershrumana siddiquildppDatat Local Temphsvhost.ee”
RunOnce -

4 I [ ] it »

Computer\HKEY_CURRENT_USERNSoftware\Microsoft\Windows\ CumrentVersion\Run

Figure 16: Registry Entry

OO

Figure 17: Schedule Task
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It creates a temporary bat file to copy itself to %temp% location and later deletes the bat file and starts execution

of dropped file.

[=] tmpF2E1 tmp bat E3

Zecho off

timeout 3 > NHOL

START "" "C:\Users\username‘AppData’Local‘\Temp'\svhost.exe"
CD C:\Users\username‘\AppDataiLocal\Temp'

DEL "tmpF8B1l.tmp.bat” /f /g

W Ll R

&noLn

Figure 18: Installation

Then it checks for Pastebin details if that is set to null, it tries to connect with url “jzx100.myddns.me”. After that,

it keeps on trying to connect in loop until it gets the connection.

Figure 19: CnC Connection

Once the connection is successful it will send the below information username, OS, Camera, antivirus installed,

etc., as shown in the pic.

Figure 20: Sending Info to CnC

At the time of our analysis the url was not active. Through code analysis it also looks like it will receive below
commands from CnC and it will work accordingly where it seems to invoke the plugin received in the packet and

keep the connection alive.
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Figure 21: CnC Commands

Conclusion:

Users should avoid downloading cracked software as they do more harm without users’ knowledge. Stealers
sending sensitive data to the CnC could be used further to plan attacks or to gain profit. Moreover, these stealers

have features to download more payloads, which can lead to the deployment of ransomware onto the system.
I0C’s:

96B07F8951F4BDEB95856D9477071865

1528F443777A42B09AE19D7E6F5F508A
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