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Not to be confused with Common Flash Interface, the flash memory device identification standard.

Control-flow integrity (CFI) is a general term for computer security techniques that prevent a wide variety of

malware attacks from redirecting the flow of execution (the control flow) of a program.

A computer program commonly changes its control flow to make decisions and use different parts of the code.

Such transfers may be direct, in that the target address is written in the code itself, or indirect, in that the target
address itself is a variable in memory or a CPU register. In a typical function call, the program performs a direct
call, but returns to the caller function using the stack – an indirect backward-edge transfer. When a function

pointer is called, such as from a virtual table, we say there is an indirect forward-edge transfer.[1][2]

Attackers seek to inject code into a program to make use of its privileges or to extract data from its memory space.
Before executable code was commonly made read-only, an attacker could arbitrarily change the code as it is run,

targeting direct transfers or even do with no transfers at all. After W^X became widespread, an attacker wants to
instead redirect execution to a separate, unprotected area containing the code to be run, making use of indirect
transfers: one could overwrite the virtual table for a forward-edge attack or change the call stack for a backward-

edge attack (return-oriented programming). CFI is designed to protect indirect transfers from going to unintended

locations.[1]

Associated techniques include code-pointer separation (CPS), code-pointer integrity (CPI), stack canaries, shadow

stacks (SS), and vtable pointer verification.[3][4][5] These protections can be classified into either coarse-grained
or fine-grained based on the number of targets restricted. A coarse-grained forward-edge CFI implementation,
could, for example, restrict the set of indirect call targets to any function that may be indirectly called in the
program, while a fine-grained one would restrict each indirect call site to functions that have the same type as the

function to be called. Similarly, for a backward edge scheme protecting returns, a coarse-grained implementation
would only allow the procedure to return to a function of the same type (of which there could be many, especially

for common prototypes), while a fine-grained one would enforce precise return matching (so it can return only to
the function that called it).

Related implementations are available in Clang (LLVM front-end),[6], GNU Compiler Collection[7], Microsoft's

Control Flow Guard[8][9][10] and Return Flow Guard,[11] Google's Indirect Function-Call Checks[12] and Reuse

Attack Protector (RAP).[13][14]

The LLVM compiler's C/C++ front-end Clang provides a number of "CFI" schemes that works on the forward

edge by checking for errors in virtual tables and type casts. Not all of the schemes are supported on all platforms
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and most of them, the exception being two "kcfi" schemes intended for low-level kernel software, depends on

link-time optimization (LTO) to know what functions are supposed to be called in normal cases.[15]

Also provided is a separate "shadow call stack" (SCS) instrumentation pass that defends on the backward edge by

checking for call stack modifications, available only for the aarch64 and RISC-V ISAs. And due to use of a shared
processor register SCS is only enforceable on certain ABIs or if in other ways it is ensured that any other software

using the register set (thread/processor) does not interfere with this use.[16]

Google has shipped Android with the Linux kernel compiled by Clang with link-time optimization (LTO) and CFI

enabled since 2018.[17] Even though SCS is available for the Linux kernel as an option, and support is also
available for Android's system components it is recommended only to enable it for components for which it can be

ensured that no third party code is loaded.[18]

The GNU Compiler Collection implemented a "shadow call stack" compatible with Clang for aarch64 in v12

released in 2022.[19][20] This feature is primarily intended for building the Linux kernel as support is missing from

GCC user space libraries.[7]

Intel Control-flow Enforcement Technology

[edit]

Intel Control-flow Enforcement Technology (CET) detects compromises to control flow integrity with a shadow

stack (SS) and indirect branch tracking (IBT).[21][22]

The kernel must map a region of memory for the shadow stack not writable to user space programs except by

special instructions. The shadow stack stores a copy of the return address of each CALL. On a RET, the processor
checks if the return address stored in the normal stack and shadow stack are equal. If the addresses are not equal,
the processor generates an INT #21 (Control Flow Protection Fault).

Indirect branch tracking detects indirect JMP or CALL instructions to unauthorized targets. It is implemented by
adding a new internal state machine in the processor. The behavior of indirect JMP and CALL instructions is

changed so that they switch the state machine from IDLE to WAIT_FOR_ENDBRANCH. In the
WAIT_FOR_ENDBRANCH state, the next instruction to be executed is required to be the new ENDBRANCH
instruction (ENDBR32 in 32-bit mode or ENDBR64 in 64-bit mode), which changes the internal state machine

from WAIT_FOR_ENDBRANCH back to IDLE. Thus every authorized target of an indirect JMP or CALL must
begin with ENDBRANCH. If the processor is in a WAIT_FOR_ENDBRANCH state (meaning, the previous

instruction was an indirect JMP or CALL), and the next instruction is not an ENDBRANCH instruction, the
processor generates an INT #21 (Control Flow Protection Fault). On processors not supporting CET indirect
branch tracking, ENDBRANCH instructions are interpreted as NOPs and have no effect.

Microsoft Control Flow Guard

[edit]
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Control Flow Guard (CFG) was first released for Windows 8.1 Update 3 (KB3000850) in November 2014.
Developers can add CFG to their programs by adding the /guard:cf  linker flag before program linking in Visual

Studio 2015 or newer.[23]

As of Windows 10 Creators Update (Windows 10 version 1703), the Windows kernel is compiled with CFG.[24]

The Windows kernel uses Hyper-V to prevent malicious kernel code from overwriting the CFG bitmap.[25]

CFG operates by creating a per-process bitmap, where a set bit indicates that the address is a valid destination.
Before performing each indirect function call, the application checks if the destination address is in the bitmap. If

the destination address is not in the bitmap, the program terminates.[23] This makes it more difficult for an attacker
to exploit a use-after-free by replacing an object's contents and then using an indirect function call to execute a

payload.[26]

Implementation details

[edit]

For all protected indirect function calls, the _guard_check_icall  function is called, which performs the

following steps:[27]

1. Convert the target address to an offset and bit number in the bitmap.
1. The highest 3 bytes are the byte offset in the bitmap
2. The bit offset is a 5-bit value. The first four bits are the 4th through 8th low-order bits of the

address.
3. The 5th bit of the bit offset is set to 0 if the destination address is aligned with 0x10 (last four bits

are 0), and 1 if it is not.
2. Examine the target's address value in the bitmap

1. If the target address is in the bitmap, return without an error.

2. If the target address is not in the bitmap, terminate the program.

There are several generic techniques for bypassing CFG:

Set the destination to code located in a non-CFG module loaded in the same process.[26][28]

Find an indirect call that was not protected by CFG (either CALL or JMP).[26][28][29]

Use a function call with a different number of arguments than the call is designed for, causing a stack

misalignment, and code execution after the function returns (patched in Windows 10).[30]

Use a function call with the same number of arguments, but one of pointers passed is treated as an object

and writes to a pointer-based offset, allowing overwriting a return address.[31]

Overwrite the function call used by the CFG to validate the address (patched in March 2015)[29]

Set the CFG bitmap to all 1's, allowing all indirect function calls[29]

Use a controlled-write primitive to overwrite an address on the stack (since the stack is not protected by

CFG) [29]
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Microsoft eXtended Flow Guard

[edit]

eXtended Flow Guard (XFG) has not been officially released yet, but is available in the Windows Insider preview

and was publicly presented at Bluehat Shanghai in 2019.[32]

XFG extends CFG by validating function call signatures to ensure that indirect function calls are only to the
subset of functions with the same signature. Function call signature validation is implemented by adding

instructions to store the target function's hash in register r10 immediately prior to the indirect call and storing the
calculated function hash in the memory immediately preceding the target address's code. When the indirect call is

made, the XFG validation function compares the value in r10 to the target function's stored hash. [33][34]

Buffer overflow protection
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