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CnerivanucTsl Jlaboparopuu LU POBOi KpUMUHAIMCTUKN U UCC/IeI0BaHYS BPeIOHOCHOTO Kozla KoMrianuu F6
Co00IIIat0T 0 HOBOM yrpo3e poccuiickomy 6usHecy. B aBrycre 2026 roga crierivanvictamu Jlaboparopuu BhIsiB/IeHa

aKTUBHOCTb HOBOM I'DYMITMPOBKY, Ha3BaBIeii cebst VantaCore.

YTOUHEHHOE KOJTMUECTBO U3BECTHBIX JKEPTB 3TOM IPYIITUPOBKUA — He MeHee CeMU. ATaKyIOIie UMEIOT SBHO
HECKPOMHBIE aIlleTUThI: CyMMBI 3alpalliBaeMbIX BBIKYTIOB COCTABJISIOT MUAJTHOHBI I0//IApOB. BOT TOMBKO
BOIIPOC: HOBAsl JIX 3Ta TPYIIa WK CTapasi, HO B HOBoM 00/nunu. [To MHeHHIO crieljuaucToB Jlabopatopuw, ecThb
BCe OCHOBAHUSI CUMTaThb, YTO HOBAsl TPYIINMPOBKA — PeOpeH/IUHT paHee U3BeCTHOW MPOYKPaMUHCKOW TPYTIbI —

Thor.

CrieLjuanvcTbl KoMNaHuy F6 He pa3 3asiB/si/iv 0 KOHCOMU/IALMU U TIeperpyImMpOBKe MPOYKPauHCKUX
rpynmpoBoK B 2025-2026 rogax. Celfuac Takyke HaMeTH/IaCh TeHEHIUs 0TKa3a MPOYKPaUHCKUX KubepbaHz oT
rony/isipHoro taHzaeMa mrdposanbikoB LockBit 3 Black u Babuk 1 mepexofia Ha mporpaMMbI-BbIMOTaTe/H
cobcTBeHHOM paspabotku. B MapTe 2026 roga Mbl yke o001y o nepeBoopykeHuu rpynmvpoku Bearlyfy Ha
cobcTBeHHbIe mMbpoBaabiky GenieLocker. B aBrycre ke BbISIBIIEHBI aTaku rpynmipoBku VantaCore ¢
WCTI0/Ib30BaHUEM TIPOTPaMMBbI-BbIMOTaTe st CoO6CcTBeHHOM pa3paboTku VantaCore. ITpuuuH oTkasa oT LockBit 3
Black u Babuk Heckonbko. [1o Bceld BUAMMOCTH, 3TO U HEHABUCTHbIE yUaCTHUKaM TPYIIIIMPOBOK PYCCKHE KOPHU
nmdpopaneivkoB LockBit 3 Black u Babuk. ITepemnanku MpoTHBOOOPCTBYOIIHMX CTOPOH 10 3TOMY ITOBOZIY paHee
y>Ke BCIbixvBamu B 2023 rofly Ha aH/|erpayH/HbIX TUIoIIaiKax. [Ipyras 0ObeKTHBHAs PUUKMHA — BbISB/IEHHbBIE CO
BpeMeHeM He/JOCTaTKX B YKa3aHHBIX 1K poBabliuKax. Tem He MeHee, 3a OCHOBY aBTOPbI HOBBIX

mrgpoBansIKoB 6epyT Bee Te ke LockBit 3 Black n Babuk.

BeposiTHO, uTo yuacTHrKu VantaCore, Kak | MPOTaBIINe C «pajapoB» UX Kosuieru u3 Shadow, pemminm co3aaThb
UMUK COTUIHON TTApTHEPCKOM MporpaMMbl BeIMOTaTesiel U co3ganu caiT yreuek (DLS) ¢ undopmariueti 06

aTakax Ha pa3/IMuHble KOMIIaHUU B HUIOHe 3Toro rozia. ['pynmnupoBka VantaCore UCIOIb3yeT CXeMy JBOHHOIO U

Page 1 of 8


https://www.f6.ru/media-center/press-releases/bearlyfy-research/

https://www.f6.ru/blog/vantacore/

TPOMHOr0 BEIMOTaTe/IbCTBA /|15 JOTIOJIHUTENBHOTO /laB/ieHys Ha >kepTBy. Kak cBOICTBEHHO MPOYKPauHCKUM
rpyriaM, MOXHUIleHHbIe JaHHbIe CIYCTS HEKOTOPOe BPeMsi ITPO/Iat0TCs UJTK MPOCTO PACIIPOCTPAHSIOTCS Ha UX
pecypcax, a 3aTeM MCMO/b3YOTCS [/1s1 OPraHU3aliy HOBBIX aTak U APYTUX eCTPYKTUBHBIX JIeHCTBUM B

OTHOIIIEHUH POCCUNCKUX IOPUANYECKUX U (PU3MdeCKUX JIHLI.

Caiit yreuek (DLS) VantaCore

Kak 1 ronaraeTcst «COMMgHOM» MeXXIyHapoAHOM napTHepckoi nporpamMe (RaaS, Ransomware-as-a-Service),

O6HJEHI/IE BBIMOTraTe/ied C )KepTBOﬁ MPpOUCXOAUT B UdTe B CETH Tor.

FAQ

How can | get my files back as quickly as possible?

To expedite the recovery of your files, contact us immediately through the provided
secure channel. We offer a straightforward process to ensure you regain access to
your data efficiently.

Can | see proof that you can decrypt my files?
Yes, we can decrypt a few non-critical files for free as a demonstration of our
capability. This will give you confidence in our ability to restore your entire dataset. Hello,

What do | getif | pay the ransom? Let's negotiate a resolution. We can restore

If you choose to pay, you will receive: your operations within a few hours by
providing you with ESXI and Windows

A secure decryption tool tailored to your encryption. decryptors. Additionally, we wil offer

Clear and detailed instructions for restoring your files. security consultations and share information

A guarantee that all your data will be recovered within 24 hours. on how we gained access to and

Assurance that your stolen data will be permanently deleted from our servers. compromised your network.

Why should | trust you?

We have a proven track record with numerous satisfied clients. Our motivationis Looking forward to reaching an agreement

— that benefits both parties.

Best regards,

VantaCore Support

[Tpumep uara c xepTBoMt VantaCore

CcpUlKa Ha JJAHHBIN YaT COZIeP)KUTCS B 3alUCKe C TpebOBaHMEM BBIKYTIA 3a PacLIM(POBKY.
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Your network has been compromised by a sophisticated cyber attack.

All systems within your environment—serwvers, workstations, virtual machines, and network-attached storage—are
affected.

Encryption Details:

The encryption was performed using advanced cryptographic methods, ensuring that restoration without our assistance
is not feasible.

Attempts to recover data independently or with third-party tools may result in permanent data loss.

RESOLUTION

We offer a comprehensive solution to your data recovery needs:

-+ A decryption tool tailored to your specific encryption.

+ (Clear and detailed recovery instructions.

+ A report detailing how the attack was executed.

-+ Deletion of stolen data from our servers.

= A guarantee of no further attacks on your company.

-+ This offer is time-limited. Act promptly to secure your data.

VERIFICATION

-+ To demonstrate our capability, we can decrypt a few non-critical files upon request, allowing you to verify the
effectiveness of our solution.

NON-COMPLIANCE

Failure to establish contact may result in:

L N T
-+ Permanent loss of encrypted data.
-+ Additional measures, including public disclosure of your stolen data.

COMMUNICATION
-+ All communication must occur through our secure channel. Do not contact law enforcement or external response
teams, as this will not restore your systems.
-+ Download Tor-Browser from Tor PFO]ECt https: //wni. torprogect orgfdownloadf and visit the provided URL for further
instructions: http:// e T =. onion /i e
Crp 1, ctnB 1 100%  Windows (CRLF) UTF-8

[TpuMep cofiepKMMOT0 TeKCTOBOTO (haiiia ¢ TpeboBaHWEM BBIKYTIA 3a PACITU(PPOBKY JAaHHBIX

VantaCore

,Z[ame €CJ/IM He BAaBaTbCA FJ'IY6OKO B [i€Ta/iy, y>Ke BU3yadJIbHO I10 ,E[HBaﬁHy HaTOB MPOC/IEXKHUBAETCA B3aMMOCBA3b C

rpynnuposkoi Thor.
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FAQ: Answers to Your Questions / FAQ: OTeetn Wa saum
Bsonpoch

Who are we? / KTo mu?

- EN: We’re a team providing you with a straightforward
solution to recover your encrypted files. For efficiency and
clarity, we communicate exclusively in English — it’s the
simplest way to assist you quickly.

- RU: Mii — KOMaHAa, NpeA/iaraiyan BaM NpocTOe peleHWe AR
BOCCTaHOBNEHUA SaUMPpoBaHHbX $aitios. /nA yAOBCTBA M CKOPOCTH
Mbi OBUAEMCA TOMBKO Ha aHTAUACKOM — STO Cambiii S{PeKTUBHI
Ccnocob Bam noMous .

What happened to my files? / Yto ciyswnock ¢ monmn Gaiinamn?

- EN: Your files have been encrypted using a robust encryption
algorithm. Without the unique key, which only we possess,
recovery is impossible. We offer you a simple solution —

follow our instructions to regain access to your data.

- RU: Baun Gaiinbi 61 3auMdpOBEHS C WCMIONB3OBAHHEM CTOIKOTO
anropuTMa WAPpOBEHMA. Be3 YHAKANLHOrO KiKMa, KOTOpH ecTh

TONBKO y HaC, BOCCTEHOBHTH UX HEBOSMOXHO. Ml Mpegnaraem sam
NPOCTOii BHXOA — CheAyiTe WHCTPYKUMAM, 4TOBH BEPHYTH AOCTYM K

BawMM AaHHHM.
How do I pay the ransom? / Kak mHe onnaTuTb seikyn?

- EN: Payment is accepted only in cryptocurrency (Bitcoin,
BTC). It’s fast, anonymous, and secure. You can purchase

Bitcoin on platforms like bestchange.ru Transfer instructions
will follow.

[Tpumep uara c xeptBoii Thor

Caiit yreuek (DLS) VantaCore 6b11 pa3BépHYT He mo3gHee 7 uroHs 2026 rofa, Ha UTO YKa3bIBAOT LU POBbIE
CJTefibl, OCTaB/IeHHBIE TIPU ero co3ganui. Kpome Toro, mpu aHaiu3e pecypca 1o myTtH /favicon.ico 6bia
obHapy)xeHa UKOHKa ¢ HaAnucbio « THOR», BLINO/HEHHON PYHUYeCKUM TTUChbMOM, UTO MOXKET JJOTIO/THUTETBHO

yKa3bIBaTh Ha cBsizb VantaCore ¢ kubeprpymnmupoBkoi Thor.

BrigsiienHas ukoHka favicon.ico VantaCore

Kak u fpyrue npoykpavHckye rpymnmsl, VantaCore B KaueCcTBe Haua/bHOIO BEKTOpA aTakKy UCII0/b3ylOT BCe
BO3MOJKHbIE BapUaHThl, KOTOpble MOT'YT IIPUBECTH K I10JIyUYeHHIO 3/I0YMbIIIJIeHHUKaMH fjocTyma K UT-
MH(]PACTPYKType KepTBbI: c1abo3aliuineHHble MyOIMUHO JOCTYIIHBIE Cpe/iCTBa yAaneHHoro goctyma (RDP,
VPN), ysI3BUMOCTH B yO/IMUHBIX TTPUIOKEHHUSTX, CKOMIIPOMETUPOBAHHBIE YUeTHEIE AHHBIE TTAPTHEPOB >KEePTBHI U

T.II.

[ToBesienue yuacTHUKOB VantaCore B CKOMIIPOMETHPOBAaHHOW MH(PACTPYKType He CU/IBHO OTJIMUAeTCsl OT MHOTUX
IpYNIIMPOBOK BhIMOraTesei, UX TaKTUKW, TEXHUKU U MPOLieJypbl BO MHOIOM 3(P()eKTUBHBI, XOTS U He SIB/ISTFOTCS

M30LPeHHBIMY ¥ MHHOBALIMOHHBIMU. VX 1e/b TIpeXk/ie BCero — HaXKUTHCS Ha kepTBe. OfiHa 13 0COOeHHOCTeH,
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OT/In4daroiasa VantaCore 0T MHOTUX ADPYTUX I'DYIITMPOBOK — MUCIT0/Ib30BaHKE TTOCTIKCI/TYyaTalJMOHHBIX

MHCTPYMEHTOB COOCTBEHHOM pa3paboTKy.

5151 mepeMelijeHU# 10 aTakyeMou MHPPACTPYKType aTaKyoIIye UCTI0b3YIOT JOOBIThIE B XO/le PA3BUTHS aTaKu
JIETUTUMHBIE YUeTHbIe 3alliCy U MpernMyllleCTBeHHO TIpoTokoibl SMB u RDP. A st ceTeBol pa3Befiku
WCIIO/B3YIOTCS KaK 3arpy’kaeMble CeTeBble CKaHephl, Tak U JIEFUTUMHbBIE YTHUIUTBI, UMeloIIrecs B TFo0ok
uH(pacTpPyKType, HarlpuMep ping, netsh, quser, qwinsta, net user u Ap., 4TO BO MHOTOM T103BOJISIET UM /I0/ITO€

BpeMs OCTaBaTbCsd He3aMeUeHHBIMU.

Hapsiny c 3TUM c 1je/ibto 00ecrieueHust IMTeIbHOTO CKPBITHOTO MPUCYTCTBUS B MH(PPACTPYKTYPe, a TaKKe s

HpOTHBOAeﬁCTBHH KPUMHWHAIMCTUYECKOMY aHa/IM3Yy 3/I0YMBILJIEHHUKHW UCITOJIb3YIOT C/IEAYIOIHE CpeaCTBa:

e TIPUMEHSIOT 00¢yCKaLyio B 63K10pax U APYTUX UHCTPYMEHTaX

e [0 3aBepLIEHUM Y/IASIFOT 3arPY>KeHHbIe UMW MHCTPYMEHTBI U (haii/ibl C pe3y/bTaTaMu UX paboThl

* [I0BCEMECTHO OYHMIIAFOT BCE /JOCTYIIHBIE )KyPHa/Ibl COOBITHI Ha Windows yCTpPOMCTBaX C MOMOILBIO
ogHocTpouHoro ckpunrta PowerShell v itatHOM yTunuThl wevtutil

e TIpU HaJIMYUU ZIOCTATOUHOTO YPOBHSI NIPHMBUJIEr M OTK/IIOYAIOT aHTUBUPYCHOe 10 u apyrue cpefcTea
3aI[UTHI BPYUHYIO WU/IM C TIOMOIIIBIO porpammbl Kiacca AV/EDR-kKiller Ha ocHoBe Texauku BYOVD

e MHMUKDPUDYIOT TI07] JIETUTUMHYIO aKTUBHOCTb, MACKUPYSI PacIiojio’keHre U UMeHa CBOMX UHCTPYMEHTOB

T10/], IITaTHbIe KOMITIOHEHThI Windows

Ha ckomripomeTripoBaHHbBIX Windows-crcTemMax 3/10yMBILLIEHHUKY 3aKPerIsiFoTCsl, CO3JaBasi CHCTEMHBIE
C/IyKOBI, a B KQUeCTBE CPE/ICTB YIaJeHHOT0 A0CTYIa UMY MCTOJB3YOTCSI CBOOOHO PaclpoCTpaHseMast

nporpamma yzanenHoro goctyra Tactical RMM u 63k10p cobcTBeHHol pa3pabotku VantaCoreRAT.

V/3yunB CKOMIIPOMETHPOBaHHYI0 UH(GPaCTPYKTYPY U MOJIyUUB MO/HbIA KOHTPO/b HaJ| Hel, 3/I0yMbIIIJIEeHHUKU

TIPOM3BOJAT SKCHUILTPALIUIO JAHHBIX )KePTBbI, a 3aTeM MPUCTYTAIOT K 3aK/II0UUTe/IbHOMY 3Tarly aTaku.

Ha sToM sTane BeiMoOrarein pea/n3yroT AeCTPYKTUBHbIE AEﬁCTBHH B OTHOIIE€HWHU CUCTEM pe3epPBHOI0
KOIMMPOBaHUA U IHI/ICl)py}OT KPUTHUYECKH BaAXKHYTO I/IHClJOl)MaL[I/H-O, UTO B pe3yJjibTaTe M03BOJIAET UM BbIMOT'dTh

JleHe>KHBIe CPeJICTBA 3a X PacIM(POBKY.

[I1s1 yHUUTOXKEHUsI pe3ePBHBIX KOIHI KOPIIOPATUBHBIX JaHHBIX 3/I0YMBIIIJIEHHUKH [TPUOEratoT K NCIO/Ib30BaHUIO
(DyHKLIMOHAJIBHBIX BO3MO)KHOCTeH CBOOOJHO pacrpocTpaHsieMol yTUauThI bootice. C MOMOIL[BIO JJAHHOU YTH/IUTBI
3/I0YMBIIIIJIEHHUKY 3aTTUCHIBAIOT TTPOU3BOILHBIMU ZIaHHBIME RATD-MacCHBBI XPaHWIHIL] pe3ePBHBIX KOTTHIA, UTO

G/10KupyeT BOCCTaHOB/IeHHe NH(BPACTPYKTYPhI U3 O3Karlos.

,Z[]'[ﬂ ]_LII/I(prBaHI/IH JAAaHHBIX Ha YCTPOﬁCTBaX CepBEPHOI'0 U I10/1Ib30BATe/IbCKOI'O CErMEHTOB aTaKyroljue

WCIIO/b3YIOT MPOrpaMMy-BeiMoraresib VantaCore.

Ee ocTaBkKa M 3alyCK Ha TeX W/ UHBIX CUCTEMax OCYIIEeCTB/ISeTCS KaK BPYUHYIO, B KOHTEKCTe HeJIeTUTUMHBIX
RDP-ceccwmif, Tak ¥ C TIOMOIIIbI0 COOCTBEHHOTO MHCTPyMeHTa aBToMaru3auyu VantaCoreL oader, KoTopblit
VICTIO/b3YeTCs JJ1s MaCCOBOW ZI0CTaBKHU U 3allycKa IporpaMMbl-BbIMOraTe/isl Ha BCe BbIsIB/IEHHbIE XOCTHI,

ucrosnb3ys cxoxue ¢ PsExec/WinExec MexaHH3MBI.

Page 5 of 8



https://www.f6.ru/blog/vantacore/

CTOUT OTMETHUTb, UTO BO U30e>KaHUe 0OHAPY>KeHUS U ya/leH!s TPOrPAMMbI-BBIMOTaTe/Isl aHTUBHUPYCHBIMHU
CpeJiICTBaMH, MPEXK/e UueM JJOCTaBUTh BbIMOTaTe/lb Ha L|eJIeBYI0 CUCTEMY, 3/I0yMBbILLIJIEHHUKHA OCTaHaBIUBaKOT
TIPOL{eCChl aHTUBUPYCHBIX CPEJCTB C TIOMOLL[bIO YIIOMSIHYTOM Bbillle TiporpaMmsl kiacca AV/EDR-killer. [11s ee

aBTOMAaTU3HMPOBAHHOI MaCcCOBOM /I0CTAaBKM U 3aMyCKa Takke ucrosb3yercss VantaCorel.oader.

KpaTKOE OIlrCaHKre HEKOTOPBIX HHCTPYMEHTOB CcoOCTBEHHOI pa3pa60TKI/1 MpuBegEeHO HUXe.
IIporpamma-BeiMorare/ib VantaCore

[Tporpamma-BeIMoraresi> VantaCore pa3paboraHa Ha si3bIKe TIporpaMmupoBanust C++, 4acTb CTPOK
06dycippoBaHa. IIporpamma-BbIMOraresib HIMeeT J0CTaTOUHO MPOCThIe (PyHKIMOHATbHbIE BOSMOKHOCTH:
OCTaHOBKa/OTK/IFOUEHHe CUCTeMHBIX C/IY>KO M cobCcTBeHHO 1vpoBaHue daiioB. [is1 3armycKa IIporpaMmel
Heo0X0Z[IMO YKa3aTh B KOMaH/JHOH CTPOKe I1apoJib, KOTOPBIH SIBHO COZIEP)KUTCS B ee Koge. s mrpoBaHus
JAHHBIX MCTI0JB3YIOTCs KpunTorpapuueckue anroputMbl ChaCha20 u X25519, B kozie mporpamMMbl COAE€PKUTCS

OTKPBITBIN KJTtou X25519.

VAN TAlE6]:33

USAGE

OPTIONS

EXAMPLES

CrpaBka [0 MCI0/Ib30BaHUIO POrpamMMbl-BeiMoraresst VantaCore

HeBosibHO HampaliyBaroTCsl aHalI0TK| 1o Au3aiiHy ¢ mmdpoBanbiiukoMm GenieLocker npyroii rpynnupoBKy

Bearlyfy.
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ldinfal 0CKER v1 ESXI/Linux x64

GLOBAL OPTIONS:
PROCESSING OPTIONS:

RUNTIME CONTROL:

<logfile>

BUILD CONFIGURATION:
Target extensions:
Lock extension:
Auto-start delay:
Self-destruct:

USAGE:
genie_encrypt [options] <ts

CripaBKa 110 UCT0/Ib30BaHUIO ITPOrpaMMebl-BeiMoratesist GenieLocker
IIporpamma pacnpocrpaHeHus no cetu VantaCoreLoader

[15151 pacripocTpaHeHusi B CeTU NpOrpaMMbI-BbIMOTare st U Jpyrux UHCTpyMeHToB, Hanpumep, SnowKiller,

TPYIIITPOBKA UCIOb3yeT HHCTPYMEHT coOCcTBeHHOM pa3paboTku VantaCoreL.oader, KOTOPEI 10 CYTH SIBSIETCS

peaM3ariyeit MeToJa CaMopacpoCTPaHeHHsT C TOMOIIBbIO 06IIHX ceTeBbIx pecypcoB (Admin Shares) B LockBit 3

Black (psexec_netspread). [Iporpamma ocCyIriecTB/IsieT TOMCK KOMITbIOTEPOB, UCIO/B3Ys 3anpockl LDAP. Ha

AOCTYIIHbI€ KOMITBIOTEDBI MPOTPaMMa KOIMMPYET CBOU ar€HThI, /i1 KOTOPBIX YAd/I€EHHO CO34d€T CUCTEMHbIe

CITyKOBI, lajiee C areHTaMU B3aUMO/IEHCTBYET Uepe3 UMeHOBaHHbBIe KaHaibl [PC, ¢ MOMOII[BIO KOTOPBIX 3arpy’kaet

Ha KOMIMbIOTepPbI MI0/Ie3HYI0 HAarpy3Ky U rapaMeTphbl ee 3amyckKa.

—
i
1
_Gantacore
Build: (Seed: )

[-1 Payload not found: C:\Users\Public\payload.exe

Usage:
C:\Temp\VantacorelLoader.exe [options] Deploy payload (uses config.h defaults)
C:\Temp\Vantacoreloader.exe —s [options] Scan mode (recon only)

Local path to pavload (default: C:\Users\Public\payload.exe)
Target directory on remote hosts {default: C:\ProgramData)
Arguments for pavload (default: "~

<threads> HNumber of threads (default: 50)
Scan only mode

csv Output results to CSVY
Verbose/debug mode
Show this help

C:\Temp\VantacorelLoader .exe # Use defaults from config.h
C:\Temp\Vantacoreloader.exe —p C:\beacon.exe -a "-A" # Custom pavload with args
C:\Temp\VantacorelLoader.exe -s -t 100 # Scan only with 180 threads

CripaBka o ucrosb3oBaHuto VantaCoreLoader

Bakpop VantaCoreRAT
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[pyrnnupoBKa HUCIOb3yeT 63KA0P aBTOPCKO#t pa3paboTku VantaCoreRAT, KoTophiit pa3paboTaH Ha si3bIke
nporpamMupoBanusi Go, yacTe 06pa3iioB obdyciupoBaHa ¢ ucrnonb3oBanueM Garble. Bakgop umeeT Goratbie
(DyHKLIMOHA/IbHBIE BO3MOKHOCTH: MOXKET MePe/[aBaTh Pa3IUUHY0 WH(POPMALHIO O CKOMITIPOMETHPOBAHHOM
CHCTeMe, 3arpy’KaTh U Tiepe/iaBaTh (haii/ibl, BBITOMHATL KOMAH/[bI, TIPEJ0CTAB/IATH YA I€HHBIH AOCTYII K
KoMaHHO# o6os1ouke (Reverse Shell), paborars B pexkume rpokcd SOCKS5, 06HOB/ATD W [IeMHCTA/UTAPOBATh
cebs1. BakI0p Takxke UCTO/b3yeT pa3/inuHble MeTO/bI 00X0/ja CPEeACTB 3aIuThl. Ha KOMMbIOTephl 63KA0D
[IOCTABJISIETCSI C TIOMOII[bI0 HeOOJIBINION MTPOrpaMMbI-3arpy3urKa, KOTOpast 3arpy’kaeT B 3allii(ppOBAHHOM BHU/E

03KI0p TI0 CcoflepyKallielics B KOfie 3arpy3urika BeO-CChUIKe.

SnowKiller

3710yMBILLIEHHUKHM B CBOMX aTakax UCIO0/b3YIOT MHCTPYMEHT JJi1 HeMTpair3aLiy IporpaMMHbBIX CPeJiCTB
6e3omnacHoctH (antuBUpycHoro 1O u EDR) noj HauMmeHoBaHreM SnowKiller. Yka3aHHbIN HHCTPYMEHT
ucrosb3yeT TexHuky BYOVD (Bring Your Own Vulnerable Driver) f/1s1 3aBepiiieHusi C/ielyHOILIKX MPOL[ECCOB

cpencTs 0e30MacHOCTHU:

MsMpEng.exe, wsccommunicator.exe, wsc-service.exe, avp.exe, ekrn.exe, ksde.exe, efwd.exe, AvastSvc.exe,
aswEngSrv.exe, aswToolsSvc.exe, aswidsagent.exe, bdntwrk.exe, bdagent.exe, bduserhost.exe, bdredline.exe,
bdservicehost.exe, dwengine.exe, dwantispam.exe, dwwatcher.exe, dwscanner.exe, dwcloudhost.exe,
dwarkdaemon.exe, NortonSvc.exe, MBAMService.exe, PtWatchDog.exe, PtSvcHost.exe, PtSessionAgent.exe,

Tmsalnstance64.exe, afwServ.exe, kavfs.exe, kavfsgt.exe, kavfswh.exe, kavfswp.exe, klnagent.exe, avpsus.exe

Ecnm Baitla opraHu3aiiusi CTOIKHY/Iach C aTakol BbIMOrareJsieli, peKoMeHJyeM
obparraTbcst 3a MpodeCCHOHATLHOM MOMOIIBIO K 3KcrepTam F6 B pamkax cepBuca

«PearvpoBaHuie Ha UHLUEHTED»

Source: https://www.f6.ru/blog/vantacore/
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