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On September 15, 2025, malicious versions of multiple popular packages were published to npm. They contained

a post-install script that harvested sensitive data and exfiltrated it to attacker-created public GitHub repos named
Shai-Hulud. Beyond data theft, the malware exhibits worm-like behaviour: when a compromised package

encounters additional npm tokens in its environment, it will automatically publish malicious versions of any
packages it can access - spreading across the npm ecosystem. Wiz Research assesses this campaign is directly
downstream of the late-August 2025 s1ngularity/Nx compromise (initial GitHub token theft to npm token theft to

mass package poisoning). As the first successful self-propagating attack in the npm ecosystem, this appears to be
one of the most severe JavaScript supply-chain attacks observed to date.

September 17, 2025 10AM UTC: payload analysis section was added.

September 17, 2025 1PM UTC: additional packages and versions have been added to the appendix.

Once a version of one of the malicious packages is installed, the included payload uses the TruffleHog secret

scanning tool to identify secrets, in addition to harvesting environment variables and IMDS-exposed cloud keys
when available. 

Additionally, the script validates collected credentials and, if it finds GitHub tokens, it abuses them in multiple
ways: 

This attack is a self-propagating worm. When a compromised package encounters additional npm tokens in a

victim environment, it will automatically publish malicious versions of any packages it can access. See further
discussion of the malicious code in Socket's initial analysis.

Based on victimology, Wiz Research assesses this activity is tied to the recent s1ngularity / Nx supply chain

attack, where initial GitHub token theft enabled the broader chain of compromise and leaking of formerly private
repositories. The initial npm packages that started this chain reaction included multiple known-compromised

victims of the s1ngularity attack.

The worm deploys a "workflow script" to /tmp/processor.sh , executing it to trigger automated branch
creation, triggering GitHub workflows to exfiltrate its secrets. Similarly, it drops a "migration script" at

/tmp/migrate-repos.sh , which, once executed, forces private repositories to be cloned and republished as public
repositories with the -migration  suffix.

During this process, the malware appears to use /tmp/github-migration  as a temporary working directory for
cloning and related operations - though this is not fully confirmed due to some obfuscation and irregularities in the
code. Importantly, the migration routine first creates the repository as private and then immediately flips its
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visibility to public. This results in two observable GitHub events in quick succession: a CreateEvent  followed
by a PublicEvent .

Another observation, one of the payloads appears to be AI-generated, another variant lacks that same stylistic
pattern, suggesting it may have been copied from an external source that we have not yet identified.

The attacker exfiltrated data using webhook[.]site  within a malicious GitHub Action. However, under the free
plan used, the webhook can only receive a total of 100 callbacks. We observed that the webhook had been
deactivated by the platform for excessive activity. This renders the webhook based exfiltration non-functional.

However, secrets will still be exposed in the workflow log on GitHub. 

Wiz Research initially observed 36 GitHub users with secrets exposed in the “Shai-Hulud” repo ( data.json ,

double–base64 encoded) and 8 users whose private repositories were force-migrated to public with the label
“Shai-Hulud Migration.”

Tracking down repositories with the malicious workflow proved challenging, since GitHub doesn't index deleted

branches, commits, or file contents. Still, we were able to uncover 64 additional repositories where a shai-hulud

branch had been created, and in most of them, we found a commit containing the malicious workflow. In many
cases, the workflow logs exposed sensitive secrets like GitHub tokens, NPM credentials, Atlassian keys, and

Datadog API keys. These are still accessible as of writing this blog.

Despite the clear propagation of the worm to additional npm packages, we have not currently observed the

creation of further repositories.

Revoke and regenerate all GitHub tokens, npm tokens, SSH keys, API keys, and environment variable secrets that
may have been leaked in these repositories.

Mika AI, Wiz's AI assistant, can investigate new threat center items, analyze your environment for impact, and
create recommendation plan to minimize impact, turning hours of manual analysis into minutes of AI-powered

insights.

Simply ask Mika AI, "How do I know if I'm affected by the latest Shai-Hulud NPM Supply Chain Attack?", and get
comprehensive analysis, based on all Wiz capabilities of affected resources, exposure level, real-time threats and

risk, and receive step-by-step remediation recommendations.
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