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This blog post focuses on APT24, a China-linked intrusion set active since at least 2011. Despite its long
operational history, publicly available technical analysis of this group remains limited. A recent Google Cloud
report shed additional light on APT24’s activities; however, it provided only a brief overview of badAudio, a

distinctive downloader associated with the group.

As a sample of this malware became publicly available, we conducted an in-depth reverse engineering analysis to

better understand its functionality, cryptographic design, and operational role within APT24’s intrusion chain.
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Figure: Securite360’s OpenCT1 entry for APT24

As a quick reminder: while APT24’s precise affiliation remains unclear, it is widely tracked as a PRC-nexus actor
and is often assessed as operating in support of Chinese intelligence requirements. Recent victimology—

especially targeting Taiwan and, in some reporting, the United States—is consistent with that assessment.

That said, recent reporting emphasizes APT24’s use of custom tooling (for example, the BADAUDIO first-stage
downloader) rather than highlighting common China-linked families such as PlugX or ShadowPad.

Open-source literature on APT24 is still limited (and, at times, inconsistent), so a definitive assessment isn’t

possible. There remains a clear open-source intelligence gap.

Reconnaissance phase

As reported by Mandiant, BadAudio collects host-identifying information prior to network communication.

During our dynamic analysis, we confirmed that the malware retrieves the current Windows username via
GetUserNameExW , which returns REM in our test environment. We also confirmed that it queries the system

hostname via kernel32!GetComputerNamell , which returns DESKTOP-2C3IQHO . In both cases, execution returns to

badaudio.dll immediately after the API call, confirming that these values are collected directly by the malware.
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Figure: reconnaissance phase of BadAudio using Windows API

The collected host information is then concatenated with an architecture identifier (here, x86) before transmission.
In the debugger, the assembled tab-delimited string \tREM\tDESKTOP-2C3IQHO\tx86\tscm is present in memory

and later reused during request construction.

Several obfuscation techniques

To obfuscate strings, badaudio uses stack strings: it reconstructs obfuscated string buffers on the stack (typically
16-byte aligned) and deobfuscates them in place using an SSE-based XOR mask. At runtime, it performs 128-bit
XOR operations in XMM registers (e.g., movaps/movups + xorps), overwriting the stack buffer with plaintext

only immediately before the value is consumed.

The malware reuses this SSE XOR primitive across multiple deobfuscation sites with different mask sourcing
models. In some cases, the obfuscated string material is built in stack-resident buffers and XOR-unmasked with a

16-byte mask supplied indirectly via a pointer (e.g., [esi+18]).

s
| 2

Figure: XOR-unmasking with a 16-byte mask supplied indirectly via a pointer

8846 0OC mov eax,dword ptr ds:|es)sC

J
8946 50 mov dword ptr ds:[esi+50],eax
8956 5C mov dword ptr ds:[esi+sC],edx
895E 58 :[esi £c0
0F2886 10010000 movaps xmm0, xmmword ptr ds:[esi+110]
646 18

mov eax,dword ptr ds:[esi+15]
| xorps xmmO, xmmword ptr ds:[eax])

B8 2C251582 mov eax, 5

B9 7F667F76 mov ecx,wind

894E 24 mov dword ptr
mov dword ptr

B8 8219170F mov eax,F

B9 CF630BB1
B4E 2C

8946 28

897E 54

8846 0C

8946 50

8956 5C

0F2986 10010000
0F2846 20

8846 18

0F5700

0F2946 20

€746 50 00000000
€746 60 00000000
C746 64 00000000
5046 20

50

pt-Language’

-Language’

In related header-construction paths, the stack buffers are partially populated with runtime-derived context fields
(e.g., values copied from [esi+10] and other frame fields) prior to the same SSE-based 16-byte XOR unmasking

step (e.g., xorps xmmO0, [mask] / xorps xmm0, [mask+0x10]):
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LastStatus C0000100 (STATUSVARTABLE_NOT_FOUND)
G5 0028 FS 0053

€5 0028 D 0028

€5 0023 & 28
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Figure: stack buffers partially populated with runtime-derived context fields

Page 3 of 9



https://securite360.net /opsec-on-a-budget-what-badaudio-reveals-about-apt24

Across multiple observed strings, this 16-byte mask matches the first 16 bytes of the C2 XOR mask, indicating
mask reuse across string families. In other cases—such as the C2 URL—both the ciphertext and the XOR mask
are hardcoded as immediates, reconstructed locally on the stack, and decoded as multiple 16-byte chunks (e.g., 64

bytes decoded via 4x16-byte xorps operations).

mov edx, @D13565A6h
mov [esi+54h], edx
mov [esi+5@h], ecx
mov ecx, BAAGS5SAFGh
mov edx, @A2D44DFFh
mov [esi+sCh], edx
mov [esi+s8h], ecx
mov ecx, 7C404F7Dh
mov edx, 2EBBF24h
mov [esi+6ah], edx
mov [esi+66h], ecx I
mov ecx, 852A96CAh
mov [esi+6Ch], eax
mov [esi+68h], ecx
lea eax, [esi+30h]
xor ecx, ecx

movaps xmm@, xmmword ptr [esi+86h]
xorps  xmm@, xmmword ptr [eax] s
movaps xmmword ptr [esi+86h], xmm@ . =1 ] 7 I i
movaps xmm@, xmmword ptr [esi+9eh] 212 | counanan
xorps  xmm@, xmmword ptr [eax+1@h]

movaps xmmword ptr [esi+96h], xmmd
movaps xmm@, xmmword ptr [esi+@Agh]
xorps  xmm@, xmmword ptr [eax+2eh]
movaps xmmword ptr [esi+BAgh], mm@
movaps xmm@, xmmword ptr [esi+@Beh]
xorps xmm@, xmmword ptr [eax+3eh]
movaps xmmword ptr [esi+@Boh], xmme

__etageIDeb0042199: 51
RSN toceTos 2ot

£5%|se3sescs

mov dword ptr [esi+18h], @ Fredsed
mov dword ptr [esi+28h], @ i
mov dword ptr [esi+2ch], @ S Saaecn
lea eax, [esi+80h] e
push eax 3 Str

call trle

add esp, 4

test  eax, eax

s loc_70423A7€

Figure: C2 deobfuscation routine (IDA and x32dbg)

C2 XOR mask reconstructed in memory (64 bytes):
6F 44 76 EA 1A 4B 3C 19 EC 6D 65 60 A3 63 DB B1
79 OFE 8D A7 88 EC 58 53 76 BE 51 90 39 4E 3E F7
(3 E3 33 56 A6 65 35 D1 F@ 5A 65 AA FF 4D D4 A2
7D 4F 40 7C 24 BF EB @2 CA 96 2A 85 D5 DE B1 6A

By strategically placing a breakpoint at the return function of these routines, it is possible to retrieve several of

these Xored strings:
[ mov ecx,dword ptr ss:[esp-4] | Lesp+4] :"application/octet-strean”

figure: strategic breakpoint to retrieve strings

Here are the decoded strings:

__etag=ID=2b9dd2199;
FMPIS
Cookie

User-Agent
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Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/138.0.0.0 Safari/537.36 Edg/136.0.0.0

Accept
application/octet-stream

n64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/138.0.0.0
Safari/537.36 Edg/136.0.0.0

Accept-Language
en-US,en;q=0.5
t-stream
Cache-Control
no-cache
HeapDestroy
VirtualFree
TerminateThread
ExitProcess
InternetCloseHandle
wininet.dll
HttpQueryInfoA
MtNt

wininet.dll
InternetReadFile
wininet.dll
kernel32.d11
InternetOpenA
wininet.dll

kernel32.dll

Here I used floss to retrieve these strings all easily !
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As previously reported by Google Cloud, Badaudio also uses AES encryption, notably to encrypt collected data
before transmitting it to the C2 server. Several elements in the binary confirm the use of AES, including AES-

specific constants and the presence of an S-box.

= 1004d578 db[256]

1004d578 [0] €3h, 7Ch, 77h, 7Bh,
1004d57c [4] F2h, €Bh, €Fh, CSh,
1004d580 [3] 30h, 1h, €7h, 2Bh,
1004d584 [12] FEh, D7h, ABh, 7éh,
1004d588 [16] Chh, 82h, C9h, 7Dh,
1004d58c [20] FAh, 59h, 47h, Foh,
1004d590 [24] ADh, D4h, A2h, AFh,
10044594 [28] 9Ch, A4h, 72h, Coh,
1004d598 [32] B7h, FDh, 93h, 2¢h,
1004d5%c [36] 36éh, 3Fh, F7h, CCh,
1004dS5a0 [40] 34h, ASh, ESh, Flh,
1004d5a4 [44] 71h, D8h, 31h, 15h,
1004d5a8 [48] 4h, C7h, 23h, C3h,
1004dSac [52] 18h, 96h, 5h, 9Rh,
1004d5b0 [56] 7h, 12h, £0h, Eth
1004d5b4 [60] EBh, 27h, B2h, 75h,
1004d5b8 [64] 9h, 83h, 2Ch, 1Rh,
1004dSbc [68] 1Bh, €Eh, SAh, AOh,
1NNAAS~N 7271 E7h ARR haT=1% Rk

Figure: AES S-BOX stored in the malware

The malware embeds a 256-bit AES key in the binary as eight 32-bit constants. This key is allocated at runtime
and the key material is passed unchanged to the AES key expansion routine, confirming that the encryption key is

hardcoded rather than dynamically derived. The encryption routine implements AES-256 in CTR mode.

10004e69 ADD ECX, 0x20

10004e€c MOV dword ptr [EBP + -0x4c], ECX
10004e6f MOV dword ptr [ERX + 0xlc], OxfecB89%4%e
10004e76 MOV dword ptr [EAX + 0xl18], Oxla7a29le
10004e7d MOV dword ptr [EZX + 0xl4], 0xbd7%=050
10004e84 MOV dword ptr [EAX + 0x10], 0Oxda8d2Sb
1000428k MOV dword ptr [EAX + Oxc], 0x5138afc7
10004e92 MOV dword ptr [EAX + 0x8], 0x37£26095
10004e598 MOV dword ptr [EAX + 0x4], O0xfc05f£%fé
10004ea0 MOV dword ptr [EZX], 0xb86€dlbb3
10004eaé MOV dword ptr [EBP + -0x50], ECX
10004ea9 MOV dword ptr [EBP + -0x48], 0x0
10004eb0 MOV dword ptr [EBP + -0x44], 0x0
10004eb7 MOV dword ptr [EBP + -0x40], 0x0
10004ebe MOV EBX, dword ptr [EBPF + -0x20]
10004ecl MOV EAL¥, dword ptr [EBX + 0xl0]
10004ec4 SUB ER¥, dword ptr [EBX + 0Oxc]
10004ec? JZ LAB 10004£31

10004ecs Js LAB 100050a5

10004ect CMP EAX, 0x1000

Figure: Hardcoded AES key
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Because this is x86 code and these are stored as 32-bit words in memory, the byte order is little-endian per word.
The 32-byte key is therefore:

b31b6db8f6f905fc95601237c7af38515bd2a80d50e079bd1e297a1a%e94c8fe

vy
® s =
loc_70455880:
loc_70455960: movzx ebp, dh
mov [esp+2Ch+var_29], bl movzx  edx, dl
mov [esp+2Ch+var_2A], dl mov bl, ss:SBOX[ebp]
xor dl, bl mov [esi], bl
mov  bl, dl mov  dl, ds:SBOX[edx]
xor bl, bh mov [esi+4], dl
mov [isp+2Ch+var_28], bl movzXx ecljx,dalsem[ -
xor bl, dh mov al, ds: edx
mov ecx, edx mov [esi+8], al
add cl, dl movzx eax, ah
mov ch, dl mov al, ds:SBOX[eax]
sar ch, 7 mov [esi+oCh], al
and ch, 1Bh movzx edx, [esp+2Ch+var_27]
xor cl, [esp+2Ch+var_29] movzX e:x‘dthBox[ -
xor cl, ch mov ch, ds: edx
xor cl: bl mov [esi+1], ch
mov [esi+eax-7], cl x: ?i;id;SBg)l([eax]
mov cl, dh +5],
xor cl, bh movzx eax, byte ptr [esp+2Ch+var_18]
xor bh, [esp+2Ch+var 2A] ﬁ: ?i;ii‘;iSBg);[eaxl
mov ch, bh »
add ch, bh movzx  eax, [esp+2Ch+var_29]
sar bh, 7 mov al, ds:SBOX[eax]
and bh, 1Bh mov [esi+eDh], al
xor ch, [esp+2Ch+var 2A] movzx eax, [esp+2Ch+var_2A]
xor ch, bl mov al, ds:SBOX[eax]
xor ch’ bh movzx edx, [esp+2Ch+var_26]
mov [esi+eax-6], ch :g: 3'1": grs‘:SBOX[edx]
mov ch, cl 3
add ch, cl mov [esi+2], bh
sar cll 7 mov [esi+BAR], al
and cl' 1Bh movzx eax, byte ptr [esp+2Ch+var_1C]
xor dl‘ dh mov al, ds:SBOX[eax]
wnn d], rh mov [esi+6], al
et mmAmEAmALY o mAAREAAA fme b i3 iien wro. movzx  eax, [esp+2Ch+var_25]
mov al, ds:SBOX[eax]
mov [esi+BER], al
movzx  eax, byte ptr [esp+2Ch+var 14]

4CCAGA -

vk TALACCTANLTE (QSummhranisad wieh Haw Uiaw-1

Figure X: AES MixColumns stage (left) and AES SubBytes transformation / S-box lookup (right)

Network:

BadAudio builds and sends an HTTP request using the WinINet API. First, it creates a request with

wininet!HttpOpenRequestA, specifying the HTTP verb « GET » and the object path « /v3.1/current_user/details ».

Before sending the request, the malware injects a custom Cookie: request header using
wininet!HttpAddRequestHeadersA. The header contains two values, __etag=... and FMPIS=..., which include, as

noted by Mandiant, an encrypted and encoded version of the information retrieve about the infected machine.
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Finally, the request is transmitted via wininet!HttpSendRequestA. At the time of the send call, the malware does
not provide additional headers inline (IpszHeaders = NULL) and does not provide a request body (IpOptional =
NULL, length 0), indicating that the header set (including the Cookie) was pre-attached to the request handle
earlier via HttpAddRequestHeadersA.

3¢ 2 ece - PID: 10080 - Module: badaudio.i - Thread: Mai Thvead 4568 - 32dbg [Elevated]

Fie View Debup Tacng Phigns Favourtes Options Help May 82021 (TEanEngne)
DE U tawy tals “#f# AR
By g [Unotes  © preaponts 8 MemoryMap () Cal S Lo soot  @)symbols < Source  / References ' Threads dl Handles ¢ Trace
R "0 Show FPU
_etag=10= 9: FUPTS=nks p2 T0YIZSOLJBS7d2sKnZE /ebaY, | EAX  OOCLAAFO
es1+110):1 411 B
ECX  008EFIDO
EOx  7234F398
ESF  008BEILS
g ooserosc
ST o08BFOA0
.. | coseris
EIP  7224EA0  ariminet. HtpAddRequestheadersh>
EFLAGS 00000300
ZE0 PEO AFO
oF0 S0 DO
CFo TF1 IF1
LastError 00000000 (ERROR_SUCCESS)
LastStatus COO0007C (STATUS_NO_TOKEN)
65 0028 FS 0053
ES 0028 D5 0028
€5 0023 S5 0028
DRO 70473450 badaudio. 70473450
DRI 00000000
DR2 00000000
DR 00000000
DR 00000000
DR? 00010001
Defaut: (stdcal) >[5 2100 unioc
17 [esped] 00CCO00C
. 5 |3t [espeC] FRFFFFFF =
i 4i [espr10]
Sa=00CTAAFD ~CookTe: — P00 5207 5: [espe1d] DOOG0OOF
-text:70459280 badaudio.d11:539280 #3868D
3 Feturn to badaudio 7 Fron 777
] dom: [ i i e e
Hex [AscrT | I~ | ooseros: | 00C144F0)| "Cookie: s 3 E2YAXBAL+wHOTNVH)

Figure: sending HTTP request with encrypted data in the cookie header

At the time of analysis, the C2 domain returned an NXDOMAIN response from the queried DNS resolver,

indicating that the domain name could not be resolved.

M Wireshark - Packet 39 . Ethernet0

Frame 39: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits)
Ethernet II, Src: VMware_f6:04:a9 (00:50:56:16:84:a9), Dst: VMware_f6:5e:ac (80:08c:29:f6:5e:ac
Internet Protocol Version 4, Src: 172.16.183.2, Dst: 172.16.183.130
> User Datagram Protocol, Src Port: 53, Dst Port: 51098
v Domain Name System (response)
Transaction ID: @x2b45
Flags: @x8183 Standard query response, No such name
Questions: 1
Answer RRs: @
Authority RRs: 1
Additional RRs: @
Queries
Authoritative nameservers

Request In: 37
[Time: @.41741780@ seconds]

Figure: Wireshark capture

As shown in the Wireshark capture, the DNS response contains the flag “No such name” and zero answer records.
This suggests that the domain was either no longer registered, intentionally taken down, or otherwise unavailable

at the time of testing.
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Using Cloudflare Workers (workers.dev) can help the operator blend in with legitimate web traffic and benefit
from the generally strong reputation of a mainstream CDN/serverless provider. This may reduce the effectiveness
of simple, reputation-based blocklists and make domain-based IoCs more disposable (attackers can rotate

subdomains easily).

While encrypting data prior to transmission may complicate network-level inspection and hinder SOC analysts
from quickly determining the nature of exfiltrated data, the use of a hardcoded key significantly weakens the
scheme from a reverse engineering perspective. Once extracted, the key enables offline (and potentially

retroactive) decryption of captured payloads.
A good balance?

It is always interesting to analyze tools from APTs that are rarely observed in public reporting. In this case, APT24
appears to combine for its malware several “low-cost” evasive measures—XOR-obfuscating API names and
strings, leveraging workers.dev infrastructure, and encrypting (then Base64-encoding) host/configuration data
before embedding it in an HTTP request header. Overall, these choices suggest an attempt to balance operational

security with implementation simplicity/efficiency and cost.

While Google describes the component as a “highly obfuscated loader,” the observed obfuscation is primarily
geared toward evading static detection and quick triage rather than fundamentally preventing reverse engineering.
Taken together, these techniques are consistent with broader reporting on the increasing emphasis on OPSEC

among several China-nexus intrusion sets.

Anyway, APT?24 likely doesn’t need to invest in stronger OPSEC to achieve its objectives, and this level of

obfuscation and operational security appears to strike a good balance between stealth, cost, and efficiency.

Source: https://securite360.net/opsec-on-a-budget-what-badaudio-reveals-about-apt24
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