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 Tool: LUNCHMONEY

Names LUNCHMONEY

Category Malware

Type Exfiltration

Description (FireEye) An uploader that can exfiltrate files to Dropbox.

Information
<https://www.fireeye.com/blog/threat-research/2018/03/suspected-chinese-espionage-

group-targeting-maritime-and-engineering-industries.html>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.lunchmoney>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:LUNCHMONEY>

Last change to this tool card: 23 April 2020

Download this tool card in JSON format

All groups using tool LUNCHMONEY

Changed Name Country Observed

APT groups

  Leviathan, APT 40, TEMP.Periscope 2013-Jul 2021

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2dd149da-6857-4925-aeff-9956e821e9d9
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