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 Tool: PVZ-Out

Names
PVZ-Out
PvzOut

Category Malware

Type Backdoor, Keylogger

Description
(Cylance) PVZ-Out is the other half of the command and control channel, primarily uploading results

of commands and keystroke logging data to a remote server.

Information <https://www.cylance.com/content/dam/cylance/pdfs/reports/Cylance_Operation_Cleaver_Report.pdf>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.pvzout>

Last change to this tool card: 28 December 2022

Download this tool card in JSON format

All groups using tool PVZ-Out

Changed Name Country Observed

APT groups

  Cutting Kitten, TG-2889 2012-Mar 2016

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=3dc60b7c-bf77-428a-bcf3-7e51cdb9f373

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=3dc60b7c-bf77-428a-bcf3-7e51cdb9f373

Page 1 of 1

https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=3dc60b7c-bf77-428a-bcf3-7e51cdb9f373
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=3dc60b7c-bf77-428a-bcf3-7e51cdb9f373
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Backdoor
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Keylogger
https://www.cylance.com/content/dam/cylance/pdfs/reports/Cylance_Operation_Cleaver_Report.pdf
https://www.cylance.com/content/dam/cylance/pdfs/reports/Cylance_Operation_Cleaver_Report.pdf
https://malpedia.caad.fkie.fraunhofer.de/details/win.pvzout
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=PVZ%2DOut&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=Cutting%20Kitten%2C%20TG%2D2889
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=Iran
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=Iran

