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Conti ransomware also targeted Ireland's Department of Health
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The Conti ransomware gang failed to encrypt the systems of Ireland's Department of Health (DoH) despite breaching its

network and dropping Cobalt Strike beacons to deploy their malware across the network.

On the same day, Conti operators breached the network of Ireland's Health Service Executive (HSE), the country's publicly

funded healthcare system, and forced it to shut down all IT systems to contain the incident.

"The National Cyber Security Centre (NCSC) became aware on Thursday of an attempted cyber attack on the Department of
Health," the Irish Department of the Environment, Climate and Communications said.
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"This attempted attack remains under investigation, however there are indications that this was a ransomware attack similar

to that which has affected the HSE."

Ransomware execution blocked

In a separate security advisory [PDF], NCSC provided more technical details on the attack and confirmed the link between

the two incidents saying that the two "attacks are believed to be part of the same campaign targeting the Irish health sector."
The NCSC was alerted of potentially suspicious activity on the Department of Health's network on Thursday afternoon.

Investigators discovered Cobalt Strike beacons deployed on the network, a tool commonly used by ransomware gangs to

deploy their malicious payloads and encrypt systems across the network.

The next day, at 07:00 AM, a human-operated Conti ransomware attack disabled some of HSE's devices, forcing the health

service to shut down its entire IT infrastructure to limit the impact.

Around the same time, a second Conti attack attempting to execute ransomware payloads to encrypt the systems of Ireland's

Department of Health was blocked by anti-virus software and the tools deployed by investigators the day before.

'"The Department of Health has implemented its response plan including the suspension some functions of its IT system as a

precautionary measure," the Irish government added.

The NCSC also confirmed BleepingComputer's report that the ransomware sample used during these attacks appends the
.FEEDC extension to encrypted files.

The NCSC also shared indicators of compromise [PDF] linked to the Conti ransomware attack on Ireland's health systems.
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Conti HSE ransom note

HSE will not pay Conti's $20 million ransom

After the HSE ransomware incident, the Conti gang claimed to have had access to HSE's network for over two weeks and
that they were able to steal 700 GB of unencrypted files, including employee and patient info, financial statements, payroll,

contracts, and more.

and provide a decryptor.

Page 3 of 4


https://www.ncsc.gov.ie/pdfs/HSE_Conti_140521_UPDATE.pdf
https://www.ncsc.gov.ie/pdfs/HSE_Conti_140521_UPDATE.pdf
https://www.bleepingcomputer.com/news/security/irelands-health-services-hit-with-20-million-ransomware-demand/

https://www.bleepingcom puter.com /news/security/conti-ransomware-also-targeted-irelands-department-of-health/

Even though the incident has led to widespread disruption affecting Ireland's healthcare services, Taoiseach Micheal Martin,

the Prime Minister of Ireland, said that the HSE would not be paying any ransom.

As you already know, we infiltrated your network and stayed in it for more than 2 weeks(enough to
study all your documentation), encrypted your file servers, sql servers, downloaded all important
information with a total weight of more than 700 GB: personal data of patients(home addresses,
phone numbers of the contract), employees (home addresses, employment contracts, scans of
personal documents, phone numbers), contracts, customer bases, consolidated financial
statements, payroll settlements with partners, bank statements.
The good news is that we are businessmen. We want to receive ransom for everything that needs to
be kept secret, and don't want fo ruin your business

@ The amount at which we are ready to meet you and keep everything as collateral is $ 19,999 000

3 hours ago

Conti ransomware's demands

Conti ransomware is a private Ransomware-as-a-Service (RaaS) operation believed to be run by a Russian-based cybercrime

group known as Wizard Spider.

Conti shares code with the notorious Ryuk Ransomware, whose TrickBot-powered distribution channels they took over after

Ryuk activity dwindled around July 2020.

data on their dark web leak site.

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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