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Thoi gian gan day, Twitter ctia cac chuyén gia nwdc ngoai lién tuc xuat hién hash tag #GuLoader, day la mot
downloader pho bién dang dwoc cac nhdm tin tac sit dung rong rai nham tai vé ma doc chinh lgi dung cac dich vu
cloud ctia Google Drive va Microsoft OneDrive. GuLoader rat nho, nhe, dwgc viét bang VB6 va thuong duge nén
trong file .rar. Khi nguwdi dung vo tinh thyc thi loader nay, né sé tai xuéng Trojans (RAT) hodc cac dong ma doc

danh cap thong tin nhw Agent Tesla, FormBook, NanoCore RAT, Netwire RAT, Remcos RAT, ...

O Viét Nam ciing khong ngoai 18, ching t6i da tiép can va cé bai phan tich chi tiét vé downloader nay. Méi day,
khach hang cda ching t6i tiép tuc nhan dwgc email c6 file dinh kém la, qua kiém tra, phan tich va so sanh, chiing
to6i nhan thay day chinh 1a mot bién thé ctia GuLoader. Nhiém vu ctia n6 la tai vé NanoCore RAT dé thure thi trén
may nguoi dung. Trong bai viét nay, chung t6i sé khong di vao phan tich chi tiét ma chi tap trung vao cac ki thuat

Anti-VM dugc st dung trong shellcode.
1. Anti-VM

1.1. Két hgp ZwQueryVirtualMemory voi cac hash da tinh toan truéc

Thong thuong, dé phan tich ma doc, nguwdi phan tich sé thye thi ma doc trén mot méi tredng riéng biét nham thu
thap cac thong tin twong tac vai hé thong trong qud trinh thye thi. Tuy nhién, véi cac bién thé méi cia Guloader,
khi thie thi sé nhan duwgc thong bao sau:

Debug loader sé tGi dugc shellcode. Shellcode thuc hién push mot loat cac hash da tinh toan trudc 1én stack:
push 0xB314751D
push 0xA7C53F01
push 0x7F21185B

push 0x3E17ADEG6

Page 1 of 4


https://www.google.com/search?q=%23GuLoader
https://blog.vincss.net/2020/03/re011-unpack-crypter-cua-malware-netwire-bang-x64dbg.html

https://blog.vincss.net/vi/re014-guloader-antivm-techniques/

push 0xF21FD920
push 0x27AA3188

push O0xDFCB8F12
push 0x2D9CC76C

Tién hanh resolve ham API ZwQueryVirtualMemory tng vGi hash da tinh toan trude 1a 0x8802EDAC.

Hinh 2. Ldy dia chi ham API ZwQueryVirtualMemory

Tiép theo st dung vong lap dé quét toan bo ving nhg tir 0x00010000 t5i 0x7FFFF000, goi

ham ZwQueryVirtualMemory kiém tra access protection cia cac vung nhé nay. Néu vung nhé théda man diéu
kién, sé quét viing nhd do, gap chubi sé goi ham tinh toan hash cho chudi d6 va so sanh véi cac hash da thiét 1ap
trén Stack. Khi trung hash, loader 1ay dia chi base cia msvbvm60.dll dé tim ham MessageBoxA, gidi ma chudi
“This program cannot be run under virtual environment or debugging software !” va hién thi thong bao nhw Hinh
1.

Hinh 3. Tinh todn hash cua cdc chuéi trén viing nhé

Ham tinh toan hash ma loader st dung chinh la thuat toan djb2:
Hinh 4. Ham tinh todn hash
V&i may stt dung dé debug loader, ching t6i c6 dugc chubi “vmtoolsdControlWndClass” trung v4i mot hash da

dugc loader tinh toan triede la 0xB314751D. Céac hash con lai theo phong doan cua ching t6i c6 thé lién quan dén

VirtualBox hodc méi treong sandbox khac.

Hinh 5. Phdt hién méi truong do héa st dung VMware

1.2. Kiém tra sy ton tai cia QEMU Guest Agent

Bén canh ki thudt néi trén, loader ciing thyc hién kiém tra xem moi treong phan tich c6 st dung Qemu guest

agent (qga) hay khong thong qua ham CreateFileA.

Hinh 6. Ldy dia chi ham API CreateFileA

St dung ham nay dé kiém tra sy ton tai cia “C:ProgramDatagemu-gaqga.state” trén may:
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Hinh 7. Goi ham CreateFileA dé kiém tra sy ton tgi cua file

Neéu ton tai file trén hé thong sé hién thi thong bao nhw Hinh 1:

Hinh 8. Hién thj théng bdo néu cé qga.state

1.3. Sit dung CPUID

Bén canh hai ki thuat trén, loader con st dung thém Iénh CPUID dé kiém tra xem chwong trinh cé dang thue thi
trong moi truong ao héa hay khong?

Hinh 9. St dung CPUID dé kiém tra

Lénh CPUID dugc thyc thi véi gié tri cia EAX = 1. Bit thit 31 cia ECX néu trén may vat 1y sé bang 0. Trén may

o, no sé bang 1.

2. Bonus

Loader nay st dung ki thudt code injection phitc tap nham lam kh6 nguwai phén tich.

o Tao mot tién trinh con la RegAsm.exe & trang thai suspended.

e Map msvbvm60.dll vao trién trinh vira tao.

e Thuyec hién inject shellcode vao RegAsm.exe.

o Thiét lap context cta tién trinh nham chuyén hwdng thuc thi t6i doan code da inject va goi
ham ZwResumeThread dé thuc thi.

Shellcode thyc thi bén trong tién trinh RegAsm.exe sé thuc hién tai vé, gidi ma va thyc thi payload. Payload méi

dugc lwu trén Google Drive:

Hinh 10. Loader thuc hién tdi payload tir Google Drive

Giai md payload va map vao memory dé thuyc thi. Payload c¢6 kich thudc 0x32A00:

Hinh 11. Payload sau khi tdi vé dugc gidi md trén memory

Payload thu dwgc chinh la NanoCore RAT:

Hinh 12. Payload thu dugc la NanoCore RAT
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