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Kerberoasting, a term coined by Tim Medin, is a privilege escalation technique which proves to be very effective
in extracting service account credentials in a domain environment. A service account is standard user account that

has been configured with the specific task of running a service or scheduled task.

Many organizations are using service accounts with weak passwords that never expired, and usually these
accounts enjoy excessive privileges (local administrator or domain administrator). And last but not least, actions

taken by service accounts are not sufficiently audited in most environments.

Kerberoasting technique

The Kerberoasting strategy in this example is as follows:

Attacker query Requesting a
for user Kerberos service Exporting the

Cracking the

: Clear-text
service

password of the
service accouts

accounts with tickets for the Kerberos tickets
Service Principal target service to files
Names (SPN) accounts

account’s NTLM
hash

If you’re new to Kerberoasting and want to learn more, I recommend any of the following resources:

* https://adsecurity.org/?p=3458

e https://www.harmjOy.net/blog/powershell/kerberoasting-without-mimikatz/
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Kerberoasting detection

Now, how to detect Kerberoasting activity in your network? We can enable “Audit Kerberos Service Ticket

Operations” in advanced audit policy and the Domain Controllers will start to log TGS requests.

But it is not enough, detection of Kerberoasting can be challenging because requesting service tickets happens
regularly as users are accessing resources in the domain. Sean Metcalf did some research and discovered that

Kerberoasting activity has some unique indicators we can leverage:

+ Excessive requests to different resources with small time difference (second or two)

¢ Kerberos TGS service tickets are requested with RC4 encryption (Type 0x17)

A Kerberos service ticket was requested.

Account Information:
Account Name: NuckC@TOPSECRET.COM
Account Domain: TOPSECRET.COM
Logon GUID: {2621§028-4666-117d-828a-5832200c4929)

Service Information:
Service Mame: RonHD
Service |D: TOPSECRETWRenHD

Metwork Information:
Client Address: = 10.0.0.7
Client Port: 33733

Additienal Information:
Ticket Options: e 0210000

Ticket Encryption Type: D17 ‘E
[#]

Failure Code: e
Transited Services: -

This event is generated every time access is requested to a resource such as a computer ora
Windows service. The service name indicates the resource to which access was requested.

This event can be correlated with Windows logon events by comparing the Logon GUID fields in
each event. The logen event occurs on the machine that was accessed, which is often a different
machine than the domain controller which issued the service ticket.

Ticket options, encryption types, and failure codes are defined in RFC 4120

Log Mame: Security

Source: Microsoft Windows secunty Logged: 2872018 1:41:26 PM

Event ID: 4769 Task Categony: Kerberos Service Ticket Operation
Lewet: Information Keywords: Audit Success

User: MN/A Computer: DC1 topsecret.com

OpCode: Info

More Information:  Event Log Online Help
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By collecting and analyzing security events in Azure Security Center, you can detect attacks like the one above. To

enable these detections, you must have:

1. Azure subscription and Azure Security center enabled for the domain controllers
2. Enable collection of security event data in your Log Analytics workspace

3. Define custom alerts in Security Center

Azure Security Center provides advanced threat protection across hybrid cloud workloads. Among other features

such as security assessments and threat intelligence customers can use data collection, search, and analysis (from

both cloud and on-premise resources).

Define a detection logic

Log Analytics is the log search feature which allows you to combine and correlate any machine data that was

collected from multiple sources within your environment.
 First step: Execute the following query in Log Analytics:

Search “Security” | Where EventID==4769

% Show legacy language converter

search “security”

| where EventlD == 4769

£E Advanced Analytics

« Now, we want to create alerts based on specific criteria in the 4769 events rather than alerting on all events
that are collected. This can be achieved by creating custom fields and then defining alert rules based on

querying these fields.

: OpsManager
Show references to *<EventData xmins="hitp:/fschemas microsoft.com,/win/2004/08/events/event”> <Data Name="TargetUserName™ > WINFPC$&TOPSECRET.COM</Data> <Data
Mame="TargetDomainName"> TOPSECRET. COM</Data> <Data Name="SeniceMame">WIN7PC$</Data> <Data Name="SenviceSid">5-1-5-21-594589731-2783796961-970915716-
106</Data> <Data Name="TicketOptions">0x40810000</Data> <Data Name="TicketEncryptionType®>0x12 </Data> <Data Name="lpAddress™> -ffff10.0.0.8</Data> <Data
Name="|pPort">49860</Data> <Data Name="5tatus">00 </Data> <Data Name="LogonGuid™>[10F4F70E-17ES-3752 -47TAC-2D905623B4AM) </Data> <Data Name="TransmittedServices™>-
</Data> < EventData>"

Extract fields from "SecurityEvent’ (Preview)

<fData> </EventData>

» Click on one event below and make sure that you’ve selected the fields you want to filter by. Than
highlight the area that you want to use as the example for your data. In my case, I’ve highlighted the value
after “TicketEncryptionType”. When the value is highlighted name the field with a name that would be

easily understood for anyone working with Log Analytics.
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<Ll/ata Mame= | ICKETUPTIONS >UX4Ud luvuu</Uata>

EventData : <Data Name="TicketEncryptionType"> 08 </Data>
<Data Name="IpAddress">:ffi:10.0] Feld value *
<Data Name="IpPort">49860</Dat{ 0x12 A

<Data Name="Status">0x0</Data> Field Title -

<Data Name="LogonGuid" > {10F4F3
<Data Name="TransmittedServices" | icketEncryptionTypel@ly X

</EventData>

Field Type :
:
‘ Text v ‘
O ManagementGroupName : AQI-78874a07-fa99-4331-8abe-a%6
o | _ooe | I
] EventSourceName 1 Microsoft-Windows-Security-Auditing

When ‘Extract’ is clicked it will lead you to samples of the results visible if you saved that extraction. If you see
some results that should not be there you can individually edit them out or simply ignore them. That should help

the extraction algorithm in providing better results. Once you are ok with the results click Save Extraction.

Remember that custom field extraction will be applied only on new events.

Define custom alerts in Azure Security Center

In the example query above only the highly targeted events are returned and it’s very likely that they’re malicious.

Therefore, we should alert on any events that are being collected and match the specific query.

To do so:Open Security Center in the Azure portal, select Customer Alerts, and New Custom Alert Rule, specify

the alert details and use the following query
search "security" | where EventID == 4769 and TicketEncryptionType_CF == "0x17"

(Assuming you mapped TicketEncryptionType to custom field TicketEncryptionType_CF)
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Create custom alert rule

Narme @

SPN Scanning detected

ry of services that leverage Kerberos authentication (Recon)
werity @
Medium

Sources
ption

Microsoft Azure Internal Consumption

defaultworkspace-a46bd76a-cSb1-4115-8b14-F202e754071-weu

Crniteria

search "security”
| where EventlD == 47649 and TicketEncryptionType_CF == "0x17"

Ower the last 5 minutes

We can configure that only 2-3 consecutive events will triger our alert on the time period we selected:
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Evaluation
Evaluation Frequency
Every 5 minutes

Generate alert based on
MNumber of results

Greater than

Threshold

2

Suppress Alerts @
Suppress alerts for (in minutes)
120

I wrote the following script to simulate SPN scanning:
As we can see the alert was triggered shortly after the script was executed

SPN Scanning detected

Various

Z Learn more

/\ General information

DESCRIPTION Discovery of services that leverage Kerberos authentication (Recon)
DETECTION TIME Sunday, February 18, 2018 8:41:31 PM

SEVERITY A  Medium

STATE Active

ATTACKED RESOURCE Various

SUBSCRIPTION

DETECTED BY Alert Rule

=n

ENVIRONMENT =0  Non-Azure

RESOURCE TYPE = Non-Azure Resource

Final Thought

The ability to detect advanced attacks is certainly valuable. However, the easiest way to prevent these attacks is to

simply use secure practices for handling service accounts:
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e Use complex and long passwords for service accounts, and rotate them frequently

 Better option, if feasible, is to use Group Managed Service Accounts - random and complex passwords that

can be automatically rotated by Active Directory

Source: https://blogs.technet.microsoft.com/motiba/2018/02/23/detecting-kerberoasting-activity-using-azure-security-center/
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