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2 Tool: Sojax

Names

Category

Type

Description

Information

Sojax
Malware

Reconnaissance, Backdoor, Info stealer

(PreciseSecurity) VBS.Sojax is a Visual Basic Script Trojan that opens a backdoor on
compromised computer, which will allow a remote attacker to take full control of it. The
Trojan may also monitor system activities and steal sensitive information and other significant
data. Using malicious documents, VBS.Sojax will enter the computer by exploiting several
security breaches in Adobe Flash, Adobe Reader and MS Office.

<https://www.precisesecurity.com/trojan/vbs-sojax/>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool Sojax

Changed

Name Country Observed

APT groups

Lucky Cat 2011

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=6a01e0af-8eed-4690-8e51-a039dc7a3e88
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