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New Meta information stealer distributed in malspam campaign
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A malspam campaign has been found distributing the new META malware, a new info-stealer malware that appears to be

rising in popularity among cybercriminals.

META is one of the novel info-stealers, along with Mars Stealer and BlackGuard, whose operators wish to take advantage of

Raccoon Stealer's exit from the market that left many searching for their next platform.

Bleeping Computer first reported about META last month, when analysts at KELA warned about its dynamic entrance into

the TwoEasy botnet marketplace.
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The tool is sold at $125 for monthly subscribers or $1,000 for unlimited lifetime use and is promoted as an improved version

of RedLine.

New Meta malspam campaign

A new spam campaign seen by security researcher and ISC Handler Brad Duncan is proof that META is actively used in

attacks, being deployed to steal passwords stored in Chrome, Edge, and Firefox, as well as cryptocurrency wallets.

The infection chain in the particular campaign follows the "standard" approach of a macro-laced Excel spreadsheet arriving

in prospective victims' inboxes as email attachments.
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META infection chain on the spotted campaign (isc.sans.edu)

The messages make bogus claims of fund transfers that are not particularly convincing or well-crafted but can still be

effective against a significant percentage of recipients.

= i Transaction act 29-03_6874 processed - Message (HTML) T E — O X
MESSAGE

x ff\)| Eﬂ:l |f_:)| m f Create New ¥ % Mark Unread #
€ & € n
€ = EP- M Categorize~ B-
Delete Reply Reply Forward —| Move ranslate
Al N . [* Follow Up - Iy -
Delete Respond Quick Steps ] Move Tags 1 Editing Zoom ~

Wed 3/30/2022 1.27 PM
[name removed] <info@storemeter.sbs>
Transaction act 29-03_6874 processed

To [recipient's email address]

Message [ transfer_info2460 xls (86 KB)

We have approved your fund transfer for 4958% vou directed to Home Depot. Our managers have already
sent payment to desired bank account.
All information about transfer 240252 you can view in the attached document.

o See more about [name removed). D ~

Email carrying the malicious Excel attachment (isc.sans.edu)

The spreadsheet files feature a DocuSign lure that urges the target to "enable content" required to run the malicious VBS

macro in the background.
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The DocuSign lure that entices users to enable content (isc.sans.edu)

When the malicious script runs, it will download various payloads, including DLLs and executables, from multiple sites,

such as GitHub.

Some of the downloaded files are base64 encoded or have their bytes reversed to bypass detection by security software. For

example, below is one of the samples collected by Duncan that has its bytes reversed in the original download.

4 010 Editor - C\Users\User\Downloads\WIniornez_Dablvtrg.bmp.bin

File Edit Search View Format Scripts Templates

Tools Window Help

E=8 o =)

:ECADh: 00 00 00 08 00 00 20 00 0O 00 0O 0O OO 0O OO OO
:ECBOh: 00 00 00 OO 0O 00 OO0 0O 00 00 00 OO 00 00 OO0 00
:ECCOh: 00 00 OO0 00O 00 OO 0O OO 0O 00 OO 0O OO 0O OO0 OO0

:EDS0h: 20 53 4F 44 20 6E €9 20 6E 75 72 20 65 62 20 74
:EDAOh: 6F €E GE €1 63 20 €D 61 72 67 oF 72 70 20 73 69
:EDBEOh: €8 54 21 CD 4C 01 B8 21 CD 0% B4 00 OE BA 1F OE
:EDCOh: 00 00 00O B0 OO0 00 0O 0O 0O OO OO0 OO 0O 00 00 Q0 @ ...€c.nevennnnnn
:EDDOh: 00 00 00 0O 00 00 OO0 0O 00 00 00 OO 00 00 OO0 00

O~~~ B0 % BEQ OBp»BiAMaf=ma »i@»
Startup « | Winiornez_Dablvtrq.bmp.bin u’|
:EC9%0h: 00 00 00 48 00 00 20 08 00 0O 00 OO 0O OO0 OO 0O ...HoL

:ECDOh: 00 00 00 00 OO0 00 0O 0O 0O 00 OO0 OC 00 OB 40 00 @ ....iennnnnn.. Q.
:ECEOh: 00 00 00 OO0 OO0 00 00 0O 0O 00 OO0 00 00 00 00 00 @ .W.vinennenennnnnn
:ECFOh: 00 00 03 7C 00 OB 20 00 00 00 00 4B 00 0B 04 90 S L (P
:EDOOh: 00 00 00 00 OO0 00 00 0O 0O 00 OO OF 00 00 00 00 | ..venennenennanan
:ED10h: 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 @ . .vinmeinnnnnnnnn
:ED20h: 85 40 00 03 00 00 00 00 00 00 02 00 00 OB &0 00 .@............ :
:ED30h: 00 00 00 0O 0O 00 OO0 04 00 00 0O 00 00 00 00 04 ... eenniniooonn..
:ED40h: 00 00 02 00 00 00 20 00 0O 40 00 00 00 OB 20 00 ...... N
:ED50h: 00 00 20 00 00 OB 04 DE 00 00 0O 0O 0O 00 06 OO R -
:ED60h: 00 OA E6 00 00 O6 01 OB 21 OE 00 EO 00 00 00 00  ..=..... LI DR
:ED70h: 00 00 00 00 &2 3C BE 11 00 03 01 4cC 00 00 45 50 be<¥. .. .L..EP
:ED80Oh: 00 00 00 00 00 00 00 24 OR 0D OD 2E €5 €4 6F 6D ....... 5....edom

S0D ni nur eb t
onnac margorp si
hr!in. 1f.7..°..

el el e

:EDEOh: 00 00 00 OO 00 00 OO 40 00 0O 0O OO 0O 00 OO BB ....... @....... - U
:EDFOh: 00 00 FF FF 00 00 00 04 00 00 00 03 00 S0 54 4D 175 M .
~REANh -

Opened file 'C\Users\User\Downloac Pos: 0 [0h] Val: 0 Oh 00000000b Size: 716288 ANSI LIT W OVR .

DLL saved in reverse byte order (isc.sans.edu)
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Eventually, the final payload is assembled on the machine under the name "qwveqwveqw.exe," which is likely random, and

a new registry key is added for persistence.

B Registry Editor — O X
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
> TokenBroker A || Name Type Data
> Windows ab)(Defa.. REG_SZ (value not set)
Winlogon $4|Build.. REG_DWORD 0x00004a64 (19044)
Windows Script #op REG_BINARY d2 00 8 00 06 00 00 00 10 00 00 00 23 e8 6b 57 67 55 4b 00 00 ...
Windows Script He ab)Exclud... REG_SZ AppData\Local:AppData\LocalLow;$Recycle.Bin:OneDrive;Work Fol...
Windows Search %JFirstl.. REG DWORD 0x00000000 (0)
Windows Security || ablparse. REG_SZ 1
Wisp _ #4PUUA.. REG_BINARY 23 e86b 57 01000000 100014 0081350000 ed 350000 ed ...
X'_J_OXLWQ v 3§]Shell REG SZ explorer.exe,"C:\Users\ \AppData\Roaming\qwvegqwveqw.exe", r
< >
v < | Roaming - O X
Home Share View v 0
i v AppData » Roaming v O £ Search Roaming
Name Date modified Type Size ~
File folder
File folder
File folder
@ qwvegwveqw.exe 3/24/2022 9:59 PM Application 358,400 KB

- -
items =S

New registry key and the malicious executable (isc.sans.edu)

A clear and persistent sign of the infection is the EXE file generating traffic to a command and control server at

193.106.191[.]162, even after the system reboots, restarting the infection process on the compromised machine.

|I|{http.request or tls.handshake.type eq 1) and (ssdp) 'I it

Time Host Info =
2022-04-05 23:24:21 github.com Client Hello
2022-04-05 23:24:21 raw.githubusercontent.. Client Hello
2022-04-05 23:25:19 transfer.sh GET /get/qT523D/Wlniornez_Dablvtrq.bmp
2022-04-05 23:25:19 transfer.sh Client Hello
2022-04-05 23:25:37 193.106.191.162:1775 GET /avast_update HTTP/1.1
2022-04-05 23:25:39 193.106.191.162:1775 GET /api/client/new HTTP/1.1
2022-04-05 23:25:40 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:27:40 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:29:41 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:31:41 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:33:43 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:35:44 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:37:45 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:39:46 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:41:48 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:43:49 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:45:50 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:47:51 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:49:52 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:51:52 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java
2022-04-05 23:53:53 193.106.191.162:1775 POST /tasks/get_worker HTTP/1.1 , Java

- 2022-04-05 23:55:53 193.106.191.162:1775 POST /tasks/cet worker HTTP/1.1 . Jav.a %

Malicious traffic captured in Wireshark (isc.sans.edu)

One thing to note is that META modifies Windows Defender via PowerShell to exclude .exe files from scanning, to protect

its files from detection.

If you'd like to dive deeper into the malicious traffic details for detection purposes or curiosity, Duncan has published the
PCAP of the infection traffic here.
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The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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