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&2 Tool: Catchamas

Names

Category

Type

Description

Information

MITRE ATT&CK

Malpedia

Catchamas
Malware
Backdoor, Keylogger, Info stealer

(Symantec) Catchamas is a custom Trojan designed to steal information from an

infected computer and contains additional features designed to avoid detection.

Infostealer.Catchamas: Based on Rikamanu, this malware contains additional features
designed to avoid detection. It also includes a number of new capabilities, such as the
ability to capture information from newer applications (such as new or updated web

browsers) that have emerged since the original Trojan.Rikamanu malware was created.

<https://symantec-blogs.broadcom.com/blogs/threat-intelligence/thrip-hits-satellite-

telecoms-defense-targets>

<https://attack.mitre.org/software/S0261/>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.catchamas>

Last change to this tool card: 23 April 2020

Download this tool card in JSON format

All groups using tool Catchamas

Changed Name Country Observed
APT groups
*
Lotus Blossom, Spring Dragon, Thrip 2012-Aug 2024

1 group listed (1 APT, 0 other, 0 unknown)
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