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 Tool: ScanPOS

Names ScanPOS

Category Malware

Type POS malware, Credential stealer

Description

(securitykitten) ScanPOS, while not extraordinarily impressive or unique, is a new family. It
performs the same basic tasks that all other POS malware performs, yet sneaks by almost

every developed detection technique. ScanPOS does little in terms of evading detection, which
can help it blend in a production environment. When code is heavily packed, it will often get

picked up by generic heuristics.

Information
<https://securitykitten.github.io/2016/11/15/scanpos.html>
<https://www.proofpoint.com/us/threat-insight/post/kronos-banking-trojan-used-to-deliver-

new-point-of-sale-malware>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.scanpos>

Last change to this tool card: 22 May 2020

Download this tool card in JSON format

All groups using tool ScanPOS

Changed Name Country Observed

Unknown groups

  _[ Interesting malware not linked to an actor yet ]_  

1 group listed (0 APT, 0 other, 1 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=e293e421-1b6d-4dff-ae63-dcaf6c37127f
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