https://www.group-ib.com /blog/the-cybercriminal-with-four-faces-revealing-group-ib-s-investigation-into-altdos-desorden-ghostr-and-Omid16b/

Jessica Tedja Vesta Matveeva

Cyber Investigation Specialist, APAC Head of High-Tech Crime

Investigation Department, APAC

The Cybercriminal with Four

Faces: Revealing Group-IB's

Investigation into ALTDOS,

DESORDEN, GHOSTR and
OmidloB

March 20, 2025 - min to read - Cyber Investigations

Page 1 of 30



https://www.group-ib.com/author/jessica-tedja/
https://www.group-ib.com/author/vesta-matveeva/
https://www.group-ib.com/blog/
https://www.group-ib.com/
https://www.group-ib.com/
javascript:;
javascript:;

https://www.group-ib.com /blog/the-cybercriminal-with-four-faces-revealing-group-ib-s-investigation-into-altdos-desorden-ghostr-and-Omid16b/

Cyber Investigation Data Leak Extortion Threat Intelligence
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Investigations Threat Intelligence

arrest

Act 1. The emergence of ALTDOS

article
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Act 2: Reinventing as DESORDEN
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Act 3: Third time’s the charm as GHOSTR
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Act 4: Masquerading as Omid16B

Page 17 of 30




https://www.group-ib.com /blog/the-cybercriminal-with-four-faces-revealing-group-ib-s-investigation-into-altdos-desorden-ghostr-and-Omid16b/

Page 18 of 30




https://www.group-ib.com /blog/the-cybercriminal-with-four-faces-revealing-group-ib-s-investigation-into-altdos-desorden-ghostr-and-Omid16b/

Page 19 of 30




https://www.group-ib.com /blog/the-cybercriminal-with-four-faces-revealing-group-ib-s-investigation-into-altdos-desorden-ghostr-and-Omid16b/

Page 20 of 30




https://www.group-ib.com /blog/the-cybercriminal-with-four-faces-revealing-group-ib-s-investigation-into-altdos-desorden-ghostr-and-Omid16b/

Page 21 of 30




https://www.group-ib.com /blog/the-cybercriminal-with-four-faces-revealing-group-ib-s-investigation-into-altdos-desorden-ghostr-and-Omid16b/

Page 22 of 30




https://www.group-ib.com /blog/the-cybercriminal-with-four-faces-revealing-group-ib-s-investigation-into-altdos-desorden-ghostr-and-Omid16b/

Page 23 of 30




https://www.group-ib.com /blog/the-cybercriminal-with-four-faces-revealing-group-ib-s-investigation-into-altdos-desorden-ghostr-and-Omid16b/

The Final Act: The Downfall
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26 February

Royal Thai Police also revealed that the cybercriminal confessed
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MITRE ATT&CK

Recommendations

Implement a patch management policy to ensure firmware and software are regularly updated
with the latest security patches to protect against known vulnerabilities.

Implement network segregation and enforce strict firewall rules to limit lateral movement within
the network.

Disable unnecessary RDP access, and restrict it to trusted IP addresses only.

Regularly monitor and audit accounts; remove or disable dormant accounts to prevent
unauthorized access.

Implement multi-factor authentication (MFA) for VPN and other remote access services to add
an additional layer of security.

Implement application control on hosts to prevent installation and execution of unauthorised
programs.

Implement Endpoint Detection and Response (EDR) solution to detect and respond to
suspicious activities such as deployment of backdoors or indicators of compromise (I0Cs)
associated with popular penetration testing frameworks.

Engage in MTH (Managed Threat Hunting) service, to proactively hunt for unknown threats and
sophisticated attacks.
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Encrypt sensitive data both at rest and in transit to make it useless even if exfiltrated by an
attacker.

Subscribe to an incident response retainer service to ensure access to a team of cybersecurity
professionals who can effectively respond to any incidents that may occur within the

infrastructure.

Investigation team
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Found it interesting? Don't hesitate to share it to wow your friends or colleagues
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