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&2 Tool: VARGEIT
Names VARGEIT
Category Malware
Type Backdoor

Description

Information

(Trend Micro) It has mainly utilized VARGEIT as its primary backdoor and control tool, along
with COBEACON. VARGEIT is used as a first, second, and/or later-stage backdoor, while
COBEACON is employed as a first-stage backdoor.

<https://www.trendmicro.com/en_us/research/25/c/the-espionage-toolkit-of-earth-alux.html>

Last change to this tool card: 21 April 2025

Download this tool card in JSON format

All groups using tool VARGEIT

Changed

Name Country Observed

APT groups

Earth Alux 2023

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=9074d962-f1fc-4bc0-8ddb-30d907b173d2
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