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By Lena aka LambdaMamba

Published: 2023-10-05 - Archived: 2026-04-05 23:18:03 UTC

|

L

Lena aka LambdaMamba

I am a Chief Research Officer at a cybersecurity company. My passions include investigations, experimentations,
gaming, writing, and drawing. I also like playing around with hardware, operating systems, and FPGAs. I enjoy
assembling things as well as disassembling things! In my spare time, I do CTFs, threat hunting, and write about

them. I am fascinated by snakes, which includes the Snake Malware!
Check out:

e My website

e My LinkedIn profile

Emails are a common communication method but also a major vector for cyber threats. They can deliver
everything from scams and data theft to malware. Unfortunately, one bad email can lead to financial loss,

reputational damage, and even escalate into broader system compromise.

To bolster email security, it’s essential to understand the types of attacks you’re up against. This blog post dives

into a real-world example featuring a Snake Keylogger attachment.

Let’s dive right into it!

Overview of the Snake Keylogger

The Snake Keylogger is an infostealer malware written in the .NET programming language. It was discovered in

November 2020 and is also known as the 404 Keylogger, 404KeyLogger, and Snake.

The Snake Keylogger steals various information from the victim, such as saved credentials, clipboard data,

keystrokes, and screenshots of the victim’s screen.

This malware also checks and collects the system information, which includes the system’s hostname, username,

IP address, geolocation, date and time, and more. It then exfiltrates the collected information through protocols
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such as FTP, SMTP, and Telegram.

More information on the Snake Keylogger and its trends can be found in ANY.RUN’s Malware Trends.

Sample Collection and Preparation for Analysis

Let’s first look at the sample collection method and environment setup.

In ANY.RUN’s Public Submissions, the following filters were applied,

e OBIJECT > “Email Files”
¢ VERDICT > “Malicious”

“32b4£238-3516-b261-c3ae-0c570d22ee18.eml” was selected for analysis. This file had the following attributes:

e SHAT1 hash of “1D17DD1688A903CBE423D8DES8F8A7AB7ECE1EAS”
¢ MIME type of “message/rfc822”
¢ RFC 822 mail, UTF-8 Unicode text, with very long lines, with CRLF line terminators

Y FILTER
Public submissions [ 0BJECT

Q. Type hash or tag to search Q Hash

~ 20Uy - - .
[©) 9CB67BBASSB7IAGES Runtype

©) EBCD78504804287193 Email fles
© 741011C6815E056E81
[©) A378813D76E7B2BESE Country

Windows 7 Professional 32bit
Mg 26 July 2023, 00:40

fessional 32bit
0:30

4 VERDICT

Malicious
©) 68DBC17D3EA159108
(D) 1D17DD1688A983CBES
D) D13ATEAAFR7C924159

Windows 7 Professional 32bit # Tag
26 July 2023, 0027

£ CONTEXT
Q File hash

A © sssorreomoeseasesc % 0OMaIn
SEE = ©) 20295813AD24284836
© soBecrEEa82870FED

My Windows 7 Professional 32bit
26 July 2023, 0021 Q IP sddress

Q MITRE ATT&CK™ technique ID

Windows 7 Professional 32bit

I 26 3 Q Suricata SID

d-6208c47693bf ) EF666D1ESDERFROFDE DATE
age ) ED4D7C335CRBA2GCFA
: T 69859828 1CBDA4BFE] From

Windows 7 Professional 32bit
o 2023, 23:44

Malicious activity attachment - 2023-07-25T152539.715.em| =
RFG 822 mail, ASCII text, with very long lines, with CRL ato

ional 32bit -

Maliclous activity Gelal Muratt.msg ) B6BEC151152181E879

. 5B . : ©) BICIZDAZEBBAERRAET
E

¥ 3] B ABACBIE7DABA1EEI7C
. ]

iy Windows 7 Professional 32bit

Search
By 25July2023,23:22

fessional 32bit Malicious activity

31

L £ £ < ¢ < < < < < <

Malicious activity RV Citacién a diligencia de proceso Nro. 2023-1035.msg ) F3885368180D3SE4EE
o age

N
% ¢
SAREE O o8 | keylogger C) CEBDOBBOGLFEBSASC

@y Windows 7 Professional 32hit
2 s July 2023, 23:16

The Filters used to find Malicious Email Files in ANY.RUN’s Public submissions

The sample can be downloaded with “Download”, and submitted for analysis in ANY.RUN sandbox using

“Submit to Analyze” button:

Static discovering VirusTotal

? 32b4f238-3516-b261-c3ae-0c570d22ee18.eml| Submit to analyse Download

Unknown
Mime: Entropy:

32b4f238-3516-b261-c3ae-0c570d22¢e18.eml

Main HEX Preview

The overview of “32b4f238-3516-b261-c3ae-0c570d22eel8.eml” in Static Discovering

A new ANY.RUN task was created for this sample with the following setup:
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Create a new taSk ® Pro mode New VM video streaming CX)
URL or file upload Operating system

32b4238-3516-b261-c3ae-0c570d22ee18. ==

Windows 11

Start object from Bitness 32 64 Auto confirm UAC ® On

Desktop Pre-installed soft set Locale (OS Language)

Change extension to valid ® On Complete United States (en-US)
Command line
Type or choose a preset Applications

Internet Explorer 11.1.22000.0

660  CCleaner 574
Duration, sec —=0

; : 1-de.  16.0.16626.20134
10 5 0 495 660 )

Microsoft Office Home and Business 202
2021

Microsoft Office Home and Business 20

Network ® Connected Microsoft Office Hogar y Empresas - es-es
Microsoft Office Famille et Petite Entreprise 20...
1 - it-it

1-ja-... 16.0.16626.2

Microsoft Office Home and Business 202
Route internet traffic through (optional): Microsoft Office Home and Business 202

Microsoft Office Home 2 Business 2021 - ko-kr 66
Fa 5 Microsoft Office Home and Business 2021 - pt... 16.0.16626.20134
Privacy Who has a link Additional settings

2 weeks ChatGPT Access

Preset configuration

© Run a private task
Default

Creation of a New Task, and the setup used for the analysis

The ANY.RUN task for this file can be found here.

Analyzing the Email

Goal of this step: In this section, we’ll explore the email body, header, and social engineering tactics.

Opening “32b4{238-3516-b261-c3ae-0c570d22ee18.eml” on Windows 11’s Microsoft Outlook showed the email

contents:
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= [Correo Externol] pago - Message (HTML) P Search [ i ) X
File ~ Message  Help
] Delete ~ 7 archive [ Move Reply Reply A > Forward | T steNew v | §7 MarkUnread B8 f. L rind | 58~ | Q Zoom
5 v
[Correo Externo] pago
~ ] <] €5 Reply &) Reply All > Forward
Carla Hoyos <carla.hoyos G ombo > 5 p P 3
To undisclosed-recipients: Tue 7/25/2023 2:56 PN
“ pago 4094.r00
ol " v
timado o —
djunta una copia del pago segun las instry Jient
Saludos cordiales
Atte,
Gabriela Justiniano Rojas
Liquidacién
;H Vi
1] = 3 g A39PM
am Q - '; B e [‘ ol = 8/4/2023

Opening the email file on Windows 11°s Microsoft Outlook

The email body shows the sender attempting to convince the recipient to download and open the email attachment
by referencing the “client”. The email signature makes references to a Customs Clearing Agency in Bolivia and
uses the BMW Group’s Logo, suggesting that the sender was attempting to exploit familiarity. Familiarity

Exploitation is a social engineering tactic where one pretends to be an entity that is familiar to the target.

The email headers can reveal key information and are useful when analyzing the legitimacy of the email. It is

crucial to analyze the SPF and DKIM information when attempting to determine an email’s legitimacy.

e SPF (Sender Policy Framework) is a DNS record that is used to verify the legitimacy of email senders. The

email recipient’s server checks the SPF record of the sender’s domain to verify they are an approved

sender.

e DKIM (DomainKeys Identified Mail) is an email authentication method used to verify the authenticity and
integrity of the email. A digital signature is added to the email’s header, which is generated by the sender’s
server with a private key. This is verified by the recipient’s server with a public key published in the

sender’s DNS records.

The email header reveals that the SPF failed, where the sender IP was IP 45[.]227.X.34. The header mentions
“[GREEN].com[.]bo does not designate IP 45[.]227.X.34 as permitted sender”. Also, there was no DKIM and
DMARGC, and the message was not signed:
Authentication-Results: spf=fail (sender IP is 45.227. .134)
smtp.mailfrom= .com.bo; dkim=none (message not signed)

header.d=none;dmarc=none action=none
header. from= .com.bo;compauth=fail reason=001

Received-SPF: Fail (protection.outlook.com: domain of .com.bo does
not designate 45.227. .134 as permitted sender)
receiver=protection.outlook.com; client-ip=45.227.

helo= .controlvps.com;

A section of the sample email’s header shows the SPF, DKIM, and DMARC information
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The IP address 45[.]227.X.34 is associated with these domains (hidden with purple and blue markers for

confidentiality reasons). According to VirusTotal, it appears to be a security company in Argentina:

S

DETECTION DETAILS  RELATIONS  COMMUNITY

Looking up the IP address 45[.]227.X.34 on VirusTotal

The email header shows the authenticated sender, which was “cobranzas@[PURPLE].com.ar”.

Received: from .controlvps.com (45.227. .134) by
DM3NAMO2FTO35.mail.protection.outlook.com (10.13. .78) with Microsoft SMTP
Server (version=TLS1_2, cipher=TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384) -id
15.20.6631.29 via Frontend Transport; Tue, 25 Jul 2023 14:58:08 +0000
Received: from webmail. com.ar (localhost [127.0.0.1])
(Authenticated sender: cobranzas@ .com.ar)
by .controlvps.com (Postfix) with ESMTPA id D387963E7F;
Tue, 25 Jul 2023 11:55:35 -0300 (-03)

DKIM-Filter: OpenDKIM Filter v2.11.0 .controlvps.com D387963E7F

A section of the sample email’s header shows the authenticated sender

The email header also revealed the User-Agent, which was “Roundcube Webmail/1.4.2”. Roundcube Webmadil is a

free and open-source webmail software.

MIME-Version: 1.0

Content-Type: multipart/mixed;
boundary="=_8e7887a890970688fef58d950324214b"

Date: Tue, 25 Jul 2023 15:55:35 +0100

From: Carla Hoyos <carla.hoyos@ .com.bo>

To: undisclosed-recipients:;

Subject: [Correo Externo] pago

User-Agent: Roundcube Webmail/l1l.4.2
Message-ID: <285e785b838658691be29f4lafcadl4’@
X-Sender: carla.hoyos@ .com.bo
Return-Path: carla.hoyos@ .com.bo

A section of the sample email’s header shows Date, Time, From, To, Subject, User-Agent, etc.

What did we learn from the header?

It indicates that this email was most likely not legitimate. The contents of the email and the sender’s email address

suggest that it was attempting to impersonate a company in Bolivia that provides brokering and insurance
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services. Additionally, it utilized social engineering tactics to convince the recipient to download and open the
attachment.

Analyzing the Behaviour of the Attachment

Goal of this step: In this section, we’ll explore the behavioral analysis of the email’s attachment on Windows 11

and examine the involved files.

A file called “pago 4094.r09” is attached to this email, with the following attributes:

e SHAT1 hash of “CF13DF73EFF74B9CEB6D837C1D7CC9D01FE918DB”
e MIME type of “application/x-rar”
¢ RAR archive data, v5

Static discovering Lok up on VirusTotal

? pago 4094.r09 ) Submit to analyse ¥ Download
pago 4094.r09
Dropped

HEX

A448BDA0002ECD968B6AE9526617C974
SHA1 CF13DF73EFF74B9CEB6D837C1D7CCID0TFE918DB
SHA256 AD24B345EAC9876A65FB6BOD2EDAODA669C3B23AAA969DBICE13F8A63COASF1
SSDEEP 12288:FIVvIQallT28m/A4CAa0nuRG4XYBS5pYGCP5G:FISnalyGzBuk4IB5pY7G

61.5% RAR compressed archive (v5.0)
38.4% RAR compressed archive (gen)

The information for pago 4094.r09 in Static discovering

Downloading and opening “pago 4094.r09” in WinRAR shows the existence of an Application called “pago
4094.exe”:

3 o 20

: L A
- A,“ £ pago 2004000

File Commands Tools Favorites Options Help

BRodie \® 086 8=

Add Extral 3 To Test View Delete Find Wizard Info uns’S(an Comment  Protect SFX

il 2

e T B8 pago 4094.109 - RAR archive, unpacked size 541,184 bytes

Name Size Packed Type Modified CRC32

[®]pago 40M.exe 541,184 490,975 Application 7425/2023 2:08... 433751A2

¥
K

Total 1file, 541,184 bytes

== ~ Q a @ ~ ) 439 PM

8/4/2023

Opening “pago 4094.1r09” in WinRAR
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Extracting “pago 4094.exe” onto the Desktop reveals that it uses the Yahoo! Buzz Icon. Yahoo! Buzz is a

community-based news article website.

I CR R

Executable file was droppec
Process: "C:\Program Files\WinRAR\WInRAR. exe
File: "C:\Users\admin\Desktop\pago 4094. exe"

-~

a
=Y =
~

mOo-f2ae AFD s

The Yahoo! Buzz icon

The properties tell us that the original filename was “mKkHQ.exe”, and had the copyright “QBuzz 2011”:

-~
o fo @ =
»
g E q Y pago 4094,exe Properties X
)‘l _— o

General Compatibilty Securty Detals  Previous Versions

e

Property Value

Description

- File desciiption  Airplane Traveling
—l Type Application

File version  1.00.0
Product name  Airplane Traveling
Product version 1.0.0.0

Sice 528 KB

Date modfied  7/25/2023 208 PM
Language Language Neutral
Original flename mKkHO, exe

&
e

@
| 2
| 3

(L)
1

-
15

Houo®@e ~gw g

The Properties for “pago 4094.exe”
This executable “pago 4094.exe” has the following attributes:

e SHAI1 hash of “A663C9ECF8F488D6E07B892165AE0A3712BOES1F”
e MIME type of “application/x-dosexec”
e PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
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VirusTotal

Static discovering

? pago 4094.exe

Dropped
Mime: applic

Main  HEX

) Submit to analyse
pago 4094.exe 541.18 kb)

PI

MD5 1AOFACC0513F1B56FEF01C815410C6EA

SHA1 A663C9ECF8F488D6E07B892165AE0A3712BOE9TF

SHA256 D483D48C15F797C92C89D2EAFCCIFC7CBEOCO2CABE1D9130BB9069E8C897CI4C
SSDEEP 12288:PXPZDbCo/k+n70P4uR87fD0iBTJj1ijFDTWA:hOz+Pz6/PF1ihDTWA

82.9% Generic CIL Executable (.NET, Mono, etc.)
7.4% Win32 Dynamic Link Library (generic)
5.1% Win32 Executable (generic)

2.2% Generic Win/DOS Executable

2.2% DOS Executable Generic

EXIF (EXE)

EXE

MachineType Intel 386 or later, and compatibles

TimeStamp 2023:07:25 16:08:07+02:00
ImageFileCharacteristics Executable, 32-bit
PEType PE32
LinkerVersion 48

CodeSize 534016

InitializedDataSize 6656

Static Discovering shows the details of the executable “pago 4094.exe”.

Saving credentials in browsers

* Download

Before executing “pago 4094.exe”, various fake credentials were purposefully saved onto Browsers like Chrome

and Microsoft Edge. This was done to observe the malware’s credential-stealing behavior.

£ Settings - Password Manager x + 7

< &

&  Google Chrome isn't your default browser [EEETREEN

@ Settings

& Chrome | chrome:/fsettings/password =

Search settings

& YouandGoogle & Password Manager @  Q sesrchpas
B Autofill
Create, save, and manage your passwords so you can easily sign in to sites and apps
@  Privacy and security
@ Appearance Offer to save passwords ()
Q  search engine Auto Sign-in
Automatically sign in to sites and apps using s nti med off, you'll be asked for @
B  Default browser confirmation every time b signing in to
] . 5
© On startup Check passwords
»
our passwords safe from data breaches and other security issue
@ Languages
$  Downloads Saved Passwords Add
T Accessibility Usermame Password
System
A systen @  facebook com random__person123 pass123 ©
) Resetsettings .

- 2@ e0@

Saving fake Facebook credentials on Chrome, under “chrome://settings/passwords”
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[ €83 Settings x

=

C

@ Edge

Settings

Q ses

]

OO0 0 x@KeHdBZEE I

rch settings

Profiles

Privacy, search, and services
Appearance

Sidebar

Start. home, and new tabs
Share, copy and paste
Cookies and site permissions
Default browser

Downloads

Family safety

Languages

Printers

System and performance
Reset settings

Phone and other devices

.

edge://settings/pas
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words

= a X
s 1= 3 L)
Password saved X
< Profiles / Passwords
Offer to save passwords [ o]
Allow Microsoft Edge to save your passwords and help keep them secure
Automatically save passwords ()
Autofill passwords Q
Allow Microsoft Edge to auto
More settings
1 saved passwords
g 1p_ Q Search password Add password
0 reused, 1 weak
Username Password Health N @
raaandoom_peeeeersoen  randoml23 N == I%
0 never saved passwords
ites where you choose to ne ¢ passwords will appear here
T - 441PM
[ 1] D - Q ﬁ [ 3 ~ o 8/4/2023

Saving fake Instagram credentials on Microsoft Edge, under “edge://settings/passwords”

Once the fake credentials were saved onto the Browsers, “pago 4094.exe” was executed by double-clicking “pago

4094.exe” on the Desktop.

Getting into the execution flow

Around 30 seconds after executing “pago 4094.exe”, the executable file disappears from the Desktop. A child

process “C:\Users\admin\Desktop\pago 4094.exe” is created, and an executable file

“C:\Users\admin\AppData\Local\Temp\tmpG484.tmp” is dropped. The dropping of the .tmp file is done to secure

persistence on the victim machine.

e = =

JOR I N -

Child process wa
Image: "C:\Users\admin\Desktop\pago 4094.exe"
Parent "C:\Users\admin\Desktop\pago 4094.exe"

created

Executable file was dropped
E; Process: "C:\Users\admin\Desktop\pago 4094.exe"
File: "C:\Users\admin\AppData\Local\Temp\tmpG484.tmp"

443 PM
A LD o0

The executable disappears from the Desktop, and “tmpG484.tmp” is dropped in
“C:\Users\admin\AppData\Local\Temp\”
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Now, the Snake Keylogger is running silently in the background. From the Windows User’s perspective, nothing

alarming happens.

Analyzing the Processes

Goal of this section: We’ll explore the analysis of processes associated with the Snake Keylogger.

Process 1112 and its child process 3868, are key processes involved in the malicious activities:

(;& pago 4094.exe PE

@pago4094.exe PE CFG DMP

— ¥
€ B S B snake

The “pago 4094.exe” processes
Detailed look at the process 1112

Process 1112 was detected as 100/100 Malicious under the Threat Verdict. It can be observed querying registries,

performing system information discoveries, checking LSA protection, dropping another application, etc. This

process ran for a total of 48.9 seconds.

[1 11 2] pago 4094.exe C:\Users\admin\Desktop\pago 4094.exe + Download
Threat Verdict Timeline of the process

Malicious

100

OUT OF 100
View  Group

Danger 1

Application was dropped or rewritten from another process
Process information

Username adi Warning 2

Application launched itself

T1012 Query Registry (1)

Reads the Internet Settings
File information

on Airplane Travelling [ Other 5

1.00.0 Creates files or folders in the user directory

Command line T1012 Query R

Reads the machine GUID from the registry
Reads the computer name

Checks supported languages

rs\admin\Desktop\pago 4094.exe"

em Information D (3)

Reads the machine GUID from the registry

Reads the computer name
Checks supported languages

The process checks LSA protection

11204.002 Malicious File (1)

Manual execution by a user

Overview of Process 1112, “pago 4094.exe”

Registry changes were seen for Process 1112, and the following Write Operations were conducted:
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[1112] pago 4094.exe  C:\Users\admin\Desktop\pago 4094.exe

e slider in the des posi select the desi

Time Operation Key and value

+35077 ms Write Prox as! HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
1

+35077 ms IntranetName HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
1

+35077 ms UNCAsIntranet HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
1

+35077 ms AutoDetect HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
[}

+35077 ms ProxyBypass HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
1

+35077 ms IntranetName HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
1

+35077 ms UNCAsIntranet HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
1

+35077 ms AutoDetect HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
0

The Registry changes for Process 1112

Process 1112 also created a new file with the MIME type of “text/plain”, called “pago 4094.exe.log” under
“C:\Users\admin\AppData\Local\Microsoft\CLR_v4.0_32\UsageL.ogs\”:

Behavior activities
(PID: 1112) pago 4094.exe

Source: files First seen: 277.63 s

Other /
Creates files or folders in the user directory

Operation: CREATE
Device: DISK_FILE_SYSTEM
Object: FILE

Name: C:\Users\admin\AppData\Local\Microsoft\CLR_v4.0_32\UsagelLogs\pago
4094 exe.log

Status: 0x00000000
Created: CREATED

Access: READ_CONTROL, SYNCHRONIZE, FILE_WRITE_DATA, FILE_APPEND_DATA,
FILE_ZWRITE_EA, FILE_READ_ATTRIBUTES, FILE_WRITE_ATTRIBUTES

The creation of “pago 4094.exe.log”

The contents of “pago 4094.exe.log” contained references to System.Windows.Forms, System.Drawing, etc. which

are associated with .NET API. It also contained PublicKeyToken values:
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The contents of “pago 4094.exe.log”
Detailed look at the process 3868

Process 3868 plays a significant role in this malware. This process started at 287.76 seconds and ran all the way

until the end. It steals credentials from browsers and files and sends these stolen credentials over SMTP:

[3 868] pago 4094.exe C:\Users\admin\Desktop\pago 4094.exe * Download
Threat Verdict Timeline of the process

Malicious

The score is an approximate value
calculat by ANY.RUN algorithm
OUT OF 100 e 2

Indicators: A View  Group

Danger 6

SNAKE detected by memory dumps
Process information
T1555.003 Credentials from Web Browsers (1)
Username: admin
Steals credentials from Web Browsers
T1552.001 Credentials In Files (2)
Steals credentials from Web Browsers

. : Actions looks like stealing of personal data
File information
A T1518 Software Discovery (1)
Description Airplane Travelling /
Version: 1.0.0.0 Actions looks like stealing of personal data

) SNAKEKEYLOGGER was detected
Command line
admin\Des! g0 4094 exe” Application was dropped or rewritten from another process
I Warning 4
T1071.003 Mail Protocols (1)
Connects to SMTP port

T1016 System Network Configuration Discovery (1)

Checks for external IP
Executable content was dropped or overwritten

T1012 Query Registry (1)
Reads the Intemet Settings

Overview of Process 3868, “pago 4094.exe”

The indicators for this process included “Known Threat”, “Connects to the network”, “Executable file was
dropped”, “Actions similar to stealing personal data”, “Behavior similar to spam”, “The process has the malware

config”, and “The module has a process dump.”

Indicators: A €

The indicators in Process 3868

It was detected as Snake Keylogger, where the destination IP was 158.101.44[.]242, with a destination port of 80.
This IP is associated with checkip.dyndns[.]com, and we will explore it in detail in the next section, Analyzing the

Network Information.
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Behavior activities
(PID: 3868) pago 4094.exe

Source: network First seen: 278.35s

A"J-\ Danger / Known Threat
(/) SNAKEKEYLOGGER was detected

Process: C:AUsers\admin\Desktop\pago 4094.exe
IpDst: 158.101.44.242

IpSrc: 192.168.100.103

PortDst: 80

PortSre:

The detection of SNAKEKEYLOGGER

Process 3868 drops “C:\Users\admin\AppData\Loocal\Temp\tmpG484.tmp”. This has an MD5 hash of
1A0F4CC0513F1B56FEF01C815410C6EA, which is the same as the MDS5 hash for the original executable file

“pago 4094.exe”. This is done to achieve persistence on the victim machine.

Behavior activities
(PID: 3868) pago 4094.exe

Source: drops First seen: 278.18 s

EI Warning / Installation

# Executable content was dropped or overwritten

Size: 541184
Md5: 1AQFACCO0513F1B56FEF01C815410C6EA
Filename: C:AUsers\admin\AppData\Local\Temp\tmpG484.tmp

A .tmp file is dropped
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Static discovering

? tmpG484.tmp

Dropped | P!
Mime: applicz

Main  HEX

tmpG484.tmp

PE

Look up on VirusTotal

) Submit to analyse ¥ Download

ssembly, for MS Windows (541.18 kb)

MD5 TAOFACC0513F1B56FEF01C815410C6EA
SHA1 A663C9ECF8F488D6E07B892165AE0A3712BOE91F

SHA256
SSDEEP

D483D48C15F797C92C83D2EAFCCIFC7CBEOC02CABE1D9130BBI069EBC897C94C
12288:PXPZDbCo/k+n70P4uR87fD0iBTJj1ijFDTwA:hOz+IPz6/PF1ihDTWA

82.9% Generic CIL Executable (NET, Mono, etc.)
7.4% Win32 Dynamic Link Library (generic)
5.1% Win32 Executable (generic)

2.2% Generic Win/DOS Executable

2.2% DOS Executable Generic

EXIF (EXE)

EXE

MachineType
TimeStamp
ImageFileCharacteristics
PEType

LinkerVersion

CodeSize

InitializedDataSize

Intel 386 or later, and compatibles
2023:07:25 16:08:07+02:00
Executable, 32-bit

PE32

48

534016

6656

Details of the dropped “C:\Users\admin\AppData\Local\Temp\tmpG484.tmp”

Analyzing the Network Activities

Section goal: In this section, we’ll explore the network activities associated with the Snake Keylogger and

examine the packet capture (PCAP) file in detail.

Process 3868, “pago 4094.exe”, attempted to retrieve external IP addresses with checkip.dyndns[.]org as shown in

the Threats Tab:

a HTTP Requests
@ Timeshift

Connections DNS Requests

Class
14542 ms | Mise activity 13
Device Retrieving External IP Address De...

Misc activity

Device Retrieving External IP Address De...

Device Retrieving External IP Address De...

A Network Trojan was detected

Threats 6
PID Process name

Message

The Threats Tab shows the retrieval of the external IP address

It was seen connecting to 158.101.44[.]242 on port 80. This IP was associated with checkip.dyn... according to

VirusTotal:

Threat details

Here are the details of the threat

Device Retrieving External IP Address Detected

Timeshift 278.24 s
SID 2021378
Message ET POLICY External IP Lookup - checkip.dyndns.org

Src / Dst 192.168.100.103: 49789 2 158.101.44.242: 80

The data provided by Suricata IDS

Threat details

Here are the details of the threat

Device Retrieving External IP Address Detected

Timeshift 27824 s
SID 2039190

Message ET INFO 404/Snake/Matiex Keylogger Style External IP

Check

Src / Dst 192.168.100.103: 49789 2 158.101.44.242: 80

The data provided by Suricata IDS
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The Threat details show the source and destination IP and port.

() 3security vendors flagged this IP address as malicious Similar + % Graph ¢ API

3

158101.44.242 (158.101.0.0/16)

AS 31898 (ORACLE-BMC-31698 )

DETECTION  DETAILS ~ RELATIONS  COMMUNITY 1.

Join the VT i joy addit plus an AP key

Passive DNS Replication (18)

Date resolved Detections Resolver
2023-03-10 r88 oral n
2022-10-19 I89

2021-09-10 I89

2021-09-03 189

2021-09-03 89

2021-08-31 89 VirusTota meuip.uses infbr
2021-08-31 8 VirusTotal msi familemeisterch
2021-08-30 189 VirusTotal

20210829 189

20210829 189

2021-08-28 188

2021-08-28 189

2021-08-27 189

2021-08-27 189

2021-08-26 /88

20210720 T80

2021-07-20 189

2021-07-19 1189 VirusTota

The IP 158.101.44[.]242 was associated with checkip.dyn according to VirusTotal

The host checkip.dyndns|.]org is associated with IP checking. According to Dyn, “CheckIP will return the remote
socket’s IP address. If a client sends a Client-IP or a X-Forwarded-For HTTP header, CheckIP will return that

value instead.”

The packet capture (PCAP) file was downloaded for further analysis. The following filter was applied on the
PCAP in Wireshark.

ip.dst == 158.101.44.242 || ip.src == 158.101.44.242

This is done to check for packets where the destination or source IP was 158.101.44[.]242.

M |ip.dst == 158.101.44.242 || ip.src == 158.101.44.242
No. | Time | Source | Destination | Protocol

| Info

| Source port | Dest port | Length
4978 80

100995 279.133053 192.168.100.103 158.101.44.242 66 49789 ~ 80 [SYN] Seg= Win=64240 Len=@ MS5=1468 WS=256 SACK_PERM=1

101009 279.170392 158.101.,44.242 192.168.100.103 TCP 80 49789 66 80 - 49789 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1104 SACK_PERM=1 WS=256
101011 279.170561 192.168.100.103 158.101.44.242 TCP 49789 80 54 49789 - 80 [ACK] Seg=1 Ack=1 Win=262656 Len=0

101013 279.170868 192.168.100.103 158.101.44.242 HTTP 49789 80 205 GET / HTTP/1.1

101089 279.201450 158.101.44.242 192.168.100.103 TCP 80 49789 54 80 -+ 49789 [ACK] Seg=1 Ack=152 Win=64256 Len=@

101805 279.491172 158.101.44.242 192.168.100.103 HTTP 80 49789 328 HTTP/1.1 208 OK (text/html)

101905 279.530930 192.168.100.103 158.101.44.242 TCP 49789 80 54 49789 = 80 [ACK] Seq=152 Ack=275 Win=262460 Len=0

124742 344.490467 158.101.44.242 192.168.100.103 TCP 80 49789 54 80 - 49789 [FIN, ACK] Seq=275 Ack=152 Win=64256 Len=9

124743 344.490604 192.168.100.103 158.101.44.242 TCP 49789 80 54 49789 - 80 [ACK] Seq=152 Ack=276 Win=262480 Len=0

127713 379.505216 192.168.100.103 158.101.44.242 TCP 49789 80 54 49780 - 80 [FIN, ACK] Seq=152 Ack=276 Win=262480 Len=g

127714 379.535771 158.101,44.242 192,168,100, 103 TCP. 80 49789 54 80 - 49789 [RST] Seq=276 Win=0 Len=0

Packets where the Destination or Source IP is 158.101.44[.]242

Following the TCP stream revealed that it checked the current IP with checkip[.]dyndns.org, which was
45.130.136[.]51:

User—Agent: Mozilla/4.@ (compatible; MSIE 6.0; Windows NT 5.2; .NET CLR1.0.3705;)
Host: checkip.dyndns.org
Connection: Keep-Alive|

Date: Fri, 04 Aug 2023 16:43:14 GMT]

Content-Type: text/html
Content-Length: 105
Connection: keep-alive|
Cache-Control: no-cache
Pragma: no-cache]

html><head><title>Current IP Check</title></head><body>Current IP Address: 45.130.136.51</body></html>

Page 15 of 30


https://help.dyn.com/remote-access-api/checkip-tool/#:~:text=Dyn%20offers%20a%20free%20web,Hostname%3A%20checkip.dyndns.org

https://any.run/cybersecurity-blog/analyzing-snake-keylogger /

Following the TCP steam shows the current IP address

A Network trojan was detected for process 3868, “pago 4094.exe” under the Threats tab:

a HTTP Requests Connections DNS Requests Threats 6

@ Timeshift Class PID Process name Message

14542 ms | Misc activity S 5 ET INFO Micros ection Te
Device Retrieving External IP Address De..
Misc activity
Device Retrieving External IP Address De...
Device Retrieving External IP Address De..
A Network Trojan was detected

The Detected Network Trojan

A Snake Keylogger Exil via SMTP was observed, where the destination IP was 208.91.199[.]255 and the

destination port was 587. SMTP on port 587 is a secure and authenticated method for sending emails from email

clients to email servers. It typically uses STARTTLS or TLS/SSL for encryption.

Threat details

Here are the details of the threat

A Network Trojan was detected

Timeshift 285.49 s
SID 2044767
Message ET MALWARE Snake Keylogger Exfil via SMTP

Src / Dst 192.168.100.103: 49790 2 208.91.199.225: 587

The data provided by Suricata IDS

The Threat Details of the Network Trojan

Applying the smtp filter on the PCAP in Wireshark showed the data exfiltration taking place over SMTP:

N [smtp (% -+
No. | Time. | Source i | Protocol | Source port | Dest port | Length | Info

104615 285.227443 208.91.199.225 SMTP 587 49790, 102 S: 220 us2.outbound.mailhostbox, con ESHTP POSTFix

104616 285.228357 192.168.100.103 SMTP 49790 587 76 C: EHLO DESKTOP-BFTPUHP

104618 285.415065 208.91.199.225 192.168.100.103 SMTP 587 49790 263 S: 256-us2.outbound.nai lhostbox. con | PIPELINING | SIZE 41648128 | VRFY | ETRN |..

104619 285.417488 192.168.100.103 208.91.199.225 SMTP. 49790 587 95 C: AUTH login User: [ R

104620 285.606542 208.91,199.225 192.168.100.103 SMTP 587 49790 72 S: 334 UGFzc3dvemQé

104621 285.606920 192.168.100.103 208.91.199.225 SMTP 49790 587 72 C: Pass:

104623 285.799191 208.91.199.225 192.168.100.103 SMTP 587 49790 91 S: 235 2.7.0 Authentication successful

104624 285.799473 192.168.100.103 208.91.199.225 SMTP 49790 587 89 C: MAIL FROM

104625 285.987312 208.91.199.225 192.168.100.103 SMTP 587 49790 68 S: 250 2.1.0 Ok

104626 285.987578 192.168.100.103 208.91.199.225 SMTP 49790 587 87 C: RCPT T0

104627 286.1977@7 208.91,199,225 192.168.100.103 SMTP 587 49790 68 S: 250 2.1.5 Ok

104628 286.198029 192.168.100.103 208.91.199.225 SMTP 49790 587 60 C: DATA

104630 286.385411 208.91.199.225 192.168.100.103 SMTP 587 49790, 91 S: 354 End data with <CR><LF>.<CR><LF>

104631 286.389371 192.168.100.103 208.91.199.225 SMTP 49790 587 299 C: DATA fragment, 245 bytes

104632 286.389501 192.168.100.163 208.91.199.225 SMTP 49790 587 200 C: DATA fragment, 146 bytes

104634 286.389602 192.168.100.103 208.91.199.225 SMTP 49790 587 225 C: DATA fragment, 207 bytes

104635 286.389708 192.168.100.103 208.91.199.225 SMTP 49790 587 1158 C: DATA fragment, 1104 bytes

104636 286.389719 192.168.100.163 208.91.199.225 SMTP 49790 587 798 C: DATA fragment, 744 bytes

104637 286.389758 192.168.100.103 208.91.199.225 SMTP 49790 587 220 C: DATA fragment, 166 bytes

104638 286.389800 192.168.100.103 208.91.199.225 SMTP 49790 587 980 C: DATA fragment, 926 bytes

104639 286.389830 192.168.100.103 208.91.199.225 SMTP 49790 587 111 C: DATA fragment, 57 bytes

104649 286.389853 192.168.100.103 208.91.199.225 SMTP 49790 587 56 C: DATA fragment, 2 bytes

104641 286.389877 192.168.100.103 208.91.199.225 SMTP/MF 49790 587 59 from: subject: Pc Name: admin | Snake Tracker, (text/pla..

104646 286.725940 208.91.199.225 192.168.100.103 SMTP 587 4970 91 S: 250 2.0.0 Ok: queued as 187648275

127736 384.787549 192.168.100.103 208.91.199.225 SMTP 49790 587 60 C: QUIT

127738 384.975485 208.91.199.225 192.168.100.103 SMTP 587 43790 69 S: 221 2.0.9 Bye

Data exfiltration over SMTP
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Following the TCP stream revealed the SMTP Authentication taking place. The email address used to send the
stolen information was likely hacked by malicious actors. According to OSINT, the hacked email address

belonged to a physical security company in South America.

The same is confirmed in the PCAP:

220 us2.outbound.mailhostbox.com ESMTP Postfix
EHLO DESKTOP-BFTPUHP
250-us2.outbound.mailhostbox.com

250-SIZE 41648128

250-STARTTLS
250-AUTH PLAIN LOGIN
250-AUTH=PLAIN LOGIN
250-ENHANCEDSTATUSCODES
250-8BITMIME

250-DSN

354 End data with <CR><LF>.<CR><LF>

Following the TCP stream shows the authentication taking place

MIME-Version:
From:
To:
Date: 4 Aug 2023 16:43:21 +0000
ubject: Pc Name: admin Snake Tracker
Content-Type: multipart/mixed;
boundary=--boundary_@_b54624be-313f-460d-abf5-ae3601c63b62

1.0

~———boundary_@_b54624be-313f-460d-abf5-ae3601c63b62
Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: quoted-printable

A section of the email header

The email has an attachment called “Passwords.txt”, which contains the stolen information. The contents of

“Passwords.txt” are in Base64 inside the PCAP as shown:
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PW | admin | Snake=@D=0A=0D=0A=0D=0A
-———boundary_0_b54624be-313f-460d-abf5-ae3601c63b62
Content-Type: text/plain; name
Content-Transfer—-Encoding: base64
Content-Disposition: attachment

ABXACAAfAAGAGEAZABtAGKAbgAgAHWATIABTAG4AYQBrAGUADQAKACAADQAKAABACGBQ
\EMATABOAGEADQB1ADOARABFAFMASWBUAESAUAAtAETARGBUAFAAVQBIAFAADQAKAEQA
QBOAGUAIABhAGAAZAAGAFQAaQBtAGUAOgAgADGALWAGACSAMgAWAD T AMWAGACSATAAQ
\DOANAAZADOAMQAZACAAUABNAAQACGBDAGWAaQB1AGAAJAAGAEKAUAAGACAANAA1ACAA
QAZADAALgAXADMANgAUADUAMQANAAOADQAKAEMAbWB 1AG4AdABYAHKATABOAGEADQB
\DOATAB7AE4AdQBsAGwA fQANAAOAQwBVAHUAbgBOAHIAeQBDAGBAZABADOATAB7AE4A
HQBsAGwA fQANAAOAUGB1AGcAaQBVAGAATABOAGEADQB LADOATAB7AE4AdQBSAGWA fQAN
\A0AUgB1AGCAaQBVAGAATABDAGSAZABIADOATAB7AE4AdQBSAGWA FQANAAOAQWBPAHQA
5QA6ACAAewBOAHUADbABS AHOADQAKAFQAaQBtAGUAWgBVAGAAZQAGACAAEWBOAHUADABS
\HOADQAKAEWAYQBOAGKAJAB1AGQAZQA6ACAAewBOAHUADABS AHOADQAKAEWAbWBUAGCA
hQBOAHUAZAB1ADOATAB7AE4AdQBsAGWA TQANAACADQAKAAGACGATACOALQATACRALQATL
\COATABTAGAAYQBrAGUATABUAHIAYQB]jAGsAZQByACAALQAtACRALQAtACOALQALAARA
gBGAGSAJdQBUAGQATABGAHIAbwBtADOATABHAGBAbWBNAGWAZQAGAEMAaABYAGBADQB
N\AQACgBIAGSACWBOADOATABOAHQAdABWAHMAOGAVACBAZgBhAGMAZQBiAGBAbWBrACAA
wBVAGOALWANAAOAVQBTAFIAOgAgAHIAYQBUAGQAbWBtAF8AXWBfAFSACABLAHIACWBY
\G4AMQAYADMADQAKAFAAUWBXAEQAOgAgAHAAYQBZAHMAMQAYADMADQAKACOALQALACO

QAtAC@ALQAtACOALQAtACOALQAtACOALQAtACRALQATACOALQALACOALQALACOALQAL
\COALQAtAABACGAGAABACGAACOALQAtACOALQAtACOATABTAGAAYQBrAGUATABUAHIA
QBjAGSAZQBYACAALQAtAC@ALQAtACOALQAtAAGACGBGAGSAdQBUAGQATABGAHIAbWBL
\DOATABFAGQAZwB LACAAQWBOAHIAbwBtAGKAdQBtAA@ACGBIAGSACWBOADOATIABOAHQ

HABWAHMAOgAVAC8AaQBUAHMAJABhAGCACgBhAGOALGB j AGBADQAVAARACGBVAFMAUGAS,
\CAACgBhAGEAYQBUAGQAbwBVAGOAXwBWAGUAZQB LAGUAZQBYAHMAbWBVAGAADQAKAFAA
WBXAEQAOGAgAHIAYQBuUAGQAbwBtADEAMgAZAABACGAtACOALQAtACOALQATACBALQAL
\COALQAtACOALQAtACOALQAtACOALQATACOALQATACOALQAtACOALQAtACOALQANAAOA
[ AANAAOADQAKAAGACGANAAOADQAKACOALQAtACOALQAtACOALQATACOALQATACOALQAL
NCOALQAtACOALQAtACOALQAtACOALQAACOALQATACOALQAtACOALQAtACOALQALACEA
QAtACPALQAtACOALQAtACOALQA=

The contents of “Passwords.txt” in Base64

The email has another attachment called “User.txt”, which also contains the stolen information. The contents of
“User.txt” are also in Base64 inside the PCAP:

——boundary_0_b54624be-313f-460d-abf5-ae3601c63b62
Content-Type: text/plain; name
Content-Transfer-Encoding: base64
Content-Disposition: attachment

FcgfCBhZG1pbiB8IFNuYWt LDQogDQoNC LBDIEShbWUGREVTSIRPUCICR (RQVURQDQPE
XR1IGFuZCBUaW110iA4LzQvMjAyMyAvIDQ6NDME6MTMgUE@ONCKNSs aWVudCBIUDogNDUu
TMwLjEzNi41MQOKDQpDb3VudHISIEShbWU6IHt0dWxs fQ@KQ291bnRyeUNVZGU6IHtO
dwxs fQOKUmVYnaWOuIES5hbWU6IHtOdWxs fQOKUmVnawW9uIENvZGU6IHt0dWxs fQOKQ210
eToge@51bGx9DQpUaWl lWm9uZToge@51bGx9DQpMYXRpdHVkZToge@51bGx9DQpMb25n
aXR1ZGU6IHt0dWxs fTQOKDQONCi0tLSOtLSOtIFNuYWt LIFRYYWNrZXIgLSOtLSOtLSeN
kZvdW5kIEZyb206IEdvb2dsZSBDaHIvbWUNCkhvc3Q6IGh@dHBz0i8vZmF j ZWIvb2su
29tLwOKVVNSOiByYW5kb21fX19fcGVyc29uMTIzDQpQU1dEOiBwYXNzMTIzDQotLSOt
SOtLSOtLSAtLSetLSAtLSetLSOtLSAtLSOtLSONCIANCiftLSOtLSOtIFNuYWtLIFRy.
rZXIgLSetLSOtLSONCkZvdWS5KIEZyb206IEVkZ2UgQ2hyb21pdWBNCkhvc3Q61Gho
dHBz01i8vaW5zdGFncmFtLmNvbS8BNC1VTUjogcmFhYW5kb29tX3B1ZWV1ZXJzb29uDQpQ
1dEOiByYW5kb20xMjMNCi0tLSOtLSOtLSOtLSAtLSOtLSOtLSOtLSOtLSOtLSOtLQOK
TAOKDQONCg@KDQotLSOtLSetLSOtLSOtLSOtLSAtLSOtLSOtLSOtLSAtLSOtLSAtLSOt
SOtLSOtLSeOtLQ=S
-——=boundary_0_b54624be-313f-460d-abf5-ae3601c63b62--

250 2.0.0 Ok: queued as 1CD87640275
QUIT
221 2.0.0 Bye

The contents of “User.txt” in Base64
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Decoding the contents of “Passwords.txt

Decoding the contents of “Passwords.txt” from Base64 on CyberChef reveals that it contained the computer name
(“DESKTOP-BFTPUHP”), the date and time (8/4/2023 4:43:13 PM), IP address (45.130.136[.]51). It also

contained the fake credentials that were saved onto Google Chrome and Microsoft Edge:

Recipe B EE  nput +O058§=
From Base64. © n  umexaca IABTAGAAYQB AADQAKAARACBQ
AENATABOAGEADQBADOARABFAFHASWBUAEBAUAATAETARGBUAFAAVQBTAFAADOAKAEQA
Alphabet YQBOAGUALABhAGAAZAAGAFQAGQB tAGUAOGAGADALWAGACBAMAWAD L AMWAGACBATAAG
A-Za-20-9+/= - Remove non-alphabet chars  [[] Strict mode 1 JAAGACAANAALACAA
MOAZADAAL: §/ 1
foAN 1 ZABLADCATABTAE4A
40BSAGWATQ 1 ADOATAB o
UgBL I LADOATABTAE:
SQAGACAACHBOAHL a0t
aQBOAHUAZABLADOAT FOANA AtACOALQAtACBALOAL
ACOATABTAGAAYQBrAGUATABUAHIAYQB] AGSAZQBYACAALQAACRALQAtACOALOATAABA
—un =2 Tr Raw Bytes o LF
Output a0Om:oe
PoW- |~ ~a-d-m-i-n- - |- ~S-n-a-kee-&
“P=C “N=a=m=e “D=E=SuKuT=0 =TmPml=f=pPuye
“D-a-tee~ wa-n-d- -~T-i-m-e T T L e R B T R IR
Cml=jme=p=t- ImPms= 4-5 mlmImfm,mGmlmy
“Ce0mu- o wNea S S AT B B
=Cuomun Cromd~ N e L[ )
“R=exg N N g L L oy
“Reewguinounn wCuonduenin w{uNwuslal=}ug
Cedntey LNy e L e
“TednmeenZuomnuenze «{mNuun e lubute
“Lea=t-i-teu-d-e o {e N g Lo L o
“Legunuge intausds ERCI TR S S B
o Senmaskees wTereasgekees e wowonon oo
~Feo-u- - Growowglaes =Cohereonmmens
~Heo-s- Pt /oo fran Cm b 0 0 ko L o0
<SR- Qumu_u_u_w_upuesruseounsluudut
“PuSuW sw1m2n3
———— ~S-nwank-e r ettt
F=o~u et wEed Mo ummes
Heows I EETSEVEYE aume. sEnonme /b
UuseR n=dwoxo=n Fugu0m 0 nu G
PeS-W “dwo=m=1-2
v R
w6 =36 @ 310 @ 15 Tr Raw Brtes € UF
3 « 3]
Decoding “Passwords.txt” from Base64 on CyberChef
Recipe D8 F pu +Dh3E =
_ UABXACAAFAAQAGEAZABtAGKAbgAGAHWATABTAGAAYQB rAGUADQAKACAADQAKAA@ACGBQ
From Base64 O ewar U BF AETARGBUAFAAVQBIAFAADQAKAEQA
aiphabet YQBBAGUAIABhAG4AZAAGAFQAAOBAGUAOGAGADGALWARACBAMOAWADIAMWAGACBATAA
A-Za-20-9+/= - Remove non-alphabet chars  [] Strict mode 1 AANAALACAA
MQAZADAAL 1
ADOATAB ACQBDAGBAZABLADOATABTAEAA
ReoRe N EYEss © 11 d0BSAGWATOANAAOAUGBLAGEAAQBVAGAAT ABOAGEABQB LADOATABTAE4AGOBS AGWAT QAN
AAOAUGBAGCAZQBVAGAATABDAGEAZABLADOATABTAE4ACQB S AGWA TOANAROAQWBPAHOA
€QABAC A
QAZ0AG WADWBUAGCA
1ADOA; i gAtACOALQATACOALQAL
ACOATABTAGAAYQB rAGUATABUAHTAYQB] AGSAZQBYACAALQAACOALQAACBALQALAADA
CARCAGRAANAIIAGNATARE AHT A Rt ANAAT ARHACABhRRAGLATNAA SFMA 2BRVAGRARRT
<2 = 27 T Row Bytes o LF
Output BDm®

P | admin | Snakew

PC Nane:DESKTOP-BFTPUHPS
Date and Time: 8/4/2023 / 4:43:13 PM
Client IP: 45.130.136.51%
Country Name: {Null}%
CountryCode: {Null}s

Region Name: {Null}%

Region Code: {Null}s

City: {Null}s

TimeZone: {Null}s

Latitude: {Null}%

Longitude: {Null}s

~---==-- Snake Tracker =------=%
Found From: Google Chromes

Host: https://facebook. com/%
USR: randon___person123%

PSWD: pass123%

— Snake Tracker

Found From: Edge Chromiumt
Host: https://instagram.com/%
USR: raaandoom_peeeeersoon‘s

PSWD:

random123%

Removing the null bytes for improved readability

w673 F 36 @3 Tr Raw Bytes = LF,
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Decoding the contents of “User.txt” from Base64 on CyberChef resulted in something similar to “Passwords.txt”,

though it did not contain null bytes, and was in a more human-readable format:

Recipe

From Base64

Alphabet

A-Za-20-9t/= Remove non-alphabet chars

[ strict mode

Auto Bake

Input

MTMwL j EzNi41MQ@KDQpDb3VudHISIEShbWUG IHt0dWx s fQOKQ291bnRyeUNVZGUG IHTO
diixs fQOKUMVNaWIuTEShbWUSTHtOdx s fQOKUMVNaWIuT ENVZGUBTHOdxs fQRKe210
eToged5 1bGx9DQpUaW1 LNn9uZToged5 1bGxIDAPHYXRpdHVKZT 0ged5 1bGxIDQpHb25N
aXR1ZGU6IHt0dWxs fQRKDQONCi0tLSOtLSOt IFNuYWt LIFRyYWNrZXIgLS@tLS@tLSeN
CKZvdW5 KIEZyb2061Edvb2dsZSBDaH]vVBWUNCKhy c3061GhadHBZ018vZnF  Zwlvb2su
Y29tLwOKVUNSO1iByYWSkb21fX19fcGVyc29uMTIZDQpQU1dEQiBwYXNZMTIZDQot LSOt
LS0tLSOtLSOtLSATLSOtLSALSOLLSOtLSALLSONC iANCIOtLSOtLSOtIFNUYWELIFRy
YWNrZXIgLSOtLSOLSONC kZvdWSKIEZyb206IEVKZ2UgQ2hyb2 1pdWONCKhvC3Q6 1Gha
HB2018vak5zdGFncmFtLINVbSBNC LVTUj 0gcmFhYWSKkb29tX3B12WV 12X) 2b29ubQpQ
U1dEOiByYWSkb2@xMjMNCiBtLSOtLSOtLSOtLSAtLSOtLSOtLSAtLSAtLSOtLSAtLORK
TAOKDQONCGOKDQOtLSOtLSOELSOtLSOtLSOtLSALSOLLSOtLSOLLSOtLSOLLSDLLSO
LSOtLSOtLSOtLO==

oz T

Output

s

PW | admin | SnakeS

PC Name:DESKTOP-BFTPUHP%
Date and Time: 8/4/2023 / 4:43:13 Pi:
Client IP: 45.130,136.51%

Country Name: {Null}.
CountryCode: {Null}
Region Name: {Null}
Region Code: {Null}s
City: {Null}s
TimeZone: {Null}s
Latitude: {Null}%
Longitude: {Null}s

—-———-- Snake Tracker ———-—-— 3
Found From: Google Chromes

Host: https://facebook.com/%
USR: random___person123s

PSWD: pass123

—-————-- Snake Tracker ——--—-—-%
Found From: Edge Chromiun

Host: https://instagram.con/%
USR: raaandoon_peeeee rsoons
PSHD: randon123

w673 = 36

Decoding “User.txt” from Base64 on CyberChef

MITRE ATT&CK

@ s

D= w

Tr Raw Bytes & LF|

D ®::

Tr Raw Bytes € LF|

Section goal: In this section, we’ll explore the MITRE ATT&CK for the Snake Keylogger and examine the

involved Tactics and Techniques.

The MITRE ATT&CK Matrix for this Snake Keylogger includes five Tactics, namely Initial Access, Execution,

Credential Access, Discovery, and Command and Control (C & C).

Mitre ATT&CK Matrix

Tactics 4 Techniques 8 Events 354

Execution
User Execution
(R

Malicious File

4

MITRE ATT&CK Matrix

MITRE ATT&CK: Initial Access

Credential
access

Discovery

Credentials from | Query Registry
Password Stores i

e 24 20 19

System
Information
Discovery

56 17

Credentials
from W
Browsers

Unsecured Software

Credentials (1/4) | Discovery (0/1)

78

Credentials In 8

Files

oo System Network

- Configuration
Discovery (0/1)
1

Danger (292) e Warning (22)

ce&c

Application Layer
Protocol (1/4)

‘ Mail Protocols

1

Other (40)

Firstly, the phishing email “32b4f238-3516-b261-c3ae-0c570d22ee18.eml” entices the recipient to download and

open the attachment via social engineering (as seen in Analyzing the Email). The email has a RAR archive
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attachment “pago 4094.r09”, which contains an executable file “pago 4094.exe”.

The technique here is T1566 (Phishing), and the subtechnique is T1566.001 (Phishing: Spearphishing
Attachment).

MITRE ATT&CK: Execution

The “pago 4094.exe”, namely process 1112, is manually executed by the user. In this case, “pago 4094.exe” was

executed by double-clicking the Desktop icon.

The technique here is T1204 (User Execution), and the subtechnique is T1204.002 (User Execution: Malicious
File).

Techniques details

Get to know what this threat is about Other (4)

Subtechniques v T1204 Malicious File «

«User Execution» Manual execution by a user (4)
3084 WinRAR .exe (1)
Permissions requied: 5940 chrome.exe (1)
5432 msedge.exe (1)

Data sources:
1112 pago 4094.exe (1)

An adversary may rely upon specific
actions by a user in order to gain
execution. Users may be subjected
to social engineering to get them to

Techniques details of User Execution

MITRE ATT&CK: Credential Access

Process 3868 attempted to steal credentials from web browsers and files. The technique here is T1555 (Credentials
from Password stores), and the subtechnique is T1555.003 (Credentials from Password Stores: Credentials from
Web Browsers).
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Techniques details

Get to know what this threat is about Danger (56)

Subtechniques v T1555 Credentials from Web Browsers ~

«Credentials from Steals credentials from Web Browsers (56)
Password Stores» 3868 pago 4094.exe (56)

Permissions requied:

Data sources:

Operation: CREATE
Device: DISK_FILE_SYSTEM
Object: UNKNOWN TYPE

Name: C:\Users\admin\AppData\Local\Amigo\User Data\Default\Login
Data

Status: 0xC000003A
Created: SUPERSEDED
Access: FILE_READ_ATTRIBUTES

Adversaries may search for
common password storage
locations to obtain user credentials.
Passwords are stored in several
places on a system, depending on
the operating system or application
holding the credentials. There are
also specific applications that store

passwords to make it easier for
i in _(\n~o

Techniques details of Credentials from Password Stores

It is also technique T1552 (Unsecured Credentials), and the subtechnique is T1552.001 (Unsecured Credentials:
Credentials In Files).

Techniques details

Get to know what this threat is about Danger (134)

Subtechniques « T1552 Credentials In Files ~

«Unsecured Credentials» Steals credentials from Web Browsers (56)
3868 pago 4094 exe (56)

Permissions requied: Actions looks like stealing of personal data (78)

3868 pago 4094.exe (78)
Data sources:

Operation: CREATE
Device: DISK_FILE_SYSTEM
Adversaries may search Object: UNKNOWN TYPE

compromised systems to find and Name: C:\Users\admin\AppData\Local\Yandex\YandexBrowser\User
Data\Default\Ya Login Data

Status: 0xC000003A
Created: SUPERSEDED
Access: FILE_READ_ATTRIBUTES

obtain insecurely stored credentials.
These credentials can be stored
and/or misplaced in many locations
on a system, including plaintext files
(e.g. Bash History), operating
system or application-specific
repositories (e.g. Credentials in

Techniques details of Unsecured Credentials
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Process 3868 attempted “FILE_READ_ATTRIBUTES” access on files associated with browsers under the
“C:\Users\admin\AppData\Local\...” and “C:\Users\admin\AppData\Roaming\...” directory.

Behavior activities
(PID: 3868) pago 4094.exe

Source: files een: 283.21s

J. Danger / Ste
“Y7 Steals credentials from Web Browsers
T1555.003 Credenti rom b B

Operation: CREATE

DISK_FILE_SYSTEM

UNKNOWN TYPE

C:\Users\admin\AppData\Local\Chromium\User Data\Default\Login Data
0xCO00003A

SUPERSEDED

FILE_READ_ATTRIBUTES

Behavior activities
(PID: 3868) pago 4094.exe

- 35 -

rce: files First seen: 283.21s

Danger Stealing
“T7 Steals credentials from Web Browsers

CREATE
DISK_FILE_SYSTEM
UNKNOWN TYPE

C:\Users\admin\AppData\Local\Epic Privacy Browser\User
Data\Default\Login Data

0xCO00003A
SUPERSEDED
FILE_READ_ATTRIBUTES

Behavior activities
(PID: 3868) pago 4094.exe

- 29 - Source: files rst seen: 283.21s

B Danger / Stealing
“T7 Steals credentials from Web Browsers

T Cre from Web Br

ntials In Files

CREATE

DISK_FILE_SYSTEM

UNKNOWN TYPE
C:\Users\admin\AppData\Roaming\Opera\Opera\profile\wand.dat
0xCO00003A

SUPERSEDED

FILE_READ_ATTRIBUTES

Behavior activities
(PID: 3868) pago 4094.exe

33 - Source: files First seen: 283.21s

J. Danger / Stealing
Steals credentials from Web Browsers

entials from Web Brow

Is In Files

CREATE
DISK_FILE_SYSTEM
UNKNOWN TYPE

C:\Users\admin\AppData\Local\Tencent\QQBrowser\User
Data\Default\Login Data

0xCO00003A
SUPERSEDED
FILE_READ_ATTRIBUTES

Process 3868 attempted to steal credentials from Chromium, Opera, Epic Privacy Browser, QQ

Browser, etc.

Before executing “pago 4094.exe”, fake credentials were saved in Google Chrome and Microsoft Edge.

Thus, process 3868 attempted the following accesses on files related to Google Chrome, which were in
“C:\USERS\ADMIN\APPDATA\LOCAL\GOOGLE\CHROME\USER DATA\DEFAULT\LOGIN DATA” and
“C:\Users\admin\AppData\Local\Google\Chrome\User Data\Local State”:

e FILE_READ_ATTRIBUTES
e READ_CONTROL

¢ SYNCHRONIZE

e FILE_READ_DATA

e FILE_ READ _EA

e FILE_READ_ATTRIBUTES

This process also attempted these accesses on files related to Microsoft Edge, which were in
“C:\Users\admin\AppData\Local\Microsoft\Edge\User Data\Default\L.ogin Data” and
“C:\Users\admin\AppData\Local\Microsoft\Edge\User Data\L.ocal State”:
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Behavior activities
(PID: 3868) pago 4094.exe

5 - Source: files

DELT] Steal
“T7~ Actions looks

like stealing of personal data

Operation: CREATE
DISK_FILE_SYSTEM
FILE

C:\USERS\ADMIN\APPDATA\LOCAL\GOOGLE\CHROME\USER
DATA\DEFAULT\LOGIN DATA

0x00000000
OPENED

READ_CONTROL, SYNCHRONIZE, FILE_READ_DATA, FILE_READ_EA,
FILE_READ_ATTRIBUTES

Data being stolen from Google Chrome

Behavior activities
(PID: 3868) pago 4094.exe

- 50 v Source: files First seen: 283.21s

m Danger Stealing
“4T7 Actions looks like stealing of personal data

CREATE
DISK_FILE_SYSTEM
FILE

C:\Users\admin\AppData\Local\Microsoft\Edge\User Data\Default\Login
Data

0x00000000
OPENED

READ_CONTROL, SYNCHRONIZE, FILE_READ_DATA, FILE_READ_EA,
FILE_READ_ATTRIBUTES

Behavior activities
(PID: 3868) pago 4094.exe

ce: files

anger
like stealing of personal data
In Files

ery

CREATE
DISK_FILE_SYSTEM
Obje FILE
Name: C:\Users\admin\AppData\Local\Google\Chrome\User Data\Local State
0x00000000
OPENED

READ_CONTROL, SYNCHRONIZE, FILE_READ_DATA, FILE_READ_EA,
FILE_READ_ATTRIBUTES

Behavior activities
(PID: 3868) pago 4094.exe

- 6 v Source: files First seen: 283.21s

)anger Stealing

7 Actions looks like stealing of personal data

CREATE

DISK_FILE_SYSTEM

FILE
Name: C:\Users\admin\AppData\Local\Microsoft\Edge\User Data\Local State
Status 0x00000000

OPENED

READ_CONTROL, SYNCHRONIZE, FILE_READ_DATA, FILE_READ_EA,
FILE_READ_ATTRIBUTES

Data being stolen from Microsoft Edge
MITRE ATT&CK: Discovery

Processes 1112 and 3868 attempts to query the registry. The registry contains a lot of crucial system information,

such as OS, configuration, software, and security. The technique here is T1012 (Query Registry).

The processes attempted the following:
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Techniques details

Get to know what this threat is about

T1012

«Query Registry»

Permissions requied:

Data sources:

Adversaries may interact with the
Windows Registry to gather
information about the system,
configuration, and installed
software.

The Registry contains a significant
amount of information about the
operating system, configuration,
software, and security.(Citation:

Techniques details of Query Registry

Techniques details

Get to know what this threat is about

T1012

«Query Registry»

Permissions requied:

Data sources:

Adversaries may interact with the
Windows Registry to gather
information about the system,
configuration, and installed
software.

The Registry contains a significant
amount of information about the
operating system, configuration,
software, and security.(Citation:
Wikipedia Windows Registr

Techniques details of Query Registry

Process 1112 and 3868 attempts to discover system information, and tries to gather crucial system information.

Danger (24) e Warning (20)

Reads the Internet Settings (20)
1112 pago 4094.exe (10)
3868 pago 4094.exe (10)

Reads the machine GUID from the registry (2)
1112 pago 4094.exe (1)
3868 pago 4094.exe (1)

Reads the computer name (5)
5416 identity_helper.exe (1)
3640 OfficeClickToRun.exe (1)
5712 identity_helper.exe (1)
1112 pago 4094.exe (1)

3868 pago 4094.exe (1)

Checks supported languages (5)
5416 identity_helper.exe (1)
3640 OfficeClickToRun.exe (1)
5712 identity_helper.exe (1)
1112 pago 4094.exe (1)

3868 pago 4094.exe (1)

Danger (24) e Warning (20)

Checks proxy server information (1)
3868 pago 4094.exe (1)

Reads Environment values (2)
3640 OfficeClickToRun.exe (1)
3868 pago 4094.exe (1)

Scans artifacts that could help determine the target (24)
3640 OfficeClickToRun.exe (24)

Reads CPU info (3)
3640 OfficeClickToRun.exe (3)

Reads Microsoft Office registry keys (1)
3640 OfficeClickToRun.exe (1)

The technique here is T1082 (System Information Discovery).

There are overlaps between this and the previous subtechnique T1012:
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Techniques details

Get to know what this threat is about

T1082

«System Information
Discovery»

Permissions requied:

Data sources:

An adversary may attempt to get
detailed information about the
operating system and hardware,
including version, patches, hotfixes,
service packs, and architecture.
Adversaries may use the
information from System
Information Discovery during
automated discovery to shape
follow-on behaviors, including
whether or nat the adversarv fullv

Reads the machine GUID from the registry (2)

1112 pago 4094.exe (1)
3868 pago 4094.exe (1)

Reads Environment values (2)
3640 OfficeClickToRun.exe (1)
3868 pago 4094.exe (1)

Reads the computer name (5)
5416 identity_helper.exe (1)
3640 OfficeClickToRun.exe (1)
5712 identity_helper.exe (1)
1112 pago 4094.exe (1)

3868 pago 4094.exe (1)

Checks supported languages (5)
5416 identity_helper.exe (1)
3640 OfficeClickToRun.exe (1)
5712 identity_helper.exe (1)
1112 pago 4094.exe (1)

3868 pago 4094.exe (1)

Other (17)

Techniques details of System Information Discovery

Process 3868 attempts to discover installed software, and it attempted to access various locations associated with

Browsers. The technique here is T1518 (Software Discovery).

Techniques details

Get to know what this threat is about

T1518

«Software Discovery»

Permissions requied:

Data sources:

Adversaries may attempt to get a
listing of software and software
versions that are installed on a
system or in a cloud environment.
Adversaries may use the
information from Software
Discovery during automated
discovery to shape follow-on
behaviors, including whether or not

Actions looks like stealing of personal data (78)

3868 pago 4094.exe (78)

Operation: CREATE
Device: DISK_FILE_SYSTEM
Object: UNKNOWN TYPE

Danger (78)

Name: C:\Users\admin\AppData\Local\Yandex\YandexBrowser\User

Data\Default\Ya Login Data
Status: 0xCO00003A
Created: SUPERSEDED
Access: FILE_READ_ATTRIBUTES

Techniques details of Software Discovery
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Process 3868 attempts to discover the system network configuration. It checked for external IP, where the
destination IP was 158.101.44[.]242 and the destination port was 80. The technique here is T1016 (System

Network Configuration Discovery).
Techniques details
Get to know what this threat is about e Warning (1)

T1016 @ Checks for external IP (1)
3868 pago 4094.exe (1)

«System Network
Configuration Discovery»

Permissions requied:

Data sources:

Process: C:\Users\admin\Desktop\pago 4094.exe
IpDst: 158.101.44.242

IpSrc: 192.168.100.103

PortDst: 80

PortSrc: 49789

Adversaries may look for details
about the network configuration and
settings, such as |P and/or MAC
addresses, of systems they access
or through information discovery of
remote systems. Several operating
system administration utilities exist
that can be used to gather this
information. Examples include Arp,
ipconfig/ifconfig, nbtstat, and route.

Afyo [T

Techniques details of System Network Configuration Discovery
MITRE ATT&CK: C&C

Process 3868 then communicates with the application layer protocol. Due to the existing background traffic,
communication using the application layer protocols may fly under the radar. It was seen connecting to the SMTP
port 587, where the destination IP was 208.91.199[.]225.

The technique here is T1071 (Application Layer Protocol), and the subtechnique is T1071.003 (Application Layer

Protocol: Mail Protocols).

Page 27 of 30


https://attack.mitre.org/techniques/T1016/
https://attack.mitre.org/techniques/T1071/
https://attack.mitre.org/techniques/T1071/003/

https://any.run/cybersecurity-blog/analyzing-snake-keylogger /

Techniques details

Get to know what this threat is about e Warning (1)

Subtechniques T1071 Mail Protocols ~

@ Connects to SMTP port (1)
3868 pago 4094.exe (1)

«Application Layer
Protocol»

Permissions requied:

Data sources:

Adversaries may communicate
using application layer protocols to
avoid detection/network filtering by
blending in with existing traffic.
Commands to the remote system,
and often the results of those
commands, will be embedded within
the protocol traffic between the
client and server.

Adversaries may utilize many
different protocols, including those

Process: C:\Users\admin\Desktop\pago 4094.exe
IpDst: 208.91.199.225

PortDst: 1

PortSrc: 49790

Protocol: TCP

Techniques details of Application Layer Protocol

Finally, the malware configuration for the Snake Keylogger can be seen in ANY.RUN’s Malware Configuration:

Malware configuration

Here are the details of the configuration
SnakeKeylogger (1)

Snake is a modular keylogger written in .NET. Adversaries use this malware to exfiltrate confidential data, such as keystrokes, screen captures, and login credentials.

Never show descriptions  Read more

PID: 3868 pago 4094.exe

Keys
DES 6fc98cd6
" "6fc98cd6"
Op

SMTP User

SMTP Host us2.smtp.mailhostbox.com

SMTP SendTo @ K " 'us2.smtp.mailhostbox.com’,

SMTP Port 587 k " "587"

The Malware Configuration for the Snake Keylogger

Conclusion

This analysis showed how a single malicious email can lead to multiple security risks, including financial and
reputational damage. We used various techniques like email and attachment analysis, process and network
analysis, and applied the MITRE ATT&CK.
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The focus was on an email with a Snake Keylogger attachment. It collects system info, establishes persistence,

steals credentials, and exfiltrates data.

Given that emails remain a top threat vector often exploiting human error, staying vigilant against email threats is

crucial.

About ANY.RUN

ANY.RUN is a cloud malware sandbox that handles the heavy lifting of malware analysis for SOC and DFIR

teams. Every day, 300,000 professionals use our platform to investigate incidents and streamline threat analysis.
Request a demo today and enjoy 14 days of free access to our Enterprise plan.

Request demo -

Appendix 1: IOCs

Analyzed files:
Name 32b4£238-3516-b261-c3ae-0c570d22eel8.eml
MD5 60D00C17D3EA15910893EEF868DE7A65
SHA1 1D17DD1688A903CBE423D8DESSFSA7AB7ECE1EAS

SHA256  D13A7EAAF07C924159EA7BB8F297DAB1D8DAOF9AF46E82E24052D6A9BF5E4087

SSDEEP  12288:vZ1Tzm0D2acQLqgVIjejueFyhaCV2JKKS7hoxSSqkljhEidlV7j:z7K8FuuzCV2JKkxPOQ3

Name pago 4094.exe
MD5 1A0F4CCO0513F1B56FEF01C815410C6EA
SHA1 A663C9ECF8F488D6E07B892165AE0A3712BOES1F

SHA256 D483D48C15F797C92C89D2EAFCCI9FC7CBEOC02CABE1D9130BB9069E8C897C94C

SSDEEP 12288:PXPZDbCo/k+n70P4uR87fD0iBTJj1ijFDTwA:hOz+IPz6/PF1ihDTwA

Connections:

e 158.101.44[.]242 - checkip.dyndns|.]org
e 208.91.199[.]255 * us2.smtp.mailhostbox|[.]com

Appendix 2: MITRE MATRIX
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Tactics

TAO0001: Initial

Access

TAO0002: Execution

TAO0006: Credential

Access

TA0007: Discovery

TA0011: Command

and Control

u:lena—aka—lambdamamba
Lena aka LambdaMamba

Chief Research Officer
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Techniques

T1566: Phishing

T1204: User Execution

T1555: Credentials from

Password Stores

T1552: Unsecured Credentials

T1012: Query Registry

T1082: System Information

Discovery

T1518: Software Discovery

T1016: System Network

Configuration Discovery

T1071: Application Layer

Protocol

Description

Send phishing messages to gain access to

victim systems.

Rely upon specific actions by a user in order to

gain execution.

Search for common password storage locations

to obtain user credentials.

Search compromised systems to find and obtain

insecurely stored credentials.

Interact with the Windows Registry to gather

information.

Get detailed information about the operating

system and hardware.

Get a listing of software and software versions

that are installed.

Look for details about the network

configuration and settings.

Communicate using OSI application layer

protocols to avoid detection.

I am a Chief Research Officer at a cybersecurity company. My passions include investigations, experimentations,

gaming, writing, and drawing. I also like playing around with hardware, operating systems, and FPGAs. I enjoy

assembling things as well as disassembling things! In my spare time, I do CTFs, threat hunting, and write about

them. I am fascinated by snakes, which includes the Snake Malware! Check out:

e My website

e My LinkedIn profile

Source: https://any.run/cybersecurity-blog/analyzing-snake-keylogger/
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