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2 Tool: pwdump

Names pwdump

Category Tools

Type Credential stealer

Description pwdump is a credential dumper.

Information <https://www.openwall.com/passwords/windows-pwdump>
MITRE ATT&CK <https://attack.mitre.org/software/S0006/>

Last change to this tool card: 22 April 2020

Download this tool card in JSON format

All groups using tool pwdump

Changed

Name Country Observed

APT groups

APT 41 2012-Jul 2025

Chafer, APT 39 2014-Sep 2020

>*‘ .*.
5 R 5

Comment Crew, APT 1 2006-May 2018

FINS [Unknown] 2008

Stone Panda, APT 10, menuPass 2006-Mar 2025

TaskMasters 2010-May 2021

Turla, Waterbug, Venomous Bear 1996-2024

7 groups listed (7 APT, 0 other, 0 unknown)
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