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Summary

According to BleepingComputer, a ransomware attack that occurred starting On February 11 forced 100 hospitals

across Romania to take their systems offline. BackMyData ransomware, which took credit for it, belongs to the
Phobos family. The malware embedded an AES key that is used to decrypt its configuration containing whitelisted
extensions, files, and directories, a public RSA key that is used to encrypt AES keys used for files’ encryption, and

other information. Persistence is achieved by creating an entry under the Run registry key and copying the

malware to the Startup folder. The ransomware encrypts the local drives as well as the network shares. It deletes

all Volume Shadow Copies and runs commands to disable the firewall.

The files are encrypted using the AES256 algorithm, with the AES key being encrypted using the public RSA key
decrypted from the configuration. The malware appends 6 custom bytes at the end of every encrypted file. In the

end, the ransomware drops two ransom notes called “info.txt” and “info.hta” that contain information about how

to contact the threat actor.

Technical analysis

SHA256: 396a2f2dd09c936e93d250e8467ac7a9c0a923ea7f9a395e63c375b877a399a6

The ransomware comes with an encrypted configuration that is decrypted using a hard-coded AES key:

68 10 B4 EB 00 Bush malware. EBB410
BB C6& mov eax,esi
E8 37 33 00 00 €all malware.EBGZAG
59 pop ecx
>
R
malware.00EBE410
LTEXT:00EB2AG3 malware. exe: $2463 #1E63
B4 Dump 1 B4 Dump 2 B4 Dump 3 2% Dump 4 B Dump 5 @ watch 1 l=] Locals & struct
Address | Hex ASCII
DDEEE410|AD 41 CF 9E|41 87 B8 09 |ED B6 80 500D C6& 66 35 |.AL.A, .%1.].£f5
00EBB420(00 00 00 00|28 FR 3% 76|00 98 DE 00|10 F7 06 01|....(05v..P..=..
Figure 1
As we can see below, the configuration is stored in an encrypted form:
FF 76 OC push dword ptr ds:[esfi-c] ~ esieC: xB7Statusword 0000
&8 CO OC imul eax,eax,C XB7SW_B 0O xB7SW._C3 O xB7SW.C2 O
03 C add eax,edi XBTSW_C1 0 x8TSW CO O xBTSW_ES O
50 push ea x87SW_SF O x8TSW_P 0 x87SW_U o
FF 76 08 push dword ptr ds:[esi+8] =t =i
E8 AE 2C 00 00 | €EVY malware. EBSFDT ~ —
L1l Cl< - i y [EERE =[5 2100 Uriock
Lo i 2F139€0
malware.00EBSFD7 -}! Eggli_? 0OEBFI08 malware.00OEBF308
: [espr6] 00004960
STeNTIO0DEBG6324 malware.exe:$6324 #5724 h!sﬂv‘CV‘U‘.‘Lilaﬁ
WSoump2 @loump3  WHowmp4+  YHoumps @ wamhi  Iellocls Y stuct %Eé??ﬁ‘é!m..,re,mama
s t B s e

O0EBF308 |92 21 57 8F 35 20 80 99 56 11 F8 03 0B 65 93 39|AIW.5-..V.0..€.9 S |
O0EBF318/49 23 28 33/69 5E CF 33ID5 19 23 B8|78 73 CA 78| I#(3iA130.# xsk{ - EPS HioEaru0s | el O0EREODE

Figure 2

The malware implements the AES algorithm in its code and doesn’t rely on Windows APIs:
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.text:BBEBGAGA var_B8C= dword ptr -B@Ch
.text:BBEER46A var_418= byte ptr -418h
.text:88EBG46A var_48C= dword ptr -48Ch
.text:88EBG46A var 3E8= dword ptr -3EBh
.text:88EBG4A6A var _3E@= dword ptr -3E@h
.text:@BEBGARA var 3D8= dword ptr -3D8h
.text:B@BEBGARA var 3D04= dword ptr -3D4h
.text:B8BEBGARA var (= dword ptr -BCh
.text:BB8EBGABA var_8= dword ptr -3
.text:BBEER46A var 4= dword ptr -4
Jtext:BBEBL46A

.text:BBEBE46A push ebp

.text:BBEBG4A6E mov ebp, esp
text:@BEBG46D sub esp, 38Ch
.text:@BEBG4T3 push ebx
Ltext:B88EBBLTL xor ebx, ebx
Ltext:BBEBEATE push esi
dext:@BEELATT xor eCX, 8Cx
text:BBEBRATY inc ebx
.text:BBEBEATYA push edi
Ltext:#BEBGATE mowv eax, ebx
Ltext:e8EBEATD mov esi, @FFh
x vy
M=
.text:@BEBGAS?2
.text:@BEBG482 loc EBG482:
text:@BEB6482 mov edx, eax
.text:@BEBE484 and dl, seh
Ltext:@BEBR48T movsx edwx, dl
.text:BBEBE4BA neg edx
Ltext:@0EBR4BC sbb edx, edx
.text:@8EBB4BE and edx, 1Bh
text:@BEBG491 lea edi, [eaxteax]
text:80EBGA94 wor edx, edi
.text:BBEBG406 mov [ebptecx*4+var_8BC], eax
.text:88EEE49D mov [ebpteax*a+var_48C], ecx
Ltext:@BEBERAAL xor eax, edx
Ltext:BBEBEE4AG and eax, esi
Jtext:@BEBBLAB inc ecx
.text:@BEBR4AT cmp ecx, 188h
text:@BEBRLAF 1 short loc EBG482
™
Figure 3
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[E—%] 21 4D FC and dword ptr ss:[ebp-3],ecx
. BE FF 00 00 00 mov esi,FF
. 8B 45 1C mov ecx,dword ptr ds:[eax+1C]
. OF B& 50 1F movzx edx,byte ptr ds:[eax+1F]
L OF B6 92 48 B4 EB 00 movzx edx,byte ptr ds:[edx+EBB448]
. 22 CE and ecx,esi
- OF B6 89 43 B4 EB 00 movzx ecx,byte ptr ds:[ecx+EBB448]
. Cl1l E1 08 shl ecx,s
. 32 CA Xor ecx,edx
. OF B6 50 1E movzx edx,byte ptr ds:[eax+1E]
. OF B6 92 43 B4 EB 00 movzx edx,byte ptr ds:[edx+EBB448]
. C1 E1 08 shl ecx,s
L 33 CA xor ecx,edx
. OF B6 50 1D movzx edx,byte ptr ds:[eax+1D]
- OF B6 92 43 B4 EB 00 movzx edx,byte ptr ds:[edx+EBB448]
. C1 E1 08 shl ecx,8
. 32 CA Xor ecx,edx
L 8B 55 FC mov edx,dword ptr ss:|[febp-4
. 33 BA 48 BD EB 00 xor ecx,dword ptr ds:[edx+EBED48]
- 8B S0 04 mov edx,dword ptr ds:[eax+4]
. 33 08 xor ecx,dword ptr _ds: [eax]
. B2 45 FC 04 add dword ptr ss:[lebp-41,4
. 33 D1 xor edx,ecx
. 89 48 20 mov dword ptr ds:[eax+z0],ecx
. BB 43 08 mov ecx,dword ptr ds:[eax+3]
L 33 CA xor ecx,edx
. 89 48 28 mov dword ptr ds:[eax+28],ecx
- 83 S50 24 mov dword ptr ds:[eax+24],edx
. 8B 50 0OC mov edx,dword ptr ds:[eax+C]
. 32 D1 xor edx,ecx
. 89 50 2C mov dword ptr ds:[eax+2C],edx
. OF B6 48 ZF MOVZX ecx,byte ptr ds:[eax+2F]
- OF BG6 89 43 B4 EB 00 movzx ecx,byte ptr ds:[ecx+EBB448]
. OF B6 58 ZE movzx ebx,byte ptr ds:[eax+2E]
. OF B6 9B 48 B4 EB 00 movzx ebx,byte ptr ds:[ebx+EBB443]
. C1l E1 O08 shl ecx,s
. 33 CB xor ecx,ebx
. OF B& 58 2D movzx ebx,byte ptr ds:[eax+2D]
L OF B6 9B 48 B4 EB 00 movzx ebx,byte ptr ds:[ebx+EBB448]
. Cl E1 08 shl ecx,s
- 33 CB xor ecx,ebx
. 23 D6 and edx,esi
. OF B6 92 48 B4 EB 00 movzx edx,byte ptr ds:[edx+EBB443]
. C1l E1 08 shl ecx,s
. 33 CA Xor ecx,edx
. 32 48 10 xor ecx,dword ptr ds:[eax+10]
. 8B 50 14 mov edx,dword ptr ds:[eax+14]
. 32 D1 xor edx,ecx
. 89 48 30 mov dword ptr ds:[eax+30],ecx
. 8B 43 18 mov ecx,dl:'crr‘d ptr ds:[eax+18]
. >
dword ptr [ebp-4]=[00D3F8F4]=0
ecx=0
.text:00EEG6715 malware.exe: $6715 #5BI1S
WWoumpi  @pumpz  @oump3  @loump4  @pumps @ watch1  beelLocals & struct
Address | Hex ASCII
00D3F940|AD) 41 CF 9E |41 87 B8 09(BD B6 80 5D|0D C6 66 35 |aAI.A. .%Y.].£f5
00D3F950| 00 00 00 00|28 FB 35 76|00 98 DE 00|10 F7 06 01|....(05v..P..=..
Figure 4
The malicious process retrieves the number of milliseconds elapsed since the system was started using
GetTickCount:
E':'E——H—)' FF 15 84 AD EB 00 €all dword ptr ds:[<&GetTickCount>]
! = = — vy e
B >
dword ptr [DOEBAOS4 <malware.&GetTickCount>]=<kernel32.GetTickCounts
Figure 5

The GetLocaleInfoW function is used to obtain the default locale for the operating system (0x800 =
LOCALE_SYSTEM_DEFAULT, 0x58 = LOCALE_FONTSIGNATURE). The binary verifies whether the 9th
bit, which represents Cyrillic alphabets, is cleared. This technique of avoiding systems that have this setting as

default was also documented by Malwarebytes in their article about Phobos ransomware.
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[l s =

text:BBEB2AAE push 20h ; " ;3 cchData
text:BREB2AAR lea eax, [esptledh+LCData]
text :BBEB2AAC push eax ; lplLCData
text :BBEB2AAD push 58h ; "X’ ; LCType
.text:@BEB2AAF push aeah ; Locale
.text:@BEB2ABL call ds:GetLocaleInfol
.text:BBEB2ABA test eax, eax

.text:BBEB2ABC jz short loc_EB2ACA

L J L J

Jtexti:B@BEB2ABE

mow

eax, dword ptr [esp+leeh+LCData]

Jtewt i BBEB2ACA

Ltext:@BEB2AC2 shr eax, 9 Ltext:@BEB2ACA loc EB2ACA:
Jtext:@BEB2ACS and cax, 1 Ltext:BBEB2ACA xor eax, eax
Jtext:@BEB2ACE jmp short loc_EB2ACC |
Figure 6
An example of decrypting values from configuration is highlighted below:
push ebx XB7SW_SF O X87SW_P 0 X87SW_U o
g:i;‘ l:!f;]ware.EBE!47 ‘ v !
I ot 5 | Defaut stdca) ~|[5 1200 unlod
’me.m‘25534? ; F::glﬂ 00000000 |
Figure 7
5F pop edi
CE pop esi
5B pop ebx
8B ES mov esp,ebp
SD pop ebp
B £2 s B s s w e .
>
.text:00EBE431 malware.exe: $6431 #5831
2% Dump 1 @4e Dump 2 Be Dump 3 ade Dump 4 aLe Dump 5 @ Watch 1 |x=| Locals ;}J Struct
| address 1Hex | ascIT I
| 02F03A68 [B2] 00 61 00|63 00 6B 00[6D 00 00 00[00 00 00 00|B.a.C.K.Muiuau... |
Figure 8
The binary retrieves the path of the executable file of the current process via a function call to
GetModuleFileNameW (see Figure 9).
. 68 04 01 00 00 push 104 XB7SW_C1 0 X87SW_CO O XB7SW_ES O
FF 74 24 08 push dword ptr ss:[Qesp+sl XB7SW_SF O x87SW_P O xB7SW_U 0O
Eﬁ—): 819 g’; ig FC_AD EB 00 ?;iq |;.mrd ptr ds:[<aGetmodulerileNamews] . v Default (stdecl] = ED T
,Wmmmmmm T R
3: [esp+3] 00000104

Figure 9

Interestingly, the process is looking for a file called “backm” that wasn’t previously created by the ransomware
(0x80000000 = GENERIC_READ, 0x3 = OPEN_EXISTING):

57 push e B 2t T e}
57 push edi

6a 03 push = xB7Statusword 0000

57 push edi XB7SW_B 0 x87SW.C3 0 XxB7SW C2 0
57 i XB7SW_CL 0 X875W_CO 0 xB7SW_ES 0

68 00 00 00 8O

FF 15 98 A0 EB 00

ush edi
push 80000000

push esi

€all dword pEr dsi[<dCreateFilew]

XBTSW_SF 0 x87SW_P 0
esi:L’

XB7TSW_U 0

v
Default (stdcall)

dword ptr [DOEBAD98 <malware.&CreateFilen-]=<kernelsz.Createrilen>

2: [esp+a] 80000000
3: [esp+8] 00000OOOO
a: [esp+C] 00000000

= |[5_[2][] unlodke

1 [esp] 02Fisess LC:\\Users' \Jil\Desktop\\backm”

Figure 10

The malware extracts the major and minor version numbers of the operating system using the GetVersion method:
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FF 15 2C Al EB 0O call dword ptr ds: [<&GetVersion:-]
rywr T e e e o ey

B

| dword ptr [OOEBALZC <malware.&GetVersion»]=<kernel3z.Getversion>

Figure 11

It opens the access token associated with the current process by calling the OpenProcessToken API (0x8 =
TOKEN_QUERY):

50 push eax FZA X87SW_B 0 x875W.C3 0 x875W.C2 0O
6A 08 push 8 XB7SW_C1 0 X87SW_CO O X87SW_ES O
FF 15 E4 AD EB 00 E&N) dword ptr ds:[<&GetCurrentProcess>] XB7SW_SF 0 X87SW_P 0 x875wW_U o
50 push eax
FF 15 08 AO EB 00 call dword ptr ds:[<k0penProcessTokens] v
5 | Default stdcal) ~ [5_[2]0] unode
1t [es
dword ptr [DDEBAOOS <malware.&0penProcessToken>]=<advapi32.0penProcessTokens 2: EESSL} 00000008
3: [esp+8] 0ODZFBCA

Figure 12

The malicious process verifies if the token is elevated using GetTokenInformation (0x14 = TokenElevation):

R/ IW_B 5 \BMPLY) KRB/ IW_/ 3 LEMDPLY)

51 push ecx
50 push eax
89 45 F8 x87statusword 0000

mov dword ptr ss:[febp-sj,eax
I

8D 45 F4 Tea eax,dword ptr ss:[febp-C H X875W_C3 O x875wW.C2 0
50 push eax X87SW_C1 0 XB7SW.CO O X87SW_ES 0
6A 14 push 11 X87SW_SF 0 XxB7SW_P O x875w_U 0
FF 75 FC push dword ptr Eebp- 21

FF 15 0C AO EB 00 call dword ptr [<&GetTokenInformation:]

~ [5_[5] 0 unlocke

v
Default (stdcall)

1: [esp]
2: [esp+4] 00000014
31

4

: [esp+8] ODD3FBBC
: [esp+C] 0000000

Figure 13

The environment variable “%systemdrive%” is expanded, which reveals the drive that contains the Windows
directory:

XB7SW_C1 0 X87SW_.CO O X87SW_ES O

08 [ebp+s] [ebp+8] X87SW_SF 0 X87SW_P O X87SW_U O
5 FC [=bp-4] [ebp-4]
3C A1 EB 00 €all dword ptr dsi[<aExpandEnvironmentstringsws] -
= S Default (stdcall) ~ [5_2] (] unlocke

1: [esp] D2F051CB L Ssystemdrivess\\’

dword ptr [ODEBA13C <malware.&EXpandEnvironmentstringsws]1=<kKernelsz. ExpandEnvironmentstringsws 2t [esp+4] O2ZFOSCEO L #sysTemdrivesy\”
=5

[esp+8] 000DOOODOF
Figure 14

GetVolumelInformationW is used to obtain the volume serial number:

56 push esi
5 pishges x87Tagword FFFF
2 - XB7TW_O0 3 (Empty) x87TW_1 3 (Empty)
?2 EE ga;heg;;“x edi:L"C x87TW_2 3 (Empty) x87TW_2 2 (Empty)
8D 45 FC Tea eax,dword ptr ss:[febp-4 x87TW_ AR CEmpLy ) XA TN 3 (EmiTLy )
h e e L Tebp-<3 X87TW_6 3 (EMPTy) X87TW 7 2 (Empty)
57 push edi edizLc
ES 28 54 00 00 €&l malware.EE90CE x875tatusword 0000
53 pop_ecx ecx:L"c | x87sw_B X87SW.C3 0 XB7SW.C2 O
50 push eax XB7SW_CL O X87SW.CO O XB7SW_ES O
56 piEhiess . XB7SW_SF O X87SWP 0 X87SWU 0
57 push ed1 edi:LC
FF 15 38 A1 EB 00 call dword pEr d5i[<&GetvoluneInformation=] v !
2= 2= . 5 | Defalt (stdcal) ~|[5_[£] 00 unlocke:
1t [esp] 02FOBCEO LUCiv\"
dword ptr [DOEBAI38 <malware.d&GetvolumeIntormationws]=<kernel32.Get Ton> i G R
3: [esp+s] 00000003
S e el A S a: [esp+C] 0ODIFRTC

Figure 15

The ransomware tries to open two mutexes called “Global\\<<BID>><Volume serial number>00000001" and

“Global\\<<BID>><Volume serial number>00000000”, and then creates them:

edi XB7SW_C1 0
XBTSW_SF 0

X87SW_CO O
X87SW_P O

X87SW_ES O

push edi
X87SW_U o

push ebx
push 100000
call dword ptr ids:[<eopenmutexw-]

68 00 00 10 00
FF 15 04 A1 EB 00

v

5 |Default (tdcal) + [5 2] unlocke

1: 00100000
dword ptr [DODEBA104 <malware.&0penMutexw-]=<kernel3Z.OopenMutexn> 2: E::gl4} 00000000

3: [esp+8] 02FO7AGD L“Global\\<<BID>>A2C9AD2FO000000L"™

Figure 16

dword ptr [ODEBADDC <malware.&CreateMutexw>]=<kernel3z.CreateMutexws

Figure 17
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57 push edi edi X87SW_C1 0 XxB7SW_CO 0 x87SW_ES 0
53 push ebx X87SW_SF 0 XB7SW_P 0 X87SW_U 0

53 push ebx :

FF 15 DC AD EB 00 €all dword ptr ds:[<aCreateMutexi:] v

==_st TT T s Tt e = Default (stdcall) &

[esp] 00000000
[esp+4] ooO0000DOO

: [esp+8] D2FO7AG0 L“Globall\<<BID>>A2CIADZFOO000001"
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The DLLs and functions necessary to perform some activities are also decrypted from the configuration. The
binary obtains the module handle for a DLL using GetModuleHandleA:

7 push edi edi: ke — = =
FF 15 20 Al EB 00 call dword ptr ds:[<&GetModuleHandleax] "
e e 5 | Default (stdcal) ~ |[5_ =] unlocke
1: ‘D2F09808 "kKi 132.d11"
dword ptr [ODEBA120 <malware.&GetModuleHandleA>T=<kernel3z.GetModuleHandlea> ED ;S:Elm 7earnean E[ES»«:I)7 Flacauandlas

Figure 18

The address of the exported functions is retrieved by calling the GetProcAddress API:

53 push ebx ebx:" ‘xa?sw_s: 0 XxB7SW_P O XB7SW.U 0O
50 push eax i
FF 15 OC Al EB 00 €all dword ptr ds:[<&GetProcAddress>] w
T —— = = Default (stdcall) ¥
dword ptr [DDEBALOC <malware.d&GetProcAddress>]=<kernel32.GetProcAddress> ‘; y[s:314{632F0931:E!::§::z§6;::b1eﬁuws4;sked1‘r=::1‘um“
Figure 19
The malware disables file system redirection for the calling thread:
FF 75 08 |pu?;\ dword ptr ss:[Jebp+3] | I ]
FF DO ca eax eax:wow v
Gaanaese e 5 | Default (stdeal) ~ [5_[2] ] unocke:
- - 1: [esp] 0OD3FBAD ‘
eax=<kernel32.wWowG4Disablewowc4FsRedirection> (76A7E6A30) |57 Facn:al 7eacnRan ckernalaz classHandlas

Figure 20

It obtains a handle to the Shell’s desktop window via a function call to GetShellWindow (Figure 21).

FF 15 74 A1 EB 00 |i:a11 dword ptr dsi[<&Getshellwindows] |

dword ptr TOODEBALT4 <malware.&Getshellwindow=T=<user3z.Get5hellwindow:

Figure 21

Using the above handle, the process calls the GetWindowThreadProcessld function to retrieve the identifier of the

process that created the window (explorer.exe):

51 push ecx XB7SW_SF 0 x87SW_P O xB7SW_U o
50 push eax
FF 15 70 Al EB 00 €all aword ptr ds:[<&GetwindowThreadProcessId>] v ==
AR o 5 | Default Gtdcaly ~ |[5_[2] ] nocke
— — 1: a5 ‘000100A6
Oword ptr [DOEBAL7D <malware.&GetWindowThreadProcessid>]=<user32.GethindowThr eadProcessIids 2t ,[e;glﬂ OOD3EBAC

Figure 22

The binary opens the “explorer.exe” process using the OpenProcess method (0x400 =
PROCESS_QUERY_INFORMATION):

FF 75 E4 push dword ptr ss:[ebp-1c XB7SW_C1 0 x87SW_CO O XxB7SW_ES 0
56 i

push esi XB7SW_SF 0 x87SW_P O xB7SW_U o
68 00 04 00 00 push 400
FF 15 4C A0 EB 00 €all dword ptr ds:[<&0OpenProcess>] v e
! ] ——Tm=r—rm——wm o= = 5 | Default (stdcaly ~|[5 2] unlocke
1: es|
Gword ptr [OOEBADIC —malware.&OPenProcesss]—<Kernels2.OpenFrocesss e s peatRrn o oo
3: [esp+s] 000DOB74

Figure 23

OpenProcessToken is used to open the access token associated with the above process (0x02000000 =
MAXIMUM_ALLOWED):

51 push ecx XB7SW_B O X87SW_C3 0 xB7SW_C2 0O
BB 00 00 00 02 mov ebx, 2000000 XB75W_Cl 0 x875W_CO O xB7SwW_ES O
53 push ebx XB7SW_SF 0 x87SW_P 0 xB7SW_U o
50 push eax
FF 15 08 A0 EB 00 €all dword ptr ds:[<eopenProcessTokens] v
; hig < 5 | Default Gtdcal) ~ |[5 ] urlocke
1: es| 00000208
dword ptr [DOEBACOS <malware.&OpenProcessToken>]=<advapi3z.openProcessToken> >: Eesgl‘;] 02000000
3: [esp+3] OOD3FEEC

Figure 24

The DuplicateTokenEx API is utilized to create a new access token that duplicates the token mentioned above

(0x2 = SecurityImpersonation, 0x1 = TokenPrimary):
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st o ey A el o ey
= [BOSHECE XB7TW_6 3 (Empty) x87TW_7 3 (Empty)

.
. 6A 01 push 1
. 6A 02 push 2
. 8D 45 BC lea eax,dword ptr ss:[Jebp-44]] xB75tatuswWord 0000
. 50 push eax X87SW_C3 O xB7SW_CZ O
. 53 push ebx XB7SW_C1 0 X87SW_CO O XB7SW_ES O
. FF 75 F4 push dword ptr ss:[Qebp-cfj XB7SW_SF 0 x87SW_P O xB7SW_U o
. €7 45 BC 0OC 00 00 00 mov_dword ptr ss:[febp-24],c 0C: "\f"
FF 15 2C AD EB 00 €all dword ptr ds:[<&DuplicateTokenEx>] v
i) o = Dlefau\t(sbdmlll - ~ |[5_ =] unlocke
- H es|
dword ptr [0D0EBAD2C <malware.&Duplicat 1 pi32.Duplicat 2: EESD*“I 02000000
3: [esp+8] OOD3FBB4
: 4: [esp+C] 000DODDOZ2

Figure 25

The ransomware spawns itself running in the security context of the newly created token (Figure 26).

N — e = mmmgs e e = sy
o 85 70 FF FF FF 1eaheax,dwm—d ptr ss:[ebp-920] ;g;mj : EE:S;;% :gmj g Esxggg
DS sax X87TW_6 3 (Empty) x87TW_7 3 (Empty)

esi
esi
esi

x87s5tatusword 0000

esi XB7SW_B O xB7SW_C3 0 x87SW_C2 O

75 FC dword ptr ss:[febp-4] [ebp-4] XB7SW_C1 O XB7SW_CO 0 X87SW_ES 0O
esi XB7SW_SF O XB7SW_P 0 X87SW_U 0O

ebp- 5|

L ]
[ebp-141 [ebp-14 »
M s Default (stdcal) + |5 [2][J unlockec
1: [esp] 00000210
2: [esp+4] 00000000
3: [esp+8] 02F18670 L"C:\\Users'\Jll\\Desktop\\ma
4: [esp+C] 00000000

7% F8
557EC

dword ptr [ebp-12]-[00D3FBE+ <aCreateProcesswithTokenw-]=<advapisz.CreateProcesswithTokenws

Figure 26
It creates a new thread that will run the following commands in the sub_EB4B85 function:

e vssadmin delete shadows /all /quiet — delete all Volume Shadow Copies

e wmic shadowcopy delete — delete all Volume Shadow Copies

» bcdedit /set {default} bootstatuspolicy ignoreallfailures — ignore errors if there is a failed boot, shutdown,
or checkpoint

e bcdedit /set {default} recoveryenabled no — disable automatic repair

e wbadmin delete catalog -quiet — delete the backup catalog on the machine

 netsh advfirewall set currentprofile state off — disable the firewall for the current network profile

 netsh firewall set opmode mode=disable — disable the firewall

[ S6; push esi
[ 56 push =i x87Statusword 0000
[ 50 push eax eax:"vs | X87SW_B O X87SW.C3 O X87SWCZ O
[ €8 85 48 EB 00 push malware.EB4B55 XB75W_CL O x875W_CO O xX875W ES 0O
[ 56 push esi XB7TSW_SF O X87SW_P 0 x87SW_U 0
f 56 push esi

Eg— FF 15 BO AD EB 00 €all dword ptr ds:[<&CreateThread>] ™
i o e it s Default (stdcall) i
: [esp)

dword ptr [DDEBADBO <malware.&CreateThread-]=<kernel3z.createThreads [espt4] 00DODDOD
[esp+8] 00DEB4BSS malware.ODEB4BS5

[esp+c] 02F08088 "vssadmin delete shadows /all

Bwnp

. TEXT:O0EB4DSA malware.exe: $4D8A #418A

% oump 1 #4 Dump 2 Y oump 3 §4 Dump 4 Y Dump 5 & watch 1 [*=]Locals ;;’ Struct

Address ASCIT ~
Wssadmin delete
shadows /all /qu
jet.wmic shadowc
opy deletz.beded
it /set {default
} bootstatusgoly
Oy, Agmartedibed return to malware.0DEB40DD fro
nesshcdedirs/se 02F1A558 "vssadmin delete shadows /all

malwar e, D0EB4BES
"vssadmin delete shadows /all

65 74 65 20
20 2F 7175

"vssadmin delete shadows /all

t {default} reco

7| veryenabled no.w 03F0s 488

badmin delete ca 25D0BAZE

74 61 Fars 71|Z5 69 65 71|0. 7 talog -quiet,exi 00D 3FCD4|
02F0B178|74 DA 0D AB|AB AB AB AB|AB AB AB FE|EE FE EE FE|t..as«aaaxacpipip IPAAEBABBE| ratiirn +n malwara ANEBIBBE Frn

Figure 27

The process copies its executable to the “%AppData%\Local” directory, as highlighted in Figure 28.

L 6A 00 push 0 X87SW_C1 0O X87SW_CO O XB7SW_ES 0O

i 53 push ebx X87SW_SF 0 X87SW_P O XB7SW.U 0

1 FF 75 FC push dword ptr ss:[[ebp-4] i 1

E FF 15 8C_ A0 EB 00 call dword ptr ds:[<aCopyFilews] v

il g=.— oo 5 |Default stdcal) ~ [5 [2] (] unlode

L = = [1: [esp] 02F1A980 L"C:\\Users Desktoph\malware. exe”

dword ptr [DOEBADSC <malware.&CopyFilew=]=<kernel32.CopyFilew= ‘2: Eesglé% 02F1ADDO L“é:\\\use>s\ \\Appﬂgéé\\mc.ﬂ\\ma1ware.ene'l
3: [esp+8] 00000000

Figure 28

RegOpenKeyExW is used to open the Run registry key (0x80000002 = HKEY_LOCAL_MACHINE, 0x20106
= KEY_WRITE | KEY_WOWG64_64KEY):
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i 50 push eax 2 m = x87statusword 0000

il 68 06 01 02 00 push 20106 XB75W_B O xB7SW C3 O x875W.C2 0O

1 x 6A 00 push o X87SW_C1 0O xXB7SW_CO O X87SW_ES 0O

i FF 75 D8 push dword ptr ss:[febp-28] [ebp-28 X87SW_SF O XB7SW_P 0 X87SW_U 0O

i 65 02 00 00 80 push 30000002

Eﬂl FF 15 20 AQ EB 00 call dword ptr ds:[<eRegOpenkeyExw>] w

T 53 5 | Default (stdcal) = |[5_[#] 0] unlodke
L - 1: [esp] 80000002

dword ptr [DDEBAO20 <malware.&R 132.Reg0 2: [esp+4] 02F068BO L"software\\Microsoft'\windows

3: [esp+8] 00000000
4: [esp+C] 00020106
. TeXT:DOEBI3AS malware.exa: $13A9 #7A9 1

80000002 ]
02F068BO | L"software\\M1crosofty\windows
00000000

&% Dump 1 W% Dump 2 8% Dump 3 W Dump 4 8% Dump 5 @ Watch 1 [*=] Locals ‘J;) Struct

Address | Hex

02FDGBBO[E2 00 6F 00

72 00 65 00
73 00 6F 00
64 D0 6F 00|T.T.
72 00 65 00|W.s.
69 00 &F 00
00 00 00 00N\ .R.U.Mue.en.n

66 00 74 00
63 00 63 00
5C 00 57 00
5C 00 43 00
56 00 65 00
52 00 75 00

77 00 61 00
72 00 6F 00
69 00 6E 00

02FDGECO|5C 00 4D 00
02F06BD0| 66 00 74 00
02FO6BED|77 00 73 00
02FDGBFO| 6E 00 74 00
02F06300| 6E 00 5C 00

75 00 72 00
72 00 73 00
6E 00 00 00

Figure 29

The ransomware establishes persistence by creating an entry named based on the executable name, which points

to the newly created executable:

50 push eax
FF 75 0C push dword ptr s=:[ebp+cl) [ebp+C] x87Statusword 0000
64 01 push 1 XB7SW_B 0 X87SW . C3 0 XB7SW_C2 O
GA 00 push 0 . _ | x87sw_c1 0 x87SwWco 0 x87SW_ES ©
FF 75 08 push dword ptr ss:|[Jebp+s]) [ebp+8] XB7SW_SF O x87SW_P 0 X87SWU 0O
FFE 37 push dword ptr edi]
FF 15 14 A0 EB 00 call dword ptr ds egSetvalueExns] v
5 | Defalt stdeal) = [5_[][] unlodke
1: [esp] 0000020C
dword ptr [ODEBADL4 <malware.dRegSetvalueExw>]=<advapi3Z.RegSetvalueExws 2: Ee;gl‘,] 02F1AFFS L"malware”
3: [esp+3] 00DDDOOO
4: [esp+C] 00000001

Figure 30

The malicious binary tries to copy the non-existent file called “backm” to the same directory:

6A 01 push 1 XB7SW_C1 0O XB87SW CO O XB7SW_ES O
53 push ebx XB7SW_SF O x87SW_P 0 xB7SW_U o
FF 75 F8 push dword ptr ss:[febp-s] 1
FF 15 8C AD EB 00 call dword ptr ds:[<&CopyFilew=] v
! = i 5 | Defoutt Gstdeal) ~|[5 2] 0] uniode
= = 1: [esp] 02FLABAS L"C:\\Users\' Desktopi\backm”
dword ptr [DOEBAOSC <malware.&COopyFilews]=<kernelz2.CopyFilews 2: [espt4] D2FLADDO L"C:\\Users\ \\AppData\\Local\\backm"
3: [esp+8] 00000001

Figure 31
The second persistence mechanism consists of copying the executable to the Startup folder.
The following extensions are targeted, but the ransomware will encrypt other extensions as well:

 fdb sql 4dd 4dl abs abx accdb accdc accde adb adf ckp db db-journal db-shm db-wal db2 db3 dbc dbf dbs
dbt dbv dcb dp1 eco edb epim fcd gdb mdb mdf 1df myd ndf nwdb nyf sqlitedb sqlite3 sqlite

Also, the ransomware doesn’t encrypt files that were previously encrypted by other ransomware families:

e backmydata actin DIKE Acton actor Acuff FILE Acuna fullz MMXXII GrafGrafel monero n3on jopanaxye
2700 DEVOS kmrox sOm1n qos cg ext rdptest SOva 6y8dghklp SHTORM NURRI GHOST FF60M6 blue
NX BACKJOHN OWN FS23 2QZ3 top blackrock CHCRBO G-STARS faust unknown STEEL worry
WIN duck fopra unique acute adage make Adair MLF magic Adame banhu banjo Banks Banta Barak
Caleb Cales Caley calix Calle Calum Calvo deuce Dever devil Devoe Devon Devos dewar eight eject
eking Elbie elbow elder phobos help blend bqux com mamba KARLOS DDoS phoenix PLUT karma bbc
CAPITAL WALLET LKS tech s1g2n3a4l MURK makop ebaka jook LOGAN FIASKO GUCCI decrypt
OOH Non grt LIZARD FLSCRYPT SDK 2023 vhdv

The following files and directories will also be skipped during the encryption process:

« info.hta info.txt boot.ini bootfont.bin ntldr ntdetect.com io.sys backm

e C:\WINDOWS C:\ProgramData\microsoft\windows\caches

The process splits further malicious activity into multiple threads that will be described in the following
paragraphs. The following functions will be executed: sub_EB22EE, sub_EB239A, sub_EB2161, sub_EB1A76,
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and sub_EB1CCS.

51 push ecx X87r6 00000000000000000000 ST6 EMPTy 0.00000000000

89 50 08 movg el r e [earal e X87r7 00DD00D0O0D00DO00D00 S5T7 Empty 0.0000000000C
8B 55 OC mov edx,dword ptr ss:|[Jebp+C
53 10 Box theees | oL s =ax oo e
s: [eax], XxB7TW_0 3 (Empty)  X87TW_1 3 (Empty)
8 55 10 Doy, ed dvord preSS:ebpricl e T e
FF 75 08 push dword ptr ss:[ebp+&l XB7TW 4 3 (Empty)  x87TW.5 3 (Empty)
89 50 04 mov dword ptr XBTTW_6 3 (Empty)  x87TW_7 3 (Empty)
8B 55 18 mov edx, dword
89 50 0OC mov dword ptr ds: ], edx XxB75tatusword 0000
88 55 1C mov_edx,dword ptr ss:[ebp+1Ch X87SW_E O X87SW.C3 0 XB7SW.EZ O
51 push ecx XB7SW_C1 O X87SW_CO 0 XB7SW_ES ©
51 push_ecx XB7SW_SF O X87SW P 0 XB7SWU O
89 50 10 mov dword ptr ds:[eax+10],edx
FF 15 BO AD EB 00 €all dword ptr ds:[<&CreateThreads] v
! = e 5 | pefault (toca) ~|[5 2] unlocke
K 1: es| 00000000
dword ptr [OOEBADBO <malware.&Createlhread-]=<kernelsz.createlhread> 28 Ee;glq 00000000

3: [esp+8] ODEB22EE malware.ODEB22EE
4: [esp+C] 02F04DB0

Figure 32
Thread activity — sub_EB22EE function

The malware opens the access token associated with the current process (0x20 =
TOKEN_ADJUST_PRIVILEGES):

7 PLEHEE XBTTW_4 3 (Empty) xB7TW.S 3 (Empty)

e gﬁgheg:;‘dwwd ptr ss:Hebp-sff X87TW_6 3 (Empty) XB7TW_7 3 (EmpTy)

33 F6 xor esi,esi

€A 20 push 20 x875tatusword 0000

33 FF xor edi,edi X87SW_B 0 XB7SW_C3 0 x875w_C2 0

89 75 F8 mov_dword ptr s=:[ebp-sJ,esi X87SW_C1 O XB7SW._CO O XS7SW_ES 0

FF 15 E4 A0 EB 00 E&M dword ptr ds:[<&GetCurrentProcess>] X875W_SF 0 xXB7SW_P 0 Xx87SwW_U o

50 push eax

FF 15 08 AO EB 00 €all dword ptr ds:[<&0penProcessTokens] ¥

St = ‘I:;e-fault(stda\lj + [5 2] unlocke
Gword ptr [ODEBADDS <malware.8OpenProcessTokens]—<advapisZ.openrrocessTokens T
3: [esp+8] D4FEF97C

Figure 33

The LookupPrivilegeValueW method is used to extract the locally unique identifier (LUID) that represents the
“SeDebugPrivilege” privilege:

XB7SW_CL 0 X87SW_CO 0 XB7SW_ES O

50 push eax
FF 75 08 push dword ptr ss:|[febp+g] [ebp+8] XBTSW_SF 0 x87SW_P 0 XB7SW_U [
56 push esi I
FF 15 04 AD EB 00 call dword ptr ds:[<&LookupPrivilegevaluews] v
i 5 IDlEfau\t(stmID ~ [5_[] 0 unlocke
dword ptr [OOEBADD4 <malware.&L0OKUPPrivilegevaluews]=<advapi32.LookupPrivilegevaluews 28 E::gl‘ﬂ 02F09B48 L"SeDebugPrivilege”
3: [esp+8] 04FEF974

Figure 34

The malicious process enables the above privilege via a call to AdjustTokenPrivileges:

35 45 E4 o o ptr ss:lebp-1cll, eax xeznagword FEEL
e . X87TW_0 3 (Empty) Xx87TW_1 3 (Empty)
8 45 Fa mov eax,dnord per ss:febp Cl X87TTW.Z 3 (Empty)  XB7TW.3 3 (EmpTy)
2 gt ook X87TW_4 3 (Empty) xBTTW.S 3 (Empty)
83 15 Es mov dword ptr ss:[ebp-1s),eax ZAZERCE SR (FREEY M BATNEZE 3R (Rt
80 45 E0 Tea eax,dword ptr ss:[ebp-20]
50 push eax x875tatusword 0000
56 push est X87SW_B 0 X87SW_CZ 0 X87SWC2 O
FF 75 F8 push dword ptr ebp-3]| X87SW_C1 0 X87SW_CO O XS7SWES O
C7 45 EO 01 00 00 00 mov dword ptr bp-20,1 XB7SW_SF 0 XB7SWP 0 X87SW.U O
C7 45 EC 02 00 00 00 moyv_dword ptr bp-12,2
FF 15 1C A0 EB 00 call dword ptr <aAdjustTokenPrivilegess] v =
1] 7 e 5 | Default (stdeal) ~ |5 2] unlocke
—— 1 [esp] 00000278
dword ptr [OOEBADIC <malware.8AdjusTTOKenPrivilegess]—<advapisz.AdjustToKenPrivilegess o Eesg],ﬂ TR
3: [espt8] O4FEF9G4
e S e S 4: [esp+C] 00000000

Figure 35
The following processes will be killed because they could lock files to be encrypted:

» msftesql.exe sqlagent.exe sqlbrowser.exe sqlservr.exe sqlwriter.exe oracle.exe ocssd.exe dbsnmp.exe
synctime.exe agntsvc.exe mydesktopgos.exe isqlplussvc.exe xfssvccon.exe mydesktopservice.exe
ocautoupds.exe agntsvc.exe agntsvc.exe agntsvc.exe encsvc.exe firefoxconfig.exe tbirdconfig.exe
ocomm.exe mysqld.exe mysqld-nt.exe mysqld-opt.exe dbeng50.exe sqgbcoreservice.exe excel.exe
infopath.exe msaccess.exe mspub.exe onenote.exe outlook.exe powerpnt.exe steam.exe thebat.exe

thebat64.exe thunderbird.exe visio.exe winword.exe wordpad.exe

The malware takes a snapshot of all processes in the system, as displayed in the figure below.
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-
6A

FE

dword ptr [ODEBA124 <malware.&CreateToolhelp3zsnapshot>]=<kernel3z.createToolhelp3zsnapshot>

Figure 36

02

89 7D

15 24 Al

EB 00

push edi
pus| XB7SW_SF O X87SW_P
B ptr ss:[ebp-4],edi

XBYSW_C1 0 x87SW_CO O xBFSW_ES 0

0 XB7SW.U O

e
call dword ptr_ds:[<aCreateToolhelp3zsnapshot=] v
Default (stdcal)

7 [ Unlocke

1: [esp]
2: [esp+4] 000OO0DOD

The processes are enumerated using the Process32FirstW and Process32NextW APIs:

50
FF

FF

50

75 F8

89 B5 CC FD FF FF

15 10 A1

EB 00

FF 75 F8
FF 15 1C Al EB 00

push eax
push dword ptr
mov dword ptr

XBTSW_SF 0 x87SW_P

X87SW_C1 0 X87SW_CO O xB7SW_ES 0

0 XB7SW_U 0

‘ & ‘

call dword ptr d

Default (stdcal)

~ [5_[2]0 unlocke

* [esp] 00000284
| 2: [esp+a] 04FEF7S0

push eax

| xe7sw_sF 0 xa7sw_p
push dword ptr ss:[[ebp =

0 XB7SW_U O

=l
call dword ptr ds: [<tProtessaznextu>] v
Defalt (stdcal)

~ [5_12]00 unlocke

[dword ptr [ODEBAIIC <malware.&Process32Nextw>]=<kernel32.Process32Nexth>

Figure 38

: [esp] 00000ZE4
| 2: [esp+a] osFEF7so

Any target process is stopped using the TerminateProcess method:

Ll =]
.text:@BEB4ESD push [ebptpe.th32ProcessID] ; dwProcessId
Ltext:BBEB4ER3 xor ehx, ebx
.text:BBEB4ERS push ebx 3 bInheritHandle
.text:@BEBAEGE push 1 ; dwDesiredAccess
.text:BBEB4EGS call ds:0OpenProcess
text:@BEB4EGE mov esi, eax
Jfext:@BEBAETE test esi, esi
.text:@BEB4ET2 jz short loc EB4EB1
Ll et =]
.text:BB8EB4ET4 push ehx ; uExitCode
.text:BBEB4ETS push esi 5 hPrDcess
.text:BBEB4ETE call ds:TerminateProces
.text:BBEEB4EVC push esi H hDhject
.text:88EBL4ETD mowv ebx, eax
.text:@BEB4EVF call edi ; CloseHandle

Figure 39

Thread activity — sub_EB239A function

OpenProcessToken is utilized to open the access token associated with the process (0x8 = TOKEN_QUERY):

50

push eax

XB7SW_B 0 x875W.C3 0 X875WC2 O

A 08 push &
FF 15 E4 A0 EB 00

50 push eax
FE 00

15 08 A0 EB

€all dword ptr ds:[<&GetCurrentProcess>]

call dword ptr ds:[<eopenprocessTokens]

XB7SW_SF 0 XE7SW_P

XB7SW_C1 0 X87SW_CO 0 X87SW_ES O

0 X87SW_U O

v
uerau\t(sndau)

~[5 2] unlodke

e

dword ptr [ODEBADDSE <malware.&0penProcessToken>]=<advapi3z.0penProcessTokens

Figure 40

2] [Espfﬂ 00000008
3: Tesp+8] 0512FACS

The binary verifies again if the token is elevated by calling the GetTokenInformation API (0x14 =

.
TokenElevation):

51 push ecx

50 push eax

89 45 F8 mov dword ptr =s:|ebp-

8D 45 F4 lea eax,dword ptr ss:[febp-Cf)

50 push eax

GA 14 push 14

FF 75 push dword ptr ss:|[Jebp-4]

15 OC AO EB 00

dword ptr [ODEBAODC <malware.&GetTokenInformation-]=<advapi32.GetTokenInformations

P-4
call dword ptr ds: [<eGetTokenInformations]

XB/IW_6 3 (EMPTY)  XB8/IW_/ 3 (EMPTY)
x87Statusword 0000

XB7SW_B 0 X87SW_.C3 0O XB7SW.C2 0
XB7SW_C1 0 x87SW_CO 0O xB7SW_ES 0
XBYSW_SF 0 X87SW_P O XB7SW.U O

~ [5_1]0] unlodke

s, eax

v
Default (stdcall)

1: [esp] 000002
2: [esp+d] 00000014
3: [esp+8] 0512FACO
2: [esp+C] 00000004
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Figure 41

It calls again the OpenMutexW and CreateMutexW methods with the “Global\\<x<BID>><Volume serial

number>00000000” mutex name:

X87SW_C1 0 X87SW_CO 0O XB7SW_ES O

57 push edi edi
53 X87SW_SF 0 X87SW_FP 0 X87SW_U 4]
68 00 00 10 00 push 100000 I 1
call dword ptr ds:[<gOpenMutexws] v
s Default (stdcall) ~ |[5_2] (] unlocker

FF 15 04 A1 EB 00

1: [esp] 00100000
2: [esp+4] 0D000D00D
3: [esp+8] D2F09848 L"Global\\<<BID>>A2C3ADZFO0000000"

|:Murd ptr [0OEBAL04 <malware.&OpenMutexws]=<kernel3z.OpenMutexn>

Figure 42

Thread activity — sub_EB2161 function

The ransomware uses events to synchronize threads. It creates two unnamed event objects using CreateEventW:

53 push ebx
6A 01 push 1 X875tatusword 0000
EA 01 push 1 XB7SW_B O xB7SW_C3 0 x875wW._C2 0O
52 push ebx XB7SW_C1 O XB7SW_CO 0O X87SW_ES 0
89 1E mov dword ptr ds: 5i], ebx XB7SW_SF O xBTSW_P 0 x87SW_U o
C7 46 04 80 00 00 00 mov_dword ptr ds: [esita],so
EIP, FF D7 call edi edi:Crew
a 5 |Defaut Etocan = |[5 2] (] unlocke
= 1: [esp] 00000000
edi=<kernel3z.CreateEventi> (76ACDCO0) 2: [espt4] D0ODDDDOL
3: [esp+8] 00000001
4: [esp+C] 00000000

Figure 43

The NetBIOS name of the local machine is extracted (Figure 44).

XB7SW_C1l 0 x875W_.CO O xB7SW_ES 0
XBYSW_SF 0 x87SW_P O xBYSW_U 0

v
Default (strcall ~ |[5_[] ] unlocke

1: [esp] 02F1F01E
2: [esp+a] 0526FB38

50 push e
8D 47 10 lea ea:
push e

ax
x,dword ptr ds: [edi+10]

ax

call dword ptr ds:[<eGerComputerNamews]

50
EIF, FF 15 78 A0 EB 00

| dword ptr [00EBAD78 <malware.&GetComputerNameh>]=<kernel32. GetComputerNameh>

Figure 44

WNetOpenEnumW is used to start an enumeration of all currently connected resources (0x1

RESOURCE_CONNECTED):

50 push eax 5 = = x87statusword 0000
FF 75 0C push dword ptr ss:[Jebp+cll X87SW_B O x87SW.C3 0 x87SW.C2 0O
push edi xXB7TSW_C1 O xB7SW_CO 0O x87SW_ES 0O
57 push edi XB7SW_SF O XB7SW_P 0 Xx87SW_U o
FF 75 08 push dword ptr ss:([ebp+si
E1P} FF 15 5C Al EB 00 call dword ptr ds: [<&wNeTopenenumws] v
5 | pefault Gtdca) ~ |[5_[2] [ unlocke
1: [es
dword ptr [DDEBAISC <malware.EWNeTOpenEnumW:]=<mpr. WNetOpenEnumn> 2t Eesgl‘,] 00000000
3: [esp+8] 0000000DO
4: [esp+C] 0000000D

Figure 45

The enumeration continues by calling the WNetEnumResourceW function:

X8/STATUSWOrD UULL

50 push eax
53 push ebx XB7SW_B O XB87SW C3 0 XB7Sw C2 O
8D 44 24 18 lea eax,dword ptr ss:[fesp+15] XB7SW_C1 O XB7SW_CO O XB7SW_ES O
50 push eax XB7SW_SF 0 X87SW_P 0 XB7SW_U o
FF 74 24 24 pu?;r mrg ptr a::{esp—:-ﬂ ;
FF 15 54 Al EB 00 ca rd ptr ds: [<&WNetEnumResour cew>| v =
I = 5 | Default (stdcal) + |5 2] unlocke
1: [esp] 02F341A8 "conn”
dword ptr [DOEBA154 <malware.EWNETENUMRESOUr CEW>]=<mpr.WNETENUMRESOUr CeW> 2: [esp+4] 052EF7ES
3: [esp+8] 02F1F240
4: [esp+C] OS526F7F4

Figure 46

The process obtains the interface—to—IPv4 address mapping table via a function call to GetIpAddrTable, as shown

below:

X87SW_B 0 xB7SW_C3 0 xX87SW_C2 O
X87SW_C1 0 XB7SW_CO O X87SW_ES O
X87SW_SF 0 xXB7SW_P 0 X87SW_U O

56
8D 44 24 18
50

push esi
Tea eax,dword ptr ss:[esp+ic]]

2: [esp+4] 0526F804
3: [esp+8] 00DODOOD

i push eax
R 53 push ebx :
EE—>e FF 15 38 AD EB 00 call dword ptr ds:[<aGetIpaddrTables] v
e == i = 5 | Default stdcal) ~ [5 %] Unlocke
11: [esp] 02F3A583

dword ptr [ODEBAD38 <malware.&GetIpAddrTablex]=<iphlpapi.Getipaddriablex

Figure 47

Every IP address extracted above is converted from network order to host byte order using ntohl:
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push dword ptr ds:[edi]

call esi ESTHALS v |

esi=<wsz_32.ntohl> (76F74A20) I

Figure 48

Default (stdcal)

~ [5_[£] 00 unlocke

1: [esp] BDA2AECO

3+ lecn+dl ANANNNAN

The malware creates a TCP socket (0x2 = AF_INET, 0x1 = SOCK_STREAM, 0x6 = IPPROTO_TCP):

64 06 push &
56 push esi
6A 02

X87SW_B 0 XB7SW_C3
X87SW_C1 0 XB7SW_CO
XB7SW_SF 0 XBTSW_P

0 x87SW_C2 O
0 X87SW_ES O
0 X87SW_U O

45 cC mov dword ptr ss:[febp-34],eax

15 84 A1 EB 00 call dword ptr ds:[<&socket>]

v
Default (stdcal)

~ |5 2] 0] unlocke

dword ptr [ODEBA1B4 <malware.&socket>]=<ws2_32.socket>
Figure 49

It tries to connect to

o c 6A 10 push 10

ik 8 15 C8 Tea eax, dword prr s5:feop-3sl
. 50 push

. Piish es1

56
E TP, FF 15 CB Al EB 00 call dword ptr ds:[<&connect>]

[1: [esp]
2: [esp+4] 00000001
3: [esp+E] 00000006

XBTSW B 0
XB7SW_C1 0O
XBTSW_SF 0

X87T5W_C3

XBTSW_P

X87SW_CO O

every host on the network on port 445 in order to encrypt every available network share:

0 XB7SW. C2 O
XB7SW_ES O
0 XB7SW_U O

v
Default (stdcall)

e

dword ptr [ODEBAICS <malware.&connect>]=<ws2_32.cConNect>

Figure 50

Thread activity — sub_EB4B85 function

=
EH

[esp; 3
[esp+4] 0526F7A8
[esp+8] ooooooio

The process creates two anonymous pipes by calling the CreatePipe method (see Figure 51).

56 push e:

8D 44 24 30 Tea eax chword ptr ss:ffesp+30] [esp+30

50 push e

8D 44 24 14 Tea Eax kv ptr Besp+14]

50 push

8D 44 24 1C lea eax ~dword ptr ss:ffesp+ac

50 push eax

FF D3 call ebx EbX:ICre v
>

Aosim_D 3 LempLyy

x87Statusword 0000
XB7SW_ B O
XB7SW_C1 0

XBTSW_SF 0 x87SW_P

X87SW_C3
X87SW_CO O

Ao/ IM_i 2 \EmpLy)

0 XB7SW. CZ O
XB7TSW_ES 0
0 xBFSW_U O

Default (stdcall)

ebx=<kernel3z.CreatePipe> (76A74490)

Figure 51

1: [esp] O4EAFD48

2: [esp+4] D4EAFD44
3: [esp+d] D4EAFDG4
4: Tesp+C] 00000000

The read handles are made inheritable using SetHandleInformation (0x1 = HANDLE_FLAG_INHERIT):

push 651' XB7SW_C1 0 x87SW_CO 0O XxB7SW_ES 0O
push XB7SW_SF 0 X87SW_P 0 XB7SW_U o
push dwnr’d ptr ss:[lesp+14] [esp+14
clﬂ] eb: ebx:Set v
5 | Default Gedcal) = |[5_[2] 0] unlode
1: [esp] ODODDZED
ebx=<kernel32.setHand1eInformation> (76ACDBBO) 2: Eesgl‘,] 00000001
3: [esp+3] 00000000
I3 i) 0 : .
The ransomware creates a “cmd.exe” process that will execute multiple commands:
; 3 - - - .
. 8D 44 24 4C 1=a eax dword ptr ss:Pesp+acl xB87Tagword FFFF
e 22 pusﬂ eﬂ X87TW_D 3 (Empty) x87TW_l 3 (Empty)
. o BiEhieai XB7TW_2 3 (Empty) X87TW_3 3 (Empty)
. 2 BLER exi X87TW_4 3 (Empty) X87TW_5 3 (Empty)
. 57 push edi xB7TW_6 3 (Empty) XB7TW_7 3 (Empty)
. 56 push esi
. 56 push esi xB7Statusword 0000
. 56 push esi XB7SW_B 0O XB7SW._C3 0 x87sw.CZ2 0
. FF 74 24 44 ush dword ptr Eesp+24 XB7SW_C1 O xB7SW_CO O xX87SW_ES 0O
. C7 44 24 70 44 00 00 mov dword ptr s: lesp+70ff, 4. 44:'D" XB7SW_SF 0 XB7SW_P 0 x87SW_U a
0] C7 84 24 9C 00 00 00 Dl 01 EII\:IV dword ptr s: lesp+aCcll, lU 1
E— FF 15 EO AD EB 00 all dword ptr ds: [<&CreateProcessws] v
. = e 5 |pefaur tocan 5
ety 1: es| 02ZF3F720 L"C:%\\WINDOW! system32\\cmd. exe™
dnord pir [DOEBAGED <malware,&ireateProcessis]—<kernel3Z.Createrrocessws TS T S\ASY: X
3: [esp+8] 00000000
ravr nNERAre2 malwars avartaros #ano3 e p 1500000000/

Figure 53

The commands responsible for disabling the firewall, deleting all Volume Shadow Copies, and so on, are

transmitted to the newly created process via pipes:

X8/ 1W_6 3 [EMPTY)

x87statusword 0000
X875W_€3
X87SW_CO
X87SW_P

X87SW_C1 0
X87SW_SF 0

Xu/1W_/ 3 [EMPTY)

0 x87SW_C2 O
0 X87SW_ES ©
0 X87SW_U O

50 push eax
FF 75 08 push dword ptr ss:[ebp+s] ebp+s
E8 EA 42 00 00 €all malware.E89085

59 pop_e ecx:'r
50 push eax

FF 75 08 push dword ptr [ebufs]

FF 74 24 1C push dword ptr fesp-+1CH

FF 15 CC A0 EB 00 call dword BEFdss [<tr i teFi1es]

v
Default (stdcall)

]
~ |[5 2] (] unlocke:

dword ptr [DOEBAOCC <malware.&Writeriler]=<kernelsz.writerile>

1: [esp] 00000ZED
2: [esprd] 027060E8
3: [esp+3] 0000005

4z
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Figure 54

Thread activity — sub_EB1CC5 function

This thread keeps extracting a bitmask representing the currently available disk drives using the

GetLogicalDrives API:

BT

@ FF 15 80 AD EB 00
<

€all dword ptr ds:[<&GetLogicalDrives>]

| dword ptr TOOEBAOSD <malware.&GetLogicalDrives>]=<kernel3z.GetLogicalDrives>

Figure 55

Thread activity — sub_EB1A76 function

The malware decrypts the public RSA key that will be used to encrypt the AES256 key used for file’s encryption.

The same key was used by Phobos ransomware since 2019 according to Talos.

89 45 F4

02
E8 04 4C 00 0O

push eax
push 2

call malware.EBG347

mav dword ptr ss:[ebp-C],eax

dword ptr [ebp-C]=[053AF9D8]=053AFIE4
£ax=02F05780

-Text: 00EB1743 malware.exe: $1743 #B43

2% Dump 1 Wypump?2  @WDump3 @4 Dump 4

W4y Dump 5

& watch 1 Ix= Locals

¥ struct

Address | Hex

ASCII

OZFOS7B0(BD C1 49 1A |73 2E FA 44 |D4 3D
0O2F0O5790 (0D DB 95 OC (33 &8 CO AD|(06 E9
0ZFO57A0(F3 DC CC 70|38 48 55 77|46 6C
02F0O57BO(CS 2D 55 09(4D 66 D8 7D (46 AB
02F0O57C0 | 2A FE 4D 05 |BF 2A CC E9|AA FE
02F057D0 (D8 67 E4 942D E5 DF 6B (11 C6
02FOS7EQ|6F EF D7 8C |23 30 65 Bl|2A OC
O2FOS7FO|(8F 67 92 BE|D9 05 EE BO|E8 1C

Figure 56

D1
oc
ED
99
AB
DE
50
EE

®AI.s.UuDO=N..B1]
.0..3hA .6.5D...
OQUIpSHUWFTipu. 1.
E-U.MFB}Fe...4..
=M. irIé2paSGET.
Bga. -akk. fowiH.
ogx. #0ex*, PBal. °
.g..0.7°&. IE[=.

It extracts the current local date and time, the current process and thread IDs, and other information using multiple

functions:
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Lfext:@8EBTIFF mov edi, ds:QueryPerformanceCounter
.text:BBEBTERS lea eax, [ebptPerformanceCount]
.text:8BEE7888 push eax 3 lpPerformanceCount
Jtext:8BEB7E@9 call edi ; QueryPerformanceCounter
.text:@BEBVEBB call ds:GetTickCount
.text:88EBVB1L xor dword_EBDG38, eax
text:@BEB7E17 mov eax, dword ptr [ebp+PerformanceCount+4]
.text:@BEB7E1A xor dword EBDGE4, eax
.text:BBEB7E28 mov eax, dword ptr [ebptPerformanceCount]
.text:BBEBT7E23 xor dword_EBDGBEE, eax
Ltext:@BEBTE29 call ds:GetCurrentProcessId
.text:88EB7B2F xor dword_EBDEBC, eax
Ltext:@BEBVE35 call ds:GetCurrentThreadId
.text:@8EBVB3B xor dword_EBDE98, eax
.text:@BEE7841 lea eax, [ebptSystemTime]
Ltext:@8EET7344 push eax ; 1pSystemTime
text:BBEETE45 call ds:GetLocalTime
.text:BBEBVE4B lea eax, [ebptFileTime]
.text:88EB7B4E push eax ; 1pFileTime
.text:88EB7BAF lea eax, [ebp+SystemTime]
.text:@BBEB7852 push eax ; lpSystemTime
.text:@BEB7B53 call ds:SystemTimeToFileTime
.text:@BEB7E59 mov eax, [ebptFileTime.dwHighDateTime]
.text:@BEB7E5C xor dword EBDGS4, eax
.text:BBEB7E62 mov eax, [ebptFileTime.dwlLowDateTime]
.text:BBEB7VBRS xor dword_EBDGOB, eax
.text:88EB7BEE lea eax, [ebp+PerformanceCount]
.text:@BEB7B6E push eax ; lpPerformanceCount
Jtext:@BEBTE6F call edi ; QueryPerformanceCounter
.text:BBEB7EV1 mov eax, dword ptr [ebp+PerformanceCount+4]
.text:@BEB7E74 xor dword EBDGSC, eax
.text:@BEB7ETA mov eax, dword ptr [ebptPerformancelount]
.text:BBEB7B7D xor dword EBDGBEB, eax

Figure 57

The binary creates a new thread that will traverse the network shares and drives in order to extract files to be

encrypted:

53 push epx
53 push ebx x875tatusword 0000

56 push esi X87SW_B 0 X87SW.C3 0O XB7SW.CZ 0
68 B3 56 EB 00 push malware.EB5683 X87SW_CL 0 x875W_CO O xB7SW_ES 0
53 push ebx X87SW_SF 0 X87SW_P O X87SW_U 0

53 push ebx
FF 15 BO A0 EB 00 call dword ptr ds:[<&createThreads]

v
5 | Defoult (stdcall + |5 [#][J unlocke

[1: [esp]

2: [esp+4] 00000000
3: [esp+8] 0OOEBSEB3 malware.O0EBS683
4: [esp+C] 02F06858

Thread activity — sub_EB56B3 function

Two new threads, which will be responsible for file’s encryption, are created:

50 push eax Aesim_® 3 \EmpLys Ao im_s 3 (EmpLy)

50 push eax
80 4C 24 1C lea ecx,dword ptr ss:[esp+ic x87statusword 0000
51 push ecx XB75W_B O xB75W_C3 0 x875W.C2 O
68 BF 54 EB 00 push malware.EB54BF XB75W_C1 O xB75W_CO O x875W_ES O
6A 01 push 1 XB7SW_SF O XB7SW_P 0 X87SW_U o
| 50 push eax
m—:—g—o—)l FF 15 BO AD EB 00 €all dword ptr ds:[<&CreateThread-] v
R = B == = Dlafa:\t(st;m\\) ~ |[5_2] ] unlocke
+ [esp] 0000000D
dword ptr [OOEBAOBD <malware.&Createlnread>]=<Kernelsz.Createlnreads N [Esg,‘,] 00000001
3: [esp+8] OOEBS4BF malware.ODEBS4BF
4: lesp+C] 0576FB5C

Figure 59

The files are enumerated using the FindFirstFileW and FindNextFileW methods:
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50 push Eﬂ}( XB7SW_SF O XB7SW_P 0 X879W_U o
56 esi:L"
FF 15 50 AO EB 00 Eﬂ]] Ml‘d D’ll‘ GS [(&F]!’IdF]FStF]]EWD] v
neem e Defalt (stdeal) = |[5_ ][] unlocke
Lo > 1: [esp] D2F3DE3B LTWAANZAACINAA "
dword ptr [DOEBAO50 <malware.&FindFirstFilews]=<Kernel3z2.FindFirstrilews 20 ESSM 0576FED0

Figure 60

i . 50 push eax 3 F = ‘stw,s; 0 X87SW.P O X87SW.U 0
! . FF 75 F4 push dword ptr ss: = | | =
E——— FF 15 44 AO ER 00 call dword ptr ds: [<&F1ndNeKtF11EW>] ~
} . S S ST 3 DEfﬁlEIt(sh;iall) ~ |[5_[£] 0 urlocke
es| 02F1A558
dword ptr [ODEBAO44 <malware.&FindNexTFilews]=<kernel3z.FindNextFilews \; [gsg+4 0576F648

Figure 61

The malware sets the event objects to the signaled state via a function call to SetEvent:

il s

Ltext:88EB33C5

Ltext:@8EE33C5

Ltext:88EB33C5

.text:BBEE33C5 sub_EB33C5 proc near
text:@BEB33CS push ebx

text:@BEB33C6 push edi

text:BBEB33CT lea ebx, [esi+8Ch]
Ltewt:BBEB33CA push ebx ;3 1pCriticalSection
.text:@BEB33CE call ds:EnterCriticalSection
.text:BBEE33DL push dword ptr [esi+4] ; hEvent
Ltext:@8EB33D4 mowv edi, ds:SetEwvent
Ltext:BBEE33DA or dword ptr [esi+28h], 1
Ltext:@8EB33DE call edi ; SetEwvent
.text:@BEB33E@ push dword ptr [esi] ; hEwvent
.text:B8EB33E2 call edi ; SetEwent
.text:BBEB33E4 push dword ptr [esit+8] ; hEvent
text:®8EB33ET call edi ; SetEvent

Figure 62
The process waits until the new threads finish their execution using the WaitForMultipleObjects function.
Thread activity — sub_EB54BF function

The ransomware opens a file to be encrypted in reading mode (0x80000000 = GENERIC_READ, 0x7 =
FILE_SHARE_DELETE | FILE_SHARE_WRITE | FILE_SHARE_READ, 0x3 = OPEN_EXISTING):

- R/ IW_% I LEMPLY ) KB/ IW_> 3 LEMPLY)
§§ gﬁn ::i X87TW_6 3 (Empty) x87TW_7 3 (EmpTy)
6A 03
50 push eg)( x87statusword 0000
6A 07 X87SW_B 0O X87SW_C3 0 x8B7swW._C2 0
68 00 00 00 80 push U(Hlﬂﬂ(l[l X875W_C1 0 x87SW_C0O 0O xB7SW_ES 0O
57 push edi edizL™\ X87SW_SF 0 X87SW_P 0 XB7SW_U o
89 45 FC mov dword ptr ss:[febp-4J, e
FF 15 98 AQ EB 00 call Ml‘d ptr ds: [ﬂCFEEtEFI]EW)] w
e < DEfEuIt(shdall) - D Unlocke
es| 02F89900 L" A\\C: EFs software\\Eas'
Gword ptr [ODEEADSS —nalware.&createrilews)—<kernelzz.Createrilens T Eesglﬂ BRI AEasy
3: [esp+8] 00000007
4: Fasmd 00000000

Figure 63

It retrieves the size of the file using the GetFileSizeEx API:

50 push eax XB7SW_SF O XB7SW_P 0 X87SW_U o
53 push eb: .
FF 15 58 A0 EB 00 lﬂ'l'l dword DII‘ ds:[<aGetFilesizeEx>] "
| = Defa:\t(st;m”) [5 [£]00 unlocke
1: es| 000002
dword ptr [OOEBAOSE <malware.&GETFileSiZEEX>]=<KErnel32.Getri]esiZeEn> 2: [espra] ng;g;g;g

Figure 64

The size is compared with 0x180000 bytes (1.5MB), and the files having more bytes are partially encrypted. The
rest of the files are totally encrypted:
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FIEE

.text:@BEBBF4A cmp [ebp+var_18], l2eeeeh
.text:BBEBSF5L jb short loc_EB8F67
I S | e J
Yy Yy

M
text:@BEBBF53 Ltext:@BEBBFEY
.text:@8EB8F53 loc_EBBF53: ; char .text:@EBBF67 loc_EBBFG7: ; char
.text:@BEBBF53 push dword ptr [ebpt+arg_C] .text:@BEBBF67 push dword ptr [ebpt+arg_C]
.text:@@EBBF56 mov eax, [ebptarg_a] .text:@BEBBF6A mov eax, [ebpt+arg_@]
.text:@REBBF59 push [ebp+lpFileName] ; lpNewFileName .text:@BEBBFED push [ebp+lpFileName] ; LPCWSTR
.text:@8EBBF5C push edi ; lpExistingFileName| |.text:@8EBSF7@ push edi ; lpFileName
.text:BBEBBFSD push [ebptarg_4] ; inmt .text:@8EBBF71 push [ebptarg_4] 5 int
.text:B0EBBFRA call sub_EB8C42 Ltext:@8EBBF74 call sub_EB8782
.text:8BEBBFGS jmp short loc_EB8F79 |

Figure 65

As we can see below, not only the “.backmydata” extension will be added to an encrypted file, but also the volume

serial number and the threat actor’s email address:

- push o T
E,E ;i 3 WSE Twnrd el x87statusword 0000
pus
6A 00 push o X875W_B 0 x875wW_C3 0 xB75wW CZ2 O
6A 01 push 1 X87SW_C1 0 X87SW_CO0 0 XxB7SW_ES O
638 00 00 00 40 push 40000000 _ X87SW_SF 0 X87SW_P 0 XB7SW_U o
FE 75 1 [ebp+1C
FF 15 28 AO0 EB 00 v
o 5 |Default (stdcal) +|[5 [2] ] unlock
e 1: 02F99918 L™ AN\C: EFS soft E
Gword prr [DDEBADSS <malware.&Createrilews]—<kernel32.Createrilens T T S———
3: [esp+8] 00000001
text:0DEB88AD malware.exe: $88AD #7CAD 4:_Lesprc] 00000000
& ‘02F99918 | L™ A\\C: EFS software\\Eas
Woump 1  @oump2  @Moumps  WDumpd  @UDumps @ wath1  bellocals 5 Stuct . T ——— —
[ ~ 50000050
02F99918 00000001
02F99928 00000020
02F99938
0000000¢
ggiggg:g 2 02F89900 | L"™\\\\?\\C:\\EFS Software\\Eas
02F39968 5 76ACEIDO | kernal3z. setFileattributesw
FFFFFEF
e 770C5B87 |return to ntd11.770C5BE7 from
B4EOBE7|
02F99998 02FD0000
02F999A8 00000004
02F999B8 00000000
02F999CS8 nAANAAN
.7y . . . .
The file’s content is read using the ReadFile method (see Figure 67).
push 0
Jen e gword oty s Mctn CR :g;;aéus‘;“”ga?;‘z“ca 0 x875W.C2 O
push eax i ¥ X
push dword ptr p-10] X875W_CL O x875W_CO O XB7SW_ES 0O
push dword ptr esit+z20] X87SW_SF 0 x8TSW_P 0 xB7SW_U o

push dword ptr ebp-s] ]
€all dword ptr ds:[<&ReadFiles] ¥
****** = Default (stdcal) +|[5 2] tnlocke:

|mm-d ptr [0OEBAOD94 <malware.&ReadFile>]=<kernel32.ReadFile>

EIP,

[esp+8] 00110100
Fesp+C] 059EFBCC

1: [e 2BC
2: [espt+4] 05D77020
31

41

Figure 67

There is a custom implementation of the AES256 algorithm, as highlighted in the figure below.
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-text
text
text
text
text
text
-text
text
-text
text
-text
text
text
text
-text
text
-text
text
text
text
text
text
-text
text
text
text
-text
text
text
text
-text
text
-text
text
text
text
text
text
-text
text
text
text

FIZ1=

BBEBGAEE

1 BBEBGABE
1 BBEBGABE
1 BBEBBABE
:BBEBGACE
tBBEBBACS
1 BBEBBACE
tBBEBBACE
tBBEBBACA
tBBEBBADL
1 BBEBBADS
1 BBEBGADE
:BBEBBADE
1 BBEBBAES
1 BBEBBAES
1 BBEBGAEA
tBBEBBAFL
1 BBEBGAFL
1 BBEBBAFT
1 BBEBBAFI
1 BBEBGERE
:BBEBGEAT
1 BBEBGEAA
1 BBEBGEAD
:BBEBGB14
:BBEBBB17
:BBEBGB19
:BBEBGE2G
:BBEBGB23
:BBEBGB26
:BBEBBE29
tBBEBBB2C
:BBEBBB2F
:BBEBBB32
:BBEBGE34
:BBEBGB3B
:BBEBGB3D
1 BBEBGE44
:BBEBGE47
1 BBEBGB4A
:BBEBBBS1
:BBEBGES4

Figure 68

8

eax

1eh

8

eax

eax
dword_EBCI78[edx*4]
dword_EBCD78[edi*4]
[ebp+var_C]

18h
dword_EBCS578[edi*4]
[ebp+var_4]

eax
dword_EBD178[edi*4]
[ebp+var_C]

1eh

eax
dword_EBCO78[edi*4]
dword_EBCD78[ebx*4]
[ebp+var_4]

18h
dword_EBCS578[ebx*4]
[ebp+var_8]

eax
dword_EBD178[ebx*4]
[ebp+var_4]

[ecx+4]

1eh

[ebp+arg_@], edi

loc_EBGAEB:
shr edi,
and edi,
shr edx,
shr ebx,
and ebx,
and edx,
mow edx,
xor edx,
mow edi,
shr edi,
xor edx,
mow edi,
and edi,
xor edx,
mow edi,
shr edi,
and edi,
mow edi,
xor edi,
mow ebx,
shr ebx,
xor edi,
mow ebx,
and ebx,
xor edi,
mow ebx,
xor edi,
shr ebx,
mow

mow edi,
shr edi,
and edi,
mow edi,
and ebx,
xor edi,
mow ebx,
shr ebx,
xor edi,
mow ebx,
and ebx,

[ebp+var_C]

8

eax
dword_EBCD78[edi*4]
eax
dword_EBCI78[ebx*4]
[ebp+var_8]

18h
dword_EBCS578[ebx*4]
[ebp+var_14]

eax

FIZIE

-text
text
text
text
text
text
-text
-text
-text
text
text
text
text
text
text
-text
-text
text
text
text
text
text
-text
-text
-text
text
text
text
text
text
text
-text
-text
text
text
text
text
text
-text
-text
-text
text

tBBEBBCAT

tBBEBGCAA
tBBEBBCAC
1 BBEBBCAF
tBBEBGCEL
1 BBEBGCE4
tBBEBBCET
:BBEBBCBE
tBBEBBCCL
tBBEBBCCE
tBBEBBCCE
tBBEBBCCE
1 BBEBBCDS
1 BBEBBCDE
1 BBEBGCDA
tBBEBBCEL
1 BBEBGCE4S
tBBEBBCET
:BBEBBCES
1 BBEBGCF@
tBBEBBCF2
tBBEBBCFI
tBBEBBCFC
:BBEBBCFF
1 BBEBGDRE
1 BBEBGDES
1 BBEBGDRE
tBBEBGED12
:BBEBGBDLS
:BBEBGED1E
:BBEBGED1E
:BBEBBDLE
tBBEBGED21
1 BBEBGED24
1 BBEBBD26
1 BBEBGD2D
:BBEBBD2F
:BBEBBD36
:BBEBBD3S
tBBEBBD3C
1 BBEBGED43
1 BBEBGED4E

shr edx, 18h

and edx, eax

shr edi, 8

and edi, eax

shr ebx, 8

mov [ebp+arg_@], edi

mov edi, dword_EBC97@[edx*4]
mov edx, [ebp+arg_@]

xor edi, dword_EBCD7@[edx*4]
mov edx, [ebpt+var_C]

shr edx, 18h

xor edi, dword_EBCS7@[edx*4]
mov edx, [ebp+var_4]

and edx, eax

xor edi, dword_EBD17@[edx*4]
mov edx, [ebp+var_C]

shr edx, 18h

and edx, eax

mov edx, dword_EBC970[edx*4]
and ehx, eax

xor edx, dword_EBCD7@[ebx*4]
mov ebx, [ebp+var_4]

shr ebx, 18h

xor edx, dword_EBCS7@[ebx*4]
mov ebx, [ebp+var_8]

and ehx, eax

xor edx, dword_EBD17@[ebx*4]
mov ebx, [ebp+var_4]

xor edx, [ecx+4]

shr ebx, 18h

mov [ebp+arg_2], edx

mov edx, [ebp+var_C]

shr edx, &

and edx, eax

mov edx, dword_EBCD7@[edx*4]
and ehx, eax

xor edx, dword_EBC97@[ebx*4]
mow ebx, [ebp+var_8]

shr ebx, 18h

xor edx, dword_EBCS7@[ebx*4]
mov ebx, [ebp+var_14]

and ehx, eax

The content is encrypted using the AES256 algorithm and written to the newly created file:

EIF,

64 00
8D 45 D8
5

0
FF 75 F4

FF

76 20

FF 75 FC

FF 15 CC AD EB 00

push 0

Tea eax,dword ptr ss:[ebp-zs]
h eax

pus
push dword ptr
push dword ptr
push dword ptr

ebp—cll
e51+20]

ebp- 4]
call dword ptr ds:[<swriteriles]

x87

x875tatusword 0000

SW_B O xB75W.C3 0
X87SW_C1 O xB7SW_CO 0
X87SW_SF 0 XB7SW_P O

XB75W_CZ2 0O
xB7SW_ES 0
X87SW_U O

v
Default (stdcall)

dword ptr [ODEBAOCC <malware.&nriteFile>]=<kernel3z.Writerile>

. TEXT:00EEB938 malware.exe: §8938 #7D38

~ [5_[2]( unode

1t [es 310

2: [esp+4] 05D77020
3: [esp+s] 00000020
4: [esp+C] 059EFSBO

44 Dump 1

W48 pump 2

@4y Dump 3

W4 Dump 4

@pumps @ watch1  b-llocls

2 struct

Address | Hex
05D77020|7C 0A CF AB[BS AC AO 47
05D77030/C2 B3 6F E8 17

ASCIT

F6 B5 AD 56

Figure 69

2E D4 A6 F2

70 E2 EE|DF

03 FE C5 7E

| BTN
7E 32 36 .oeou. V.1 aik~26

The file’s name is encrypted as well and will appear in the encrypted file:

Address

Hex

05077020
O5DFF030

oo
c2

05077040
05077050
05077060
05077070
O5D7 7080
Q5077020
05077 0AD
Os5DFTFOBO
0507 7OC0
05077000
Os5DFTFOED
0507 FOFD
05077100

72
oo
oo
CB
20
=]
29
7E
55
65
F5
DA
=]

o0
BS
00
00
0o
F&
78
TA
EE
AC
D
16
ES
8B
44

00
&F
79
00

62
EB
28
AZ
18
F9
BF
Bt
21
00

oo
EB
oo
oo

ED
o9
FE
c4
15

26
68
FB
0o

oz
F&

oo
=11

o0 00

56

12
20

2E
o0

08
2D
85
ED

13
0OF
43
(=3
00

oo
oo

oo
c4
85

2B
oF
c4
EE
c2
oo

67
oo

oo
D
DLl
83
E9
36
LA
9B

oo

00
00

0o
F4

ES
44
FC
98
EF
3F
00

64
oo

4F
FO

ED
BF
D&
15
CA
E2
o0

5E
oo
oo
oo

B9
2E
8B
27

7D
AE
4F
0o
00

AT
0o
62
00

19

D3
44

2C
1E
63
00
0o

FO
oo

03
DF

oo
oo

fE
Co
Dz
3C
DD
3C
78
BE
oo
oo
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00
oo

F4
ca
BS
B4
c4
42
EC

DD
00

FE
7E

Cs
32

7E
1

A50. pA~

oo
oo

B1
52

E9
2C
6E
19
AF
F9
00

oo
oo

5B
17
FE
A4
92
35
CE
EE
CC
o0

00
o0

FE
(=1:3
E3
47
EC

E4
12
F5
00

A oedp.v ...E~26
| e i ] B
s--.1.5X26. £DD.5
Eebi....0" .~0+.p
&, -TU6D. . AE. .k
'z.p. . fAMm. Uop. ~3
Ji¢Ai..Bi'De "HG
T s PR T |
di=. . 6007}, <BnsL
e. ;.. .07, .8.x1.13
oe.hIi.iE0C % 1.
0. kA, 7a. . . YUIO
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Figure 70

The following information is also written to the encrypted file: unencrypted 16-byte IV, RSA-encrypted AES256
key, and 6 bytes decrypted from the config that identifies the ransomware “DD F9 CC F5 B3 44”:

. 4 00 push 0
. 8 45 D8 Tea eax,dword ptr ss:[febp-25[ x875tatusord 0000
. 50 push eax X87SW_B 0 xB7SW_C3 0 XxB7swW._C2 0O
. FF B7 Aa 00 00 00 push dword ptr ds:[edi+as] X87SW_CL O X87SW_CO 0 X87SW_ES 0O
. FF 76 push dword ptr ds: [E;'\ 20] X87SW_SF O xB7SW_P 0 xB7SW_U o
. L push dword ptr ss:|febp-3i]
[EIP, FF 15 CC AQ EB 00 Eﬂ]] Mrd prtr ds: [(o&MFItEF]]D] v =
. 5 | Default (stdcal) v [5 2] unlocke
1: 00000310
Tword ptr [DDEBAOCC <malware.&nriteriles]=<Kernelaz.writeriles R {22314] eD ran2a)
3: [esp+s] 0D0DDDEZ
4! [esp+C] 059EFSBO

. TEXT:00EBBAGZ malware.exe: $8A62 #7E62

00000310
05D77020
000000E2
05 9EF8BO
2C | 00000000
02F89900 | L™\\\\PANC: \\EFS Software\\Eas
7GACEIDO | kernel32.SetFileAttributesw

Woump1  @Hoump2  @Dump3  @Houmps  @pumps @ watch1  Bellocals | Stuet

Address | Hex ASCIT
05D77020
0ED77030
0ED77040
05D77050
05D77060
05D77070
0ED77080
05D77090
05D770AD

&Tpz+6

A}aﬁiaqy s}v
L

770C5B87 |return to ntdl1.770C5B87 from

05D770B0 éggggé;g
xa 36327EDF
05D770EQ .iBoc ¥ i S10FAG30
= EERE DSD&01CA
05D770F0|DA 88 21 FB|65 C2 aC 3F|E2 00 0O 00|DD Fo CC 75 |- 10kA. 7a. . ¥uld SSRCEARG
05D77100[/B3744 00 00|00 00 00 00|00 OO0 00 OO[00 00 OO0 OO|®B. . ..cvurinunnn ~ranar
Figure 71
The unencrypted file is overwritten with zeros and deleted afterwards:

FF 75 10 |Dush dword ptr ss:[febp+10l |jehu+1c |

FF 15 30 Al EB 00 €all dword ptr ds:[<éDeleteFilen>] w

e e e 5 | Default (stdcal) + [5 2] (] Unlocke
['dword ptr [ODEBAIS0 <malware.&Deleterilews1=<kernel32.DeleteFilens L e B e e

Figure 72
The structure of an encrypted file is displayed below. We’ve already described the meaning of the buffers.

B ry.gdb.id[A2C94D2F-3511] [ backmydata Z R backmydata

Offset (h) 00 01 02 03 04 05 06 07 08 09 QA 0B OC OD OE OF

00000000 [TC OA CF AB BS AC &40 47 Z2E DZ L6 B2 03 FE C5 TE| |.Iepn G.0'!'o_ph~
Q0000010 |[C2 BS 6F ES F6 BS5 AD 56 17 7D E2 EE DF 7E 32 36| &, céop.vV.l4iB~26
00000020 [16 BF RE 48 F7 62 66 BF B9 BE E1 54 B5 32 2B 36| . !H=bf;*ZaTu2+6
00000030 [45 60 B3 97 C3 7D BC CD 61 71 B5 2C 36 7D 59 88| E*—Aluiaqgp,61Y"
00000040 |6E 5B OE 70 8F Bl DE 87 B2 FE OA 53 C7 32 78 93| n[.p.+B#°p.SC2x™
Q0000050 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00  vuueennenrrrrnsn
QOOO00E0 00 00 00 00|63 82 53 58 32 36 81 A3 DO 4F AD 35| ....i,5%26.£B0.5
00000070 [CB FB 62 ED [08 00 00 0O|[4F BS 15 JE F4 Bl 8B FE| Eebi....0.~8%«p
Q0000080 [20 78 EB 0% 2D 54 DC F4 FO 2E 84 CO C8 82 17 6B| =xe&.-TiUds.3AE, .k
Q00000%0 [BS 7A 98 FE 85 85 D1 4D €D 8B DS D2 BS 1A 7E E3| 2*z"p.._ FMm«U0p.~3
Q00000R0 (25 EE A2 C4 ED OC 83 EB ED 27 44 3C B4 B9 A4 47| )ichi.fei'Dg 2uG
Q00000BO [7E AC 18 15 1A 2B ES 44 8F 0D SC DD C4 2C 92 EC| ~—...+&D..e¥h, '3
Q00000CO |85 CD F9 AR 13 OF 36 FC D6 7D 2C 3C 42 6E 35 4C| _iu=..6&id}, <Bns5L
000000DO |65 16 BF 96 OF C4 54 98 15 AE 1E 78 EC 19 CE E4| e.;-.AZ~.®.xi.Ia
QO0000EQ [F5 FS 85 68 45 EE 9B EF Ch 4F 63 BS BD AF EE 12| 8. hIi»if0c. ¥ i.
O00000FD |DA 8B 21 FB 6B C2 8C 3F|EZ 00 00 00|DD FS CC F5 U '0kAE?E. . .Tais
00000100 B3 44 D

Figure 73

The ransomware drops two ransom notes: “info.txt” and “info.hta”. The communication with the threat actor can

be done via email or Session messenger.

Page 18 of 20



https://cybergeeks.tech/a-technical-analysis-of-the-backmydata-ransomware-used-to-attack-hospitals-in-romania/

o
111 ATTENTION 1!
el ypted data I S your partners, as well d your company.
About Data

Al data s stored untd you wil pay.

After payment we wil provide you the programs for decryption and we wil delete your data

We dont want did something bad to your company, it s just bussines (Our reputation is our money!)
1f you refuse to negotiate with us (for any reason) al your data wil be put up for sale.

What you will face if your data gets on the black market:
« The personal nformation of your employees and customers may be used to obtain a loan or purchases i onine stores.
 You may be sued by dients of your company for leaking information that was confidential.
« After other hackers obtain personal data about your employees, social engneering wil be appled to your company and subsequent attacks wil only mntensify.
» Bank detais and passports can be used to create bank accounts and onine wallets through which crminal money wil be laundered.
« You vil forever lose the reputation,
« You vil be subject to huge fnes from the government.
You can leam more about kabity for data loss here: https://en wikpedia.org/wik/General Data Protection Regulationor here hitps://gdpr-info.eu
Courts, fines and the inabity to use important fles wil lead you to huge losses. The consequences of this wil be imeversble for you.
Contacting the polce wil not save you from these consequences, and lost data, wil only make your stuation worse.

‘How to contact us
« Wrte us to the mais: [N
« Dovmboad the (Session) messenger hitps://getsession.org n messenger :[D'
« Wrte ths 1D in the tite of your message [N
1F YOU WILL CONTACT US IN FIRST 6 hours , and we dose our deal in 24 hours , PRICE WILL BE ONLY 30%.
(tme is money for both of us , if you vl take care about our tme , we vl do same , we wil care of price and decryption process wil be done VERY FAST)
ALL DOWNLOADED DATA WILL BE DELETED after payment.

Figure 74
INDICATORS OF COMPROMISE
SHA256
396a2f2dd09c936e93d250e8467ac7a9c0a923ea7f9a395e63c375b877a399a6
BackMyData ransom notes
info.txt, info.hta
Files created
% AppData%\Local\<Executable name>
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup\<Executable name>
Registry values
HKEY LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run\<Executable name>
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run\<Executable name>
Processes spawned
vssadmin delete shadows /all /quiet
wmic shadowcopy delete
bededit /set {default} bootstatuspolicy ignoreallfailures
bededit /set {default} recoveryenabled no

wbadmin delete catalog -quiet
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netsh advfirewall set currentprofile state off

netsh firewall set opmode mode=disable

Mutexes

Global\\<<BID>><Volume serial number>00000000
Global\\<<BID>><Volume serial number>00000001
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