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Amadey stealer plugin adds Mikrotik and Outlook harvesting
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Last year Zscaler[3] wrote an article detailing a new version of Amadey “a2020 Amadey” that came with two new
plugins ‘cred.dll’ and ‘scr.dll’. Recently, Amadey has been updated again to a new version “a2021 Amadey.” This

article aims to go over some interesting additions to their stealer plugin component.
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With this new version comes some interesting additions to the ‘cred’ stealer plugin as they have added

functionality for harvesting Mikrotik router data and Outlook data:

lea eax, [ebp+var_ 4]
call FileZilla 416684
push [ebp+uar 4]

lea eax, [ebp+uar_8]
call Pidgin_ 417 BEL
push [ebp+uar_8]

1ea eax, [ebp+var_C]
call TotalCommanderFTP_417B8C
push [ebp+var_C]

lea eax, [ebp+var_ 18]
call UHC_ 418DBC

push [ebp+uar_ 18]

1lea eax, [ebp+uvar_14]
call WinSCP_419CA0
push [ebp+uar_14]

1ea eax, [ebp+var_18]
call EmailData 415094
push [ebp+var_ 18]

lea eax, [ebp+var 1C]
call Mikrotik 4BE6GDS
push [ebp+uvar_1C]

mou eax. ebx

Older versions of Mikrotiks Winbox[1] would give the option to export you data to a “‘WBX" file which would

store the usernames and passwords for your managed devices unencrypted along with a Addresses.cdb file which
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is also stored unecrypted. Freely available tools also exist to help parse these files[2] for recovering lost

credentials.
_str__Mikrotik_Winbo dd BFFFFFFFFh ; _top
; DATA XREF: Mikrutik_hﬂEﬁDB+3hTu
; Mikrotik 4BEGDB+55To
dd 38 s Len
db "‘\Hikrotik\Winbox\Addresses.cdb®,B8; Text
align 18h
_str_own dd BFFFFFFFFh ; _top
; DATA XREF: Mikrutik_hﬂEﬁDB+ﬁDTu
dd 3 ; Len
db "own®,8 ; Text
_str W2 dd BFFFFFFFFh ; _top
;: DATA XREF: Wikrotik 4B8EGDB+DFTo
dd 2 ; Len
db "M2",8 ; Text
align &4

Another addition is the parsing of Outlook profiles from registry in order to harvest account data:
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db 'SoftwareizMicrosofti\Windows HT\CurrentUersioniWindows Messaging Su’;
db "bsystem\Profiles\Outlooky',8; Text

align &
_str_EHail dd BFFFFFFFFh ; _top ; DATA XREF: sub_4156EC+1C9To
; sub M1SGEC+1DDTo ...
dd 5 s Len
db "EMail’,@ ; Text
align &4
_str_email dd BFFFFFFFFh ; top ; DATA XREF: sub 4156EC+249To
dd % s Len
db ‘email’,@ ; Text
align &
_str_Outlook dd BFFFFFFFFh _top ; DATA XREF: sub_ 4156EC+255To
dd 7 Len
db 'Outlook’',B Text
_str_IMAP_User dd BFFFFFFFFh top

DATA XREF: sub_4156EC:loc_415966To
sub_4156EC+28ETo ...

dd ¢ Len
db 'IHMAP User®,B@ Text
align 18h
_str_IMAP_Password dd BFFFFFFFFh ; _top
; DATA XREF: sub_4156EC:loc_A4159FFTo
; sub M1S6EC+327To ...
dd 13 s Len
db 'IHMAP Password',B ; Text
align &
_str_POP3_User dd BFFFFFFFFh top

DATA XREF: sub_4156EC:1loc_415a%96To
sub_4156EC+3BETo ...

dd 9 Len

db 'POP3 User®,B Text

align &

_str_POP3_Password dd BFFFFFFFFh ; _top

; DATA XREF: sub 4156EC:loc 415B2FTo
; sub_M1SGEC+u57To ...

dd 13 ; Len

db "POP3 Password® .8 ;s Text

Loaders such as Amadey continue to update their toolsets for selling on the underground and the addition of
Outlook account and Mikrotik account harvesting shouldn’t surprise anyone as both can be valuable data sets for

criminal activities.
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d860bd740863e9280761ad3162d4b135d7e8cac7a%aaf302a92496e3217beb95
b7eecfae1204a0301509d9dd1ad1a7329463ed5

fa@7c8debdb23c1be2ee8dad7c5621f7fc006469f84e2835195Fc943ded3d544
d8932ee7ff3b37f1f566dd70233aab7e8f388558
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