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&2 Tool: Rubeus

Names Rubeus

Category Tools

Type Credential stealer

Description C# toolset for raw Kerberos interaction and abuses.
Information <https://securityonline.info/rubeus/>

MITRE ATT&CK <https://attack.mitre.org/software/S1071>

Last change to this tool card: 22 June 2023

Download this tool card in JSON format

All groups using tool Rubeus

Changed Name Country Observed

APT groups

APT 29, Cozy Bear, The Dukes 2008-Feb 2025

.
Stone Panda, APT 10, menuPass 2006-Mar 2025

2 groups listed (2 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=e0ef998b-c2d4-413b-8d7f-4b0ba813fa53
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