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Agents raid home of Kansas man seeking info on botnet that
infected DOD network

By Catalin Cimpanu
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US military investigators have raided the home of a Kansas man looking for information about a crypto-mining

botnet that has infected US Air Force servers.

The raid is related to a November 2020 security breach that impacted the US Air Force Office of Special

Investigations (OSI), the Air Force's internal law enforcement agency.

On November 16, 2020, OSI said one of its engineers found a cryptominer on one of its servers during a routine

maintenance operation.

The crypto-mining malware, which was running at full capacity, had blocked the server altogether, which was

failing to process valid requests.

OSI investigators identified the malware as a version of the Outlaw botnet [1, 2, 3], also known as PerlBot or
ShellBot. They also tracked down an IP address that had attempted to connect to the OSI server 38 times in what

Air Force investigators called an SSH brute-force attack.

Using a subpoena, OSI traced the IP address at the time of the attacks to a Raspberry Pi device running the

Raspbian OS, on Google Fiber account, and a residential address in the city of Olathe, Kansas.

On May 4, law enforcement agents raided the Olathe home, from where they seized several computers, an iPhone,

but also five Raspberry Pi devices.
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While court documents shared by a source with The Record include the home owner's name, a DevOps engineer

with government contractor NIC, we will not be naming the man for this article.

Due to how most crypto-mining botnets are designed today, it is unclear if the man was operating the botnet or if
their device was merely infected with the Outlaw malware, which then abused the Raspberry Pi system to carry

out brute-force attacks without the owner's knowledge, in attempts to find new systems to infect.

Air Force investigators are currently forensically searching the seized devices for evidence that the man was

operating the botnet.
OSI officials have not filed formal charges against the Kansas man.
Second incident of its kind

The November 2020 incident is the second time that a cryptocurrency mining botnet has infected a part of the

Department of Defense (DOD) network.

A first case was reported via the DOD's bug bounty program in February 2020. At the time, a bug hunter found
that a crypto-miner botnet had used a misconfigured Jenkins automation server to plant its malicious scripts on

Amazon web servers managed by the DOD.
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Catalin Cimpanu

is a cybersecurity reporter who previously worked at ZDNet and Bleeping Computer, where he became a well-
known name in the industry for his constant scoops on new vulnerabilities, cyberattacks, and law enforcement

actions against hackers.
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