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Adversaries may use network logon scripts automatically executed at logon initialization to establish persistence.

Network logon scripts can be assigned using Active Directory or Group Policy Objects.[l] These logon scripts run
with the privileges of the user they are assigned to. Depending on the systems within the network, initializing one

of these scripts could apply to more than one or potentially all systems.

Adversaries may use these scripts to maintain persistence on a network. Depending on the access configuration of

the logon scripts, either local credentials or an administrator account may be necessary.
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