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In late March 2022, a new malware dubbed “Bumblebee” was discovered, and reported to be distributed in

phishing campaigns containing ISO files which eventually drop DLL files that contained the Bumblebee malware
itself.[1][3].

This malware deployment technique is not new, and several other malware has already been observed using it,
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most notably: BazarLoader, and IcedID[3]. Also, similar to the aforementioned malware, Bumblebee too was

observed delivering the Cobalt-Strike framework.

From a threat research perspective, what makes this malware interesting is the fact that it was associated with the
Conti ransomware group as one of the group's threat loaders[1].
In the past, the traditional loaders of Conti were Trickbot, Bazarloader, and Emotet, so it was quite intriguing to

inspect this malware closely.

In this article, T will present a code analysis of the Bumblebee malware, obviously, due to the malware's large size
I will not cover everything, and will focus on the parts that I think are the most interesting in terms of capabilities.
Also, one of my favorite topics in malware research is the ways of malware to avoid detection, so I will put more

emphasis on this subject as well.
Lastly, I divided the entire article into three parts, the table of contents is the following:

1. PART 1: The hook- unpacking the bumblebee’s crypter
- Unpacking mechanism
- Enters the hook
- Executing the code
- Bumblebee dropper high-level summary
2. PART 2: The bee- Investing the bumblebee’s payload
- Stolen anti-analysis code
- Searching for processes
- Searching registry keys
- Searching file paths
- Executing processes
- The little ones inside the flask: hiding additional DLLs
3. PART 3: The Trickbot connection- Investigating the hooking DLL
- Check for existing hooks
- Setting the hooks
- First hooks: Disable exceptions
- Second hooks: Further code execution
- The Trickbot hooking engine
- Static differences and code evolution
- Additional similarities
- Customize flattened RC4
- RapportGP.dIl high-level summary

PART 1

The Hook: Unpacking the bumblebee’s crypter

Hash: a9c8b7c411571700e6ea03e4e48ddb896a33e53e
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pestudio 5.23 - Malware Inital A = www.winitor.com
file settings about
LA
B EE m property value
Jd - indicators (35) mds I £ 1194 7
"? :::s::;::.:éiﬂl]rms) shal AQCBBTCA11ST1TODEGEADIELED A33ES3E
B dos-stub (160 bytes) Shindh ES3B98DF74FEZB2FADIATE A 3007085307 B 36 AFAOEF3F4454RFERTLISFCI03ES
> rich-header i) first-bytes-hex 4D 54 90 00 02 00 00 00 04 00 00 00 FF FF 00 00 BE 00 00 00 00 00 00 00 40 00 00 00 00100 00 00 00
+ file-header (Mar.2022) first-bytes-tet MZ o ivicir s wassm i s oo te B an i svoiiionn
* optional-header (GUL) file-size 2577920 (Bytes)
B directaries (invalid) entropy 6,561
- sections (file) imphash ") EACERITCATIRI
o librares (2) " signature
27 functions (42) entry-point B301000000C3 CC OC 4883 EC 26 4C 8B 31 EE02 00 00 45 33 DB 36 E1 AD 03 00 00 49 £1 E8 FE 25
[ exports (2) file-version
= k= (r description
& file-type dynamic-link:library
D& resources (unknown) * <pu Bd-bit
abe strings {size) subsystem aul
-@g debug {invalid) compiler-stamp Ox62445520 (Wed Mar 30 15:03:41 2022)
& manifest (n debugger-stamp Ox62445520 (Wed Mar 30 15:03:41 2022)
g FESOUFCES-Stamp 0000
] ” import-stamg
U exports-stamp 062445520 (Wed Mar 30 15:03:41 2022)
version-stamp
certificate-stamp

Bumblebee dropper as seen in PEstudio

\ encrypted content that will be decrypted in runtime.

The initial dropper of Bumblebee is a 64bit file, with relatively high entropy which indicates a possibly obfuscated

The DLL itself contains two export functions: InternalJob and SetPath. Also, the file’s internal name appears to be

“lodqcbw041xd9.dll”.

QS Hdr | File Hdr | Optional Hdr Section Hdrs B Exports ' Imports [ ]
Offset Mame Yalue Meaning

1394CH Minoryersion 0

1394CC Marme 134AEFC lodgcbwid41xdd.dll

139400 Base 1

139404 MNumberCfFunc... 2

139408 MumberCfMames 2

1394DC AddressOfFunc.,, 13AEES

1394E0 AddressOfMames 13AEFD

139484 AddressOfMam... 134EFS

Details
Offset Crdinal Function RVA Mame RVA Mame
1394E8 1 296C 134F0E Iternallob
1394EC 2 4174 134F19 SetPath

Bumblebee dropper exports and internal name in PE-Bear

Unpacking mechanism
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Once we enter the loader’s main function, we see that it is unique, and does not look like any common crypters

that can be found in Conti’s loaders (such as Emotet or Bazarloader).

1

__int64 vl; // rbx

__inte4 result; // rax

__inte4 v3; // [rsp+26h] [rbp-18h]
int v4; // [rsp+28h] [rbp-18h]

vl = alj;

sub_1800@31F@(&unk_18013C080, 10852i64);

sub_l3@eed4ose(1es851, 18495, 11474, Zunk _13813CB38, 18378 ;
sub_18@@@349@8(11395, 11122, Zunk_13@13Ce3@, 11263, 18553, 1@657iR4);
*(qword 18813C8A8 + 528) += qword 18813C138 | @x28ES5;

*(gword _13813C268 4+ 488) 4= 18405i64;

LOWORD(v3) = 18431;

gqword 18813C1408 = *gword 18013C298 | Bx28FFi6d;

sub_188882FF4{19237, &unk_18813Ces80, 12146, 11657, w3, 18237);
LOWORD{v4) = 10237;

*(gword_18813CeA8 + 544) ~= gqword_13813C218 + 12146;
sub_l2eeed4lse(les57is4, 18469164, Zunk 13013Ce36, 18173164, v4);
*(gqword _18013C368 + 448) ~= *({qword 18813C26@ + 584) | @x2D11i64;
sub_lspeeleea(l1e495i64, 183851i64, Zunk 13813Ce88, 18851is4);
qword_18813C3C8 = vl ~ dword_13813Cees;

result = sub_1808013A0(%unk_ 1868130886, 18173, 18929, 18469, 11122i64};
*(gword_18013C298 + 24) = gword_18013C268 + 200;

*(gqword_18013C360 + 192) = 18495i64 * *(qword 18013C298 + 36@);
return result;

Bumblebee loader\crypter main

As we open the loader in IDA, we see that the majority of the PE in the IDA navigator has the olive color which
means unexplored bytes. This is common when there is some content in the PE that needs to be decrypted during

runtime.

Press enter or click to view image in full size

g:lll ' ] ' |

Library funcbion Il Regular funcbon I Instruction || Data [ Uinexplored || External symbal I Lumina funcbon

AL L Y T T . W 8 e B T W L

Function name ﬂa_m: Address Crdinal

[7] sub_130001000 f] Iternallob 000000018000296C 1

(7] sub_15000124C SetPath 00000001800041.74 2

[7] sub_180001340 {#] DllEntryPaint 000000018000473C [main entry]

Bumblebee loader unexplored bytes

Tip: During my analysis, I disabled the file’s ASLR to match the addresses in IDA and Xdbg, this is super helpful
and saves a lot of time.

To do so, open the file in CFF explorer, and then:

1. Click Optional Header
2. Go to DlICharacteristics

3. Remove the V from “DLL can move”

Press enter or click to view image in full size
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' CFF Explorer VI - [bumblebes_dropper.d|l]

FS 7
By + bumblebee_dropper.dll |
.
_ Member Offset Size Value Meaning
Bl |4] File: bumblebee_dropper.dl e
[~ & Dos Header FileAlignment 0000011C Dword 00000200
(5 1 Headers 1 MajorOperatingSystern\ers...| 00000120 Word 0006
2 File Header . MinorJperatingSystemWer... | 00000122 Word 0000
{15 Optionsl Header ldel il ol =
=) Data Directories ] MajerimageVersion 00000124 Word 0000
4 Section Headers ) MadmageVersion 00000126 Word 0000
— |2 Export Directory
— I3 Impot Directory MajorSuthion 00000128 Word 0006
[ Resource Directory MinorSubsystemVersioi™w, | 00000124 Word 0000
— & Ewception Dirsctony
l— I Debug Directory Win32VersionValue M Dword 00000000
— % Address Converter SizeQfimage 00000130 PRyord 00274000
— ‘ﬁ; Dependency Walker
| &), Hex Editor SizeOfHeaders 00000134 Dward\.‘ 00000400
— 3 Identifier CheckSum 00000138 | Dword
— 9, Import Adder
L "ﬁa@.nck Disassembler Subsystern 0000013C Word Windows GUI
— ) Rebuilder DiiCharacteristics 0000013E  |Word
= ‘{l_. Resource Editor :
SizeOfStackReserve 00000140 Qword 8
SizeOfStackCommit 00000148 Qwor 0000000000001000
Sizpliieapfl DliCharacteristics = [=) = &S] om0
ﬁ eap || DLL can move | | fooo1000
—{ || Code Integrity Image
LoaderFlags| |w] Image is MX compatible
— || Image understands isolation and doesn't want it
NumberOfRl |7 1mage does not use SEH
| ] Do not bind this image |

Disabling ASLR

Next, we can see that the DIIEntryPoint is an empty export function, so we will want to redirect our execution

flow to one of the working export functions, for this case, we will choose “SetPath”.
To redirect the flow, do the following:

1. In IDA \ PE-Bear, copy the address of the required export function
2. In Xdbg, right click on RIP
3. Click on “Modify Value”

4. Paste the address of the export function

Press enter or click to view image in full size
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N

H Lb’sfﬁmﬁon.kegjuﬁmﬁoﬂ.h\!b‘u:ﬁm

Data [ Unexplocad

E&thmals-,m‘bd B Lumina fimetian

Frociers 0 & x|[[Eoacd | Ered. 0 | Eesed 0 [ Bt 0 | Bsre | Henb | @m0 | e 0
Function name ._ Mame Address Ordinal
(7] sub_180001000 ] Hemallcb 00D00DD1EN0DZIGC 1
[7] sub 18000124 &l 00000001E0004174 :
[F] sub_180001340 | DUEntryPoint 0000300180004 73C [main entry]
[7) sub 180001670 =
Ls | ¥
Line 6 of 31 Line 2 of 3
[E cutpar o8 x|
|caching 'prorts'...'ak —‘4
[pyihon]
AU: idle Dewn Disk: SEGB
*humhiehee,_dmpper dil - PID: D9C - Module: bumblebee_dropper.dil - Thread: Main Thread 12C0 - 4 dbg o &=
File ace 'Flugins Favourites: ~OptionsHelp: Ot 29:2018
_*ﬁiwﬂi ﬁ‘#&-"**a._/'*'#fx# mEES
= @cﬂph] "mg]umm[lmms]-mmm[Qmm[msau]_mum[%lsm[om[paem%
| . 7 ES 01000000 mov e, 1 -
. c3 [ L el vau‘au\-uuu\.auu-wuuvi—J
EE ;:S E3  00000ODDOD4Z1ZFO
5:osec 25 - R0 coooooouspooona I
fe 1 SEBIEG0Z0000 S || movin gy aird Wiee M Iz Ea] R12  000DO0D18000473C <bumnlebee
S8E1 A0030000 mov eax,dword pre do:[rexs3a0] R13  0000000000000000
49:B1EE FEZG0000 sub ra,z6FE R14  0G000000G0000001 2
43:0FB7D2 movzx riod,dx R15  0G00000000000000
4CCEECS mov re,rex
43:3BCO cmp rax,rs IKIF 00000001500047 3C I <BU=D] ebes
' - Eannggguouo jbe bumblebee_drupper 180004654
i LH m movEx & [
| 4112691 A0030000 | mev Eax, aierd pee dsy[roE3A0] i EdlE =] |
| izt gomeses ey rananera 2 i) :
! H mov rox,qwer pTr dsiir 3 l o i
H £A0402 mov &1, ByTe pEr oo [rdx-rax] 3 IE”F'“"" MOMOLE000 4123 | ed
E S5tFFa1 ogozooo  |nc bﬂcnptr o traiit il
i : inc gwerd pul +395] : Ta4,
! 436885 EQOZ0000 mev rox,qword ptr ds: [rs 2EQ) S AG0L0RLHHJD
i 49:8881 EQDL0000 mow ru,qwrd ptr ds:[ro+ic0
! 48205 COO10000 add rax,ico Signed: E442467 700
: 4510381 SE020000 or gword ucrdds [rewrzss) ray
| 43:BB89 EQDL0000 mov rex, qword pre ds:[r3viEo] "
H 481 6EB1 BOODOOOO mOv_rax,qwerd prr i [rexeno) Unsgned: 6442467700
| 491 OFARCO tggl raxdrs axii ]
! 48:0141 T8 =dd gword prr di:[rex+78],rEx B T . .....
| 00 49;3_3_&5_?3020000 mov rcx.aword otr ds:lr9+2181 L5 el
i L] Bl 3
L i
™ 0K Cancel
Whounp ! | GeDwoz | Gwbumns | E4Dunpd | GwDums | 08 wath1 | feelLocast | E e

Changing the address

After clicking OK we will find ourselves at the beginning of the export function. This trick can be used in any

other malware the executed via designated export function

aph | |t log | |_,JNotes | L

Breakpaints | #9 Memory Map | [ call Stack | =3 5EH | 143 Seript | %]Smbols |

B9 FEOODOEBFE mov ecx,FEOEQOYE setfPath
DDDDEIEIEIiSEIEIEHl 9 v E9 22050000 Jjmp bumblebee_dropper . 180004AA0
0Q0000018000417E CC int3
000000018000417F cC int3
0000000180004180 40:53 push rbx

Bumblebee SetPath

From a reverse engineer perspective, the crypter is an inconvenient binary to inspect, and there are not many
“quick wins” we can gather just by looking at it, however, this crypter is unique in today's landscape so I will

focus on the areas I found are the most interesting.

First, the crypter will start with a traditional unpacking activity, in the function sub_180003490 there are two other

functions:

1. sub_1800021D0 - which will allocate virtual memory using HeapAlloc (this function will happen multiple
times during the crypter unpacking)

2. sub_1800029BC - Which gets an embedded content and writes it into the newly allocated memory

Press enter or click to view image in full size
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Loader's main function

1k ams:cnmnu LENIEOEN, 10852164);
sub_330RMSIOC0EST, 10495, 11474, Busk 1S013CEEN, 10ET8):
|suE'asm.usnmm F1552, Huvc_phTIChbs, 156, ra‘ssa ToB5TIE]:

Towerd_LERIFWAE + FI8] r= quord_LS0ISCTTH | GadBE . "{"[at & 4B} & 1BE4LA) « ("["(a0 & 536} 4 ALEIEA)) -z
“laword_LBRL3CIG0 + 400) += LDM951Ed) %, ={*(al + $36) + 3a4i6a) 4= -BE4 - T(ad 4 42);

LowaD| -1} = 1831 ", w1I w *[*(ad & B34} + THaiER) - 1023T;

geord_LMILICIAR = "quord_LBILBC29E | W2EFFiGA; S| f{ega & 4887 & BIBEESY 4= S{T(ad + THE) + BOSEGS) o R0D301ds;
sub_IBORGRFRA(I0INT, Bunk _LERLICOES, 13144, NL6FT, ©0. WHIT); S{*[a% & 40) & PRE4ER) sm C[*(ad & TIE) & FRLES) * OxcRANLES;
LRERO{va) = 10N S{(*[a% v 40) ¢ PESIE4) e= an | OmBARR

“{qucrd_LBOLSCRAD + $A4) ~w qword_1B013CTI0 e 13166;
sub_IE00041S0( 10657403, 10449404, dunk_LEOLICOOR, 10LTHLLS, wi);
“f{quord_LGOLICIGE + $48) ~m {geord 1SBLCIES 4 S84) | GxaDl1lta;
dub_ISSNULN{I04RELES, 20E5LLES, dunk LERLICOES, IRES1LE4);
q»nrd IEHLIEHE -

eiull = dult 130080 BAMLunk ] IERBONGO, 10073, 16D, 10465, LE1RRIEL);

[q-u\vd LEBLECIOE » 34] = quord_1BSL3CIGH o Jd:

*[gwerd ] LRL.‘C!“ ¥ 192) = INSESLEL T C{oward 1EBOLIC29E + 360
return re

":[

il 4= &4 WWL'IIH

441
1~ dward_: 181 3 00T Wi = & write_eab tt‘.\ﬂ“ﬂl Sub_LBedarsncs

449,
e rhies exs_gantent_sub_IGORIZIOCIAT,

*[ad # 40} ¢ BALE4] = T(*(s

return g_wrlte_esh_cenbent_sul 'LWWI'!D([

fer = e_allocate_sesory_sb_lE0002100{10657064, o1, IL1ZMEE, 10237164}

o 11022, (a7 + 744} - 9101, 5, 22, 147, Bdword_1BEMOLETA)[
{2l ¢ Ta4) - 101IZ;

[2) + 805) + 10883 38;

WITI, w17, wih, 97, 33, Runk_LES9ITGNA);
a1+ BOB) + 1219730;

A4) = v15;

228) = & _wrlte_cub_tontent_iub LEMSSIOBE(s
D4 40) 4 28BEEL) -
o SBB) o 2RIEE4D -

. 1048%,
L:Halé-'l;

G, 8, 178, T4, dunk 1B3142088);

+ 40} ¢ TR4164} w F[*(a3
sl & 536
T - L1833 *

# 724} = FILS4LG4)

e _write_esb_content_sub_LBSMIZIBC(a3, 10852, SBE9Z, “(a) » 744} - 19203, 166, 3B, Runk_IB0I3C430);
*Tal + 4035

a4y - il

+736) + uiiﬁl] = a5 s

INH‘. “[al + 5R0) + IOELD, 6. 16, 57, Bunk LESODELGR);

Bumblebee loader\crypter main

Then, the function sub_180002FF4 will be executed to do the following:

1. Allocate new virtual memory using the same sub_1800021D0 function.

2. Manipulate the content from the first allocated buffer and write the output into the newly allocated memory

Press enter or click to view image in full size

Loader's main function

wl w al;
sub_1888631Fa(dunk_1SR13CEE0, 1BES2i64);

sub_lE8064900{ 18651, 18485, nﬂa Bunk_18413Ca&e, 1e878);
sub_1B000340a(11895, 11122, Sunk_lsalitaﬂa, 11268, 10553, 1@657i64);
*{grord_18813C0A3 + 528) += quord_1E013C138 | @wIBES)
*{gword_1B813C2E8 + 48@) += 1B455i64;

LOWORD(w =) = 184315

guord 188130148 = "gword 18813C29E | BxIBEFiea;
rsub 150002FF4{10237, Runk 1E013Co8d, 12146, 11687, v,
LOWORDLv2) = 182375

*{grord_1B@13CAAZ + 544) "= gmord_1S013C210 + 1Z146;
sub_lE2004180{10657ite, 10459164, Zunk_1B013C0E0, 10173i64, wi);
*(grord_16@13C368 + 448) ~= "(quord_15013C260 + 584) | @x2011i64;
sub_180001000{ 10495168, 10851164, Sunk_1BB13CBEA, 1BES1i6L);
grord_18813C3C8 = w1 * dword 1EB13{BAE;

esult = sub_l&MlB;-GI&un!_l&BlB(BW. 19473, 10020, 10469, 11122464);
={qrord_18@13C208 + 24) - guord_1E813C268 + 209

“{gword_18813C3E8 + 192) = 10495164 * *(quord_15813C296 + 358);
retuen result;

16237); |

Bumblebee loader\crypter main

®lof + 168) = e_sllocate_memory_sub_1B020210012146i64, o2, @x2F7Ju, 1065Ticd);

Vil = 8
Lr.lmnkn 12) = *{*{a2 + 480} + Tad4i6a) - 1e23F;
if = {32 + 40) + BOBL64) Im ~1626204160 3
{
vil = 8iBs
do .
{ Writes the data to the new buffer
"(az + 160)) = "("[a2 + 104) + vi3) ~ *(viz + *(a2 + 16));

(a2 + 536);
+ Td4) - 10236164) X “(a2
crollBar;

+ 48);

= "(aZ + 536);
+ 4BQ) = af A Ex2CPALEL;
(viE + 264} -= a3 + *{vi5 + 448);

1

while w11 € ("{"{s2 + 3@) & S05163) + 1626IB4163) ),

¥

F(®(oZ + 482) + PEILGL) += IBEGSE64 - af;

*(*(a2 & 735) + BLG4) - 21060464}

“[*(az + 736) + 176i64) = SetProcessthutdownParameters;

"(aZz + 44@) = (a2 4 104);

rekurn e_free_first_sesory_sub_1E008400C(10431, 18403, 10852, 11122, a2);

The next step will be the function sub_180004180, this function will do the following:

1. It executes a function named sub_180001670 that will allocate multiple virtual memories using the already

mentioned sub_1800021D0.

2. Call the function named sub_180003CE that will use the virtual memory that was allocated in

sub_180002FF4, do additional manipulations,

and eventually writes an unpacked MZ into the last

allocated buffer from the function sub_180001670.

Press enter or click to view image in full size
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Loader's main function

vi = al;

sub_lspea3lre(funk_lseliCese, 10352i64);

sub_lEpa8490d(18851, 18495, 11474, Bunk 188130853, 18878);
sub_lEe@al45a(11895, 11122, Bunk_18013(08@, 1iXéB, 18533, 184%7iga);
*(querd 1B813CE4AE + S28) +» gword_18813C135 | @x28E5;
*(qword_18Q13C260 + 400) += 19405164;

LOWORD[v =) = 184313

quord_18813C148 = “guord_18013C298 | @x28FFise;

sub_18P0O2FF4(18237, Runk_1SP13CE8, 12146, 11687, v3, 18237); { (a3 4 33B) M= 1B49BAES * T(7(a & 4E8) + TIBEELY;
% Fy Iy -
I;MP-D['-'-) = L2175 N e_allocate multiple_buffers_sub_lS@981678{10657, 18553, 12146, 11895, a3);
(gword 188130048 + 544) “» geord 13003210 + 12146; e_decrypts_the_payload_sub_1S80B3CE4{11474i64, 21);
[sub_1scees1Ba (10657464, 18469164, Aunk 158130080, 191731.54,_-;L|— return sub_100001484(11474164, 11268i64, a3);
“lqwerd_IGGLICIG0 + 433) = "(grord_1GGLILI68 + 564) | GxID) 3 B

sub_jseeglesd(le495iss, 1essiies, dunk_lE813CeSe, 1@551isa);
quord_18813C3CE = v1 * dword_ IBG_IBCMS

result m sub 1BEMR13AR(Eunk 180130022, 18173, 18030, 18460, 11122is4);
*(gwerd 180130108 + 24) = querd 180130260 + 200;

“[qword_18@13C360 + 192) = 18495864 * "(qword_1ER13CI08 + 369);
return resulty

Bumblebee loader\crypter main

When looking statically in the function sub_180003CE, the loop that will write the unpacked file will be the

following:

for (i =v7; i >= *(a2 + 88@); —-i )
1
if ( *(a2 + 896) < 2372096 )
*((*(a2 + B96))++ + *(a2 + 984)) =

}
Bumblebee loader payload decryption

And when observing dynamically, it will look like the following:

Press enter or click to view image in full size

Bou | @aen | Lieg | [lnoes | @ prealponts | M8 memoryzp | [ calstes | =asen | Lol saipt | @ symbois | <2 source |

* [0000000180003FA2 E& 20070000 call bumblebee_dropper. 180004744 ~|[ show FPU
» | 00D0ODOOLB00D3FAT 34:0FB630 movzx risd,byte prr ds:[rax]
& | DODO00DLE0003FAG $C:8BC0 mov rs,rax 000000000000000
s | DONO0OOLEDOOZF v EB 27 jmp bumblebee_dropper . 160003FD7 ﬁ O UDD S RIS CHD
a0 L 4B: 6383 E0030000 movsxd rax,dword ptr ds:[rbx+3s0] 0000000002ZA50040
. 3D 00322400 cmp eax, 243200 ELX
-8 « 7D 16 jge bumblebee_dropper.i180003F04 EQX  0000000000000073
® 48:EB8E ES020000 mov rox,qword ptr ds:[rox+288) RSP 0O0O00O0O000002ZFFF
. oocu:oms;oo;r—cs 481 EEDO mov rdx,rax R5F  0O00000000013F0C0
® || 00000001B0003FCE 41:EA00 mov al, by:e prir ds: irs] | RSI___0000000000002C02
Bl 0000000L30003FCE] 880404 MOV bYTE PTE s [rdxerik]; &l M= —
* [ DODODODLED0DSFCE FFE3 50030000 ing dnord ptr di:[rbx-350] | Dafaudt (x64 fastal) - B
---»# | DO0ODOOLEDOD3FDS 49:FFCB dec R 5|
a0 DODD?DDISJJD‘FD #C:3BB3 70030000 cmp rs gword ptr ds:[rbx+370] = 3
» | ooooooo1 o003 ~ 7% DO jae bumblebee_dropper , 180003FE0 2: rdx 0000000000000079
¢ | nonooo0180003 4B:BB8E EN010000 mov rox,gword prr ds: [rbx+1E0] 3: r& 00000000027F0046
¢ || onoooo0180003 BED7 mov edx, edi #: r9 000000015013C050 bumbl
» | conooo0L180003 4B:8B81 28030000 mov rax,qword ptr ds:[rcx+328] ¢ [rspr2s] 000000000DLEF5FE
o || 0000000180003 48:05 ACDSOFO0 add rax.FDSAC il
< [T F——
45 Dump 1 | ol Dump 2 | 24 Dump 3 I 4 Dump 4 I Y Dump 5 @Wﬂld'll | Ix-ILucds‘JP
Hex bumb1 et

return

Jo2A30000 12 0g == 00 bumb &t

100 00 00 O
02A40010| 00 00 00 00|00 00 00 00|00
0ZA40020| 00 40 24 00|00 00 00 00|00
02440030 00 00 00 0000 OO 00 OO0|E2
02440040 40 [5A] 90 0003 00 00 00|04
02A40050| 68 00 00 00|00 00 00 00|40
02A40060| 00 00 00 00|00 00 OO0 00|00

rdx+rcx buffer that holds
02A40070| 00 00 OO 00|00 OO OO0 OO| QO the decwptEd pavload
0ZA40080 | 0E 1F BA OE |00 B4 0% CD |21

0D2A40090| 69 73 20 70|72 &F 67 72|61 6D 20 63|61 6E GE 6F |is program canno A L e

T 2000000000LEF 115 | 000DO0000000003S
02ZA400AD| 74 20 62 65|20 72 75 GE|20 69 6E 20|44 4F 53 20|t be run in DOS
02A400B0| €0 6F &4 65 |2E 0D 00 DA|24 0000000000157 120 | 00000001301 3C0SD | bumb1 ek

024400c0| 00 00 00 00[00 00 00 00|00 Q00000000015F 125 | 00000001000024C4
Q0R000000015FL30 | 0QO00000FEQE0O0FE

gg::gggg gg gg gg gg gg gg gg gg gg Q0D000000015F135 | 00000001400048C4 |return
00000000001 5F 140 | 000DD000FEQE007 B

Bumblebee loader payload decryption

In the end, we get an allocated memory with Read-Write permissions with an unpacked payload inside.
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Handles

| GPU

I Disk and Metwork I

Comment

General I Statistics I Performance I Threads I Token

Modules | Memary | Environment

Hide free regions

[ Strings. .. H Refresh ]

Base address

Oxaba0a0

Ox7f0e0000
O 220000
O 1ec0000

Type

Mapped: Reserved
Private: Reserved
Private: Commit
Private: Commit

Size
13,920 kB
15,360 kB

4,152 kB
4,152 kB

Protect...

-~

Use

loom |

0x 2540000

Private: Commit

2,320 kB

00000000
00000010
00000020
00000030
00000040
00000050
00000080
00000070
00000030
000000390
000000a0
000000b0
000000c0
00000040
0000000
000000£0
00000100
00000110
AnnnNnT2n

18
[ula]
[ulla]
[ula]
44
b2
[ulla]
[ula]
Oe
69
74
6d
ce
3e
3e
57
bl
L

fa

o1
oo
40
oo
Sa
ao
ao
ao
1f
T3
20
6f
da
Zb
Zb
48
e9
48
w7

[7
K

34
[ua]
24
fula]
a0
[ula]
fula]
[ula]
ba
20
62
a4
ds
dz
43
&b
be
75
Tk

[uu]
[ulu]
[ulu]
[uu]
[uu]
[uu]
[ulu]
[ulu]
e
70
&5
65
05
L1
56
56
57
5&
L1

[u]u]
[ulu]
[ulu]
fulu]
03
[ula]
fula]
[ula]
[ula]
72
20
e
ga

=1
=]}

90

=
0

bd

o
=}

AR

0o
0o
0o
0o
0o
0o
0o
0o
b4
6L
72
0d
b7
b7
b7
b7
b7
b7
w7

0o
0o
0o
0o
0o
0o
0o
0o
08
a7
73
0d
bb
bb
bb
bb
bb
bb
hh

[uli]
a0
oo
[ui]
oo
[ui]
[ui]
4]
cd
72
fe
Oa
56
56
56
56
56
1
cA

7 | DLLLoadersd_B17C.exe (3152) (0x2340000 - 052 cB4000)

[ui]
[ui]
[uli]
el
04
40
[uli]
[ui]
21
al
20
24
Za
e
1d
bl
bl
18
14

aa
fufi]
40
ke
fu]
aa
oo
fufi]
b
ad
L]
aa
b7
Zb
e9
e9
e9
ed
&g

T£
[ua]
24
e
[ui]
[ua]
[ua]
[uli]
01
20
fe
1]
bb
45
ke
b8
bf

o
=1

Ll

n2
a0
oo
54
(i}
a0
0o
oo
dc
a3
20
0o
SE
56
57
57
57
87
57

[ulu}
[ulu}
0o
[ulu}
ff
[ulu}
0o
30
cd
&l
44
0o
ga
24

=)
(=}

az2
af
gb
24

Bumblebee loader payload decrypted in process hacker

[uu]
[ulu]
[ulu]
[ulu]
54
Ge
a3
[u]u]
kb
kb
kb
kb
kb
bb
hh

ag
ag
ag
71| | C——
;) || 05 s
6f] is program canno
200t be run in D03
00f mode. ...
56
56

V. L LVrHIVE LW
5] >+IV... V... W...V
56 WHEV...V...W...V
5] ...W...V...W...V
Se] WHuV. ..V...W...V
SF v __ 7 W

Until now, everything that is observed are things that are pretty much common in other loaders \ crypters,

however, we still have two unsolved questions:

1. The code section of the payload does not have Execute permission, so it cant run.

2. What makes this loader special?

Enters the hook

The loader will enter a function called sub_180001000, this function will create inline hooks[5] that will ignite the

chain of events that will lead to the code execution.
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Loader's main function

vl = al;

sub_1880031Fe(&unk_18013Ce80, 18852i64);
sub_13@ee4006(18851, 18495, 11474, Zunk 18@13C@38, 18378);
sub_13@@83498(11895, 11122, Runk_18@13Ce38, 11268, 18553, 18657i64);
*(gword _18013CBAS + 528) += qword 18813C138 | @w2B8ES;
*(gword_18813C260 + 490) += 10495i64;

LOWORD({v3) = 18431;

gword 18813C148 = *qword_18@13C298 | @x28FFiG4;
sub_13@@82FF4(10237, 2unk 18@13Cese, 12146, 11657, w3, 18237);
LOWORD(v4) = 18237;

*(gqword_18813CeAS 4+ 544) = qword 18813C218 + 12146;
sub_13@ee4188(10657i64, 18469i64, Runk_18813Ce38, 18173is4, vi);
- .

Ao * T
¥

sub_l13@8elpe8(18495i64, 10851i64, &unk_13813C0H88, 18851ied);

gword_lIswl i 3ls = v1I & awtlr‘l.',l_lﬁl:l‘lj[_l:ltl'ﬁ;
result = sub_l8eedl3Ae(&unk_18813Ces8, 18173, 18929, 18469, 11122i64);

*(qword_18@13C298 + 24) = qword _18813C268 + 208;
*(qword 18013C360 + 192) = 1@495i64 * *(qword 18@13C298 + 36@);

return result;

¥
Bumblebee loader payload decryption

As we enter, we notice something interesting, the loader assign functions to a memory address, then it will call

another function named sub_100025EC.

Assign fucntions to addresses

*(a23 + 76@) = sub_18@@B23D4;
*(a3 + 768) = sub_18@EB41EC;
*(a3 + 776) = sub 18@BB1D4C;

sub_18@@@25EC (a3, 18431i64);

Assign functions to addresses
This function will do the following:

1. Get Ntdll handle with LoadLibrary

2. Get the address of NtOpenFile

3. Get the address of NtCreateSection

4. Get the address of NtMapViewOfSection
5. Return the data
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LibraryA = LoadlLibraryA(v2); [/ Ntdll.dll
¥l o= *(al + 744) + 1834245873,

*(*(al + 536) + 328i64) -= v4 | *(al + 432);

*(v2 + 4) = *(al + 808) + 1766212627;

*(v2 + 8) = *(*(al + 480) + B8@8i64) + 1513@;

*(*(al + 48) + 528i64) ~= v2 ~ @x2(D2i64;

*(*(al + 480) + 632i64) *= *(*(al + 488) + 5e0i64) ~ @x2D59i64;
*(*(al + 48) + 24i64) += 10851i64 * *(al + 744);

*(*(al + 736) + 144i64) = **(al + 536) + 12014i64;

*(al + 784} = GetProcAddress{Librarya, v2}; // NtOpenFile

*y2 = *(*(al + 536) + 888i64) + 1917812476;

4y = *(*(al + 480) + 744i64) + 17082115688;

8) = *(*(al + 736) + B08i64) + 1952668225;

384) |= *(al + 328) | @x2B72i64;

12) = *(al + 888) + 7226647;

ochAddress = GetProcAddress({LibraryA, v2}; // NtCreateSection
vil = *(al + 536);

*(al + 712) = ProcAddress;

*v11 += (*(*(al + 480) + 728i64))--;

*(*(al + 536) + 576i64) += -18852i64 - *(al + 744);

*(*(al + 536) + 656i64) += 18469164 * *(*(al + 480) + 136i64);
*(*(al + 536) + 312i64) += v4 + *{al + 648);

*wv2 = *(al + 744) + 1632455761;

*(v2 + 4) = *(al + 888) + 1781391390;

*(*(al + 488) + 320i64) -= 21484i64;

*(*(al + 48) + 424i64) += -416i64 - *(al + 48);
*(v2 + B) = *(*(al + 4@) + B@8i64) + 1399203109;
*(v2 + 12) = *(al + 888) + 1769224467;

*(*(al + 488) + 544i64) = 2l + 500;

*(v2 + 16) = *(*(al + 736) + BOBi64) + 17437;

= GetProcAddress{Libraryas, v2); // NtMapViewOfSection

k=

L e

Getting NT functions
To observe it dynamically, we can just go to the debugger and step over the functions themselves.

Press enter or click to view image in full size

& || BEW gword prr ds:[<&GetProcAddressx] I 000000007 TECIEED =ntdl 1. NtopenFiles
Fg—e [|mov qword ptr ss:f[rbp<zco],rax | TET A =

elmov rax,gword ptr ss:ilfrbpt2ls e E

& lll mow prv.’gvm:r.rl Err sz r:—\go:.‘-.t: | RCX O0008AZECTS10000

Getting NT functions

After exiting sub_100025EC, our attention will go to a function named sub_1800037C4. This function will be

responsible to install a hook in the aforementioned NT functions.
It will do it in the following way:

1. Call VirtualProtect to change the protection of the area it wants to write into to be writeable
2. Call sub_180002978 that will take as arguments:

1. The function to write into

2. The content it wants to write

3. The size

3. Call VirtualProtect to change the protection again to not be writeable
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Vb al;

va = *(al + 744) - 10173;

/18 = *(*(al + 480) + B@8i64);
_u_u:IP rotect = @;

1 =vwle - 18821;
'JJ. tualProtect(original function, w11, v3, &fl0ldProtect);
data_to write = a5;

*(*(al + 488) + 544i64) *= al - v6;
sub 186802978(original function, data_to write, v11};
return VirtualPr otect({original_function, v11, fl0ldProtect, &f10ldProtect};

Setting hook

Eventually, this activity will occur inside a loop to install the hooks in each of the NT functions. The hook that

will be installed will be the functions that have been assigned to memory addresses at the beginning of the larger

function.

1. sub_180001D4 for NtMapViewOfSection
2. sub_1800023D4 for NtOpenFile
3. sub_1800041EC for NtCreateSection

If we wanted to observe the changes dynamically we have two options, the first one is to just observe it in the

debugger by step over sub_180002978

Before hook

[ Notes #® Breakpoints | 8 Memory Map [l Call Stack | =7 SEH 1#3| Seript | E]Swnbnls |
000000007 7EBCISED <ntdl1l.NtOpenFilex= mov rid,rcx NtOpenFile
oooo00007 FTEBC15ES mov eax, 30 30: 0"
000000007 FEC1SES syscall
000000007 7EBC1SEA EEE

After hook
| [ Motes # Breakpoints | 8 Memory Map [ call Stack =3 SEH 1#3| Seript | %]Swnbols |
0O00000077EBCISED <ntdll.NtOpenFilex= mov ril,bumblebee_dropper.1800023|NtOpenFile
000000007 FEBC15EA jmp rii
000000007 FEC1S5ED add byte ptr ds:[rax],rs8b
Hooked NT functions

Another option is to use the took Hollow hunter[6] with the “/hooks” as an argument. Then, we will have a .tag

file from the hooked DLL (if found of course)
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Mame Date modified Type
|%) TTBT0000.ntdIl.dll Application ext
L T7b70000.ntdIl.dIl.tag e
Open I

|%) 180000000.bumblebes
|| 180000000.bumblebee_d

|| durmp_report,json

repper.dll

HashMyFiles

Open with Sublime Text
Open in Radared

Open in Radare? debugger

|| scan_report.json

SkyDrive Pro 2
7-Zip K
CRC 5HA 3

I :':J" Edit with Motepad++

View hooks using hollow hunter

And when we open this file with a text editor we could see the indication of who are the hooked function, and

where the hook itself lies.

Press enter or click to view image in full size

View hooks using hollow hunter

To summarize the hooking procedure, it will look like this:

Press enter or click to view image in full size
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Assign fucntions to addresses

*(a3 + 768) = sub 1B@@023D4;
*(23 + 768) = sub_18B@B41EC;

“(a2 + 776) = sub 18600104C; _|Get the addresses of NT functions|
sub_18B@B2SEC(a-, 18431i64);

*(*(a3 + 4@) + 312i64) = *(*(a3 + 536) + 184i64) + 19495i64;

Vs = @;
*(a3 + 552) = GetCurrentThreadId();
if ( *(a3 + 744) != 18234i64 )

{
ve = (a3 + 7e4);
v7 = {a3 + 666);
vE = BiB4;
do

v9 = 13 * yE;

*(v7 - 2) = *(*(a3 + 48) + 888i64) + 37111;

*(u7 + *(*(a3 + 480) + 808i64) - 18827) = *(*{a3 + 40) + 808i64) - 460821778;
*(*(a3 + 736) + B8ied4) *= ReadConsclelnputA;

*v7 = v6[7];

sub_1888@2078(13 * vB + a3 + 592, *uG, *(*(a3 + 736) + 744i64) - 19224i64);
[sub_180@@37C4(a5, 12146164, 11122164, *vott, I + a3 + 664); |
+Hws;
v7 = (v7 + 13);
e Install the hook
}
while ( v5 < (*(a3 + 744) - 18234i64) );

s

Bumblebee loader install hook mechanism

Executing the code

After we finish setting the hooks, we will head to the function sub_1800013A0

Loader's main function

vl = al;
sub_1800031F@(&unk_ 18013080, 10852i64);
sub_l3eeed4osa(18s851, 18495, 11474, Zunk_13813CB38, 1B378);
sub_13@8e3498(11895, 11122, &unk_18813Ces8e, 11263, 18553, 18657ied);
*(qword_18813C8AS8 + 528) += qword 18@13C138 | @x28ES;
*(gqword 18013C268 + 400) += 10495i64;
LOWORD(v3) = 18431;
qword_18813C148 = *gword_18813C298 | @x28FFis4;
sub_188682FF4{10237, funk_180813Ces30, 12146, 11657, w3, 18237);
LOWORD({v4) = 10237;
*(gword_18013CeA8 + 544) “= gqword_13813C218 + 12145;
sub_lgeeed4lse|les57ied, 1e4e9ie4, Zunk_18813Ces8, 18173ie4, vi);
*(qword 18813C368 + 448) ~= *{qword 18013C260@ + 584) | ex2D1lie4;
sub_l2feeloea(led495i64, 18851164, Bunk 13813Ce386, 18851i64);
gword 18813C3C8 = vl ~ dword 13813CE0E;

L;E;U_: = sub 18BBE13AR(Eunk 13813Ce38, 19153, 18929, 18459, 11122164); |

(gword_ 188130298 + 24) = gword_ 18813268 + 260;

*(gqword_18013C360 + 192) = 10495i64 * *(qword 18013C298 + 36@);
return result;

¥

Bumblebee loader\crypter main

This function will attempt to execute the DLL “GdiPlus.dll” using the API call LoadLibrary, with SetPath as an

export function.
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LibraryW = LoadLibraryW({({al + 4B88));
if ( *(al + 832) == 2 )
1

if { LibraryW }

1

strepy(vs, "SetPath");

LoadLibrary loading GdiPlus.dll

mov rcx,rs% B o rox: L"gdiplus.d11™, rsi:L"gdiplus.dll”
call gword ptr ds:[<&LoadlLibraryw:=]
cmp dword ptr ds:[rbx+340],2

LoadLibrary loading GdiPlus.dll

Q: Why does the malware even want to use GdiPlus.dlI?
A: It doesn't.
Q: So why the need to load it?

A: Because it is not loaded (wait what?!)
The malware will attempt to use some (and unique) custom unpacking:

1. When LoadLibrary loads a DLL file, it uses internally the hooked NT function as part of its internal
activity.

2. The malware chooses a DLL that is not loaded yet.

3. NtOpenFile will get a file handle of GdiPlus.dll

4. NtCreateSection will create a section for the file handle of GdiPlus.dll

However, here is when things become tricky, when the LoadLibrary will try to use MapViewOfSection to map the
GdiPlus.dll section, the hook function of MapViewOfSection (sub_180001D4C) will do the following:

1. It will use CreateSection to create a new section with READ-WRITE-EXECUTE permissions, without any
file handle to associate it with.

2. It will write the unpacked malicious content into this section

3. It returns NTSTATUS_SUCCESS to the LoadLibrary so it will seem to it as if GdiPlus.dll was mapped

successfully.

Press enter or click to view image in full size
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ateSection = *(vie + ¥12);

@ + 168) + *(*{via + 168) + 68464);
={vie + 868);

8 + 240) = v28;

*(v20 + 88) + w21 - 5739;

B' - -
v21 - 6739) & v22; Creating RWX section
viB + 744) - 1@2371i64;

w243

*(vie + 488);

+ 296} = (v2B + 28) + v2@ + 24;

# 536) = ®(viS5 4 176) - 1@173i64;

if '( ptr_NtCreateSection{&v32, ("(v1e + 744) - 18223), 8is4, &33, "(vie + 744) - 18173, exEecseee, 8isd) }|
return Bi64; . .

w2} = al;

*{vie + 208) = eisd;

*y27 = y23;

12 + 536) # 432464) = *(*(vie + 48) + 320i64) | Bx2EEEiG4; i i

i e A Mapping the RWX section

736)_+ B8i64) |= @x28FFuifd; -

fSection(ui2, -1i64, vid + 208, 8is4, @ic4, @ies, v27, 1, @, *(vie + 888) - 18778) )J

18 + 736) + 176i64) ®= w18 + 792;
=(*{v10 + 488) + 152i64) = 10657i64;
w28 = *(v18 + 248);

*(v10 + 464) |= *(*{v1® + 488) + 8i64) - 11657i64;

=(v18 + 288) = *(v2E + 6); el

[sub_186@G2E74 (16851, 11537, 11537, 18629, vid); | Writing the unpacked
*("(v1& + 736) + 36B164) |= 11268364 - *(v10 + 488); i
=(*(v10 + 48) + 752i64) -= (*(*(v10 + 536) + 8Bi64))--; executable to the section

=(*(vie + 488) + 24i64) = 12221i64;

Hooked NtMap ViewOfSection mechanism

The result will be an unpacked bumblebee malware that resides in the RWX section and is associated with

GdiPlus.dll. Interestingly, the GdiPlus.dll is considered a relocated DLL in Process hacker.

Press enter or click to view image in full size

Mame Base address Size  Description A General Statshes Pertormance | hresas l1oken Mooues
rundiiz2.exe 0x7H692940000 92 kB Windows hos Memoes;  |HEmimend oV g P Y O
advapi32.dl Ox7iaa 1320000 652kE  Advanced Wind y | 1 17
- OxIFaSeBC0000  B4KE  AntiMabware Si st s e Siigs®] [LiReiesh
baypt.dl Ox7faSf260000  152KB  Windows Crypb P : x -
berypipemitives... OxTifadecadlo]  S12KE ‘Windews Crypb B i Som | Proftact... |l
il BETPueEieD 26k (Citigsabaih Ox7Fasdaa1000 Imsge: Conrmit 164k8 AX i
Beitn GOAEIOND  GRKE OOHE Chifon Ox7Hadc501000 Image: Commit BEKE RX ciw
combase.dl OuIFFACfHENI00  LILME MicrosaftCOM- Ox MFEadaTo 1000 Imags: Commit 12k RX [
ayptznd OxTMaSfSH0000  LIIME Cryplo APIEZ DiARGAION | Igagercowail inkn " Ry o
eryptsp.dl D 7fFacege0000 9ZkE  Cryptagraphic ¢ O PFFada e 1000 Irager Commit 44k X (=)
davdnt.dl ONTa50020000  116KB Web DAV Chent Ox7Ffadkfc1000 Tmage: Commit 1218 RX Cipw
dautipr.dl 075670000 KB DAV Heper DL Ox 77238411000 Image: Commit 56k RX =
dnepesve.dl OxTHRGEAINO00  112KB DHCP Chent Ser OxFRAELI0D Image: Commit s8R Ciw
Sorovd o RaSAD B rosalt B Ox7FaB0141000 Image: Coenmit G4k RX ciw
gdiz2.dl On7Has03f0000  152KE  GOI ChentDLL Ox7ffadesc 1000 Image: Commit B8 Rx Ciiw
pdis2fl.dl G0l Chent BLL O TEfeG00ZL000 Image: Commit SBKE AX W
ke Y GO+ 0xPifasfe71000 Irmage: Coeeit 16kE BX il
imagetip.dl 6B WnsenZ T Image: Commit 2Bk RX (=1
32l 184KE  Muiti-User Wind Privatc: Comlt e SR
IFHLPAPLDLL Ox P800 23268 P Hsiper ABT Mapped: Com... 2,356K8 AWK
kerel. appeore.dl Ox7ia0eSO00D0  B3KB  Appiodsl APTF P Private: Commit 128 RWMG  Stack
a3, it 7518 Whdecital Ox57dE5FI000 Private: Coammit 12k8 RW4G  Stack
e i s U Gt Bl TS Ox53dBE71000 Private: Comnmit 12K AW4G  Stack
- < > Ox57dE4E1000 Private: Commit 2k RWA4G Stack
Ox57dE471000 Private: Cosmmit 12kE RW4G  Stack
OxEP6 11000 Private: Commmit 12K AW4G  Stack ¥
Close | Ox57d6161000 < >

Relocated module point to RWX section

Bumblebee dropper high lever summary

If we want to look at all the dropper unpacking mechanism steps in a high-level overview and summarize them

into three steps, it will look like this:

Press enter or click to view image in full size
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Step one

BumbleBee dropper Allocate memory Decrypt payload |

Fook NtOpenFile
BumbleBee dropper |—————» MtCreateSection

NiMapViewOiSection

Step three

Try o load
GdiPlus.dll ]
BumbleBee dropper » LoarLibrary

[Trigger the hooks

0
3 . lgnore mapping the NivlapViewOiSection
NiQpenFile NiCreateSection segciion han%llje T?:r the
GdiPlus.dll
Create file handlg Create section for file
for GdiFlus.dll handle
Create new section Map the new RWX ggﬂfog?tge}:g ’:}1?3
with RWX permission section seciion

Bumblebee dropper overview

PART 2

The bee: Investigating the bumblebee’s payload

Press enter or click to view image in full size
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ﬁplﬂunl’mﬁ,!?- Malware Initial Assessment - wwwwinitor.com

file settings shout

xR
=3 humblebee_matware. il |}f [HSRRON value
o indicators (G2) - el "
¥ virustotal (warning) i . = =
dis-header (B4 bytes) = = = = . _
shals6 GDE 5563 BOAGAIE2SCIES o
B dos-stub (40 bytes) - F
rich-header (17) first-bytes-hex 4D 5420 000300 0000 04 00 00 00 FF FF 00 00 E3 00 0000 00 00 00 00 40 00 00 00 00 0000 00 00
file-header (Mar.2022) it Bytescae MZowmn s e @ e
optional-header (GUI) file-size 2';::“ {bytes)
B directesies (time-stamp) entrapy &
sections (files) imphash
< 1 libraries {11}~ signature
£ functians [232) antiy-point AGEASC 240G 4589 T4 29 1057 4B B3 EC 2049 5B FOEB DAB BB FLEI FAOL T505 EB 33050000
o eports (2 file-versian
i description
M file-type dynamic-Tink-library
] cpu 64-bit
oL strings (35400) subsystern GUE
A3k debug {time-stamp) compiler-stamp 0x5244 D676 (Wed Mar 3D 09:27.50 2022)
J:l debugger-stamp De5244 0676 (Wed Mar 30 0922750 2022)
== esources-stamp
"ﬂ imngort-stamp
[ exparts-starmp D244 0685
wersion-stamp
certificate-stamnp

Unpacked Bumblebee payload

The unpacked malware is a large 64-bit file with quite high entropy.
This file appears to be the core component of the Bumblebee malware. It features many traditional capabilities we

would expect from malware, such as internet communication, file manipulation, collecting user information,

cryptography libraries, etc.

In my article I will not cover this file as much because of scoping decisions, however, some interesting code parts

to mention are:
Stolen anti-analysis code

As with many malware, Bumblebee also has anti-analysis tricks, however, the majority of them are grouped in one
large function. Also, During my observation, I notice that additional anti-analysis checks have been added as time

goes by, which indicates a quick evolving malware or that the authors are still in the “testing the waters” phase.

In addition, this entire anti-analysis function code is taken from the GitHub page of the “al-khaser project”[7]. For

good measure, I will show some examples.
Searching for processes

The malware will search for multiple tools that are being used for dynamic and static malware analysis tools. The

malware will iterate through the processes using CreateToolHelp32Snapshot.

Press enter or click to view image in full size
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var_process_name[8] = L"ollydbg.exe";
var_process_name[1] = L"ProcessHacker.exe";
var_process_name[2] = L"tcpview.exe";
var_process_name[3] L"autoruns . exe™;
var_process_name[4] = L"autorunsc.exe”;
var_process_name[5] = L"Filemon.exe”;
var_process_name[6] = L"procmon.exe";
var_process_name[7] = L"regmon.exe”;
var_process_name[8] = L"procexp.exe";
var_process_name[9] = L"idag.exe”;
var_process_name[16] = L idagéd.exe";
var_process_name[11] = L"ImmunityDebugger.exe”;
Uar_process_ﬂame[ii] = L"Wireshark.exe™;
var_process_name[13] = L"dumpcap.exe”;
var_process_name[14] = L HookExplorer.exe”;
var_process_name[15] = L"ImportREC.exe";
var_process_name[16] = L"PETools.exe";
var_process_name[17] = L"LordPE.exe";
var_process_name[18] L"SsysInspector.exe”;
var_process_name[19] L"proc_analyzer.exe";
var_process_name[20] L"sysAnalyzer.exe";
var_process_name[21] = L”sniff_hit.exe™;
var_process_name[22] = L"windbg.exe";
var_process_name[23] = L"joeboxcontrel.exe";
var_process_name[24] = L"joeboxserver.exe”;
var_process_name[25] L"joeboxserver.exe”;
var_process_name[26] = L"ResourceHacker.exe";
var_process_name[27] = L"x32dbg.exe";
var_process_namz[28] = L"x64dbg.exe”;
var_process_name[29] = L"Fiddler.exe";
var_process_name[39] = L httpdebugger.exe”;
while ( 1)

i

result = (sub_188@413F@(var_process_name[v@]);

Searching for processes in Bumblebee

Teolh 325napshot = ércﬁieTculhtlpBZSnapshat(Zu, @);
w3 = Toolhelp32snapshot;
if ( Toolhelp3ZSnapshot != -1i84 )
{
pe.dwSize = S68;
if { Procecss32FirstW{Toolhelp32snapshot, Spe) )
{
vd = StrimpIW(pe.szExeFile, psz2);
vE = v3;
if ( 1va}
{
LABEL _4:
CloseHandle(vs);

return pe.th32ProcessID;

by
while ( Process32Nextw(v3, &pe) )
{
w7 = StrCmpIW(pe.szExeFile, psz2);
Vs = v3;
if ( V7))
goto LABEL_4;
e

CleseHandle(v3);

return @ig4;

As said, this code is the exact code found in the al-khaser project.
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9  VOID analysis_tools_process()

i {

11 const TCHAR *szProcesses[] =

12 _T{"ollydbg.exa"), ff 011yDebug debugger

13 _T{"ProcessHacker.exe"}, f{ Process Hacker

14 _T{"tcpview.exa"), [ Part of Sysinternals Suite
15 _T{"autoruns.exe"], f¢ Part of Sysinternals Suite
18 _T{"autorunsc.exe™}, F¢ Part of Sysinternals Suite
17 _T{"filemon.exa"), f{ Part of Sysinternals Suite
18 _T{"procmon.exa"), ff Part of Sysinternals Suite
19 _T{"regmon.exe™), [ Part of Sysinternals Suite
L] _T{"procexp.exa"), ff Part of Sysinternals Suite
s | _T{"idag.exe"], F¢ IDA Pro Interactive Disassembler
22 _T{"idaged.exe"), /4 IDA Pro Interactive Disassembler
23 _T{"ImmunityDebugger.exs™), // ImmunityDebugger

24 _T{"Wireshark.exe"}, f/ Wireshark packet sniffer

25 _T{"dumpcap.exa"), i Metwork traffic dump tool
26 _T{"HookExplorer.exe™}, f¢ Find wvarious types of runtime hooks
27 _T{"ImportREC.exe"}, f4 Import Reconstructor

28 _T{"PETools.exa"), £ PE Tool

29 _T{"LordPE.exe"), £ LordPE

Bl _T{"sysinspector.exe"}, f# ESET SysInspector

1 _T{"proc_analyzer.exe"}, £ Part of Sysanalyzer iDefense
3z _T{"sy=sAnalyzer.exa"), f{ Part of Sysénalyzer iDefense
EES _T{"sniff hit.exe"}, 4 Part of Sysénalyzer iDefense
34 _T{"windbg.exe"), ff Microsoft WinDbg

35 _T{"joeboxcontrol.exe"), f{ Part of Jos Sandbox

36 _T{"joeboxserver.exe™}, F¢ Part of Joe Sandbox

7 _T{"joeboxszerver.exe"}, f{ Part of Jos Sandbox

38 _T{"ResourceHacker.exa"], f{ Resource Hacker

L) _T{"x32dbg.exe"), ff x32dbg

ag _T{"wbddbg.exe"), f weddbg

a1 _T{"Fiddler.exe"}, f{ Fiddler

a2 _T{"httpdebugger.exe"}, f{ Http Debugger

a3 i

a4

a5 WORD ilength = sizeof{szProcesses) / sizeof(szProcesses[a@]);

a8 for (int 1 = 8; i < iLength; i++)

a7 {

a8 TCHAR msg[256] = _T("");

a4 _stprintf_s(msg, sizeof{msg) / sizeof(TCHAR)}, _T{"Checking process of malware analysis tool: ¥s "), szProcesses[i]);
58 if [GetProcessldFromiName{szProcesses[i]))

al-khaser source code

The malware also attempts to detect any kind of virtualization environment with the detection of their processes, it

varies from Vmware to Vbox processes.

psz2 = L"vmtoolsd.exe™;

vd = L"vmwaretray.exe";

vs = L"vmwareuser.exe";

vE = L"VGAuthService.exe";
w7 = L"vmacthlp.exe™;

while ( 1 )
1

memset{Buffer, @, sizeof(Buffer)};

vl = (&psz2)}[ve];

sprintf_s(Buffer, @xl@duisd, L"Checking Vidware process #s "
result = sub 1838841D56(v1);

Searching for Vmware processes in Bumblebee
Searching registry keys

The malware will attempt to search for designated registry keys that indicate any kind of virtual environment from

multiple products.
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lpSubkey = L"SOFTWAREM\VMware, Inc.\\WMware Tools™;

v = Bigd;
while ( 1 )
1

memset(Buffer, ®, sizeof(Buffer));

vl = *&Buffer[8 * v8 - B];

sprintf_s(Buffer, @x188uib4, L"Checking reg key ¥s ", vl};

hkey = @igd;

if ( !RegOpenKeyExW(HKEY LOCAL MACHIME, v1, @, 6x2861%u, Ehiey) )
break;

if ( Hve =1 )
return @i6d;

Searching for Vmware registry key in Bumblebee

Searching file paths

Get Eli Salem’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in

The malware will search for file paths that can indicate any kind of virtual environment.

pszFile[@] = L"System32\\drivers\\VBoxMouse.sys";
pszFile[1] = L"System32\\drivers\\WBoxGuest.sys";
pszFile[2] = L"System32\\drivers\\WBox5F.sys";
pszFile[3] = L"System32\\drivers\\WBoxVideo.sys";
pszFile[4] = L"System32\\vboxdisp.dll";

pszFile[5] = L"System32\\vboxhook.d11l";

pszFile[8] = L"System32\\vboxmrxnp.dll";
pszFile[7] = L"System32\\vboxogl.dll";

pszFile[8] = L"System32\\vboxoglarrayspu.dl1l”;
pszFile[9] = L"System32\\vboxoglerutil.d11l™;
pszFile[108] = L"System32\\vboxoglerrorspu.dll™;
pszFile[11] = L"System32\\wvboxoglfeedbackspu.dll™;
pszFile[12] = L"System32\\vboxoglpackspu.dll™;
pszFile[13] = L"System32\\vboxoglpassthroughspu.dll™;
pszFile[14] = L“System32\\vboxservice.exe";
pszFile[15] = L"System32\\wboxtray.exe";

pszFile[16] = L“System32\\WBoxControl.exe";

memset (Buffer, @, 8x288uisd);

memset(pszDest, @, 8x208uisd);

vE = Bikd;

0ldvalue = 8i64;

GetWindowsDirectoryW(Buffer, 8x184u};

if ( sub_1see41940() )
WowE4DisableWows4FsRedirection(801dvValue);

Searching for VBOX files in Bumblebee

At this point, it will be useless to continue writing the anti-analysis capabilities, so for those who want to see all,

please visit the al-khaser project GitHub page.

Executing processes
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Among the malware, capabilities are to execute Rundll.exe to run the DLL with the InternalJob as an export

function using Wscript.

sub_186885FCa(
V56,
"Set objshell = CreateObject({\"Wscript.Shell\"}\r\n"
"objshell.Run \"rundll32.exe my_application_path, Iternallob\"‘\r\n",

BxBbBuicd) ;
355 = 15i64;
54 = Bieg4;

LGBYTE(.:3[6]) =
sub_lSBBBSFCB( 5: my_applicatiun_path", @x13uisd);

32 = v53;
f ( VS5 >= @x1e )
v32 = v53[0];
for ( i = sub_18@@@SEDB(v55, v32, @i64, vS4); i != -1; i = sub_18@@BSEDD
{
sub_180@887E@(v56, i, vS4, v62, @i64, -1i64);
v34 = v53;
if ( vS5 = @x1@ )
v3d = v53[@];
}
sub_lEBEESCCE(uEB);
w35 = vS6;

if [ v58 »= 8x10 )
v35 = v5S6[8];

sub_188@3B56C(v36, v35, v57);

vSl = 7i64:

vSE = Bif4;

LOWORD(v43[@]) = @;
sub_138887BE@({v49, L"wscript.exe™);

Executing Wscript

Also, the malware can use PowerShell to perform further activities

sub_123888S5FCB(v115, "powershell™, @xfuisd});
v84 = GetCurrentProcessId();

v85 = sub_18@@BSBE@(v132, va4);

v87 = sub_130@8B300(&v126, vi6, vE5);
sub_18@@BT7ES(v118, vE7, @i64, -1i64);
sub_1808885CCe(&v126);

sub_188@85CCe(v152);

sub 126@@7038(v115, "; Remove-Item -Path \"", @x15uisd);
sub_186867E30(v1lE, w211, 6i6d4, -1i6d};

sub 12368670308 (v115, "\" -Force", Buisd);
sub_188@87D30(v118, "\"", luibd);

Executing PowerShell

The little ones inside the flask

One of the most interesting things about the Bumblebee core component is the fact that it contains two DLL files

inside of him.

Press enter or click to view image in full size
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fF

Two hidden DLL files inside the unpacked Bumblebee

[ pestudic 9.23 - Malware Initial Assessment - www.winiter.com @
file settings  about
e X W
= etusens bumblebes matvaredl | property i Sl valine el
dd imdicatars (62) [r— et dala Aty od
P virustatal {warning ods 74 = ISANS.. STROMBIIOSCECEEIARSIE. AATSCENDIISSAASODICAAI0. 3K
ﬁ :3::’: ;4{34 b;’::]ﬂ entropy 6403 5557 4511 (28
. fieh-header (17) file-ratio [3953%) G044 % T84% 645 % 35
+ fils-headar (Mar2022) raw-address ndOOLO00 TndML 65000 0000 i}
oplional-header (GUN raw-size (2008448 bytes]  (oDOLEO0D (LASSITS bytes)  OwDOOSAD00 (571784 Bytes]  ChODOZE000 (155648 bytes) )
d wintusl-address 0000000001000 0000000165000 OeI0000000S0 209000 ol
vistual-size (MOSH4E bybes) OWDO1GA000 (1453076 bytes)  OWDOOA4000 (671744 bytes) 00026000 (155645 bytes) 0o
£ eALy-point 0x0012CE46 - - -
7 functions (232) characteristics 000020 D000 ICOD0040 o
% exports () writable . . x z
- t exccutable x
= M shareable
o discardable
abc strings (35300) initialized-data
1% debug (time-stamp) uninitialized data
& urrexdable
3 self-madifying .
&) virtuslized Two DLL files
- file exscutable, cifset: :002167...
file enscutable, offset: (002107,

Both of these files have the same internal name RapportGP.dll (which is also used by the security company

Trusteer)
Offzet Mame Yalue Meaning
65C0 Characteristics 0
65C4 TimeDateStamp  624405C7
65C8 Majoriersion a
65CA MinorVersion ]
65CC Mame TDES RapportGP.dIl
6500 Base 1
6504 MumberOfFunc., 0
6508 MumberOfMames 0
650C AddressOfFunc... 0
65ED AddressOfMames 0
65E4 AddressOfMam... 0

Bumblebee hooking DLL aka RapportGP.dll

The two DLL files are completely identical except for the fact that one of them is 32-bit and the other is 64-bit.

PART 3: The shadow of Trickbot- Investigating the hooking DL.L

In the last part, I will investigate the RapportGP.dll, as said, there are two versions: 32\64 bit, and for my analysis,
I will focus only on the 32 bit.

The main concept behind RapportGP.dIl is hooking, and the entire module’s mechanism is supporting this activity.
Check for existing hooks

One of the first activities of the module occurs in a function named “sub_100060C0”, in general, this function will

be responsible to check if there is any hooked function from a list of pre-determined functions.

Inside sub_100060C0, the chain of events that leads to this is the following:
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1. A handle to Ntdll.dll, Kernel32.dll, Kernelbase.dll, Advapi32.dll obtained
2. The requested DLL’s path obtained

3. A call to the function sub_100059B0 was made to get a copy of NtProtectVirtualMemory that stored in the
allocated memory

4. The arguments are sent to another function named sub_10005B90

Press enter or click to view image in full size

strepy(str_GetSystemDirectoryd, "LetSystemDirectoryA“};
ptr_GetSystemDirectoryd = @;3

handle_kernel32 = GetModuleHandlel(L"kernel32.d11");
handle_ntdll = GetModuleHandleW(L"ntdll.d11"}; 4‘ Get‘hng module's handle
zlbase = GetModuleHandleW(L"kernelbase.dll™);

= GetModuleHandleW(L"advapi32.dll™);

irectoryaf@] = 71;

emDirectoryf = GetProcAddress(handle_kernel32, str_GetSystemDirectoryd);

Ty o= 8;
emDirectoryA )

z‘f ( handle_ntdll Getting NtProtectVirtualMemory

{ptr_GetSystemDirectoryA)(str_modulePath, 253);

LstreatA(str_modulePath, L"\\");

levrcatA(str_modulePath, "ntdll.dll™);

ptr_NtProtectVirtualMemory = e get NtProtectVirtualMemory sub 180850B8({str_modulePath);

result = sub_190@5890(str_modulePath, handle_ntdll, list_ntdll_functions, @, ptr_NtProtectVirtualMemory);

if { handle_kernel3z = %

{ ( B ) List of functions to check
{ptr_GetSystemDirectoryA)(str_modulzPath, 259);
lstrcatA(str_modulePath, "\\");
lstreata(str_modulePath, “kernsl32.dll™);
result = sub_100@5B308({str_modulePath, handle kernel32, list_kernel32 functiens, 8, ptr_NtProtectWirtualbemory);

if ( handle_kernelbase }
{
(ptr_GetsystemDirectoryA)(str_modulePath, 259);
lstreata(str_modulePath, "\\");
lstreatA(str_modulePath, “kernelbase.dll™);
result = sub_l80@5B98(str_modulePath, handle_kernelbase, list_kernelbase_functions, 8, ptr_NtProtectVirtualMemory);

}
if { handle_advapi3z.dll )
{
(ptr_GetSystemDirectoryd) (str_modulePath, 259);
lstrcata(str_modulePath, “\\");
lstrcati(str_modulePath, “advapi32.dll");
result = sub_l00@589@(str_modulePath, handle_advapi32.dll, list advapi32, 8, ptr_NtProtectVirtualMemory);

H

1. RapportGP.dll checking and disabling existing hooks
The functions it wants to check are:

In Ntdll.dll
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list ntdll functions dd offset aldrgetdllhandl
; DATA XREF: e _check if already
3 "LdrGetDllHandle™
dd offset alLdrhotpatchrou ; "LdrHotPatchRoutine”
dd offset alLdrloaddll @ ; "LdrLoadDll™
dd offset alLdrunloaddll ; "LdrUnloadDll™
dd offset aNtcontinue 3 "NtContinue™
dd offset aNtcreatefile ; "NtCreateFile"
dd offset aMtcreateproces ; "NtCreateProcess’
dd offset aMtcreateproces @ ; "NtCreateProcessEx”
dd offset aNtcreatesectio ; "NtCreateSection”
dd offset aMtcreatethread : "NtCreateThread”
dd offset aNtcreatethread ® ; "NtCreateThreadEx"
dd offset aNMtcreateuserpr ; "NtCreatelUserProcess”
dd offset aNtgetcontextth ; "NtGetContextThread"
dd offset aNtmapviewofsec ; "NtMapViewOfSecticon”
dd offset aNtprotectvirtu @ ; "NtProtectVirtualMemory™
dd offset aNtqueryinforma ; "NtQueryInformationThread"
dd offset aMNtqueueapcthre ; "NtQueuefApcThread”
dd offset aNtreadvirtualm ; "NtReadVirtualMemory"
dd offset aNtfreevirtualm ; "NtFreeVirtualMemory"
dd offset aNtallocatevirt_@ ; "NtallocateVirtualMemory"
dd offset aNtresumethread ; "NtResumeThread”
dd offset aNtsetcontextth ; "NtSetContextThread”
dd offset aMtsetinformati ; "NtSetInformationProcess"
dd offset aNtsetinformati @ ; "NtSetInformationThread"
dd offset aNtsuspendthrea ; "NtSuspendThread”
dd offset aNtunmapviewofs ; "NtUnmapViewOfSection”
dd offset aNtcreateevent ; "NtCreateEvent”
dd offset aMtcreatemutant ; "NtCreateMutant”
dd offset aNtcreatesemaph ; "NtCreateSemaphore”
dd offset aMNtopenevent ; "NtOpenEvent"
dd offset aMtopensemaphor ; "NtOpenSemaphore”
dd offset aMtopenmutant ; "NtOpenMutant”
dd offset aMtwritevirtual ; "NtWriteVirtualMemory"
dd offset aNtqueryinforma_@ ; "NtQueryInformationProcess
dd offset aNtadjustprivil ; "NtAdjustPrivilegesToken"
dd offset aMtduplicateobj ; "NtDuplicateObject”
dd offset aNtclose ; "NtClase™
dd offset aNtterminatepro ; "NtTerminateProcess'
dd offset aNtopenprocess ; "NtOpenProcess”
dd offset aMtopensection ; "NtOpenSection”
dd offset aRtlecreateheap ; "RtlCreateHeap”
dd offset aRtlexituserpro ; "RtlExitUserProcess'
dd offset aRtlexituserthr ; "RtlExitUserThread”
dd offset aKiuserapcdispa ; "KiUserApcDispatcher”
dd offset aKiuserexceptio ; "KiUserExceptionDispatcher”
dd offset aMtopenthread ; "NtOpenThread"
dd offset aRtldecompressb ; "RtlDecompressBuffer™”
dd offset aRtlgueryenviro ; "RtlQueryEnvironmentWariable"

RapportGP.dll list of Ntdll functions to check

In Kernel32.dll
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list_kernel32_functions dd offset aCreatefilea

y
aCreatefilemapp @ ;

; DATA XREF:
; "CreateFileA™

dd offset "CreateFileMappingA”

dd offset aCreatemailslot ; "CreateMailslota”

dd offset aCreatemailslot @ ; “"CreateMailslotW”

dd offset aCreatenamedpip ; "CreateNamedPipeA”

dd offset aCreatenamedpip @ ; "CreateNamedPipew"

dd offset aCreateprocessa ; "CreateProcessA”

dd offset aCreateprocessi ; "CreateProcessInternala”

dd offset aCreateprocessi @ ; "CreateProcessInternalW”

dd offset aCreateprocessw ; "CreateProcessi”

dd offset aCreateremoteth ; "CreateRemoteThread”

dd offset aFindfirstfilee ; "FindFirstFileExA"

dd offset afFindfirstfilee @ ; "FindFirstFileExW"

dd offset aloadlibrarya ; “LoadLibrarya”

dd offset aloadlibrarywmo ; "LoadLibrarylMoveFileWithProgressAMoveFi”.
dd offset aBasethreadinit ; "BaseThreadInitThunk™”

dd offset aRtlinstallfunc ; "RtlInstallFunctionTableCallback"
dd offset aWinexec 3 "WinExec”

RapportGP.dll list of Kernel32 functions to check

In Kernelbase.dll

list_kernelbase functions

dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd
dd

offset
offset
offset
offset
offset
offset
aoffset
aoffset
offset
offset
offset
offset
offset
offset
aoffset
aoffset
offset
offset
offset
offset
offset
offset
aoffset

dd offset aCreatefilemapp

; DATA XREF: e_check if alre

"CreateFileMappinghumald”

gCreatefilemapp 1 ; "CreateFileMappingh”
aCreatefilew ; "CreateFilel”
aClosehandle ; "CloseHandle”
a0penthread ; "OpenThread"
aGetprocaddress ; “GetProcAddress”
aCreateremoteth @ ; “"CreateRemoteThread”
aCreateremoteth_1 ; “CreateRemoteThreadEx"
aCreatethread ; "CreateThread"
aFindfirstfilea ; "FindFirstFileA"
aFindfirstfilew ; "FindFirstFileW"
aHeapcreate ; "HeapCreate"
aloadlibraryexa ; "LoadLibraryExA"
aloadlibraryexw ; “LoadLibraryE:xW"
aMapviewoffile ; “MapViewOfFile"
aMapviewoffilee ; “MapViewOfFileEx"
aQueueuserapc ; "QueuslserAPC"
asleepex ;3 "SleepEx™
avirtualalloc ; "virtualAlloc®
avirtualallocex ; “"VirtualAllocEx"
aVirtualprotect_1 ; "VirtualProtect”
avirtualprotect_2 ; "VirtualProtectEx"
aWriteprocessme @ ; "WriteProcessMemory"
aGetmodulehandl ; "GetModuleHandleW™

RapportGP.dll list of Kernelbase functions to check

In Advapi32.dll
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list adwvapi32 dd offset aCryptimportkey
; DATA XREF: e _check if_

3 "CryptImportiey”

dd offset aCryptduplicate ; "CryptDuplicatekey"

dd offset alogonusera ; "LogonUserA”

dd offset alLogonuserexa ; "LogonUserExa"”

dd offset alogonuserewxw ; "LogonUserExi"

dd offset alogonuserw ; "LogonUserw"

RapportGP.dll list of Advapi32 functions to check

In sub_10005B90, the module path of the requested DLL file will be mapped to memory and will be sent to an
additional function named “sub_10005D40” that will deal with the actual checking.

Press enter or click to view image in full size

lpBaseA

nandle_f

hObject

strepy(str_ "2reateFrileA™);

strepy(str_ pingh, "3reatefFileMappingA”);
strepy(str le, "dapViewOfFile™);

handle_kernel32 etModuleHandleW(L "kernel32.d11");

str_CreatefileA[@] = 67;

ptr_CreateFileA = GetProcAddress(handle kernel32, str Createfiled);

52;

str_CreateFileMapp [@] = 67;

ptr_CreatefileMapp = GetProcAddress(handle_kernel32, str_CreateFileMappingA);
str_CreateFileMappingA[@] = 55;

str_CreateFileA[@]

e = GetProcAddress(handle kernel32, str_MapViewOfFile);
ile[@] = 48;
¥ (ptr_Createfiled)(str_module_name, @xSeeeedes, 1, @, 3, @, @);
if ( handle_file [= =1 )
1
hobject = (ptr_CreateFileMappingA)(handle_file, @, @x1ee0602, &, @, @);
if ( hObject I= -1 )

lpBaseAddress = (ptr_MapViewOffile)(hObject, 4, @, @, @);
e_check_if_hooked_sub_18@@504@( lpBasesddress, handle_DLL, list_functions, a4, ptr_NtProtectVirtualMemory);

}
2. RapportGP.dll checking and disabling existing hooks

As for the checks themselves, it is quite simple:

1. The malware iterate through the export functions of the legitimate DLL file that was mapped to memory by

the process when it loads.
2. The malware will check if the name is one of the function names it wants to check
3. Once found, the malware calls sub_10001040 that checks for hooks evidence in the DLL that was mapped

by the process loader
4. The malware will do the same for the DLL that was mapped by the malware itself (in sub_10005B90).

5. If no hooks are found, it will continue to iterate

Press enter or click to view image in full size
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v35 = lstrlenA(lpsString);
while ( *(a3 + 4 * w45} )

! v34 = lstrlenA(*(a3 + 4 * v45));
if ( v34 <m v35 )
w33 = v34;
else
v33 = v35;
if ( 'e_compare_names_sub_l@ee593@(lpstring, *(ad + 4 * v45), v33) )// Iterate the DLL export function
f/ Checks if the function name is one of the function it wants to check
{
viE = 13
break;

lpAddress + wva4;

8v27[vas];

sub_leee1e4e(lpiddress + vdd, &vls);//S checking the function that is mapped by the process loader
+= Y28

{ *vi2 == *y29 )

Eomwvwodwp

2 B P LD

s
-h £

v24 = sub_1eee1e4a(v2a, &v12);// checking the function that was mapped by the malware itself
if ( w24 == w28 ) f/ If both are equal everything is good

if (1)
break;

3. RapportGP.dll checking and disabling existing hooks
And if there is an indication of hooks, the malware does the following

1. Get information about the original function

2. It will change the protection

3. Check if it's writable

4. Write the content of the mapped function to the original function. In this way, it restores it to the state it

should be if there are no hooks.

Press enter or click to view image in full size

Page 28 of 45



https://elis531989.medium.com /the-chronicles-of-bumblebee-the-hook-the-bee-and-the-trickbot-connection-686379311056

if (vie ) [/ If they are not equal
i

v23 = &;

ptr_NtProtectVirtualMemory = a5;

-.Basepfddress = @8;
~.AllocationBase = 8;
.AllocationProtect = @;
*.RegionSize = 8;
fer.State = 8;
Buffer.Protect = 8;
Buffer.Type = @;
v5 = O 1_functionj
vh = GetCurrentProcess();
if ( virtualQueryEx(vé, v5, &Buffer, @xlCu) == 28 )// Get information about the original function

{..

v =

cr.BaseAddress;
= GetCurrentProcess();
f ( Iptr_NtProtectVirtualMemory(vw7, &w21, 8v22, 64, &23) )// Changing protection

VirtualQuery(original_function, &v&, @xlCu);// Get information about the original function
if { vé.Protect == Ox40 )
e_memset sub_18@85838(criginmal function, function_to_copy, v39)3;// Remove hooks by restoring normal state
H

4. RapportGP.dll checking and disabling existing hooks

If we wanted to observe this activity dynamically, all we need to do is to change the bytes from the beginning of

one of the functions the malware wants to check. For example, let's take NtCreateFile.

1. Original function at 775222C0
2. The function that mapped by the malware at 02E022C0

Y TLA  UWU U L 3D [T T =
push ecx ECX 77522200 <ntd1l.NtCreaterile=
call zzbitas. 10001040 EDX 02E022C0 <ntdll.NtCreateFilex
mov dword ptr s%:[ebp-54),eax tBr TOEN T a7 = oor
mov edx,dword pkr 55:{&hp—l4] ESP OOEFF3AS AN "Rwioi "
add edx,dword p s5:febp-5 4§ ESI OOEFFS 98
mov dword ptr ssifiebp-147,adx EDI 10005860 <3zbitas.EntryPoint>
mow
imul H h k EIP  10005F&7 32bitas. 10005F67
wov |DOINg checks {;
B e = el EFLAGS 00000304
r
imul edx,ecx,0 ZF 0 PF 1 AF O
mov ecx,dword pty ss:[febp-sof OF 0 5F O DF O
movZzx edx,byte pfr ds:[ecx+edx] CF o TF 1 IF 1
cmp eax,edx
je 3Zbitas.l1000fFA3 LasteError Q0000000 (ERROR_SUCCESS)
mov byte ptr ssfkilebp-1J,1 | astStatus COMOO1EE (STATLIIS NI WOT FOLK
jmp 32bitas.10§05F10 4
Tea eax,dword ptr ss:[febp-5C)
push eax Default (stdcall)
'Saghﬂgi}r(dwwd ptr ss:febp-s08 1: [esp] 775222C0 <ntd11.NtCreateriles
' 2: [esp+4] OOEFF3IFC
call 3zbitas. 10001040 3: fesp+81 77522000 <ntdl1l.NtAccessCheck

5. RapportGP.dll checking and disabling existing hooks

When looking in the dump, we can see that their code is exactly the same
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Original NtCreateFile

Address | Hex

FrEz22CopB& 55 00 OO(00 BA 30 BD|53 77 FF D2(C2 2C 00 90
77522200 | B8 56 00 OO(0D BA 30 BD|53 FF D2 |C2 14 OO 90
FFRZ222E0|BS8 57 00 OO(0D BA 30 B8D|53 77 FF D2(C2 18 00 90

, .
Malware's NtCreateFile

Address | Hex |
QZEQ22C0O | B8 55 00 QO[O0 BA 30 BD|53 77 FF D2(C2 2C 00 920
0ZEOQZ22D0O| B8 S6 0O Q0O(00 BA 30 BD|53 77 FF DZ2(CZ2 14 00 90
0ZEQZZEOQO| B8 57 OO O00O(00 BA 30 BD|53 77 FF D2(C2 18 00 90

6. RapportGP.dll checking and disabling existing hooks
Let's change the first byte of the original to have an E9 opcode (jump)

Press enter or click to view image in full size

Original NtCreateFile

Address | Hex

FFR222C0O0ES 55 00 00|00 BA 30 BD |53 77 FF D2 |C2 2C 00 90
775222D0| B8 56 OO0 00|00 BA 30 BD |53 77 FF DZ|C2 14 00 20
F7522Z2E0| B8 57 00 00|00 BA 30 BD|53 77 FF DZ2|C2 18 DO 90

7. RapportGP.dll checking and disabling existing hooks

Now, if we will try to debug dynamically, we will be able to get to the last part of the code.

Press enter or click to view image in full size

10006086

FF15 GE7000L0
8380 48FFFFFF 40

cmp dword pr

€A1l dword ptr ds:[<evirtualquerys]

ZEF 1L PF 1 AF O

75 11

jne 33bitas.
mov eax ,dwor

Original function|

OF O SF O DF O
CFO TF O IF 1

push eax

mov ecx,

e

00000000 {ERROR_SUCCESS)

push ecx
mov edx,

JM‘aIwa re's fu nction|/ <

ris CONNNTSS (STATUS NIE HGT FOUKD

push edx
Ycall 32bitas. 10005890
imp 32bitas.lO00SELS

EB EAFTFFFF
~ E9 GBFDFFFF
5BES

Default (stdcal)

1: [esp] 775222C0 <ntdll.NtCreateFiles

21 [esp+4) DZEDZ22CO <ntdll.NtCreaterilex
g |mo\.- sEp, &hp . E

-9 pap aop " 13: [esp+a] 0000000A

€2 1400 et 14 |

> J<
£%% Dump 1 2% Dump 2 2% Dump 3 %% Dump 4 &% Dump 5 '@ ‘Watch 1 o=l Locals Original function before
Hex ASCIT

7 E9 55 00 00|00 BA 30 80|53 77 FF D2|C2 2C 00 90| BU...*0. 5WyDA, .. memset - E9 at the heg[nning
77522200(B6 56 00 00|00 BA 30 SD|53 77 FF D2(C2 14 00 90| ,W...°0.5wyDA. ..
rri222e0|B8 57 00 o0foo BA 20 20|53 77 PR D2[C2 18 00 96| (w...%0.Swihl. ..

8. RapportGP.dll checking and disabling existing hooks

After stepping over memset, we can see that the E9 byte no longer exists and the original function returned to its

normal state.
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i | ¢ | 10006040 52 push edx

| e | 10006041 ES EAFTFFFF call 3zbitas. 10005890
. ~LE9 GBFDFFFF jmp 3zbitas.10005E13
#| 1000604 BBES mov esp,ebp
& 100060AD 5D pap ebp
e | 1000G0AE C2 1400 BBt 14

£ Siatc w
riginal function returned to normal state |-
#% Dump 1 kil ki - e e

address | Hex | AscII
Fr5222C0 B8] 55 00 OO| 00 BA 30

8D |53 77 FF D2Z|C2 2C 00 90§ LJU...%0.SwyDA, ..
F75222D0|B8 56 00 0OO(00 BA 20 8D|53 77 FF D2|C2 14 00 90f V...°%0.SwyOA. ..
77S222E0|BE 57 00 0000 BA 30 80|53 77 FF D2(c2 18 00 20§ w...°0.SwybA. ..

9. RapportGP.dll checking and disabling existing hooks

At a very high level, the process eventually looks like this:

Press enter or click to view image in full size

CreateFileA | CreateFileA
Data: E9 55 00 BA 30

J

Data: B3 55 00 BA 30

l

3]
Yes
v
Do nothing CreateFileA Copy CreateFileA
Continue _to other
Hoelan Data: B8 55 00 BA 30 Data: B8 55 00 BA 30

10. RapportGP.dll checking and disabling existing hooks

Setting the hooks

J

After checking that there are no other hooks, the malware turns to set its own hooks. The malware will have two

kinds of hooks for different purposes.

First hooks: Disable Exceptions

The malware will set a hook on the function RaiseFailFastException which is located in kernel32.dll and api-ms-

win-core-errorhandling-11-1-2.dIl.

The function that will be triggered will be empty, therefore no exception will be triggered.
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duord_10089100[ dward_180091F@++] = &_hooking_main 1_sub_106045E8(
“kernel32.d11",

= X e RETRATL
“RaiseFailFastExeeption”, Iimd [ b _1@2ETFalint al, az, int a3)
e_hook_for_exceptions_sub 18B8S7F8, — 5
&unk_10009234, Ty

[} H

dword_10099180 [ dword_100091F8++] = ¢_hooking_main_1_sub_108604588(
“api-ms-win-core-errorhandling-11-1-2.411",
"RaiszeFailFastException”,
e_hook_for_exceptions_sub_l0@B57F@, —
Sunk_leea9234,
1);

RapportGP.dll hooks to disable exceptions
Second hooks: Further code execution

The malware will use the same technique the bumblebee loader did. It will first get the addresses of the function
ZwMapViewOfSection, ZwOpenSection, ZwCreateSection, ZwOpenFile, ZwClose, and LdrLoadDI|.

’ handle_kernel32_dll = GetModuleHandleW(L"kernel32.d11");
if { !handle_kernel32_dll )
handle_kernel32 dl1l = LoadLibraryW({L"kernel32.d11"});

b
if { 'handle_ntdll d11 )

handle_ntdll _dl1l = GetModuleHandleW(L"ntdll.d11"};
ptr_ZwMapViewOfSection = GetProcAddress(handle_ntdll_dl1, "ZwMapViewOfSection™);
ptr_Zwlpensection = GetProcAddress(handle_ntdll d11, "ZwOpenSection™);
ptr_ZwCreateSection = GetProcAddress{handle_ntdll_dll, "ZwCreateSection"});
ptr_ZwlpenFile = GetProcAddress(handle_ntdll dl1, "ZwOpenFile™);
ptr_7wClose = GetProcAddress(handle_ntdll dl1, "ZwClose™);
ptr_RtlCompareUnicodeString = GetProcAddress(handle_ntdll dl11, "RtlCompareUnicodeString”};
ptr_RtlInitUnicodeString = GetProcAddress(handle_ntdll d11, "RtlInitUnicodeString"”};
ptr_LdrLoadDll = GetProcAddress(handle_ntdll d1l1, “LdrLoadDll™);
ptr_SetThreadInformation = GetProcAddress(handle_kernel32 dll, "SetThreadInformation®};

RapportGP.dll second hooks

And similar to the Bumblebee’s loader, it will first set the hook, and then will call LdrLoadDII which is the lower
lever equivalent of LoadLibrary to load the module “wups.dll”, which will trigger the chain of events we already

discussed in the Bumblebee loader part.
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ptr_RtlInitUnicodeString(&vS, L"wups.dl1™);
dword 1886891868 [dword 188891F84+] = e_hooking main_2 sub_ 186884638(
handle_ntdll d11,
ptr_ZwMapViewOfSection,
sub_10004C50,
&dword_1e889208) ;
e_hooking main_2 sub l1e884638(
handle ntdll d11,
ptr_FwlpenSection,
sub_18804FF@,
Sdword_16809214);
_hooking_main_2 sub_ 1068684636(
handle_ntdll d11,
ptr_ZwCreateSection,
sub_10004BCA,
Sdword_1e08926C) ;
_hooking main_2 sub 1@684638(
handle ntdll d11,
ptr_ZwlpenFile,
sub_18004F20,
&dword_188891F8) ;
dword_188091F4 = GetCurrentThreadId();
v1ll = ptr_LdrloadDll(e, @, &5, &hModule);

dword_18809180[dword_108891Fa++ ]

n
m

dword_18809180[dword_188001F-++ ]

dword 10889186 [dword 168691F8++]

1l
]

RapportGP.dll second hooks

The Trickbot hooking engine

Although both hooks are doing completely different things, the hooks’ installation mechanism is the same.

Interestingly, this mechanism is also the same as the web-inject module of Trickbot.

Press enter or click to view image in full size
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Bumblebee hook install

e_memset_sub_18@a58Fa((al + 36), exde, 35); /i wWrite nops
if { a2 )
v = sub_18@8287@(*(al + 1), al + 36, Su); // Do checks and return size
else
vB = 5}
*(al 4+ 5) = vi;
if ( 17(21 £ 5) )
return @;
e_memset_sub_188@5898((al + €), *(al + 1), *(al + 5));
it ( 24 )
54 = al + 36;
vs = @xESu;
a3 - *(al + 1) - 5;

1f ()
Peturn B,
*(al + 66) = @XEJu;
*(al 4+ 67) = *(al + 1) - {al + 66) # *{al + §) - 5;
e_memset_sub_1@&85898(%(al + 1), &5, 5); f/ Write hook

= VirtualProtectEx(@xFFFFFFFF, *(al + 1), *(al + §), 9x4Bu, Efl0ldProtect};// Changing protection in order to write

VirtualProtecte Ex{@xFFFFFFFF, *(al + 1), *(al + 5), floldProtect, &Ffl0ldProtect);// Restore protection to old state

return 1;

Trickbot hook install

e memset sub_18881907((v2 + 358), @x98, 35); /# Write nops
if { a2 }

vE = sub 1eealsse(* (v + 1), v4); // Do checks and return size
else

v = 53
*(vi+5) =
if [ w5 )
return @;
e_memset sub LOOBLALL(*(v3 + 1), v3 + &, v5);
if { a2 )

.

a2 = widj
=al - *(vi+1) - 5;
*(v3 + 5);
5 = *{vi + 1};
L = @xEDu;
if ( WirtwalProtectEx(@xFFFFFFFF, w3, w7, 8xdéu, Efl0ld
return @;
o = ®(v3 + 1};
_3 = ®fy3 + 5) - - 71;
(3 + B6) = GxEQu,
‘( 3+ 67) = vd + vig;
e_memset_sub 19881#11[& 11, v, 5); // write hook

otect) )// Changing protection in order to write

VirtualProtectEx(8xFFFFFFFF, *(v3 + 1), *(v3 + 5), flOldProtect, &f10ldProtect);// Restore protection to old state

return 1;

Bumblebee’s RapportGP.dll vs Trickbot’s web-inject module

As with many ex-bankers that use hooking such as Panda, Trickbot, and Qbot, their hooking code is based on the

Zeus leak, however, each of them has its flavor and changes and Trickbot is no different.

In the Trickbot web-inject hooking mechanism, which has already been documented[8], when creating the inline

hooking “trampoline” there is the following evasion technique:

1. Trickbot writes 35 bytes of NOPS (0x90)
2. Add the traditional function prologue
3. Write the jump to the targeted function at the end of the NOPS
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8BFF mov edi,edi

55 push ebp .

EEEC "'E‘: SEp - ==p Function prolugue
a0 nop

a0 nop

a0 nop n

50 nop INo operation

a0 nop

a0 nop

a0 nop

a0 nop

a0 nop

a0 nop

a0 nop

a0 nop

a0 nop

a0 nop

a0 nop

a0 nop

a0 nop

a0 nop

a0 nop

a0 nop

a0 nop E
20 nop Jump to a function
a0 nop

a0 nop

E9 FF3F1572 |Jmp x—nﬂzmtrﬁerne :

0000 add byte ptr ds:[ea

D000 add byte ptr ds:

0000 add byte ptr ds: Jkernel32.75144085

0000 add byte ptr ds: jeop ebp

o000 add byte ptr ds:[imp dword ptr ds:[<&CreateProcessAsUseras-]

Trickbot’s web-inject module evasion technique

As we debug Bumblebee, we notice it uses the same unique evasion as well (adjusted for the API calls it wants to

hook). So for example when hooking the ZwMapViewOfSection, which instantiates a Syscall, it will look like this.

DZAFDOEZ EE ZEDDDOODD mov eax,28
OZAFODBT a0 nop

DZAFODES a0 nap

OZAFOOBD a0 nop

O2ZAFDOBA a0 nop

D2ZAFODBE a0 nop

DZAFOOBC 90 nap

0ZAFOOED a0 nop

02ZAFOOBE a0 nop

02ZAFOOBF a0 nop

0ZAFOOCO a0 nap

OZAFOOCL a0 nop

0ZAFOOC2 a0 nop

DZAFODC3 0 nop

DZAFOOC 4 a0 nop Fumblebee
OZAFOOCS a0 nop

02ZAFOOCE a0 nop

O2ZAFDOCT a0 nop

OZAFOOCE a0 nop

DZAFOOCD a0 nop

OZAFOOCA 90 Mo

OZAFODCE a0 nop

0ZAFODCC a0 nop

0ZAFOOCD a0 nop

02ZAFOOCE a0 nop

02AFOOCF a0 nop

0ZAFOODO E9 Z01FA3T4 jmp ntdll1.77521FFS

02AF0O0DS 0000 add byte ptr ds:[eax],al
0ZAFOOD7 0000 add byte ptr ds:[eaxl.al
02AFO0D 9 0000 add byte ptr ds:[e{ntdl1.77521FF5
0ZAFOODE 0000 add byte ptr ds:[efmov edx,ntdll.77538030
0ZAFOODD 0000 add byte ptr ds:[={E80 =dx
02AFDODF 0000 add byte ptr ds:[e|EEE 28

Bumblebee’s RapportGP.dll evasion technique

And when targeting the user-mode functions RaiseFailFastException, it will look exactly like in Trickbot.
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0OZEBDOD24 8BFF mov edi,edi
O2EB0026 55 push ebp
0ZEB002T BBEC mov ebp,esp
OZEBOO29 90 nop
OZEBOOZA 90 nop
0OZEBOOZBE 90 nop
O0ZEB002C 90 nop
OZEBOQ0O2D 90 nop
0ZEBOO2E 90 nop
OZEBOODZF =11 nop
0ZEB0030 90 nop
0ZEBOO31 90 nop
0ZEBDO32 90 nop
0ZEBOO33 90 nop
OZEBOO34 90 nop
O0ZEBO035 90 nop
0ZEBOO36 90 nop
OZEBOD3T 90 nop
O0ZEBO03E 90 nop
0ZEBOO3I9 90 nop
0ZEBOO3IA 90 nop
0OZEBOO3IB 90 nop
O0ZEB003C 90 nop
OZEBQ03D 90 nop
0ZEBOO3E 90 nop
OZEBOOD3IF = 1] nop
0ZEB0040 90 nop
0ZEBOO41 90 nop
0ZEBDO42 ~ E9 EEAZD171 jmp kernelbase.74B9A335

Bumblebee’s RapportGP.dll evasion technique

Static differences and code evolution

When inspecting the entire code flow graph of the hook installation function, we can see a striking similarity

between Bumblebee’s RapportGP.dll and Trickbot’s web-inject module.

Press enter or click to view image in full size
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Bumblebee Install hook Trickbot Install hook
———
i
—
_F-
‘.‘—_—

Bumblebee’s RapportGP.dll vs Trickbot’s web-inject module install hook functions

Interestingly, although the actual functionality is the same, we might think that statically everything is the same,

even the sub-functions inside the hooking installation function. Funny enough, this is not the case.

As mentioned above, in the hooking installation function, one function is responsible for doing checks and return

size (Please see the image above).

1. In Trickbot its sub_10001650
2. In Bumblebee its sub_10002870

However, when inspecting their code and code flow statically, this is how they both look like

Press enter or click to view image in full size
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In Bumblebee its sub_10002870 In Trickbot its sub_10001650
D
F'
a0
[}
]

T oA T T T T

Bumblebee’s RapportGP.dll vs Trickbot’s web-inject module- same functionality, different flow

Obviously, in Bumblebee, the authors have decided to use Control-flow-flattening[9] to obfuscate the entire flow
of the function. For those of you who are not familiar with this obfuscation technique, I strongly recommend the

following video[10].

In addition, inside each of these functions (sub_10001650 in Trickbot, sub_10002870 in Bumblebee) there are 3
functions (one of them is memset), and the Control-flow-flattening concept continues in Bumblebee inside them as
well.

For example, here are another two functions that act the same dynamically:

Press enter or click to view image in full size
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In Bumblebee - sub_10001040 In Trickbot - sub_100013D0

Bumblebee’s RapportGP.dll vs Trickbot’s web-inject module- same functionality, different flow

When observing the two functions in Bindiff flow graphs, we could see some similarities.
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In Bumblebee - SUb_lDODlDdD In Trickbot - sub 100013D0O

Bumblebee’s RapportGP.dll vs Trickbot’s web-inject module-Bindiff
Additional similarities

In both modules, there are other functions that are not completely identical by code, however, they serve the same

functionality.
Example_1

Before entering the hooking functions, both Trickbot and Bumblebee attempt to use LoadLibrary and get the

address of the function it wants to hook.
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The difference is that in Trickbot it explicitly writes “Kernel32.dlI” and in Bumblebee it gets the DLL’s name from

the caller function.

Press enter or click to view image in full size

In bumblebee

signed int _ stdcall sub_188@84SE@(LPCSTR lpLibFilet

. signed int result; // cax
int v6; S/ [espssh] [=bp-8h]
int v7; f/ [espi#dh] [ebp-4h]
vE = B
xﬁub_lﬁﬁ@d-?!&(lp_isziier!aﬁ.e, a2, &ve, ai};'—
if (V7 )
result = e_sub_18884636(vc, v7, a3, ad);
else
result = =1;
return result;
i

In Trickbot

unsigned int _ usercall sub_le@difob@ceax:(int alfcedx>, int
{

int w3; /S ebx

HMODULE wd; // eax

BYTE *vw5; /F eax

.jn;ig:leri int result; ff eax

HMODULE v7; f/ [esp#Ch] [ebp-8h]

vi = alz

LoadLibrarydf"KERNEL32.DLL");

if ( v4 BR (w7 = w4, (v5S = sub_1@eelAAF(Bv7, v3)) != @) )
result = e_sub le@e1sin(vs, =2, a3);

else
result = -1;

return result;

vl o=

}

int _ stdcall sub_10@@4718({LPCSTR lpLibFileName, L

BOOL wS; /S [esp+@h] [ebp-Ch]

HMODULE w63 // [esptBh] [ebp-2h]
v5 = ad != B;
if ( lpLibFileName && *lpLibFileName == 63 )
{
++lpLibFilelame;
vE = @
i (w5 )
vh = LoadLibraryA{lpLibFileName);
else
vE = GetModuleHandleA(lpLibFileName);
if ( Ive )
return @;

*a3 = wBj}

return e_get_address_sub_10083280(23, az);

Bumblebee’s RapportGP.dll vs Trickbot’s web-inject module- same functionality, a different

approach
Example_2

The call for the hooking activity looks very similar as well
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In Bumblebee

dword_168091B8[ dword_1880891F8++] = e_hooking main_1 sub 188845E8(
"kernel32.d11",
"RaiseFailFastException™,
e_hook_for_ewxceptions_sub_ 108657F8,
funk_10000234,
@);

e_hooking_main_1 sub_l88845g8(
“api-ms-win-core-errorhandling-11-1-2.d11",
"RaiseFailFastException™,
e_hook_for_exceptions_sub_leeas57Fa,
&unk_18e89234,
1);

dword_18089168[dword_100091F++]

In Trickbot

v@ = e_hooking_main_sub_188@183D("CreateProcessA”, sub_ 10061086, Zdword 18813E7C);
vl = dword_18@13E74;

dword_18813E80[dword_18813E74] = vi;

dword_18013E74 = v1 + 1;

v2 = e hooking main sub 1888189D("CreateProcessW", sub 100810C8, &dword 16013E98);
v3 = dword 18813E74;

dword_18813E80[dword_18@13E74] = v2;

dword 18@13E74 = v3 + 1;

Bumblebee’s RapportGP.dll vs Trickbot’s web-inject module
Example_3

Outside the hooking, the Bumblebee’s hooking module starts with getting the process handle and eventually
duplicating a thread handle, whereas, the Trickbot’s module starts with getting the process handle and duplicating

the token. Again, the same objective, in a different way.

Customize flattened RC4

Another interesting activity lies inside the hooked ZwMapViewOfSection function. The hook appears to use a

customize RC4 obfuscated with the Control-flow-flattening technique.
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if { var_counter < @x188 )
= @wCE35EF47:
vl = wd;

|-x

¥

if ( v9 !'= BxA9D3561 )
break;

v12 += *(a2 + v1@) + vid[v

v8 = vl4[var_ counter

rar_counter_2 +

vi2 + 2] = v8;

if { v9 !'= @xCE35EF47 )
break;
vl4[var_counter + 2] = var_counter;
v o= Bx74AF2181;
¥
if ( vo != @xD94E1B88 )
break;
3 Bx9EAEBSE2;
a3 > 8 )
= @x9417B874;

W53

W

if

N W

if ( vo != @xFE2285E7 )
break;

vE = 8x581F1DF4;

if { var_counter_2 < @x188 )
vE = BWAZAEE4BF;

Custom RC4 with CFF obfuscation

RapportGP.dll High-level summary
When trying to summarize the entire file behavior, it eventually is the following:

Press enter or click to view image in full size
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vil = 8
hModule = @3

var_procID = GetCurrentProcessId();
var_Threadld = GetCurrentThreadId(); li |
e_handle_duplication_sub_l@®@4A20(var_procID, var_ThreadId, 1); Duplicate handle
e_check_if already hooked sub_1@@@60Ce();

hEvent = CreateEventlW(6, 1, @, L"wtHEvnt");

for { i = @; 1 < B3 ++#1i )
dword_leeedlge[i] = -1;
if ( !handle_kernel32_dll )

Check if hooked

handle_kernel32_dll = GetModuleHandleW(L"kernel32.d11™);
if ( !handle_kernel32_d1l )
handle_kernel32 dll = LeadlLibraryW(L"kernel32,d11%);

H
if ( !handle_ntdll d11 )

handle_ntdll_dll = GetModuleHandlew(L"ntdll.d1ll");
ptr_ZwMapViewOfSection = GetProcAddress(handle_ntdll_dll, "ZwMapViewOfSection");
ptr_ZwlpenSection = GetProcAddress(handle_ntdll_dll, "ZwOpenSection");
ptr_ZwCreateSection = GetProcAddress(handle_ntdll dll, "ZwCreateSection™);
ptr_ZwOpenfile = GetProcAddress(handle_ntdll d11, "ZwOpenFile™);
ptr_ZwClose = GetProcAddress({handle_ntdll d11, "ZwClose");
ptr_RtlCompareUnicodeString = GetProcAddress(handle_ntdll_dll, "RtlCompareUnicodeString”);
ptr_RtlInitUnicodeString = GetProcAddress(handle_ntdll_dll, "RtlInitUnicodeString”};
ptr_LdrLoadDll = GetProcAddress(handle_ntdll_dll, "LdrloadDll™};
ptr_SetThreadInformation = GetProcAddress(handle_kernel32_dll, "SetThreadInformation”);

dword_18e031C8 = *al;

dword_188091CC = *(al + 4);

dword_186091D8 = *(al + 8);

;f { ptr_setThreadInformation ) Loading function for hooks
vE = 13
v3 = GetCurrentThread();

ptr_setThreadInformation(v3, 2, &G, 4);

dword_186@831868[dword_188@391F8++] = e_hooking main_1 sub_ 1688845E8(

"kernel32.dll"”,

"RaiseFailFastException”,
e_hook_for_exceptions_sub_leeesvra,
gunk_lmz&d,

Setting hooks to
disable exceptions

@);
e_hooking_main_1_sub_18@@45E8(

“api-ms-win-core-errorhandling-11-1-2.411",

"RaiseFailFastException”,

e_hook_for_exceptions_sub_l888s7Fe,

Zunk_ 18989234,

dword_10809166[dword_186001F6++] =

1);
ptr_RtlInitUnicodeString(&v5, L wups.dll");
dword_18603188[dword_108@31F8++] = e_hooking_main_2_sub_10884638(

handle_ntdll_dl1,

ptr_ZwMapViewOfSection,
sub_106@4C56,

&dword_1800892080);

dword_18229188[dword_1@8e91F8++] = e_hocking_main_2_sub_lesea63a(

handle_ntdll_dll,
ptr_IZwdpenSection,
sub_18004FF@,
Sdword_16869214);

Setting hooks to execute
content in memory

dword_186089186[dword_180@91F8++] = e_hooking_main_2_sub_10884638(
handle_ntdll _d11,
ptr_ZwCreateSection,
sub_1e684ECE,
&dword_18€6928C);

e_hooking_main_2_sub_l1eee4638(
handle_ntdll_dll,
ptr_ZwOpenFile,
sub_18884F20,
&dword_188@891F8);

dword_18@@91F4 = GetCurrentThreadId();

vll = ptr_LdrLoadDll(e, @, &5, &hModule);

if ((vil »>=8 )

dword_10609166[ dword_108031F@4++] =

— Trigger the hooks

e_disable_hooks_sub_18684608(2);
e_disable_hooks_sub_180846D8(3);
e_disable_hooks_sub_188e4sD2(4);
e_disable_hooks_sub_10884600(5);
sub_l@eea44Cca();
SetEvent(hEvent);
CloseHandle(hEvent);

Disable the hooks

RapportGP.dll overall activity

Conclusion
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The bumblebee malware is a very interesting piece of code, and to perform their objectives, the authors show a
high level of creativity and innovation.

The interesting similarities between the Bumblebee hooking DLL and the Trickbot’s web-inject DLL raise
questions and speculations.

On one hand, the similarities are not strong enough to deduce that the authors of Bumblebee and Trickbot are the
same, on the other hand, it is not far-fetched to assume that the authors of Bumblebee have the source code of the
Trickbot’s web-inject module.

In any case, the authors took an already proven and working code and evolve it to be less detectable to AV

products, and challenging to security researchers.
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bumblebee_dropper: 4a35fa2f0903f7ba73ac21564a5a0e2a25374e10
bumblebee malware: 5dbb3bbc57653c348be7778628ed0ef11ffef35d
bumblebee_rapportgp: 5¢8f7465ba67138e58d3ca61e4346e31c2b799d8

Trickbot web-inject module: 0785D0C5600D9C096B75CC4465BE79D456F60594

Source: https://elis531989.medium.com/the-chronicles-of-bumblebee-the-hook-the-bee-and-the-trickbot-connection-686379311056
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