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Bladabindi Remains A Constant Threat By Using Dynamic DNS

Services
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The Fortinet research team has been developing a industrial-grade analysis system that allows us to concentrate
information from samples collected from a variety of sources. Using this tool, we recently started to see the
recurrence of URLs from the domains hopto.org and myftp.biz. In most cases, each sample was connected to a

unique URL in one of the domains, although we also found some samples that connected to the same URL.

/] blacklisted_domains (13x16) |

#» parent_md5 domain date_added

62f7ea%9c06 1dal 29604438 54cc8e 1 nassar21.myfip.biz 2016-10-30 21:00:06
a20f9253a9154bfe6e 1c28153fa72991 syslovedimo.myfip.biz 2016-10-19 13:00:19
114a12c078064248fb0534f204c47eb0 prosal5.myfip.biz 2016-10-11 23:00:23
108c71b62fd382488f8659dfdce 1915 cxdsvd2.myftp.biz 2016-10-10 19:00:34
4569babf73bbab 70cec23650c9812058 kahleed12.myftp.biz 2016-10-06 19:00:41
87e1e6b3a275435317da662fc9551b55 root-noir.myftp.biz 2016-09-0209:17:29
a2e7dc53c8b00be 240d7acqecbfbafl root-noir.myfip.biz 2016-09-0209:17:24
Seadclac07dff6dfocag4f28b5eade2a hami77.myfip.biz 2016-09-16 14:50:34
672d3983094c2ccfacfB4eddfba2ach7 hami77.myftp.biz 2016-09-16 14:50:34
41b1220%cef7hee 1745 167584209485 gago.myfip.biz 2016-09-26 22:24: 16
580a14731d996138f19e21df27da92d2 gago.myfip.biz 2016-09-26 22:24: 16
8d1153d92131cf767263d26cbef03b 15 gago.myfip.biz 2016-09-26 22:24: 16
8f9164776b88a944b275bd 770c 384710 gago.myftp.biz 2016-09-26 22:24:16
dfa48501f89dfacd35bb97f7d9004319 gago.myftp.biz 2016-09-26 22:29:16
fe0cfdc207bele 3345d43e97afcf 7416 ststst.myftp.biz 2016-10-03 09:50:22
bbc6 1f3240e6b3a0b03abdc9bc0 2d659 monk43.myfip.biz 2016-11-07 12:00:03

Figure 1. Examples of the domains and samples collected by the team’s FortiGuard analysis system

This threat, also known as njRAT, is detected as MSIL/Bladabindi.U!tr or MSIL/Agent.LI!tr by the Fortinet
AntiVirus service. If installed, the user’s private data is compromised because of the malware’s capability to
provide the malicious actor with unauthorized access to the infected computer in order to collect different kinds of
information, such as: screenshots, words typed (which often include usernames, passwords, websites, documents,

etc.),running processes, pictures taken with the webcam, etc.

Threat Description
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This malware family uses the .NET framework. And this sample in particular has two important classes called kl
and OK.

kl

This class uses the functions GetAsyncKeyState, GetKeyboardLayout, GetKeyboardState,
GetWindowThreadProcessld, MapVirtualKey and ToUnicodeEx to capture keystrokes.

OK
This class contains the other functionalities of the RAT. The important activities are summarized below:
e Makes the following modifications to the registry:

HKLM\Software\Microsoft\Windows\Current Version\Run\050ed846adcc1b8729af0a70a0fefe4d:
“»C:\Users\\AppData\Local\Temp\server.exe” ..”

HKCU\Software\050ed846adcc1b8729af0a70a0fefe4d\[kl]: «”

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\050ed846adcc1b8729af0a70a0fefe4d:
“»C:\Users\\AppData\Local\Temp\server.exe” ..”

HKCU\di: “I”
The string “050ed846adcc1b8729af0a70a0fefe4d” is hardcoded in the sample.

Besides storing the keylogger logs, the sub registry key HKCU\Software\050ed846adcc1b8729af0a70a0fefe4d\

also contains malicious executables loaded from the sample as binary data.

P

Hf Editor del Regictro (o] ® [

Archive Edicién Ver Favoritos Ayuda

050ed846adcclb87 = || Nombre Tipo Datos

‘T‘Z'F v _a_l_i_ {Predeterminado) REG_SZ  (valor no establecido)

T«dolbe " — || ab][kI] REG_SZ 16/11/03 firefox Mozilla Firefox  wells fargo[ENTER]
Analogx T

G0 2681 e81bbdcdb3e6338ce2ad56fh03a7 REG_BL.. 4d 53900003 000000040000 00 ff ff 00 00 b8 00 0000
148)3e78269ca187088abbeaT0727d26830  REG_BL.. 4d 5a 50000300 00 00 04 00 00 00 f £ 00 00 b& 00 00 00

AppDatalow

Cerbero y

Classes #o| bB8eced c04f706c9717bbebfbdadded2  REG_BL. d4d 53900003 0000 00 04 0000 00 ff ff 00 00 b& 00 00 00
Clients i 43| c4d73abbf360dcTa5FTF2fdad65003 REG_BL.. 4d 538000030000 0004 000000 ff ff 00 00 b8 00 00 00
¢ m b 4] 1 S b

Figure 2. Malicious executables stored in Windows Registry
All those samples are, of course, detected by the Fortinet AntiVirus service:

The strings in b88ece4c04f706c9717bbe6fbda49ed? reference No-IP’s Dynamic Update Client (DUC) that
automatically updates the IP address if it changes, but also contain lines like “SELECT * FROM moz_logins” to

obtain Firefox’s stored credentials.
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b88ecedc4706c971 7 bbebfbdadSed2

Informacion del valor:

Figure

JEFS50 20 00 00 35 53 00 eF 00 ..55.0. =
7F58 66 00 74 00 77 00 61 00 f .t . w. a.
JFe0 72 00 &5 00 S5C 00 S6 00 ».= .. W,
e &9 00 74 00 &1 00 &C 00 1.t.a.1.
JE70 77 00 65 00 72 00 6B 00 w.=.r. k.
V78 73 00 5C 00 44 00 S5 00 =.~.D. 0.
7F80 43 00 5C 00 76 00 33 00 C.~.w.3.
78 00 07 43 00 4% 00 44 00 . C.I.D.
7F290 00 29 68 00 74 00 74 00 .)h.t. .t
7F98 Y0 00 34 00 2F 00 2F 00 p.:.~.~. | |
JFAQ 77 00 77 00 77 00 2E 00 w.w. w...
7FA83 6E 00 &F 00 69 00 70 00 n.o.1.p.
7FBO0  2E 00 &3 00 eF 00 eD 00 | . c.o.m.

3. Part of a malicious executable stored as data

Creates the mutex 050ed846adcc1b8729af0a70a0fefe4d. If the mutex already exists, the sample calls
ProjectData.EndApp to close all related files and stop the process.

Checks whether a file called server.exe already exists in C:\Users\\AppData\Local\Temp\. If it exists, the
sample deletes it. Otherwise, the file is created and executed. The file server.exe is a copy of the sample.
Creates an environment variable called “SEE_MASK_NOZONECHECKS” and sets its value to 1.

Creates a rule to allow the process server.exe on the Windows firewall.

Event | Process | Stack

Date: 15/09/2016 17:35:26

Thread: 1572

Class: Process

Operation: Process Create

Result: SUCCESS

Path: C:\Windows\system32\netsh.exe

Duration: 0.0000000

PID: 1218

Command line: netsh firewall add allowedprogram C: \Users'\malware \AppData\Local\Temp\server .exe” “server.exe” ENABLE
Figure 4. Command used by the sample to create a firewall rule

Copies server.exe in the Startup folder.
Checks the value of HKCU\Software\050ed846adcc1b8729af0a70a0fefe4d\[kl] because the keylogger

stores what it captures in this registry key, to later send to its C&C.
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‘ I Software “ || Nombre Tipo Datos
i - 350_&d8463dcc1h8??_‘]afﬂai _-'-{Q(Pred&terminadu} REG 5Z  (valor no establecido)
Sl ab)[k] REG_SZ 16/11/03 firefox Mezilla Firefox  wells farge[ENTER]...
, Adobe | 5 .
|, AnalogX 1 Editar cadena @
, AppDatalow
| b Nombre de valor:
| Classes k]
ji Clents Informacién del valor:
frons ITestim[Back ) tyh[Back][Back he Kl functionality ENTER]egedt[ENTER]
. Cygnus Solutions
> -y Cygwin [ Aceptar H Cancslar ]
|, Epsilon Squared
. ExEi-pe - =
|. Google ~ | ~res-x@6.txt: Bloc de notas (o | @ |-
. Hex-Rays Archive Edicisn Formato Ver Ayuda
. HHD Software Testing the k1 functionality -
-y JavaSoft -
i . JetBrains
P HAC A i - D :
< | m r

Equipo\HKEY_CURRENT_USER\Software\050ed846adccl b8729af0a70alfefedd

Figure 5. Example of the keylogging functionality

o Uses GetWindowText to copy the text of the active window's title bar to later send to the remote server
coded in base64.

» Gets information about the C: drive, particularly the volume serial number.

e When all the necessary information has been collected, the sample generates a string with the data coded in

base64, and with this structure:

“11” + HacKed22_VolumeSerialNumber + ComputerName + Username + LastWriteTimeOfSampleinTemp +
OSandServicePack + Architecture + Camera(Yes/No) + 0.7d (PossiblyTheMalwareVersion) + .. +

ActiveWindowName + ActiveWindowName...

This stolen information is sent to the malicious URL in hopto.org or myftp.biz domain using port 1177, 5552, or

5112, depending on the sample. The traffic can be detected by Fortinet IPS signature Bladabindi.Botnet.
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- Stream Content

180.11|"| ' |SGFjS2VkMjIfRjgxNDI®Qjg=|"|"|LAB MALWARE W7|'|' |malware|'|"|16-89-15|"|"||"|"|Win 7
Ultimate SP1 x86|'|'[No|'|"[8.7d]"|"]..|']"|fnIlcy140DYudHhe0iBCbGIjIGRLIIGSvAGFzAA==]"|"|112.inf| ||
SGFjS2VKMj INCnByb3NhMTUubX ImdHAUYm160]ExNzcNCIRFTVANCNN1 cnZ1ci51eGUNCTRydWUNCkZhbHN1DQpUcnV1DQpGYWxzZQ
==80.act|"'|" |UHIvY2VzcyBNb25pdGIyICegU31zaw50ZxXIuYwWxz0iB3d3cuc31zaw50ZXJuYwxzLmNvbQA=48.act|" ||
nJ1lcyl40D0YudHh@0iBCbGIjIGR1IG5vdGFzAA==80.act|" | " |
UHIvY2VzcyBNb25pdGayICOqU31zaW50ZXIuYWxz01B3d3cuc31zaW50ZXJuYWxzLmNvbQA=24 .act|"'|'|
RGVzY2FyZ2FzAA==24.act|" | " |RGIjdWllbnRvcwA=20.act|"|"' |VXN1YXIpb3MAl6.act|"'|"' |VGVtcAA=208.act|"'|"|
UmohbWluZwA=44.act| ' | ' |UmVnc2hvdCAxLj kuMCB40DYgQVWSpY29kZ0QA=16.act| ' | ' | TG YwwA44 . act|"|" |
UmVnc2hvdCAxLj kuMCB40DYgVWSpY29kZQA=80.act|'|"|
UHIvY2VzcyBNDb25pdGayICOqU31zaW50ZXIuYWxz01B3d3cuc31zaW50ZXJuYWxzLmNvbQA=40 .act|"| ' |
UHIvY2VzcyBNb25pdGIyIEZpbHR1cgA=48.act| ' | ' |QXBwbH1 pbmcgRXZ1bnQgRml5dGVyAA==80.act|"|"|
UHJVYZVZCyBNbZSpdGByIC@gUBLzaNBBZXJuYszGiBBdBcuc3lzaw5@2xpquszvabuA=116.act|'|'|
UHIvY2VzcyBFeHBsb3J1ciAtIFNSc2ludGYybmFsczogd3d3LnNSc2ludGYybmFscy5ib20gWexBQ1INQUxXQVIFX1c3XG1hbHdhem
VdAA==44.act|"'|"'|Q3J1YXRLIGR1bXAgb2Ygc2VydmVyLmV4ZQA=88.act|"'|" |
UHIvY2VzcyBNb25pdGayIC@qU31zaWS0ZXIuYWxz01iB3d3cuc31zaWs50ZXJuYWxzLmNvbQA=8.act|"' | |808.act|"|"|
UHIvY2VzcyBND25pdGayICOqU31zaws0ZXIuYWxz01B3d3cuc31zaw50ZXJuYWxzLmNvbQA=32 .act|"| "' |
R¥XZ1bnQgUHIvcGVydGllcwA=80.act|" ||
UHIvY2VzcyBNDb25pdGIyICOqU31zaW50ZXIuYWxz01B3d3cuc31zaW50ZXJuYWxzLmNvbQA=12 .act| "' | ' |AA==116.act]|"|"|
UHIvY2VzcyBFeHBsb3J1ciAtIFNSc2ludGVybmFsczogd3d3LnNSc2ludGVybmFscy5ib20gWoxBQ1INQUxXQVIFX1c3XG1hbHdhem
VdAA==12.act|'|" |AA==56.act|"|'|QzpcVXNLcnNcbWFsd2FyZVXEZXNrdGOwXHNLcnZlciSkbXAA76.act|"| " |
QzpcVXNLcnNcbWFsd2FyZVXEZXNrdGOwXHN1cnZ1ciSkbXAgKESVIHI1c3BvbmR1KQA=6@.act|" | " |
QzpcVXNLcnNcbWFsd2FyZVXEZXNrdGOwXHNLenZlcj IuZG1wAA==56.act|" | ' |
QzpcVXNLcnNcbWFsd2FyZVXEZXNrdGOwXHN1cnZ1ciSkbXAAB.act| ' | *|32.act| "' ||

RGLzY28gbGIj YWWQKEMBKQA=16.act | ' | ' |VGVtcAA=72.act|"'|"|
QzpcVXNLlcnNcbWFsd2FyZVxBcHBEYXRhXExvY2FsXFR1bXBcc2VydmVyLmv4ZQA=80.act|"| ' |
UHIvY2VzcyBNb25pdGayIC@qU3LzaW50ZXIuYWxz01B3d3cuc31zaW50ZXJuYWxzLmNvbQA=116.act|"|"|
UHIvY2VzcyBFeHBsb3J1ciAtIFNSc2ludGVybmFsczogd3d3LnN5c2ludGVybmFscy5ib20gWoxBQ1INQUxXQVIFX1c3XG1hbHdhem
VdAA==

Figure 6. Fragment of the coded data sent to the C&C

Here are some examples of the decoded windows names:

Temp: VGVtcAA=

Roaming: Um9hbWIluZwA=

Regshot 1.9.0 x86 Unicode: UmVnc2hvdCAxLjkuMCB40DYgVW5pY29kZQA=
Local: TG9jYWwA

Process Monitor Filter: UHJvY2VzcyBNb25pdG9yIEZpbHRIcgA=

Applying Event Filter: QXBwbHIpbmcgRXZ1bnQgRmlsdGVyAA==

Event Properties: RXZIbnQgUHJvcGVydGllcwA=

Create dump of server.exe: Q3JIYXRIIGR1bXAgb2Ygc2VydmVyLmV4ZQA=

e Uses the function capGetDriverDescriptionA to find out if the infected computer has a webcam installed.

Deletes the keys and files related to the infection.

It also includes functions to decompress zip files and obtain MD5 hashes.

The sample responds to the commands sent from its C&C. The following table explains some of them:
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Sends the data collected by the keylogger.

Adds a value to the subkey HKCU\Software\050ed846adcc1b8729af0a70a0fefe4d\

Adds a value to the subkey HKCU\Software\050ed846adcc1b8729af0a70a0fefe4d\

Sends data to the C&C.

Deletes the specified registry key.

Downloads a file and executes it.

Obtains the collected passwords.

Takes screenshot, saves it as JPEG, and sends it to its C&C.

Deletes the registry keys, the file server.exe in the Startup folder and the firewall rule to allow it.

Ends current process.

Ends current process and starts a new one.

Downloads file from a remote server and executes it. Afterwards it deletes the registry keys and the

files related to the infection. This command is used for updates.

Obtains information about the running processes, the services, and the active connections.
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CH Opens a chat window so that the C&C can communicate with the infected computer.

A fragment of the decompiled code for the “CAP” command to take screenshots can be seen below. It basically

uses CopyFromScreen to copy the screen’s pixels to the bitmap through a graphic object.

else if (Operators.CompareString(left, "CAP", false) == 8)

{
int arg_6A3_@ = Screen.PrimaryScreen.Bounds.Width;
Rectangle bounds = Screen.PrimaryScreen.Bounds;
Bitmap bitmap = new Bitmap(arg_6A9_@, bounds.Height, PixelFormat.Formatl6bppRgbS55);
Graphics graphics = Graphics.FromImage(bitmap);
Graphics arg 6DB @ = graphics;
int arg_6DB_1 =
int arg 6DB_2
int arg 6DB_3 =
int arg_6DB_4 = @;
Size size = new Size(bitmap.Width, bitmap.Height);
arg_6DB_@.CopyFromScreen(arg_6DB_1, arg 6DB_2, arg_6DB_3, arg_6DB_4, sire, CopyPixelOperation.SourceCopy);
try
{

L}
e |
TR

[

Cursor arg_702_6 = Cursors.Default;
Graphics arg 702 1 = graphics;

Point arg_6FB_1 = Cursor.Position;

size = new 5ize(32, 32);

bounds = new Rectangle(arg_6FB_1, size);
arg_702 8.Draw(arg_782_1, bounds);

Figure 7. Fragment of code to take screenshots

C&C interface

When active, the domain prosal5.myftp.biz is used by the sample to connect to its C&C through port 1177. To
simulate the RAT behavior in a controlled environment, a sample of njRAT was downloaded and installed. Once
the sample connected to the C&C, the panel displayed information such as its IP address, its computer name,

country, whether a webcam was installed, the active window, and a small screenshot.

nRAT 07 Port{1177] Online[1] Selected[1] REQ[D] = FcN "

[Logs] [Builder] [ Settings] [About] Connections(1]

Figure 8. njRAT’s administration panel

The picture below shows part of the data collected by the keylogger. Not only does it record the pressed keys, but

it also specifies the window in which the words were written.
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[HacKed22_F81424B8/malware/Win 7 Ultimate SP1 x86] =N G =

Fix [BackSpace]

[ 16/1/04 cmd Simbolo del sistema - nslookup prosals.myftp.biz]
[ENTER]
[Backj[ENTER]

11/04 WINWORD Documentoq - Microsoft Word
‘h s u:s[E!an:} [Back]s an important document.and secret [ENTER]
r-—l
That wilBack][Back][Back][Back][Back][Back][Back]And its contents will be stolen [Back][Back][Back][Back][Back][Back}see
[Back][Backl[Backleen by someone unknawn.

Figure 9. Keylogger window

As mentioned above, the malware is also capable of collecting active processes, services, and connections,

accessing the registry keys, and executing commands with a remote shell.

-

(B [HacKed22_F81424B8/malware/Win 7 Ultimate SP1 x86] (o] & |
|_';I File Manager L;i W ‘r Connections hf."- Registry F*"| Remote Shell

Name Directory User CommandLine

dumpcap.exe Wireshark malware -n -i \Device\NPF_{82E603E2-CETC-4F62-B3DE-T3CT23CB433B} -y EN10

explorer.exe _

ILSpy.cxe ILSpy2304827 |matware | |
= )

Figure 10. Other capabilities of the RAT
Statistics

Both hopto.org and myftp.biz domains are available, amongst various other options, from the dynamic DNS
provider called No-IP. The use of this service guarantees that an infected PC will be able to maintain

communication with its C&C even if it changes the IP address.

From September 12 to November 16, our FortiGuard analysis system collected 194 samples connecting to

hopto.org or myftp.biz.
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myftp.biz,

Out of those, 166 were related to Bladabindi samples and the rest to different threats, which indicates that the use

of dynamic DNS providers could now be more common amongst malware writers.

Although it is common for this malware family to report to its C&C using port 1177, the information gathered

reveals that ports 5552 and 5112 are also now being used.

60%

50%

10% -

Port 1177 Port 5552 Port 5112 Other

Finally, the next chart shows the number of samples collected by our FortiGuard analysis system from September
12 to November 16.
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Conclusion

The Bladabindi malware family continues to be one of the most popular threats because of how easy it is to
download. In fact, there are plenty of videos and websites available that provide detailed tutorials of how to use it.
One proof of its ease of use is the fact that many of the collected samples hadn’t been submitted to Virus Total at
the time of the analysis. Furthermore, the samples we examined use dynamic DNS services that make it hard to

monitor and keep track of the domains and the IP addresses used.

Source: https://blog.fortinet.com/2016/11/30/bladabindi-remains-a-constant-threat-by-using-dynamic-dns-services
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