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Sfile Ransomware

Variants: Sfile2, Sfile3, Escal
Sfile NextGen Ransomware

(g poBanbIIMK-BBIMOraTe/ib) (MepBOMCTOYHHK)

Translation into English

OTOT KpUITO-BBIMOTaTe b MU(GPYeT JaHHbIe KOPITOPAaTUBHOM ceT U O13HeC-TI0/Ib30BaTe e ¢ moMolpio SHA-
512 + AES-256 + RSA-2048, a 3arem TpebyeT BbIKyTI B # BTC, uToObI BepHYTh (aiinbl. OpuriHasb-HOe Ha3BaHUe:

B 3amKcKe He yka3aHo. Ha ¢atine HarmicaHo: HeT JaHHBIX.

O0HapyxeHHs:

DrWeb -> Trojan.Encoder.31603, Trojan.Encoder.31622, Trojan.Encoder.33280
BitDefender -> Gen:Variant. MSILPerseus.494, Gen:Variant.Razy.647127
ESET-NOD32 -> A Variant Of MSIL/Filecoder.AC, A Variant Of Win32/Filecoder.OBU
Kaspersky -> Trojan.Win32.Deshacop.bqu, UDS:DangerousObject.Multi.Generic
Symantec -> ML.Attribute.HighConfidence

TrendMicro -> TROJ_GEN.R002COWDL20

Tencent -> Win32.Trojan.Filecoder.Pikr

© TI'eneanorus: Sfile > Sfile2, Sfile3 > Escal > Sfile NextGen: MetaEncryptor > LostTrust

W306pa>keHrie — JIOTOTHIT CTaThH

Page 1 of 18


https://translate.google.ru/translate?hl=ru&tab=wT&sl=ru&tl=en&u=https%3A%2F%2Fid-ransomware.blogspot.com%2F2020%2F02%2Fsfile2-ransomware.html
https://id-ransomware.blogspot.com/2023/09/losttrust-ransomware.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjbBs2il5nWu5my20tP4dSlb2CsTcnAi5Y2jBmm-KD5fXZ2O2lUMmEZnJH4E-jOAyQtRkp08lORQ1mOSPtjTDr6iDGFCQrzLwrp7YUrhlml16SdJNEbbq8Bcr52OPA6B2kdCZPBFThLyl0/s1600/logo.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjbBs2il5nWu5my20tP4dSlb2CsTcnAi5Y2jBmm-KD5fXZ2O2lUMmEZnJH4E-jOAyQtRkp08lORQ1mOSPtjTDr6iDGFCQrzLwrp7YUrhlml16SdJNEbbq8Bcr52OPA6B2kdCZPBFThLyl0/s1600/logo.png

https://id-ransomware.blogspot.com /2020/02 /sfile2-ransomware.html

K 3amm¢poBanHbM aiinam fobaemseTcs pacimpenue: .sfile2 OBHnMaHne! Hogele paciupenus, email u
TEKCTHI O BBIKYyTIe MO)KHO HalTH B KOHLIE CTaTbU, B 0OHOB/IeHHAX. TaM MOTYT OBITb Pa3nuuus C repBOHAYaTbHBIM

BapUaHTOM.

AKTHBHOCTb 3TOTO KPUIITO-BbIMOTaTe/Isi MPUILIIACh Ha MepByto nonoBuHY deBpasis 2020 r. OpreHTUpPOBaH Ha

dHIJIOA3BIUHBIX HOHBBOB&TEHeﬁ, UTO HE MellaeT pAaCrpoOCTPAHATDL €ro Mo BCEMY MUDY.

3ammcka c TpeboBaHueM BbiKyma Ha3biBaeTcs: !!_FILES_ENCRYPTED_.txt

e Gy g B

Cojiep>xaHue 3aMMCKH 0 BbIKYIIe:

Your network has been penetrated.

All files on each host in the network have been encrypted with a strong algorithm.

Backups, replications were either encrypted or wiped. Shadow copies also removed.

DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME OR MOVE the encrypted and readme files.

DO NOT DELETE *.sfile2 files.

This may lead to the impossibility of recovery of the certain files.

To get info how to decrypt your files, contact us at:

gtimph@protonmail.com

To confirm our honest intentions we will decrypt few files for free.

Send 2 different files with extension *.sfile2. Files should not contain essential information.

Files should be inside ZIP archive and mailed to us (SUBJ : your domain or network name).

It can be from different computers on your network to be sure we decrypts everything.

The procedure to decrypt the rest is simple:

After payment we will send you decryption software.

Don't waste time, send email with files attached as soon as possible.

It's just a business. We absolutely do not care about you and your deals, except getting benefits.

If we do not do our work and liabilities - nobody will not cooperate with us. It's not in our interests.
If you will not cooperate with our service - for us, it's doesn't matter. But you will lose your time and data, cause

just we have the private key.
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ITepeBop 3anycKy Ha PyCCKMil SI3BIK:

Bama ceTp B3710MaHa.

Bce ¢aiinbl Ha KaX0M X0CTe B CeTH ObI/M 3ar(POBAHBI C HAZIeXKHBIM a/ITOPUTMOM.

Pe3epBHbIe KOMUU, periMKaluu Obliv nbo 3aummdpoBaHbl, 1100 cTepThl. TeHeBble KOMMU TaKXKe yaieHbl.
HE CBPACBHIBAVITE VJIN HE BBIK/TFOUAWTE - daiifibl MOTYT GBITh MOBPEK/EHbI.

HE ITEPEMMEHOBBIBAVTE WJIA ITIEPEMEIIAWTE 3armdposanHbie 1 readme-aiinb

HE YOAJIAWUTE daiine *.sfile2.

OTO MOJKeT TIPUBECTH K HEBO3MOXKHOCTH BOCCTAHOBJIEHHSI OTpe/ieIeHHbIX (haiiyioB.

YT0oObI MONMYUYNTh UHGOPMALIMIO O TOM, KaK paciundpoBaTh Balliy (aiiiibl, CBSXKUTECh C HAMH I10 a/[pecy:
gtimph@protonmail.com

YToOBI TOATBEPANTD HAIllM UeCTHBIE HAMEPEeHHs, Mbl pacirdpyeM HeCKOIBKO (aiioB OecriaTHO.
OrmpaBeTe 2 pasHbIX (aiia ¢ pacmupenyeM *.sfile2. ®aiiibl He [O/DKHBI COZlEP’KaTh BXKHYIO HHPOPMALHIO.
datinbl O0/KHBI ObITH BHYTPU ZIP-apxuBa u oTipaBieHsl Ham 1o noute (TEMA TIMCBMA: Balll IOMeH WIIH
ceTeBOe UMsI).

3To MOXKeT OBITh C Pa3HBIX KOMITHIOTEPOB B Balllel CeTH, UTOOb! OBbITh YBEPEHHBIM, UTO MBI BCE paclId(ppyeM.
[MTpoueaypa pacidpoBKY BCero 0CTaJIbHOIO MpOCTa:

[Tocse onaTs! MbI BBILIEM BaM NPOrpaMMy AJIst paclIi(pOBKY.

He TparbTe BpeMsi, OTIIpaBbTe email ¢ mpuKperuieHHbIMU (aiiaMu Kak MOXKHO CKopee.

310 npocTo 6u3Hec. MbI abCoMOTHO He 3a00TUMCS 0 BAaC U BALIMX C/IEJTKAX, KPOME MOTyUeHUs! BbITO/bI.
Eciu Mb1 He Oy/ieM BBIMOJHATH CBOIO PaboTy U 00si3aTeIbCTBa - HUKTO He Oy/ieT ¢ HaMU COTPY/JHAYaTh. JTO He B
HalllUX UHTepecax.

Ecmu BbI He OyzieTe COTPyHMYATH C HAILlIMM CEPBUCOM - /i1 HaC 3TO He UMeeT 3HaueHUs1. Ho BEI roTepsieTe cBOe

BpemMs U [aHHbIE, IIOTOMY UTO TOJIBKO Y HAaC eCThb BHKpblTbIﬁ K/THO4.

TexHuuecKue geTanu

MoykeT pacnipoCTpaHsSIThCs MyTEM B3/i0Ma uepe3 He3aluileHHY0 KoHurypauuto RDP, ¢ momolsto email-criama
Y BPe/IOHOCHBIX B/IOYKEHUM, 0OMaHHBIX 3arpy30K, O0THETOB, SKCIUIOUTOB, BPEJOHOCHOU PeK/IaMbl, BeO-UHXEKTOB,
(habIIMBBIX 0OHOB/IEHUH, TIeperakoBaHHbIX U 3aPaKEHHBIX MHCTA/IIATOPOB. CM. TakKe "OCHOBHbBIE CITOCOOBI

pacrmpoCTpaHeHusl KPUIITOBBIMOTaTe el Ha BBO/IHOM CTpaHuIle biiora.

Onymo BCeryla MCTO/b30BaTh AKTYalbHYI0 aHTUBHUPYCHYIO 3auTy!!!
Ecrmu BbI ipeHeOperaeTe KOMIUIEKCHOM aHTUBUPYCHOH 3aIuTol Knacca Internet Security nimm Total Security, To

x0Ts1 ObI flenaiiTe pe3epBHOE KOMMMPOBAaHUE BaXKHBIX (haitios o Metoxy 3-2-1.

Cnucok (aiinoBbIX paciiMpeHuii, nojsepramomuxca mugpoBaHUIo:
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910 mokymenTbl MS Office, OpenOffice, PDF, TekcToBble datisbl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(haiinbr 06pa30B, apXUBHI U TIP.

daiiibl, cBA3aHHBIE ¢ 3TUM Ransomware:
!Il_FILES_ENCRYPTED_.txt - Ha3BaHHe TeKCTOBOTO (hatina

<random>.exe - c/iyyaiiHoe Ha3BaHHe BPeJOHOCHOTO (atina

Pacnionoxxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBA3aHHbIe ¢ 3TUM Ransomware:

CM. HUXKe pe3y/bTaThl aHaIn30B.

CeTeBble NOAK/TIOUEHHA U CBA3M:

Email: gtimph@protonmail.com

BTC: -

Cm. HIDKe B OOHOBJIEHUSIX [pyTHe afipeca U KOHTAKThL

CM. HIKe pe3y/ibTaTbl aHA/IN30B.

PesynrbTarnl aHa/1M30B:

() Hybrid analysis >>

Z VirusTotal analysis >>

# Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

*# AlienVault analysis >>

2] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: CPeHsIsI.

IMonpobHbIe cBesieHNs1 COOMPAIOTCs perysipHo. ITpuckinakiTe 06pasibl.

=== ICTOPUS CEMEVICTBA === HISTORY OF FAMILY ===
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Sfile - panHuMit BapuaHT
Sfile2 - ¢ Hauasna deBpanst 2020 (vm padee) ro arpesb 2020
Sfile3 - ¢ konua despans 2020

Sfile NextGen, Escal (.<company_name>-<random>) - ¢ Hauasia utoHs 2020

=== BJIOK OBHOB/IEHUH === BLOCK OF UPDATES ===

Bapwuanr ot 28 deBpans 2020:
Pacmipenue: .sfile3
3armcka: !! FILES ENCRYPTED_.txt

Email: cupermate@protonmail.com, cupermate@elude.in

——

Email: vinilblind@protonmail.com, blefbeef@elude.in
DNS: files.fm
BpefoHoCHBI (haiin: MyHKTHI HA3HaYeHUs! U rpy3bl.xlsx.exe

Pesynwrarel anamusos: VT + AR + IA + HA

BpenoHocHbie daiiibl: webroot_updater.exe, ransomware.exe

Pesynbratel ananuzos: VI / VT + VMR

BapuanT ot 8 mas 2020:

Iloct B TBUTTEpPE >>
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Bapwuant ot 10 urons 2020:

IToct B TBUTTEpE >>

Mot ioct B TBUTTEpE >>

[Mocr B TBUTTEPE >> (elme HecKOMbKO 006pa3sioB oT JAMESWT)
Pacmvipenue (111ab0H): .<company_name>-<random>
Pacmipenue (npumep): .ESCAL-p9yqoly

ESCAL - Ha3BaHue [0CTpajaBlied KOMIaHUuU

3ammumcka: !!_FILES_ENCRYPTED_.txt

®ailn: ransomware.exe

ITyts mipoekTa: D:\code\ransomware_win\bin\ransomware.pdb
Pesynbrartel aHanuzos: VT + IA + TG + VMR

[Toxo>X Ha OJJVIH U3 BAPUAHTOB OT 22 ampesisi (CM. BBIIIe).

» OOHapysKeHUS:

DrWeb -> Trojan.Encoder.31622

BitDefender -> Gen:Variant.Razy.647127

ESET-NOD32 -> A Variant Of Win32/Filecoder.OBU

» Copep>kaHHe 3alUCKU:

Your network has been penetrated.

All files on each host in the network have been encrypted with a strong algorithm.
Backups, replications were either encrypted or wiped. Shadow copies also removed.
DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME OR MOVE the encrypted and readme files.
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DO NOT DELETE *.ESCAL-p9yqoly files.

This may lead to the impossibility of recovery of the certain files.

To get info how to decrypt your files, contact us at:

imperial755@protonmail.com

imperial@mailfence.com

To confirm our honest intentions we will decrypt few files for free.

Send 2 different files with extension *. ESCAL-p9yqoly. Files should not contain essential information.

Files should be inside ZIP archive and mailed to us (SUBJ : your domain or network name).

It can be from different computers on your network to be sure we decrypts everything.

The procedure to decrypt the rest is simple:

After payment we will send you decryption software.

Don't waste time, send email with files attached as soon as possible.

if you contact the police, they completely BLOCK any activity (mainly financial) of the company until the end of
the proceedings on their part.

It's just a business. We absolutely do not care about you and your deals, except getting benefits.

If we do not do our work and liabilities - nobody will not cooperate with us. It's not in our interests.

If you will not cooperate with our service - for us, it's doesn't matter. But you will lose your time and data, cause

just we have the private key.

Bapmuanrt ot 18 aBrycra 2020:

IToct B TBUTTEpE >>

Pacumpenue (11absion): .<company_name>-<random>
Pacumpenue (ripumep): .morseop-7j9wrqr

MORSE O.P. - Ha3BaHUe NOCTpaZiaBliieill KOMIIaHUU

3anmcka: how restore hurt documents.inf

Email: greemsy.jj@protonmail.ch, jj.greemsy@mailfence.com
®atin: SystemScheduleHost.exe

Pesynwrartel aHanu3os: VT + IA + AR
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiv1pHTevKZwYCgIc8UZwrhUIhEhb_CFSNuHQ1YF1dE9oOsxAAgRsPI-qrYIsYX-BE-biAhLqyjvfskxBmk4M35Ye58S89fsYUB6lP4sbFQolM97DlCNVJr9KLxDfGpgZl5OuIu8pw9Pe4/s1600/note-18-8-20.png

https://id-ransomware.blogspot.com /2020/02 /sfile2-ransomware.html

BapuasT ot 23 Hos0ps 2020:

Pacumpenue (11absoH): .<company_name>-<random>

Pacmpenue (nmpumep): .BRN-qfp7mkc

3armmcka: readme_to BRN.inf

Email: johny2recoveryusa@protonmail.com, johny3@mailfence.com

Pesynwrarel anamu3os: VT + AR + IA

» Copep>kaHue 3aUCKu:
Hello!
Your network is penetrated.

Forced shutdown of devices can lead to the loss of all data. Do not forcibly disconnect storage volumes from

hosts,

interrupt process and restart. Damaged information cannot be recovered.

All data is properly protected against unauthorized access by steady encryption technology.
We have downloaded essential data of company:

Personal data of employees.
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjuh7yaoU7j1LHViGrF2IcNR8BGLu85c5MYicWCYAhMPD5qNkedb8EYZVZ-xh6MF3nRScpn_PHW5K_3bbq1w9MTvjnv39h2i1AlZ5xwPvmeYr71X2lVRpd52dA-mw-PcmfLSR2s2-dI4yk/s1600/info-1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjuh7yaoU7j1LHViGrF2IcNR8BGLu85c5MYicWCYAhMPD5qNkedb8EYZVZ-xh6MF3nRScpn_PHW5K_3bbq1w9MTvjnv39h2i1AlZ5xwPvmeYr71X2lVRpd52dA-mw-PcmfLSR2s2-dI4yk/s1600/info-1.png
https://www.virustotal.com/gui/file/97d679f364b1d0c6e3896574f1338801a0d707c137e4d220d2c974ae40fbe708/detection
https://app.any.run/tasks/6a2382a0-c18f-456c-a162-e0d3f568fb05/
https://analyze.intezer.com/analyses/f0354923-7c0b-4d6c-8ef2-f1f8854f0659
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhFeHn4FsEcFSIM9XXwmmOs3QVset5yfurmFyjd7FpQ7U9OB0fxeY1HYqpHg6Up4J10pVf9IUR_d61nmQ4OwciD-DuP6AbEUlc-QFswdTn8BPATNj_1gr0IL65t9BCs0jntOIHBeDwZbbE/s1064/note-23-11-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhFeHn4FsEcFSIM9XXwmmOs3QVset5yfurmFyjd7FpQ7U9OB0fxeY1HYqpHg6Up4J10pVf9IUR_d61nmQ4OwciD-DuP6AbEUlc-QFswdTn8BPATNj_1gr0IL65t9BCs0jntOIHBeDwZbbE/s1064/note-23-11-20.png
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HR files.

Customer records. Database backups (Syspro\3dx\etc), CAD files for last few years.
Marketing data, current projects, .

Financial, accounting, payroll data.

In case if you refuse to cooperate with us, all essential data will be published at forums. Full details and proofs
will be

provided in case of contacting us by following emails.
We can help you to quickly recover all your files.
We will explain what kind of vulnerability was used to hack your network.

If you will not cooperate with us, you will never know how your network was compromised. We guarantee this

will happen again.

It's just a business.

johny2recoveryusa@protonmail.com

johny3@mailfence.com

We can decrypt 2 small files (up to 1MB) for free. Send files by email.

Register new email account at secure mail service, to be sure that outgoing email not blocked by spam filter.
WARNING!

Don't report to police. They will suspend financial activity of company and negotiation process.

=== 2021 ===

Bapuasr ot 13 deBpans 2021:

[MITamn gater: 30 Host6pst 2020.

Pacumpenue (11absioH): .<company_name>-<random>
Pacmmipenue (pumep): .LAZPARKING-bwxwvhui-w
[Noctpapasias kommnanusi: LAZ Parking (CLLIA)

Email: jorge.smith@mailfence.com

finbdodscokpd@privatemail.com
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3armcka: 'LAZPARKING-MESSAGE.txt

Pesynwrartel aHanu3os: VT + IA

» OOHapy>KeHHs:

DrWeb -> Trojan.Encoder.33280

Avira (no cloud) -> TR/FileCoder.snnre
BitDefender -> Gen:Variant.Razy.647127
ESET-NOD32 -> A Variant Of Win32/Filecoder.OBU
Kaspersky -> Trojan-Ransom.Win32.Crypmodng.eb
Malwarebytes -> Ransom.Escal

Microsoft -> Trojan: Win32/Glupteba!ml

Qihoo-360 -> HEUR/QVM?20.1.4487 Malware.Gen
Rising -> Ransom.Escal!1.CA6C (CLASSIC)
Symantec -> ML.Attribute.HighConfidence
Tencent -> Win32.Trojan.Filecoder.Lnee

TrendMicro -> Ransom.Win32. ESCAL.SMRAOC

Bapuasr ot 19 deBpans 2021:
Pacmvipenue: .cityzone-nq7wcqgl
[TocTpagasiuas kommnanust: CityZone
3amnmcka: how_decipher hurt data.inf

Email: mallyrecovery@protonmail.ch, mally@mailfence.com
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjqKEUuMyFwWgiyvEu6KBDexUe1AH44wjPt4GR5Wo4r9B0VO6J2bedvYY38lErSkOnM5rf7gLBbP5kfakVb0oJidXtxI0088GAvtLegXfhctprkyKHF0RAxmRD7ATkygju_Fdth6kn3N0k/s1220/note-13-2-21.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjqKEUuMyFwWgiyvEu6KBDexUe1AH44wjPt4GR5Wo4r9B0VO6J2bedvYY38lErSkOnM5rf7gLBbP5kfakVb0oJidXtxI0088GAvtLegXfhctprkyKHF0RAxmRD7ATkygju_Fdth6kn3N0k/s1220/note-13-2-21.png
https://www.virustotal.com/gui/file/4576fd0e13e13c9d490bd84ff83d2f3b602272cdea5f6c54c74f75d067ac5505/detection
https://analyze.intezer.com/analyses/496da755-6f66-49e8-8ec6-8ae173b1f516

https://id-ransomware.blogspot.com /2020/02 /sfile2-ransomware.html

Pesyneratel ananusos: VI

Bapmuant ot 18 mapra 2021:

Pacimpenue (1mabsioH): .<company_name>-<random>
Pacmvpenue (nmpumep): . Technomous-zbtrqyd
[Moctpazasimii: Technomous

Email: recoverfiles@ctemplar.com
recoverfilesquickly@ctemplar.com
primethetime@protonmail.com

Pesynerarte! ananusos: VT

*** [IpOIyLL|eHHbIe BADUAHTBI ***

Bapwuasr ot 25 okTa0psa 2021:

Pacimpenue (1mabsoH): .<company_name>-<random>
Pacumpenue (ripumep): .fmiint-sqnsxris
[MocTpazasiumii: Fmiint.com

3ammumcka: message_to fmiint.log

» CopiepKaHue 3armcKu:
Hello!

Your network is penetrated.
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https://www.virustotal.com/gui/file/26b7c7079cfea22cd9335b788db32453a727c81aec313a3637391a9763434f0a/detection
https://www.virustotal.com/gui/file/8396728b5267a9ff823db2ab600e3ef1d131fc36596d24747ac494e8cdfe877c/detection
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjli2B88vk2qg7DnixDPqCN2F0Hy0im3SDBeY_WkGxgQPklWtdlH8EPlsijUfgRZMCGtwyzLkaudlUlDsqC0C2jq2e91X2Eg5UDV_dGsl1Dq-H0mT51EoFaptXvVF2cQaxz9OvUi8idCzo/s1049/note-25-10-21.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjli2B88vk2qg7DnixDPqCN2F0Hy0im3SDBeY_WkGxgQPklWtdlH8EPlsijUfgRZMCGtwyzLkaudlUlDsqC0C2jq2e91X2Eg5UDV_dGsl1Dq-H0mT51EoFaptXvVF2cQaxz9OvUi8idCzo/s1049/note-25-10-21.png

https://id-ransomware.blogspot.com /2020/02 /sfile2-ransomware.html

Forced shutdown of devices can lead to the loss of all data. Do not forcibly disconnect storage volumes from

hosts,

don't interrupt process. Damaged information cannot be recovered.

All data is properly protected against unauthorized access by steady encryption technology.
First of all we have uploaded more then 100 GB archived data from your file server and SQL server
Example of data:

- Accounting

- Finance

- Personal Data

- Banking data

- Audit

- Management

- Letters

- Confidential files

And more other...

In case if you refuse to cooperate with us, all essential data will be sold or published at forums.
Full details and proofs will be provided in case of contacting us by following emails.
ssdfsdfsdf@mailinfence.com

ssdfsdfsdf@protonmail.com

It's just a business.

We can help you to quickly recover all your files.

We will explain what kind of vulnerability was used to hack your network.

If you will not cooperate with us, you will never know how your network was compromised. We guarantee this

will happen again.
We can decrypt 2 small files (up to 1MB) for free. Send files by email.

Register new email account at secure mail service like mailfence, protonmail to be sure that outgoing email not

blocked by spam filter.
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Don't use gmail!
WARNING!

Don't upload this note or binaries to any services before contacting with us. Otherwise our emails will be locked

and it will take more time to contact with us.

Don't report to police. They will suspend financial activity of company and negotiation process.

@atin poekra: D:\fake.pdb

Pesynwrartel aHamu3os: VT + IA + TG

BapwuasT ot 25 okTa0ps 2021:

Pacumpenue (11ab/oH): .<company_name>-<random>
Pacumpenue (ripumep): .intercobros-9k7syfus

@aiin npoekra: D:\fake.pdb

Pesynerartsl aHam3os: VT

» OOHapy>KeHHUs:

DrWeb -> Trojan.Encoder.34581

BitDefender -> Gen:Variant.Razy.647127
ESET-NOD32 -> A Variant Of Win32/Filecoder.SFile.A
Kaspersky -> Trojan-Ransom.Win32.Sfile.n
Malwarebytes -> Malware.A1.491590415

Microsoft -> Ransom:Win32/IntcobCrypt.PAIMTB
Rising -> Ransom.Sfile! 1.DB2E (CLASSIC)
Symantec -> Downloader

Tencent -> Win32.Trojan.Filecoder. Wskl

TrendMicro -> Ransom_Sfile. RO02COPKP21
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https://www.virustotal.com/gui/file/ed1468708546ef5f94f9af204ebd2e0093deb9839704fa17dbf1328f037f86bd
https://analyze.intezer.com/analyses/b722a3ee-e06f-48ea-b232-cf5b64b72f9b
https://tria.ge/211029-jnellahfbl/behavioral1
https://www.virustotal.com/gui/file/ade5780b02f010a91f0684089100035366af865caba9c6beb66a271ccc89f2ae

https://id-ransomware.blogspot.com /2020,/02 /sfile2-ransomware.html|

e
e mrarred ywa e e e e | el

Bt ilnionn. of abeakiot. s i v b R ol ol dons, D et Py iotenany amasiggs wluanas. s laieims,
she 3 wdrrras peasen Bamugrd s e eodee caeesd ke revreeend

M ek b gty st agee sl srabeeard auiess iy ey peeype e

Wi b e baded rarvial deta o serpary
Hugs smvmard o bary wwiadreg HE b rarwsl Srmarimg
[ i T T S L [T -
whms Wk o prreanald duia

bn s ywa e G asspnae wikoay ol il dis il e sl s s ad dast radiripla e
Bl driwty amd preshy el ke prvied e o cemarteg by by peacs

e rrvcbaml e iread cuer
werrrabrn e e

W o dronpt 3 memall Bloy. (o i TN Fue Fore Bemd Py By orand
Eegarner e arad servsn ay mrsey mad wrear Bin esiterre graseensl e s dan seagaing eeral e sbucivd by s B
Gt ey et

WARH R

Bt repar w0 paline. Thay will papersd Sanrisd sivny of compary ard repaiates presen

BapuanT ot 21-25 pekabpsa 2022:

BapuanT g5t riiatdopmbl FreeBSD, HatleneHHbIl Ha kommanuto B Kutae. Vicionb3yet 6ubnuoreky Mbed TLS,
anroputMbl RSA-2048 u AES-256 asist mmdpoBanus daiinos. [Iudpyet daiiibl co creayoinumMmu

pacCIIUpeHUsIMH.

*|-pvp| . avhdx | . avhd| .vhdx | . pub]| . key| .priv] .dat| .old|. svn-base | . pdf*
: DATA ¥REF: check file ewts+ilAto
*|-tort] . js| ol | mat | .doc | .xlsx| him| .xls| .docx| .py|.h]|.html | .spc| "
"sjson|.pts|.hpp| .db| .dwg| . java| .cpp| .dbf| .class | .config| .mdu)|.c|."
"cs|.bin|.msg| . pptx| .hel| . aspx|.sth|.pra| .ts].cc|.go| .xlsm| .pkl|.c”
"fg|.xsl|.dbt|.sql|.conf|.fz|.vg|.vhd]|.vsd|.ema| .vsix|.cxx|.sln|.p"
‘roto| .veproj | .csproj| .sdb| .asm| .sqlite | . backup Jdxf| .sbr| .pdv| .dw"
*1] o lix| cdwt| .war | .vho| .psd| . psdl| . lua| Jkey| .vhs| ‘8

L BEGIN PUBLIC KEY----- " JBh

ARDCAQRAMT TBCEKCAQEAL I8z TWgh Y gWsNPagril " , Bah
62PALmAKUZ nDoDE Y INo gug T4+l L FANZLATV" , BAR

"MLIBI jANBgkghk i GowilA
" HidEwhNZg 8ok T v/ yllegF

* ZR g i K gunlinh Bve 1V sl s voOjhikkdnb 2q P s E@s4HKd IURFYSEh IDEUGT Y " ; Bih
'rELBOERQEedY T Tvtmt 2avE Y ShkhME] SN FKay T PwH ] ¥eGUVGATTRAE 1nJ4cdMSBE " , BAh
"wp 1NgqEwf uHPYs Be) T ThEaHA0KnY WbgMaRgvP 18 1 DNga P T cXPz PHELF iPNOSYEV" , Bl
"EHIKLHY & T4k raDuQiihs / 44bdETSGL Sup TDPET AmB PO 2 F DM aVADARDY E TV, BAh
"LOIDAQAR" aak

‘esss<EHD PUBLIC KEY=-=-=", BAh,d

o metpeang rrmil et meked by tpem Sl

Pesynwrartel aHanu3os: VT + IA

» OOHapy>KeHHs:

DrWeb -> Linux.Encoder.123

BitDefender -> Trojan.Linux.Generic.225960
ESET-NOD32 -> FreeBSD/Filecoder.SFile.A
Kaspersky -> HEUR:Trojan-Ransom.Linux.Agent.gen
Microsoft -> Ransom:Linux/Filecoder.C!MTB

Rising -> Ransom.SFile/Linux!1.DB2D (CLOUD)

Symantec -> Trojan.Gen.NPE
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg61EqYlyUPIpweYxoLT6Xau1ZYwxGkHMwWgamiF3uMmMT3taRlwwZddzdGN17g966tYs5jTXHHxv91BI0lG7NlHJKV5KehspTlaH34XF20B4N9jbNYomUipmX_hsjfU_cML_7jOZEt7zc/s1118/FFCH8_FagAMvCjb.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg61EqYlyUPIpweYxoLT6Xau1ZYwxGkHMwWgamiF3uMmMT3taRlwwZddzdGN17g966tYs5jTXHHxv91BI0lG7NlHJKV5KehspTlaH34XF20B4N9jbNYomUipmX_hsjfU_cML_7jOZEt7zc/s1118/FFCH8_FagAMvCjb.png
https://blogger.googleusercontent.com/img/a/AVvXsEiyW3wCEiWo8TkGe6uC2nN5np2eEWTt3azBU4UgYijO3IXtueE7wrZpz58K1btW7dQVCLwnpdGG22ldSMHnoLBatboNpRKdzDb1OUWZjWyRdideqLx2SeX4p_TsyxAxNLejImeibYJdoOgZomYsFzS9Vfb_h1vxU7m6dKs3kp49QmtUKRIEgiWEKxc_=s576
https://blogger.googleusercontent.com/img/a/AVvXsEiyW3wCEiWo8TkGe6uC2nN5np2eEWTt3azBU4UgYijO3IXtueE7wrZpz58K1btW7dQVCLwnpdGG22ldSMHnoLBatboNpRKdzDb1OUWZjWyRdideqLx2SeX4p_TsyxAxNLejImeibYJdoOgZomYsFzS9Vfb_h1vxU7m6dKs3kp49QmtUKRIEgiWEKxc_=s576
https://blogger.googleusercontent.com/img/a/AVvXsEiFu5ZWTjYcwawQ9U4dLB8P4nCvt-P1GMgOmt0lPfMVb0fgZFheZyqc8T0YDRHaEtq0g0R30WEFL1yvflK0utIfFb6rptgEzpZe1z9NvYhquRUl4naL9CNi7Kk5q975dQ8aSe2yCPwpmy8q3O--_gnYB_Su0PL1oKaa1pid8saRJZsYpQbAiBljh1Pl=s601
https://blogger.googleusercontent.com/img/a/AVvXsEiFu5ZWTjYcwawQ9U4dLB8P4nCvt-P1GMgOmt0lPfMVb0fgZFheZyqc8T0YDRHaEtq0g0R30WEFL1yvflK0utIfFb6rptgEzpZe1z9NvYhquRUl4naL9CNi7Kk5q975dQ8aSe2yCPwpmy8q3O--_gnYB_Su0PL1oKaa1pid8saRJZsYpQbAiBljh1Pl=s601
https://blogger.googleusercontent.com/img/a/AVvXsEhWPii7cFzr2qFixGNTobhvii_vB9WaSn_b8mvnQf8WzKvWPNJFBACFWkUlZ_ah4rUYOr43fu8QS8wLkDy-ZiuqRCjN3KJHmkB0Pd0tg3BsNLkY5zKxn3qOJladF0eIKzc_R1QpGCS-NvPYv0WIFCu_fZt_IGl7AreYZxd834l-VhmQLwdnX2PpUaN0=s1092
https://blogger.googleusercontent.com/img/a/AVvXsEhWPii7cFzr2qFixGNTobhvii_vB9WaSn_b8mvnQf8WzKvWPNJFBACFWkUlZ_ah4rUYOr43fu8QS8wLkDy-ZiuqRCjN3KJHmkB0Pd0tg3BsNLkY5zKxn3qOJladF0eIKzc_R1QpGCS-NvPYv0WIFCu_fZt_IGl7AreYZxd834l-VhmQLwdnX2PpUaN0=s1092
https://www.virustotal.com/gui/file/49473adedc4ee9b1252f120ad8a69e165dc62eabfa794370408ae055ec65db9d/detection
https://analyze.intezer.com/files/49473adedc4ee9b1252f120ad8a69e165dc62eabfa794370408ae055ec65db9d?vt
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Tencent -> Linux.Trojan.Agent. Wpsy

TrendMicro -> Trojan.Linux.ZY X.USELVLM21

=== 2022 ===

Bapwuanr ot 4 auBaps 2022:

Pacmmipenue: .Japosada-bfkruyz

[Mocrpagapmmii: La Posada

3ammcka: !!laposada_howtodecipher.inf

Email: rickowens@onionmail.org, rickowens@mailfence.com
Wcnone3yetcsi: BCryptGenRandom

®aiin npoekra: D:\fake.pdb

daiin: ransomware.exe

Pesynbratel Hanu3os: VT + IA

» OOHapy>KeHHs:

DrWeb -> Trojan.Encoder.34858

ESET-NOD32 -> A Variant Of Win32/Filecoder.SFile.A
Kaspersky -> Trojan-Ransom.Win32.Sfile.q

Rising -> Ransom.Sfile!1.DB2E (CLASSIC)

TrendMicro -> Ransom_Agent.R002C0PA422

L e an e i At o
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https://www.virustotal.com/gui/file/6a7cef95a501cce16dce6f5a645fc97c4bcbb568c83dde5a7f2e4a0d7555dd98
https://analyze.intezer.com/files/6a7cef95a501cce16dce6f5a645fc97c4bcbb568c83dde5a7f2e4a0d7555dd98?vt
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https://blogger.googleusercontent.com/img/a/AVvXsEi4_btAxNKzbyVEIGxzNuCs4EhEPiGTzTmo8v0mIiMgGNf-f_QV7wp-aNzBFSltxV6CP-KivlIFpehXrz73tUQOfAzQgpCiHB_5Z5l8LlYKs5yhQhJO-D5VfVowamBkY-PoKPGPJXVMOUzkz1eQ30sqgGOx15J-qFlsjap8QU3M0Eg0tmhnXIRWKY6G=s957
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Bapwuanr ot 8 sinBaps 2022:

Pacumpenue: .AFR-6fyvilv

[Moctpapasimii: AFR

3anucka: readme_to AFR.log

Email: john.blues3i7456@protonmail.com, mario.jolly@mailfence.com
Pesynbrartel ananuzos: VT + IA

» OGHapy>KeHHs:

DrWeb -> Trojan.Encoder.34873

BitDefender -> Gen:Variant.Razy.647127
ESET-NOD32 -> A Variant Of Win32/Filecoder.SFile.A
Kaspersky -> Trojan-Ransom.Win32.Sfile.r
Malwarebytes -> Ransom.FleCryptor

Microsoft -> Ransom:Win32/LaposadaCrypt.PAA!MTB
Rising -> Ransom.Sfile! 1.DB2E (CLOUD)

Symantec -> ML.Attribute.HighConfidence

Tencent -> Win32.Trojan.Filecoder.Wozq

TrendMicro -> Ransom_LaposadaCrypt.R002C0DA822
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Thanks:

Andrew Ivanov (author)

Jirehlov, dnwls@719

Ravi, JAMESWT, Michael Gillespie

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.
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