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Recently, I published a post on using App Paths with sdclt.exe to bypass UAC. You may remember that the App

Path bypass required a file on disk. Since sdclt.exe is out there, I figured I would publish another bypass using that
binary, only this one is fileless. I mentioned it in my previous post, but the Vault7 leak confirms that bypassing
UAC is operationally interesting, even to nation states, as several UAC bypasses/notes were detailed in the dump.
As far as public bypasses go, definitely check out the UACME project by @hfirefOx, which has a nice collection

of public techniques.

In newer versions of Windows, Microsoft has shown that they are taking the bypasses seriously. This has

motivated me to spend a little more time on UAC and the different methods around it.

As some of you may know, there are some Microsoft signed binaries that auto-elevate due to their manifest. You
can read more about these binaries and their manifests here. While searching for more of these auto-elevating
binaries by using the SysInternals tool “sigcheck®, T came across “sdclt.exe” and verified that it auto-elevates due

to its manifest:

*Note: This only works on Windows 10. The manifest for sdclt.exe in Windows 7 has the requestedExecutionLevel

set to “AsInvoker”, preventing auto-elevation when started from medium integrity.

As I mentioned in my last post, a common technique used to investigate loading behavior on Windows is to use

SysInternals Process Monitor to analyze how a process behaves when executed. I often work some basic binary
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analysis into my investigative process in order to see what other opportunities exist.

One of the first things I tend to do when analyzing an auto-elevate binary is to look for any potential command

line arguments. I use IDA for this, but you can use your preferred tool. When peering into sdclt.exe, I noticed a

few arguments that stood out due to interesting keywords:

Address

1ext:000000014000251F
$eact=0000000140002534
Aext=000000014000258F
2eat: 00000001 40002506
1ext=00000001400025EF
A1exct=00000001 40002629
eact: 00000001 40002708
Aext=000000014000275E
Aeat=00000001 40002785
Henct=00000001 40002 TED
1ext=0000000140002823
1ext=00000001 40002859
Aent=000000014000289F
2ext=00000001400028E6
1ext=000000014000292E
Hext=0000000140002991
2eact=00000001400029CT
1ext=00000001400029FD
et 00000001 40002A2F
Leact=0000000140002461

$eat=00000001 40002001
Leat=00000001 400030EA
Aeat=0000000140003F2D
Aeat: 00000001 4000410
1ent=00000001 40004 54
ext=0000000140004CTE
eact: 00000001 40004 C AR
Aext=0000000140004C 05
Hext=0000000 140004002
ext=00000001 40004031

Function

7 _RealMain @@ YAJKPEAPEAL..
?_RealMain@@YAJKPEAPEAG...
7_RealMain@ @ YAJKPEAPEAG..,
?_RealMain @@ YAJKPEAPEAL..
T_RealMain@@YAJKPEAPEAG...
7_RealMain @@ YAJKPEAPEAG...
?_RealMain@@YAJKPEAPEALS...
7_RealMain@@YAJKPEAPEAG..,
? RealMain @@ YAIKPEAPEALG...
?_RealMain@@YAIKPEAPEALS...
7 RealMain@®@YAJKPEAPEAL..,
?_RealMain @@ YAIKPEAPEALG...
1 RealMain@@YAIKPEAPEAG...
7_RealMain@@YAJKPEAPEAG...
?_RealMain @@ YAIKPEAPEALS...
7 RealMain® @ YAJKPEAPEAG..,
7_RealMain@@YAJKPEAPEAG...
1 RealMain@@YAIKPEAPEAG...
7 _RealMain @@ YAJKPEAPEAG..
T RealMain@@YAJKPEAPEAG...
7 RﬁlMiln@@’l’A]KFEAPEAG o

[y Rgall'.-'lam@@‘l'ﬁ_l KFEAPEAG._.

Instruction

lea
lea
lea
lea
lea
lea
lea

lea

rdx, aConfigelev : "/CONFIGELEV"

rdx, aConfigureTarge ; "/COMFIGURE /TARGET *
rdx, aFolderoptions ; “/FOLDEROPTIONS®

rdx, aConfignotifi_0; " CONFIGNOTIFICATION"
rdx, aFirsttime ; */FIRST TIME"

rex, aClearstale ; “/CLEARSTALE"

rdx, aTroubleshoot ; “/TROUBLESHOOT®

rdy, aStopbackup ; /STOPBACKUP"

rdx, allimode ; "/UIMODE"

rdx, aCheckskipped ; “/CHECKSKIPPED"
rd:, aCoﬂflgnmrI" 0: ,-’CCI'NHGNUTIFICATICI'N'

dx, & urﬂgnrsture
rdx, aBlbbackupwizar ;

IBI.BHAC KUPWIZARD"
rdx, aEnablejob ; "/ENABLEIOB”

rdx, aDisablejob ; "/DISABLEIOB™

rdx, akickoffnew ; */KICKOFFNEW"

rdx, aKickoffjob ; "/KICKOFFIOB”
rcbr,aDeIetu:utaluga */DELETECATALOGANDEKICKOFFNEW"
= "/SPACEMGMT"

: . FFELEV™
r, achbuffJﬂb “MKICKOFFIOR”

TWinMainlmpl @ @YAIPEAUHL... lea rdx, aCheckskipped ; "/CHECKSKIPPED"
TWinMainlmpl@@YAIPEAUHL... lea  rdx, aConfignotifi_0; “fCONFIGNOTIFICATION®
IConfigMotificationFirstTime... lea rdx, aConfignotifi_0; “fCONFIGNOTIFICATION"
TRunBackupWizardProcess@... lea B, aConfigure ; "/COMNFIGURE™
TRunBackupWizardProcess@... lea r8, aEnablejob ; “/EMABLEIOB"
TRunBackupWizardProcess@... lea B, aDisablejob ; "/DISABLEIQOB"
TRunBackupWizardProcess@... lea B, aKickoffjob ; "/ KICKOFFIOB®
TRunBackupWizardProcess@... lea 8, aKickoffnew ; " KICKOFFMEW™
TRunBackupWizardProcess@... lea B, aSpacemgmt ; "/ SPACEMGMT"
TRunBackupWizardProcess@... lea 8, aRestorewszard ; “/RESTOREWIZARD"

These were interesting as sdclt.exe is set to auto-elevate in its manifest anyway. Looking at sdclt.exe in IDA, it
checks if the argument matches “/kickoffelev”. If it does, it sets the full path for “sdclt.exe”, adds “/KickOffJob”

as a parameter and then calls SxShellExecuteWithElevate.

loc_140802872: HE- 1]
mw rex, [rdisd)
lea rix, alickoffelev ; “/HICKOFFELEU
call €s:__imp_ ucsicmp
test A, rax
jnz short loc 14B8002BER
lea r?, akickoffjob ; “SHICKOFFJOB"
moy edw, ridd ; int
1ea ri, IS_I,IS‘:EHI’W':S!,I_? ; "IsystenrootIvisystend2yisdolt exe™
xor #Cx, ecx ; HWHD
call TExShellExecuteWithElevateEEYAJPEAUHUMD BEHPEBG1EZ ; SxihellEceculeVithELewabe(HUHD & int,ushort cons
i [rsp+@F Bh+var CA], eax
test eax, eax
jns short loc_1408002881
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Following that path, SxShellExecuteWithElevate starts “%systemroot%)\system32\sdclt.exe /kickoffjob” with the
“Runas” verb. This is essentially programmatically executing the “RunAsAdministrator” option when you right-

click a binary.

FPi=

mou [rsp+188h+var E4], ax

lea rcx, [rbp-29h] ; pExeclInfo
test esi, esi

mov dword ptr [rbp-25h], 548h
lea rax, aRunas ; 'runas'
mov dword ptr [rbp-29h], 76h
cmovz rax, [rbp-1%2h]

mouv [rbp-12h], rax

mou rax, [rbp-51h]

mouv [v¥bp-11h], rax

mov rax, [rbp-41h]

mov [rbp-92], rax

mov [rbp-21h], r14

mov dword ptr [rbp+7], 1

call cs:__imp_ShellExecuteExW
test eax, eax

jnz short loc_14006D7B6

The next step is to run “sdclt.exe /Kickoffelev” with procmon running. After going through the output, we see the
trusty “shell\<verb>\command” registry search path in the HKEY_CURRENT_USER hive.

[ — B 18 P L 8 A e 1 B a1 A i, o g e e i L

3 . 6D i By s b - i MAME HOT FOUND High
1431, lindch exe 3603 &L Reglpenkey HHCLI Softmare' Oasses exefile shel nunas 'command MHAME MOT FOUND  Hgh
1431 Mesdolt se 15 ReglpeniKey HHCLM Software’ Oasses exefie shellnnas ' Deop Tanget MAME MOT FOUKMD High
1431 ok e 305 L Reglpenikey HHC LI Sofware’Classes exefin shellnunes 'command NAME HOT FOUND  High
1431 indck moe 608 PegOperiFey HEC L Softwe’ Oasses swefile shellnnss oommand NAME HWOT FOLND  Hgh
1431, plesdeh gn 3608 X RegOpenikey HHCLM Sofwane’ Oasses anfie shall nuna command MNAME MOT FOUND  High
1431, esdch exe 308 L Reglpenkey HHCL Software'Oasses exefile shel nnas 'command MNAME HOT FOUND  High
1:43:1 s 36 RegOpen Ky HHC L' Sofwane’ Dlasses sxefleshellrunzs 'command MAME MOT FOLUKD High
1431 e e 305 L Reglpenibey HHCLI Softmare’ Classes exefie shell nuns 'oommand NAME HOT FOLND  Hgh
1471 S UEPET I Dl s e R 1 Sy s o <FERR (T

The next step was to add those keys and see if our binary and parameters of choice would execute. Unfortunately,
nothing executed after adding the keys and starting “sdclt.exe /kickoffelev”. Looking back in procmon, our keys

are queried, but sdclt.exe is actually looking for an additional value within the “command” key:

“IsolatedCommand”.

Ar. RN ana I ER Ly Py HRL LI v )1 drivben el shell 'nun o AL LESS g
BT ok e 5708 @ Fegloeniey HEC LI Software ' Classes wnefile shellrunss 'wommand SUCCESS High
VAT, ek e 5708 L RegluenyKey HHKC L Softwane\Classes wsefile \shellrunas' oommand SUCCESS High
LK v wdch mem ST08 R Regluen ey HEC L' Software'\Classes exefile shellinnss wommand SUCCESS High
1:470 5708 HECLSoftware’Oasses exefle shell\nunas \wommand \solatedCommand HAME NOT FOUND
VAT 0., Headc) ane STHE X Feglions ey HEL LI Softwans\Clakse wafia whellnuns ommand SUCCESS High
1470, Jmdch mee 5708 dFimgTuerykey HECLMSoftwars’ Classes SUICCESS High

We can then add our payload and parameters in a string (REG_SZ) value within the “Command” key called

“IsolatedCommand”:
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B151. Badcl eon 544 @ Fieglpentey HKELF Seftware ' Classme et shel unas command g
[ e Eang [ Ty - - - PR e
B151 . achel o [YTT o —— HREUP Softwar'\Clastuns 'oosbi ‘shesll s ormmand -
6151, [lledet o 5404 [ FngtueryValue  HKLLN Software'\Classms'wcostie’ sl runas' command ssliedCommand .
L ¥

B15 ., plegcded pn B Registry Edwor O M High
E1%1 plsdctens | . Hagh
T File Ed# ‘Vieew Favorites Hep la
AL, T Computer HKEY_CURREMT_LISER Softeans’ Classesmofile’ dhell nanss command High
B4 .

157, pfeadch exe o s A Marne ata g
B ekl e Eammand =
[ I, N Dl High
E:15:1.. gleaccl exe EBdensions l " lsoletedCommend L [
B:1501.. eadcl e feedback-hub B
E:1501 . glenccl e FilaSyne Chent SutoPleyHande Hign
S130]. feadcl ee FiuSyne Chant AutoPlayHande i
E:15:1.. plesdcl exe . kg
B0, eadcl e - ¥ « » g

This is the same bug (minus the IsolatedCommand portion) that was used in the eventvwr.exe “fileless” UAC
bypass. You can read about the eventvwr.exe bypass and the specific registry keys used here. Notice that instead
of “shell\open\command”, we now see “shell\runas\command”. This is because sdclt.exe was invoked (again)

using the “RunAs” verb via SxShellExecuteWithElevate.

After adding our payload as the “IsolatedCommand” value, running “sdclt.exe /KickOffElev” will execute our

payload (and any parameters) in a high-integrity context:

= S u; . - — —

i AT R EAFILY T2 K 5752 Windir w2 edractor Micrnsoft Comoration Siyslam

[ ] 1856 K IN6 K 54X Windows Command Processor Microsoft Comoration High
B corost e ooy 6156 K 18312 K E158 Console Window Host Microsoft Comoration High

B Administrator: C\Windows' Systern 32\ crndlexe

To demonstrate this technique, you can find a script here: https://github.com/enigma0x3/Misc-PowerShell-
Stuff/blob/master/Invoke-SDCLTBypass.ps1

The script takes a full path to your payload and any parameters. “C:\Windows\System32\cmd.exe /c notepad.exe”

is a good one to validate. It will automatically add the keys, start “sdclt.exe /kickoffelev” and then cleanup.

This particular technique can be remediated or fixed by setting the UAC level to “Always Notify” or by removing
the current user from the Local Administrators group. Further, if you would like to monitor for this attack, you
could utilize methods/signatures to look for and alert on new registry entries in

HKCU:\Software\Classes\exefile\shell\runas\command\isolatedCommand

Cheers,
Matt
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